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Summary
In Romania, as in the rest of Europe, society faces gender inequality to the detriment of women. The main 

area highlighting this inequality is the involvement in household activities – significantly to the disadvantage of 
women. The repercussions of burdening women in this way consist of feelings of frustration, upset, discomfort, 
resentment, injustice, dissatisfaction with the couple relationship and with the family in general, leading to de-
pression and anxiety. Even if we have the impression that we are progressing in many socio-professional fields, 
the imbalance in the assumption of domestic tasks between women and men remains a bastion of inequality.

The mass media represents another factor through which gender inequality is fueled and even promoted 
in Romanian society; there is a tendency to highlight a simplified image of women, that of an accessory avail-
able to any successful man. Women’s achievements are minimized, the press stimulating the non-recognition 
of women’s authority in their profession and in private life, and in the case of women involved in social and 
political life, the emphasis is always placed on details regarding their personal life.

The Gender Equality Index for 2024 ranked our country last in the European Union. The thematic focus 
of the Index was dedicated to violence against women, presenting recent developments in policies and legisla-
tion regarding this type of violence in the European Union and Member States, highlighting how the prevalence, 
severity, and disclosure of violence can vary among women depending on social factors, analyzing data on 
public attitudes towards violence against women, and exploring the links between public attitudes towards vio-
lence and levels of gender equality. Gender-based violence is widespread, severe, and underreported throughout 
the European Union, which faces challenges that make gender equality a more relevant and urgent issue than 
ever, with implications for violence against women, which represents not just a social problem, but a human 
rights crisis, rooted in control, domination, and inequality.

The fight for real progress requires urgent action from policymakers, civil society, and the public. The 
first European Union Directive 2024/1385 of the European Parliament and of the Council of 14 May 2024 on 
combating violence against women and domestic violence strengthens existing measures and introduces new 
ones in areas such as: the definition of relevant offenses and sanctions, including the criminalization of certain 
forms of cyber violence, female genital mutilation, and forced marriage; the protection of victims and access to 
justice; support for victims; improved data collection; prevention; coordination and cooperation. The Directive 
establishes common legal standards in all member states, entered into force on June 13, 2024, and member states 
have until June 14, 2027, to transpose it into national legislation. Progress towards a gender-equal Europe, 
alongside efforts to fully implement the Istanbul Convention and this Directive, advancing gender equality in 
care, facilitating women’s participation in decision-making, and promoting gender-sensitive employment and 
social protection policies, all contribute to building societies where the prevention and eradication of violence 
against women is a priority.

Keywords: gender violence, imbalance, discrimination, control, domination, equal opportunities, Gender 
Equality Index.
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Introduction. The term “gender” does not coincide with the term “sex” and is not a 
substitute for it, referring to the social relations between women and men, which can be 
changed in a political, economic, and cultural context, while the term “sex” refers to the 
biological differences between women and men – universal and unchangeable.

Gender is a conceptual tool used to analyze the roles, responsibilities, constraints, 
opportunities, and needs of men and women in any context. Gender issues originate in bi-
ological differences and are accentuated by environmental factors, cultural experiences, 
traditions, social norms, and values, which vary from one culture to another and from one 
society to another. Therefore, sex differences refer to the differences between girls and 
boys, women and men, which are due to ontogenetic differences (present before birth) 
at the level of the central nervous system and the endocrine nervous system. These dif-
ferences are recorded especially at the level of physical appearance, secondary male and 
female sexual characteristics.

Gender differences (psychological and social) refer to the differences between girls 
and boys, women and men, which are added through socialization and through the inter-
nalization of the socio-cultural norms and values of femininity and masculinity. These dif-
ferences are recorded especially at the behavioral level (social behavior, behavioral skills, 
etc.), emotional level (emotional expressiveness), and cognitive level (cognitive abilities, 
self-esteem, self-efficacy, etc.).

The concept of “gender equity” recognizes that women and men have different 
needs and powers and that these differences must be identified and addressed in a way 
that corrects gender imbalances. It can refer to equal treatment or different treatment, 
but which is considered equivalent in terms of rights, benefits, obligations, and opportu-
nities. Although frequently used as synonyms, equality and equity are two distinct con-
cepts. While international treaties refer to “equality”, the term “equity” is frequently used 
in other areas. The term “gender equity” is sometimes used in a way that perpetuates 
stereotypes about women’s roles in society, suggesting that women should be treated 
“equitably” according to the roles they perform. This interpretation risks perpetuating 
unequal gender relations and reinforcing gender stereotypes to the detriment of women. 
The term must therefore be used with caution so as not to mask the avoidance of an open 
approach to discrimination and inequality.

Equal opportunities means treating people fairly and without prejudice, but also 
creating conditions that encourage, appreciate diversity, and promote dignity in the 
workplace and in society; equality implies correcting past imbalances and ensuring that 
relationships proceed in a constructive manner, supporting inclusion and avoiding unjus-
tified discrimination.

Gender discrimination is the result of treatment that prejudices a person based on a 
gender stereotype. This unfair treatment provides unequal opportunities for the personal 
self-development of girls and boys. Gender discrimination manifests itself in the health, 
educational, political, and economic fields and affects public as well as private life.

Subtle forms of gender violence. Violence against women includes everything that 
prevents them from realizing their potential, a fact that is both to their detriment and to 
the detriment of society. Structural violence, more difficult to recognize and understand 
– violence embedded in the social, political, and economic systems of society; – the une-
qual allocation of goods, resources, and opportunities between men and women; – social 
structures: instances that confirm, reinforce, and reproduce this inequality.
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Sexism represents prejudice/discrimination based on sex, especially against wom-
en. The term is associated with the “second wave of feminism” (1960s-1980s). Sexism is 
based on the idea that women are inferior to men and must be oppressed in society. 
Gender inequality is the product of sexism and primarily affects women and girls, with 
consequences starting from birth, but it also affects men and boys, especially when they 
do not conform to traditional masculine stereotypes. Example: men who take care of their 
children, who take paternity leave, those who work in jobs predominantly or traditionally 
occupied by women (nurses, male nurses) or those who are not interested in subjects or 
activities that should concern them “as men” (DIY, certain sports, especially football, etc.).

Gender inequality. In Romania, an important step in reducing gender inequality was 
the accession to the European Union (EU). The negotiation process for accession stimu-
lated public institutions to address the issue of gender equality, because meeting stand-
ards in this area constituted an accession criterion.

The main area in which gender inequality is evident is still the distribution of do-
mestic activities, clearly to the disadvantage of the category of women who are involved 
in such work, regardless of whether they are housewives or employed; there are still 
many Romanians who consider this work to be easy or have the impression that a house-
wife works less than her life partner who has a job.

In our country, as globally, women have had to fight to gain their rights, but the hard 
work in households, which includes cooking, has remained an overwhelming burden for 
many of them.

Even in urban areas, where access to information and education is easier compared 
to rural areas, in the vast majority of families, women still handle the meal preparation 
process, in a proportion up to 10 times higher than the number of men who do this.

A study conducted by Tazz in partnership with Cult Market Research, on a sample 
of over 500 people from urban areas, represented by 51% women and 49% men, aged 
between 18 and 50, and which targeted trends regarding household chores among urban 
Romanians, focusing on their habits and perceptions in relation to meals at home, re-
vealed worrying figures [1].

Although a slight improvement has been observed in how household chores are di-
vided within couples, the overall situation remains alarmingly unbalanced between the 
two sexes.

Although almost three-quarters of urban Romanians believe that household activi-
ties should be distributed equally between women and men, 53% of women are still bur-
dened with the responsibility of preparing meals, and only 28% of respondents believe 
that the task falls on both partners.

One explanation would be the perpetuation of the toxic mentality that food prepa-
ration is the responsibility of women, a mentality passed down from generation to gen-
eration and which, unfortunately, appears even in families with a good financial situation 
or who have had access to education. 29% of respondents state that they associate meal 
preparation with moments of relaxation, 43% of urban Romanians spend 5-7 hours or 
more per week in the kitchen, which means that in addition to a demanding job, other 
household chores, or time spent with children, they also spend the equivalent of a work-
ing day in the kitchen.

However, cooking is felt as a pleasure for urban Romanians only if it takes 1-2 hours/
week, and then it becomes stressful for 26% of respondents. The majority of urban Ro-
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manians (43%) still cook daily or almost daily, 38% cook once every 2-3 days, especially 
women and people aged between 30 and 39. Even cooking occasions revolve around re-
sponsibility towards the family: dinner or lunch with the family (63%) and meals for the 
children (60%).

A study published in March 2024 by the Demographic Studies Institute of Barcelona 
on the behavior of 74,630 people from 15 European countries, including Romania [2], re-
vealed that women continue to spend more time on household chores compared to men.

In our country, mothers allocate an average of 4 hours and 41 minutes of their daily 
time to household chores, of which 82 minutes are for cleaning and washing dishes, while 
fathers only spend 1 hour and 41 minutes per day, of which only 18 minutes are for clean-
ing and washing dishes.

In Romania, Italy, and Greece, household chores are seen as women’s work, even in 
the case of women who have successful careers and earn more than their husbands; in 
Greece, women spend an average of 4.7 hours daily on these tasks, while men dedicate 
only about one hour per day.

In Nordic countries such as Finland and Norway, although the differences are small-
er, women are still at a disadvantage, spending approximately three hours a day on house-
hold activities, while men spend only two hours a day.

The repercussions of burdening women in this way consist of feelings of frustration, 
upset, discomfort, resentment; women feel unappreciated, tired, and overwhelmed by 
this work, which generates feelings of injustice, dissatisfaction with the couple relation-
ship and the family relationship in general, leading to severe depression.

Even if we have the impression of progress in many socio-professional fields, these 
data remind us that the imbalance in domestic tasks within couples remains a bastion of 
inequality.

The mass media represents another factor through which gender inequality is fue-
led and even promoted in Romanian society; there is a tendency to highlight a simplified 
image of women, that of an accessory available to any successful man. An example is the 
widely circulated statement – behind every successful man is a devoted woman – which 
is intended to be appreciative, but in reality places women in a humble, inferior position, 
in the shadow of the man, who is the star, in the spotlight.

Moreover, women’s achievements are often minimized, the press stimulating the 
non-recognition of women’s authority in their profession and in private life. In the case 
of women involved in social and political life, the emphasis is always placed on details re-
garding their personal life and not on initiatives that could promote their image positively.

According to the 2024 Gender Equality Index, produced by the European Institute 
for Gender Equality (EIGE) [3], Romania ranks last in the EU, with 57.5 points out of 100, 
below the EU score of 71. The national score has improved compared to previous years, 
but it is consistently and considerably lower than the EU average, with the gap from the 
EU average widening over time.

By domain, Romania’s scores compared to the EU are as follows: work – Romania 
67.5/ EU 74.2; money – Romania 72.8; EU 83.4; knowledge – Romania 55.4; EU 64.2; time 
– Romania 69.2; EU 68.5; power – Romania 32.8; EU 61.4; health – Romania 70.4; EU 88.6; 
violence – Romania 36.5; EU 31.9.

Between 2010 and 2022, the full-time employment rate for women decreased from 
42% to 40%, while for men it increased slightly, widening the gender gap. In 2022, the 
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largest gender gaps were observed among non-native women and men, couples with chil-
dren, and those with a low level of education.

Between 2021 and 2022, the share of women at risk of poverty decreased slightly, 
while the share of men remained constant. In 2022, the at-risk-of-poverty rate was high-
est among people with a low level of education – at 40% for women and 45% for men, 
followed by single women (33%). The largest gap in the at-risk-of-poverty rate is between 
women and men aged 65 and over.

In 2022, 52% of women and 40% of men reported caring daily for children, grand-
children, the elderly, or people with disabilities, which is still one of the largest gender 
gaps in care responsibilities among all member states. The gender gap remained high for 
women and men aged 65 and over and for women and men in couples with children.

National legislation on gender equality. Romania has a protective legislative frame-
work regarding gender equality, starting with the Constitution of Romania and the Labor 
Code, and continuing with Law No.62/2009 for the approval of Government Emergency 
Ordinance (O.U.G.) No.61/2008 on the implementation of the principle of equal treat-
ment between women and men regarding access to and supply of goods and services; 
Law No.44/2008 for the approval of O.U.G. No.67/2007 on the application of the prin-
ciple of equal treatment between men and women within occupational social security 
schemes; Law No.202/2002 on equal opportunities and treatment between women and 
men; Government Decision (G.D.) No.537/2004 for the approval of the Methodological 
norms for the application of the provisions of O.U.G. No.96/2003 on the protection of 
maternity in the workplace; Government Decision No.285/2004 on the application of 
the National Action Plan for Equal Opportunities between Women and Men; Govern-
ment Decision No.266/2004 on the balanced participation of women and men in expert 
teams sent on mission to the European Commission; Law No.25/2004 for the approval 
of O.U.G. No.96/2003 on the protection of maternity in the workplace; Government De-
cision No.1273/2000 on the approval of the National Action Plan for Equal Opportunities 
between Women and Men, Law No.210/1999 on paternity leave, G.D. No.484/2007 on the 
approval of the Statute of the National Agency for Equal Opportunities between Women 
and Men; Order No.157/2007 on the approval of the Regulation on the organization and 
functioning of the National Commission in the field of equal opportunities between wom-
en and men (CONES).

The problem of gender violence and domestic violence. The thematic focus of the 2024 
Gender Equality Index was dedicated to violence against women, presenting recent de-
velopments in policies and legislation regarding violence against women in the EU and 
Member States, emphasizing how the prevalence, severity, and disclosure of violence can 
vary among women depending on certain social factors, such as age, disability, migrant 
status, or the type of perpetrator of violence, including an analysis of data on public atti-
tudes towards violence against women and exploring the links between public attitudes 
towards violence and levels of gender equality.

The EU faces a series of challenges that make gender equality a more relevant and 
urgent issue than ever, with implications for violence against women. Growing evidence 
shows that violence against women and girls intensifies during periods of crisis. The fact 
that millions of women in the EU continue to be exposed to serious forms of violence, 
including physical and sexual violence and femicide, remains an unacceptable form of 
gender inequality.
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The 2024 Gender Equality Index Report examines recent legal and political devel-
opments across the EU and its Member States, presents findings from the EU survey on 
gender-based violence, includes an analysis of the extent of disclosed violence against 
women in the EU, and explores societal attitudes towards violence against women and 
public perceptions thereof, as well as the role of the mass media in shaping awareness of 
this violence.

Gender-based violence remains widespread, severe, and underreported throughout 
the EU. Violence against women in the EU is not just a social problem, but a human rights 
crisis, rooted in control, domination, and inequality. While the EU has taken strong legal 
measures, the fight for real progress requires urgent action from policymakers, civil so-
ciety, and the public.

The first EU Directive on combating violence against women and domestic violence 
No.2024/1385 of the European Parliament and of the Council of May 14, 2024 [4], pro-
vides a comprehensive framework for the effective prevention and combating of violence 
against women and domestic violence at the EU level. The Directive strengthens exist-
ing measures and introduces new ones in areas such as: the definition of relevant of-
fenses and sanctions, including the criminalization at EU level of certain forms of cyber 
violence (non-consensual sharing of intimate images, cyberstalking, cyberharassment), 
female genital mutilation, and forced marriage; the protection of victims and access to 
justice; support for victims; improved data collection; prevention; coordination and coop-
eration. The Directive establishes common legal standards in all member states, entered 
into force on June 13, 2024, and Member States have until June 14, 2027, to transpose it 
into national legislation.

The EU’s accession to the Istanbul Convention (2023) strengthens commitments to 
prevent and combat violence against women and domestic violence. Despite this pro-
gress, five Member States (Bulgaria, Czechia, Hungary, Lithuania, and Slovakia) have not 
yet ratified the Istanbul Convention. This delay is largely driven by political opposition 
and anti-gender movements, which threaten progress. Moreover, while many Member 
States have National Action Plans to combat violence against women, their scope and 
effectiveness vary greatly.

The transposition of the EU Directive on violence against women by June 2027 will 
address many of these shortcomings, and the vast majority of the requirements of the 
Istanbul Convention will need to be integrated into national law, even for those member 
states that have not yet ratified the Convention.

Domestic violence is a consequence of gender inequality in that: 
1) it reflects and perpetuates unequal power relations; domestic violence is often 

rooted in social and cultural norms that uphold male superiority and female subordina-
tion; abusers may use violence to maintain control and domination over their partners, 
thus reaffirming gender inequality in the relationship; society may subtly tolerate or even 
justify domestic violence through harmful gender stereotypes, such as the idea that men 
have the right to “discipline” their partners or that women should be submissive;

2) it limits women’s autonomy and independence; the fear and intimidation gener-
ated by domestic violence can restrict women’s freedom to make decisions, to work, to 
socialize, and to participate fully in public life; the abuser’s control over financial resourc-
es, communication, and movement limits women’s economic and social independence, 
making them dependent on abusive partners, which makes it difficult to leave abusive 
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relationships and perpetuates gender inequality;
3) it disproportionately impacts women; statistics show that women are dispropor-

tionately affected as victims, suffering more severe and frequent forms of abuse, includ-
ing sexual violence and homicide; this reflects the existing structural gender inequality 
in society, where women are considered to have an inferior social and economic status;

4) it normalizes gender-based violence; when domestic violence is not adequately 
addressed and sanctioned, it creates a climate of impunity that normalizes gender-based 
violence, which can lead to greater tolerance of other forms of violence against women 
and girls in different spheres of life;

5) it hinders progress towards gender equality; domestic violence is a major barrier 
to achieving gender equality, as it undermines women’s fundamental rights, limits their 
opportunities, and affects their physical and mental health; societies where domestic vi-
olence is widespread tend to have lower levels of gender equality in all areas; domestic 
violence is not just an individual act of aggression, but also a manifestation and a tool for 
maintaining gender inequality. Addressing and eliminating domestic violence are essen-
tial to building an equal and safer society for women and girls.

Domestic violence significantly influences the burden of household activities on 
women in several ways:

1) control and coercion – abusers may use control over household activities as a form 
of abuse and may sabotage women’s efforts to share tasks or constantly criticize the way 
they perform their household duties, creating a climate of fear and dependence; abusers 
instrumentalize household activities to maintain power and control over women, ignoring 
their needs and circumstances;

2) social isolation – domestic violence often leads to the isolation of women from 
friends, family, and colleagues; this isolation deprives them of the emotional and practical 
support that could help them cope with the burden of household activities; abusers may 
restrict women’s contact with others to maintain control and prevent them from seeking 
help;

3) impact on physical and mental health – women who suffer domestic violence often 
have physical and mental health problems, including injuries, chronic pain, depression, 
anxiety, and sleep disorders, problems that can make it more difficult for them to manage 
household activities, further increasing their burden; constant fear and stress can lead 
to physical and emotional exhaustion, affecting women’s ability to cope with daily tasks;

4) sabotage of economic opportunities – abusers may prevent women from work-
ing or keeping their jobs through harassment, threats, or direct violence; this economic 
dependence makes women more vulnerable and less able to pay for external help with 
household activities (e.g., cleaning or childcare services); sabotaging educational or pro-
fessional training opportunities also limits their chances of achieving long-term financial 
independence;

5) lack of support and recognition – in abusive relationships, women’s efforts in 
performing household activities are often taken for granted and are not recognized or 
appreciated; this lack of validation can lead to feelings of devaluation and resentment, 
amplifying the emotional burden of housework; abusive partners refuse to participate 
in household chores, perpetuating the gender stereotype that these are the exclusive 
responsibility of women.

In essence, domestic violence exacerbates gender inequality in terms of household 
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activities by creating an environment of control, fear, and dependence, limiting women’s 
autonomy and resources, and undermining their health and well-being. Addressing do-
mestic violence is crucial to promoting a fair distribution of household tasks and achiev-
ing gender equality within households.

In a healthy and balanced relationship, household responsibilities are divided equi-
tably between partners, taking into account each person’s abilities, available time, prefer-
ences, health status, energy levels, and professional commitments.

By December 2024, all EU Member States had signed the Istanbul Convention, and 
the majority had ratified it. In recent years, there has been greater opposition to the 
Convention from anti-gender movements. In countries that have not yet ratified the Con-
vention (Bulgaria, Czechia, Lithuania, Hungary, and Slovakia), the debate often focuses on 
the desire to protect the “institution of marriage between a man and a woman”, as the 
movements consider the Istanbul Convention a threat to their values [5].

The Istanbul Convention defines violence against women as “a violation of human 
rights and a form of discrimination against women and shall mean all acts of gender-based 
violence that result in, or are likely to result in, physical, sexual, psychological or eco-
nomic harm or suffering to women, including threats of such acts, coercion or arbitrary 
deprivation of liberty, whether occurring in public or in private life” [6, p.3]. Domestic 
violence is described in the Convention as “all acts of physical, sexual, psychological or 
economic violence that occur within the family or domestic unit or between former or 
current spouses or partners, whether or not the perpetrator shares or has shared the 
same residence with the victim” [6, p.8].

The majority of EU States do not have specific laws on violence against women, 
as it is criminalized as part of other legal provisions, such as laws on domestic violence. 
Domestic violence is criminalized in all Member States, but not always through a specific 
legal provision. Most laws referring to this type of violence refer to family members and/
or intimate relationships, including physical, sexual, and psychological abuse, although 
verbal psychological violence may be considered a less serious offense [7, p.9].

Although there is a European protection order for survivors of violence, in reality 
this measure has not always proven effective, depending on the response of the judicial 
and law enforcement systems [8].

The mass media is an institutional source of power and influence in the process of 
gender socialization [9], and media narratives can play a crucial role in shaping public 
perceptions of violence against women and influencing attitudes [10]. Mass media reports 
and narratives on violence against women can either perpetuate harmful stereotypes and 
normalize violence against women [11] or contribute to greater awareness and prevention 
[12]. Intimate partner violence tends to be significantly underreported in the mass media 
and is often reported in connection with isolated incidents rather than discussed in a 
broader social context [13]. The tendency of the mass media to report only the most seri-
ous cases of intimate partner violence, such as femicide, and to underreport the majority 
of less severe cases of violence against women leads to misperceptions of the prevalence 
and severity of violence against women among the public [14].

In general, across the EU, research highlights persistent problematic practices in 
the reporting of violence against women in the mass media, including sensationalism, 
victim-blaming discourses, the romanticization of violence, and the lack of recognition of 
its systemic nature [15].
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Article 17 of the Istanbul Convention recommends the involvement of the private 
sector and the media in the prevention of violence against women and domestic violence 
[6]. It also encourages the media to define and adopt guidelines, as well as self-regulatory 
standards, to avoid perpetuating negative gender stereotypes and to promote a fair and 
non-sexist portrayal of women. European and international agencies have issued a series 
of recommendations and guidelines to better guide media professionals towards more 
ethical reporting of cases related to violence against women [16].

Through the Beijing Platform for Action, all Member States committed to promoting 
greater gender equality in the media [17], a commitment that includes four main compo-
nents: decision-making, working conditions, gender-based violence, and gender stereo-
types in the media [18].

All Member States have established regulatory authorities responsible for oversee-
ing media coverage at the national level; more than half of them (16) have guidelines or 
recommendations for media professionals regarding the gender-sensitive portrayal of 
violence against women. Some of these guidelines have been developed by the regulatory 
authorities themselves or by independent associations or civil society organizations, and 
some regulatory authorities have adopted internal strategies to improve gender equality 
in their work.

The effects of gender inequality. Gender inequality begins in childhood and limits 
children’s potential, disproportionately affecting the female gender; it has negative ef-
fects on children’s health and development; it contributes to unemployment and poverty 
among women, and it has a profound effect on mental health: higher levels of stress, anx-
iety, depression, and post-traumatic stress disorder.

Conclusions. Gender equality is a fundamental human right that is violated by gen-
der-based discrimination. Although Romania enshrines equality between men and wom-
en at the legislative level, and progress has been made in reducing gender inequality since 
the socialist period, in practice gender inequality has reached worrying proportions.

The causes that lead to the emergence and perpetuation of gender inequality are: 
stereotypes, mentalities, the culture that encompasses the mass media, religion, language, 
and education. Change must begin with overturning these stereotypes and the attitude 
people have towards gender inequality, which remains a closely monitored topic on the 
EU’s agenda and an important objective of Romania’s community policies.

In recent years, the EU has made significant progress in aligning its legal frame-
work with international instruments. The adoption of key legal instruments, including the 
EU’s accession to the Istanbul Convention and the adoption of Directive (EU) 2024/1385 
on combating violence against women and domestic violence, has provided the EU with 
comprehensive tools to combat violence against women. The commitment to adapt and 
implement ambitious legislation to combat violence against women by EU institutions 
is largely reflected at the national level, even if significant differences between member 
states persist. The level of implementation of the Istanbul Convention varies across the 
EU. This is most visible in the significant disparities that exist in the availability and quality 
of services available to women who experience violence.

Societal attitudes play a crucial role in combating violence against women. Gen-
der-sensitive media reporting can promote greater awareness of the systemic nature of 
violence against women and can encourage reporting by victims and witnesses. While 
Member States have established mechanisms to monitor media coverage, and guidelines 
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and codes of conduct are widely available to promote fair reporting by the mass media 
on issues related to violence against women, more efforts are needed to move beyond 
self-regulatory approaches and have a stronger impact.

Public attitudes are another key element of societal attitudes, likely to be a catalyst 
for achieving a society free from violence against women. Sexual or physical violence 
is generally considered unacceptable by the majority of the EU population. But several 
forms of violence, including financial control, hate speech, and the non-consensual shar-
ing of intimate images, still gain acceptance from significant proportions of the EU pop-
ulation. Gender and age are important factors, with women systematically having lower 
levels of acceptance of violence against women than men.

Myths surrounding violence against women and victim-blaming attitudes are still 
widespread, indicating that the documented ideological divide between women and men 
regarding values, lifestyle, and political positions also applies to violence against women, 
a divide that tends to manifest in different opinions regarding gender equality and sexual 
and reproductive rights, attributed to the impact of lived experiences and worldviews.

In countries where gender equality is high, people are less likely to tolerate violence 
against women. Progress towards a gender-equal EU is essential for eradicating violence 
against women. Alongside efforts to fully implement the Istanbul Convention and the Di-
rective on combating violence against women and domestic violence, advancing gender 
equality in care, facilitating women’s participation in decision-making, and promoting 
gender-sensitive employment and social protection policies all contribute to building so-
cieties where the prevention and eradication of violence against women is a priority.
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Summary
While the legal side of international cooperation became relevant from an early age, the enforcement 

side of the laws and judgements rendered took several more centuries to develop. The idea of police services from 
different countries cooperating to combat crime emerged first after the liberal revolutions in the year 1848. 
The initial priority of international police cooperation was to combat drug smuggling and terrorism, but was 
quickly given further authority to assist national police forces in criminal investigations in other areas. The 
latest addition to international police cooperation is based on officer training, the exchange of best practices, 
and the donation of equipment. It stems from institutional cooperation, which has set the annual course, and it 
also draws on feedback from operational cooperation.

In an era of globalized crime, states cannot afford to remain isolated. Whatever cooperation is imple-
mented, it will always be beneficial and reciprocal.
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Introduction. 1. A brief overview of the History of international judicial and police co-
operation. Since humans first began settling in city states, which formed into states with 
a universally accepted authority, governed by laws, the desire for safety for the integrity 
of the person, their property and the maintenance of public order has been one of the 
most basic yet paramount needs of human needs. With the emergence of the first codi-
fied laws and set punishments for infractions, free of arbitrary decisions of a ruling elite, 
which applied universally, the desire for professional enforcement became more press-
ing. While for a long time it was sufficient to apprehend a suspect, who was delivered to 
a magistrate or judge, who in turn rendered judgement, which than was enforced, could 
be done usually a single person, there were little to no facilities to communicate with law 
enforcement entities in other parts of a country, let alone beyond it.

2. The foundation of judicial cooperation in Europe. With the coronation of Charle-
magne on the 25th of December 800 by Pope Leo III in Rome, to the emperor of the Holy 
Roman Empire a new era of legal self-understanding was born. The spiritual successor 
of the Roman Empire, saw the formation of an empire by means of unification of several 
territories, ranging from small city states to vast kingdoms, into a single empire. While 
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at the formation laws were not yet written and by no means applicable throughout the 
empire, the need for them became more pressing in the following centuries, not only to 
prevent infighting within in the rulers of the territories, but also to regulate a separation 
of powers from between celestial and worldly law. Thus, the written codification of a 
common set of laws took until 1356 with the adoption of the golden bull which granted a 
rudimentary separation of power, predominantly between the clerical and worldly lead-
ers, and also governed the methods of appellation and essentially provided subjects, the 
universal right to recourse in a second instance. While the provisions remained rather 
vague it required clarification, which was achieved at the imperial diet in Worms and saw 
the formation of two high courts, the Reichskammergericht, located in Wetzlar (amongst 
other towns) and the Reichshofrat in Vienna. Even though it required yet further reforms, 
it was the first time that there were to legal instances, whose responsibilities and judge-
ments were universally applicable, enforceable, and binding. Thus, yet another important 
foundation in legal cooperation was laid between European nations.

3. Separating police cooperation from judicial cooperation. While the legal side of 
international cooperation became relevant from an early age, the enforcement side of 
the laws and judgements rendered took several more centuries to develop. Due to the 
industrialisation of society in the 19th century, which also saw the trans-national crime 
becoming more. The most significant development is indubitably the formation of IN-
TERPOL. However, the path to probably the formation of the probably best-known law 
enforcement institution was rocky. The idea of police services from different countries 
cooperating to combat crime emerged first after the liberal revolutions in the year 1848. 
In response, the police president of the city of Berlin Karl Ludwig Friedrich von Hinck-
eldey requested his counterparts from the Kingdom of Hannover, the Austro-Hungarian 
Empire, the Republic of France, amongst other countries to contemplate the formation of 
a international police agency, resulting in the Dresden conference and the formation of 
the Police Union of German States, which was dissolved in 1866. After the assassination of 
Empress Elisabeth of Austria on the 10th of September 1898 by an anarchist and US Presi-
dent William McKinley on the 14th of September 1901, another attempt was made to share 
information between police services, resulting in the conference of St. Petersburg in 
March 1904, which generally regarded as the first international conference on combatting 
terrorism. In April 1914 the first international criminal police congress was held in Mona-
co and resulted in a conclusion that summarised the wishes of the delegates, including 
the creation of centralised and standardised records as well as a system of enforcing ar-
rest warrants beyond the jurisdiction of the issuing entity and procedures for extradition 
of suspect. On the 7th of September 1923 the International Criminal Police Commission, 
consisting of 16 Nations from 3 continents was founded in Vienna and soon saw the first 
internationally posted bulletins for wanted persons. Before the Second World War, which 
saw the de facto cessation of activities by INTERPOL, the entity consisted of 58 Nations. 
Today INTERPOL has 196 members.

4. The emergence of EUROPOL. With the creation of the EU further strides were 
made in deepening the police cooperation within its Members States. As more countries 
joined, and after the fall of the iron curtain, this issue became increasingly pressing. With 
the declaration by the EC at the Luxembourg Summit in 1991 to establish a Central Eu-
ropean Criminal Investigations Office, the idea of EUROPOL became tangible and with 
the Maastricht treaty entering in force on the 7th of February 1992, the Agency was born. 
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The initial priority was to combat drug smuggling and terrorism, but was quickly given 
further authority to assist national police forces in criminal investigations in other areas. 
In 2001 the first non-EU countries (Iceland and Norway) joined EUROPOL. With the co-
operation agreement with the United States, in 2002 the Agency expanded its network 
beyond Europe and began to dispatch liaison officers to other countries. In 2009 SIENA 
was launched serving as a platform for information exchange between law enforcement 
entities. Today EUROPL has over 1.000 employees, 38 agreements with countries from 4 
continents and dispatches over 200 liaison officers.

5. The contribution of the Republic of Austria to international police cooperation. The 
police cooperation in Austria with other countries is manifold. While Austria is an ac-
tive member both within INTERPOL and EUROPOL and utilises the channels to further 
operative measures, it also dispatches 30 liaison officers in other countries through the 
Federal Ministry of the Interior. The variety of responsibilities is wide and not only con-
sist of reporting security relevant developments, exchange of operative information, but 
also strengthening the cooperation and building capacities between Austria and the host 
country.

Examples of successful instances of police cooperation beyond the operational 
sphere would be the support given by the Austrian mountain police for their Romanian, 
Albanian and Georgian counterparts. Since the trainings were predominantly conducted 
in the host countries, the local liaison officers served as a hub for information exchange 
between all stakeholders.

6. International Security Cooperation of French Republic. France has two police forc-
es, the National Police and the National Gendarmerie. Although they exercise the same 
prerogatives, these two police forces differ in many respects, such as their area of ju-
risdiction (highly populated areas for the National Police) and their status (the National 
Gendarmerie being an armed force responsible for police missions, the National Police a 
state police force).

As part of the internationalization of post-war crime, particularly terrorist crime, 
each entity created a criminal cooperation division within itself:

– The International Technical Police Cooperation Service in 1961 (National Police);
– The Sub-Directorate of International Cooperation in 1985 (National Gendarmerie).
In 2009, the two forces were merged under the leadership of the Ministry of the 

Interior. The duplication of international cooperation services blurred the coordination 
of exchanges between French and international services. The Directorate of International 
Cooperation was created in 2010 and became the current Directorate of International 
Security Cooperation in 2021.

France has decided to bring together operational, technical, and institutional co-
operation activities under one umbrella, becoming the sole point of contact to and from 
France in matters of police cooperation. In order to establish an international network, 
the Internal Security Services were created, representing the DCIS worldwide and act-
ing as a bridge between France and the host country. Located in 78 French embassies, 
these services are made up of gendarmes and police officers, responsible for coopera-
tion between the respective Ministries of the Interior. These points of contact facilitate 
exchanges between all Internal Security stakeholders. This network covers more than 
150 countries and has a 24/7 service allowing immediate exchanges with France. These 
services are headed by Internal Security Attachés, assisted by Liaison Officers and Inter-
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national Technical Experts.
International police cooperation is divided, as previously mentioned, into three 

types of cooperation. The first concerns the operational aspect that is monitoring the 
country’s security and ensuring the smooth exchange of criminal information between 
Police Services. This cooperation can extend to assisting investigators during joint judi-
cial operations. This aspect varies depending on the country and the number of French 
agents deployed. Some European countries have French agents for each theme (Immi-
gration, Organized Crime, Counterterrorism, Cyber), while other countries, such as the 
Republic of Moldova, have a single liaison officer working on all police issues.

The second cooperation concerns the institutional component. Supporting institu-
tions, particularly in countries wishing to join the European Union, such as the Republic 
of Moldova, requires institutional support, both at the European level and from Mem-
ber States, to establish priorities and necessary reforms. This support takes the form of 
twinning or study visits, for example. This component also includes funding research to 
implement the final component, technical cooperation.

This technical and largely bilateral cooperation, the latest addition to international 
police cooperation, is based on officer training, the exchange of best practices, and the 
donation of equipment. It stems from institutional cooperation, which has set the annual 
course. It also draws on feedback from operational cooperation.

International police cooperation therefore requires a clear understanding and in-
depth knowledge of the country in which the officer(s) are operating. A relationship of 
trust must be established between officers while maintaining the discretion and profes-
sionalism necessary for police work. This relationship is adapted to each country and has 
a very specific purpose: to contribute to the fight against crime between countries.

7. Role of international cooperation in the prevention and suppression of crime: the 
concrete example of the Republic of Moldova. The general principle of police cooperation is 
reciprocity between countries. On first reading, this seems obvious and normal. But how 
can it be put into practice? How can we translate what is obvious into concrete actions 
between two countries?

Let’s take the example of bilateral police cooperation between France and the Re-
public of Moldova, focusing on the three axes of cooperation, here is an example of imple-
mentation: the Republic of Moldova has a criminal pattern that differs from French crime, 
based on the “thieves in the law” model. This crime is transnational, operating in Europe 
and particularly in France. Initially, an operational approach will be implemented.

A study of criminal procedures will be carried out by the officer stationed in the 
Republic of Moldova and a connection between the police officers of the two countries 
will take place, primarily on an ongoing case. These exchanges will allow us to understand 
the work of the two countries and to see, in a so-called “win-win” relationship, what each 
service can bring to the other in its exchange of data. Whatever the outcome of this case, 
strengths and weaknesses are highlighted by the officer stationed in the country. This 
then gives him an axis of institutional and technical cooperation. A study visit or trainer 
training in a targeted area such as cyber or money laundering can then be proposed. At 
the same time, France is deepening its knowledge of Moldovan criminal groups. Repres-
sion is carried out in the initial case, while prevention is achieved through training and 
information sharing. This example is just one of the many possibilities offered by inter-
national police cooperation. And the list can be long and non-exhaustive, the only limit 
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being the degree of relationship between the countries.
In conclusion, although the presentation of the Franco-Moldovan model was brief, 

the main point is the importance of international police cooperation. In an era of glo-
balized crime, states cannot afford to remain isolated. Whatever cooperation is imple-
mented, it will always be beneficial and reciprocal. Whether it is the Austrian, or French 
model, we are evolving within a logic of cooperation that is essential to the security of 
our territories and that of our neighbours and partners. It is therefore important to place 
international police cooperation at the heart of relations between the Ministries respon-
sible for security.
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Introduction. The sexual exploitation of children is one of the most serious viola-
tions of children’s rights, inflicting severe physical and psychological harm to the child. 
The trauma resulting from such abuse remains with the child consciousness for many 
years, often hindering or even completely preventing proper development. Despite these 
serious consequences and the efforts of law enforcement authorities at both national and 
supranational levels, the number of crimes continues to rise, and the scope of such crimes 
is constantly evolving.

They are often perpetrated by organised criminal networks that operate not only 
within a single country but also across the entire EU and even globally. It should be em-
phasized that in 2023 alone, the EU recorded 1.3 million reports of child sexual exploita-
tion, including more than 3.4 million images and videos. Available data also show a signif-
icant global increase in such crimes, from 1 million reports in 2010 to nearly 35.9 million 
in 2023, including nearly 105.6 million images and videos [1].

The scale of the problem, together with the serious physical and psychological con-
sequences of sexual offences, as outlined above, has drawn the attention of the interna-
tional community to the need for uniform standards for the protection of children and for 
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the establishment of effective mechanisms to combat such practices.
As a result, under the auspices of the United Nations, two significant international 

instruments were adopted. The first is the so-called Palermo Protocol [2], which addresses 
the issue of human trafficking with particular emphasis on women and children. It sup-
plements the United Nations Convention against Transnational Organized Crime [3] and 
should be interpreted in accordance with the provisions of that Convention. The second 
document is the Optional Protocol on the Sale of Children, Child Prostitution and Child 
Pornography [4], which supplements the Convention on the Rights of the Child [5].

The aim of the first protocol was to prevent and combat human trafficking, especially 
trafficking in women and children; to protect and assist victims of such trafficking, with full 
respect for their human rights; and to promote cooperation among State Parties to achieve 
these objectives. The second protocol, in addition to addressing child trafficking, estab-
lished two further criminal offenses: child pornography and child prostitution [6, p.127-155].

Similarly, at the level of the Council of Europe, a number of documents have been 
adopted focusing on the fight against sexual crimes against children [7]. The most impor-
tant of these is the Convention on the Protection of Children against Sexual Exploitation 
and Sexual Abuse [8], which sets as its primary objectives the prevention and combatting 
of the sexual exploitation and sexual abuse of children; the protection of the rights of chil-
dren who are victims of such exploitation and abuse; and the promotion of national and 
international cooperation against the sexual exploitation and sexual abuse of children.

The European Union has also undertaken actions aimed at protecting children from 
sexual offences. This includes both legislative activity directed at combating the sexual 
exploitation of children, as well as the establishment of a specialized institutional frame-
work dedicated to the prosecution of crime, including sexual offences against children.

The purpose of this article is to analyse the measures undertaken at the EU level in 
response to sexual offences against children. However, due to the extensive scope of the 
EU’s activity in this field, particular emphasis will be placed on legislative initiatives.

Consequently, the article was divided into three elements: firstly, the EU’s com-
petences in the field of combating sexual crimes against children, secondly, solutions 
adopted at the EU level, thirdly, only signaling the bodies involved in prosecuting crimes 
directed against children.

1. The competences of EU. The scope of the European Union’s competences in the area 
of crime prevention and control has undergone dynamic and significant development, 
ultimately leading to the establishment of the so-called Area of Freedom, Security and 
Justice (AFSJ) [9, p.1]. This area is understood as a space governed by uniform legal stand-
ards that ensure the free movement of persons under conditions of security and justice. 
There is no doubt that this process began with the Treaty of Maastricht [10], which es-
tablished the European Union on a three-pillar structure: economic cooperation, a com-
mon foreign and security policy, and the third pillar – justice and home affairs. Pursuant 
to the Treaty of Amsterdam [11, p.1-144], this third pillar was renamed and restructured 
to include police and judicial cooperation in criminal matters. With the establishment of 
the Area of Freedom, Security and Justice, the European Union also laid the foundations 
for the harmonisation of criminal law, particularly with regard to the criminalisation of 
offences such as organised crime, terrorism, and illicit drug trafficking [10, Art.31]. 

It should be emphasised that, under the relevant provisions, the EU was empowered 
to adopt framework decisions which were binding upon the Member States as to the re-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică31
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

sult to be achieved, while leaving them discretion as to the form and means of implemen-
tation. It is worth noting that the Council made frequent use of this competence, adopting 
several dozen framework decisions concerning both procedural and substantive aspects 
of criminal law. The Council’s activity frequently extended beyond the aforementioned 
areas, invoking the need to ensure a high level of security for EU citizens. A similar posi-
tion was taken by the Court of Justice of the European Union (CJEU), which emphasised 
that the relevant provisions could not be restricted solely to the three specified areas, and 
that Article 31 para.(1) let.(e) should be interpreted broadly [12]. This line of reasoning pro-
vided the legal basis for the adoption of the first instrument in this field – the Framework 
Decision on combating the sexual exploitation of children and child pornography [13]. 
Pursuant to the provisions of the Treaty of Lisbon [14], the European Union has become 
a single legal entity under international law. The pillar structure was abolished, and the 
sources of Union law were unified.

Currently, the legal basis for adopting measures in the area in question is Article 83 
of the Treaty on the Functioning of the European Union (TFEU) [15]. Pursuant to this pro-
vision, the European Union is entitled to adopt legally binding acts in the following areas: 
terrorism, trafficking in human beings and the sexual exploitation of women and children, 
illicit drug trafficking, illicit arms trafficking, money laundering, corruption, counterfeiting 
of means of payment, computer crime, and organised crime. It should be stressed, howev-
er, that these areas constitute an exhaustive list and are not subject to broad or extensive 
interpretation. However, pursuant to Article 83(1), third subparagraph, the Council may, 
acting unanimously and after obtaining the consent of the European Parliament, adopt a 
decision extending the list of areas of particularly serious crime. In accordance with the 
first subparagraph of Article 83(1) TFEU, directives in this area are adopted by the Europe-
an Parliament and the Council through the ordinary legislative procedure. On the basis of 
this provision, the EU adopted the most important legal instrument in the field – Directive 
2011/93/EU on combating the sexual abuse and sexual exploitation of children and child 
pornography, which repealed and replaced Council Framework Decision 2004/68/JHA [16, 
p.1-14]. This directive will be analysed in more detail in the following sections.

2. Sources of law. As noted above, combating the sexual exploitation of children falls 
within the scope of the European Union’s legislative competences. The EU has consist-
ently adopted a number of legal instruments aimed at addressing this phenomenon. The 
first measure was a Joint Action, followed by the Council Framework Decision on combat-
ing the sexual exploitation of children and child pornography, and subsequently Directive 
2011/93/EU. Currently, the EU is working on a new legislative act – a Council Regulation 
laying down rules to prevent and combat child sexual abuse [17].

In addition to legal acts specifically focused on the protection of children from sex-
ual abuse, there are also other instruments that contribute to this objective, such as the 
Digital Markets Act [18] and the Digital Services Act [19]. Furthermore, the European Un-
ion adopted the EU Strategy for a More Effective Fight against Child Sexual Abuse for the 
years 2020-2025 [20]. This strategy outlines eight key objectives for the Union: ensuring 
the full implementation of Directive 2011/93/EU; guaranteeing that EU law provides an 
effective response to child sexual abuse; identifying legislative gaps and areas requiring 
further regulation; mapping best practices and defining priority actions; strengthening 
enforcement efforts at both national and EU levels; establishing a European Centre to 
prevent and combat child sexual abuse; encouraging private sector initiatives to protect 
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children in their services and products; enhancing global child protection through multi-
stakeholder cooperation.

Directive 2011/93/EU – similarly to the Optional Protocol to the Convention on the 
Rights of the Child and the Lanzarote Convention—adopts a holistic approach to the issue 
of combating sexual offences against children. Its provisions cover three main areas: sub-
stantive law, procedural mechanisms, and preventive measures.

2.1 Main assumptions of Directive 2011/93/EU. A fundamental concept defined in the 
Directive – and one that is essential for further analysis – is the term “child”. In line with 
international instruments, the Directive defines a child as any person below the age of 18. 
However, it is important to note that the Directive also introduces the notion of the “age 
of sexual consent”. This concept refers to the minimum age below which, according to na-
tional law, it is prohibited to engage in sexual activities with the involvement of the child. 
The age of consent is not harmonised at the EU level and varies among Member States. For 
instance, the age of consent is: 14 years in Belgium, Germany, Estonia, Hungary, Austria, and 
Portugal; 15 years in the Czech Republic, France, Croatia, Poland, Slovakia, Slovenia, and 
Sweden; 17 years in Cyprus and Ireland; 18 years in Malta. It is also worth noting that in Italy, 
Romania, and Finland, the applicable age threshold depends on the specific nature of the 
offence. Moreover, Greece has adopted differentiated ages of consent based on the type of 
sexual behaviour: 17 years for consensual heterosexual relations and homosexual relations 
between men, and 15 years for homosexual relations between women.

The first area addressed by the Directive concerns substantive criminal law. Firstly, 
the Directive establishes the obligation to criminalise a wide range of acts related to the 
sexual abuse and exploitation of children, whether committed online or offline. In total, 
twenty distinct offences are covered under Articles 2 to 7. These provisions also reflect 
the emergence of new forms of criminal conduct enabled by modern technologies. No-
table examples include the online grooming of children (Article 6), sexual abuse involving 
webcams, and the online viewing of child pornography without downloading the content 
(Article 5, in particular paragraph (3). Secondly, the Directive introduces stricter criminal 
sanctions for sexual offences against children. Member States must ensure that the max-
imum penalties provided for in national law are not lower than the thresholds specified in 
the Directive – ranging from 1 to 10 years of imprisonment, depending on the seriousness 
of the offence (Articles 3 to 6).

In this context, Member States are also required to take into account a number of 
aggravating circumstances (Article 9). Furthermore, the Directive allows for the extension 
of limitation periods, enabling prosecution of certain offences even after the victim has 
reached the age of majority (Article 15(2)).

The second area addressed by the Directive concerns procedural measures. 
Within this context, two distinct categories of provisions can be identified. The first 
group is aimed at law enforcement authorities and seeks to enhance the effectiveness of 
investigative and prosecutorial efforts. The second group focuses on support for victims 
of offences. As regards the first category, the Directive provides for several important 
instruments, including: the obligation to ensure that investigations into offences related 
to the sexual abuse and sexual exploitation of children, as well as child pornography, may 
be conducted using investigative tools comparable to those employed in cases involving 
serious organised crime (Article 15(3)); measures enabling the identification of victims of 
such offences (Article 15(4)); the removal of professional confidentiality obligations that 
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may hinder the reporting of suspected offences by professionals whose primary respon-
sibility is to work with children, such as educators or healthcare providers (Article 16).

Within the scope of the second group of procedural measures, the Directive impos-
es an obligation on Member States to adopt provisions aimed at preventing child victims 
from experiencing further trauma as a result of their involvement in investigations and 
criminal proceedings. This includes, among others: the establishment of special standards 
for interviewing child victims (Articles 18-20); the provision of assistance and support 
to victims as soon as there is reasonable suspicion that an offence has been committed 
(Article 18(2)); ensuring special protection for children who report abuse occurring within 
the family environment (Article 19(1)); guaranteeing access to assistance and support for 
victims regardless of their willingness to cooperate in criminal proceedings (Article 19(2)); 
safeguarding the privacy, identity, and image of child victims (Article 20(6)).

The third area addressed by the Directive concerns preventive measures. 
The Directive places particular emphasis on initiatives aimed at counteracting deviant and 
criminal behaviour. Three groups of provisions can be distinguished in this context. The 
first group relates to persons convicted of sexual offences against children. These provi-
sions include: mechanisms allowing for the imposition of prohibitions on convicted persons 
from engaging in professional activities involving direct and regular contact with children 
(Article 10(1)); the right of employers to request information concerning convictions and any 
disqualifications from undertaking professional or organised voluntary activities involving 
direct and regular contact with children (Article 10(2)); the improvement of information 
exchange between national criminal records systems, particularly through the Europe-
an Criminal Records Information System (ECRIS) (Article 10(3)); the obligation of Member 
States to develop intervention measures, such as treatment programmes for convicted of-
fenders, or for individuals who fear they may commit such offences (Articles 22 and 24).

The second group of measures concerns education and prevention. These include: 
initiatives in the fields of education, awareness-raising, and training of officials who work 
with or for children (Article 23); the establishment of a mechanism for the mandatory as-
sessment of all convicted offenders in order to determine the level of risk they pose and 
the likelihood of reoffending (Article 24(4)).

The third group of preventive measures concerns actions aimed at combating child 
sexual abuse offences committed via the Internet. The Directive obliges Member States 
to ensure the prompt removal of websites containing or disseminating child pornography 
when hosted on their territory, and to make efforts to obtain the removal of such content 
when hosted outside their jurisdiction (Article 25(1)).

In addition, Member States are required to adopt measures enabling the blocking 
of access to websites containing or disseminating child pornography within their terri-
tory. These measures may include public action or the implementation of industry-led 
self-regulation mechanisms (Article 25(2)).

2.2 Monitoring the implementation of the directive. As indicated above, the European 
Union, in exercising its competences in the field of criminal law, adopts directives – har-
monising legal instruments that constitute one of the binding sources of secondary EU 
law. Directives are a specific type of legal act which require transposition into nation-
al law. Directive 2011/93/EU explicitly sets out how Member States are to confirm the 
transposition of its provisions. Pursuant to Article 27(2), Member States are required to 
communicate to the European Commission the text of the provisions adopted in national 
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law to implement the Directive. Furthermore, such provisions must contain a reference to 
the Directive itself, or such a reference must appear in their official publication.

In addition, the European Commission was obliged to submit to the European Par-
liament and the Council, by 18 December 2015, a report on the extent to which the Mem-
ber States had implemented the Directive. With regard to Directive 2011/93/EU, Mem-
ber States were required to adopt national measures across multiple domains, including: 
substantive criminal law – definitions of offences, levels of penalties, limitation periods, 
and liability of legal persons; procedural law – for example, provisions on extraterritori-
al jurisdiction and the participation of children in criminal proceedings; administrative 
and supplementary measures – including training for police officers and members of the 
judiciary; cooperation mechanisms – at both national and transnational levels, involving 
various stakeholders and institutions.

According to the data presented in the Commission’s 2016 implementation report [21], 
Member States implemented the Directive through a total of 330 existing legal acts (nega-
tive implementation) and 300 new legal acts adopted after 2012 (positive implementation). 
However, only 12 Member States transposed the Directive within the prescribed deadline.

In summarising the effectiveness of the Directive, reference must be made to the po-
sition of the European Commission as expressed in the 2016 report. The Commission stated 
that “the Directive provides a comprehensive legal framework which has enabled Member 
States to make significant progress in this area by introducing amendments to their criminal 
codes, criminal procedure codes and sectoral legislation, as well as by simplifying procedures, 
developing or improving cooperation programmes, and enhancing the coordination of actions 
taken at the national level”. Nevertheless, the Commission also acknowledged that “the po-
tential of the Directive has not yet been fully exploited – the scope of its impact could be signif-
icantly increased if Member States were to fully implement all of its provisions”.

3. Specialised bodies established to combat crime, including child sexual exploitation 
at EU level. It is also worth noting that, alongside the development of the legal framework 
for the protection of children, the European Union has established a complex institutional 
structure to combat the phenomenon under consideration at the EU-wide level. Particu-
lar attention should be given to nine decentralised agencies, namely: the European Union 
Agency for Law Enforcement Training (CEPOL), the European Union Agency for Asylum 
(EUAA), the European Monitoring Centre for Drugs and Drug Addiction (EMCDDA), the 
European Agency for the Operational Management of Large-Scale IT Systems in the Area 
of Freedom, Security and Justice (eu-LISA), the European Union Agency for Criminal Jus-
tice Cooperation (Eurojust), the European Union Agency for Law Enforcement Coopera-
tion (Europol), the European Union Agency for Fundamental Rights (FRA), and the Euro-
pean Border and Coast Guard Agency (Frontex) [22; 23].

These agencies implement the EU’s objectives within the Area of Freedom, Security 
and Justice, and the protection of children from sexual offences constitutes one of many 
areas of their operational focus.

However, from the perspective of this article, it is important to highlight the newly 
established agency that will be created under the above-mentioned regulation currently 
under legislative procedure at the EU level – the EU Centre on Child Sexual Exploitation 
(EUCSA), which will be headquartered in The Hague.

According to the provisions of the proposed regulation, the EU Centre on Child 
Sexual Exploitation (EUCSA) will be established as a decentralised agency with full organ-
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isational and financial autonomy. Its primary objective will be to support and facilitate 
the implementation of the proposed regulation’s provisions concerning the detection, 
reporting, removal, prevention of access to, and blocking of online child sexual abuse, as 
well as the collection and exchange of relevant information and expertise. The agency will 
also facilitate cooperation between relevant public and private actors in preventing and 
combating child sexual abuse, particularly in the online environment.

Pursuant to Article 43 of the proposed regulation, the tasks of the Centre will be 
divided into six areas. The first area concerns facilitating risk assessment processes, in-
cluding supporting the European Commission in the preparation of guidelines for iden-
tifying abusive content; collecting and sharing relevant information, expertise, and best 
practices; and incorporating advice provided by the Technology Committee.

The second area relates to enhancing detection processes, including: issuing opinions 
on proposed detection orders; maintaining and operating databases of indicators; provid-
ing access to those databases for hosting service providers and providers of interpersonal 
communication services who have been issued detection orders; and making available de-
tection technologies to such providers for the purpose of complying with those orders.

The third area concerns the facilitation of the reporting process. In this regard, the 
Centre is responsible for maintaining and operating databases of indicators, as well as as-
sessing, processing, and, where appropriate, forwarding reports and providing feedback 
related to them.

The fourth area involves supporting the process of removing abusive content. This 
includes receiving removal orders submitted by representatives of individual Member 
States, cooperating with coordinating authorities and responding to their requests con-
cerning proposed blocking orders, processing such blocking orders, informing victims 
and providing them with support, and maintaining updated registries of contact points 
and legal representatives of providers of relevant information society services.

The fifth area of activity consists in supporting the coordinating authorities and the 
European Commission in the performance of their tasks under the proposed regulation 
and facilitating cooperation, coordination, and communication in the relevant field. This 
includes: establishing and managing an online register listing the coordinating authori-
ties and their contact points; assisting the coordinating authorities in the performance 
of their tasks; supporting the Commission, upon its request, in connection with its re-
sponsibilities under the cooperation mechanism; creating, maintaining and operating an 
information exchange system; assisting the Commission in the preparation of delegated 
and implementing acts, as well as guidelines adopted under the proposed regulation and 
providing the coordinating authorities, either upon request or on its own initiative, with 
relevant information necessary for the performance of their tasks under the regulation, 
including by informing the coordinating authority of the main establishment of a provider 
of any potential violations detected during the execution of other tasks by the EU Centre.

The sixth and final area focuses on facilitating the generation and exchange of 
knowledge with other Union bodies, coordinating authorities, and other relevant national 
authorities in order to ensure the full effectiveness of the regulation. This includes: col-
lecting, recording, analysing, and sharing information; providing analyses based on an-
onymised and non-personal data; offering expertise on matters related to the prevention 
and combating of child sexual abuse online; and supporting the development and dis-
semination of research and specialist knowledge in this field, particularly regarding vic-
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tim assistance. In doing so, the Centre will serve as a knowledge hub for evidence-based 
policy-making.

Conclusions and final remarks. The fight against child sexual exploitation is one 
of the European Union’s highest priorities. The EU undertakes the necessary measures, 
which include both legal instruments and common strategies, as well as the development 
of a dedicated cooperation platform linking the law enforcement authorities of the Mem-
ber States with specialised EU agencies.

The key legislative act addressing the issue of combating sexual offences against 
children is Directive 2011/93/EU, which replaced the 2004 Framework Decision. The 
Directive establishes minimum standards in three main areas: the criminalisation and 
penalisation of sexual abuse and exploitation of children, child pornography, and the 
solicitation of children for sexual purposes; procedural provisions aimed at improving 
investigation and prosecution mechanisms and preventive measures and the enhanced 
protection of victims.

With regard to institutional support, it should be emphasised that the EU has estab-
lished a coordinated system for combating crime, including sexual offences against chil-
dren. However, the most significant role will be played by the EU Centre on Child Sexual 
Exploitation (EUCSA), whose activities will focus exclusively on this specific issue.
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Summary
The interviewing of witnesses in criminal cases concerning violations of occupational safety and health 

regulations presents a series of tactical particularities, determined by the technical complexity of work activi-
ties and the professional relationships existing among participants. The effectiveness of this evidentiary proce-
dure depends on the ability of criminal investigation bodies to adapt interview techniques to the circumstances 
of each case, ensuring an environment conducive to the free and objective expression of witnesses. The choice 
of the timing and location of the interview, combined with the analysis of the conditions under which the event 
was perceived, contributes to increasing the credibility of the statements.

This paper highlights the importance of verifying the sources of information provided by witnesses, 
differentiating between accounts based on direct perception and those originating from indirect sources. It 
analyzes methods for objectively assessing the reliability of witness statements, including their comparison 
with other means of evidence or by conducting on-site verifications. Additionally, it addresses essential aspects 
related to formulating questions tailored to different categories of witnesses: eyewitnesses, workers, techni-
cal-administrative staff, as well as members of internal investigation committees or labor inspectors.

The conclusion emphasizes that the rigorous application of forensic principles in witness interviewing 
contributes to the substantiation of evidence and the determination of the legal liability of persons involved in 
the occurrence of workplace accidents.

Keywords: witness interviewing, forensic tactics, workplace accidents, occupational safety and health, 
criminal investigation.

Introduction. In the framework of criminal investigations, obtaining testimony from 
witnesses represents a fundamental procedural action, contributing significantly to un-
covering the factual truth. Particularly in cases related to breaches of occupational safety 
and health standards, such interviews hold increased relevance, as they serve to elucidate 
both the technical factors and organizational conditions that have resulted in workplace 
incidents. The complexity of the professional environment in which these incidents oc-
cur, along with the existence of hierarchical or subordinate relationships, requires a care-
fully structured tactical approach capable of ensuring the collection of comprehensive, 
accurate, and unbiased testimonies.

In these types of investigations, conducting witness interviews requires a strict 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică39
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

adherence to established procedural methods, with careful consideration given to each 
witness’s role within the workflow, their professional qualifications, and the particular 
circumstances in which they observed the incident. The moment and setting of the in-
terview, along with the way questions are structured, can have a significant impact on 
the accuracy and relevance of the testimony obtained. Therefore, it is crucial that crim-
inal investigation officers maintain an objective and professional approach, ensuring an 
environment that encourages witnesses to give truthful and comprehensive statements 
regarding the facts.

These particularities make the interviewing of witnesses in cases concerning work-
place safety a complex activity, requiring technical knowledge, appropriate forensic tac-
tics, and a thorough understanding of each witness’s professional context. Such an ap-
proach ensures not only compliance with procedural requirements but also the collection 
of valuable evidence for resolving the criminal case.

Purpose of the research. The main objective of this paper is to highlight the tactical 
particularities of witness interviewing in criminal cases involving violations of occupa-
tional safety and health regulations. The analysis focuses on identifying effective meth-
ods for obtaining complete, objective, and relevant statements, taking into account the 
complexity of the work process, the specific nature of professional relationships, and 
the circumstances under which the investigated events were perceived. The paper aims 
to emphasize the importance of applying appropriate forensic tactics to strengthen the 
evidentiary process and establish the actual circumstances of incidents that occur in the 
workplace.

Methods and materials applied. In the context of investigating these offenses, the 
interviewing activity requires the application of appropriate methods designed to ensure 
the collection of objective and complete statements, given that professional relationships, 
the hierarchical position of witnesses, and external influences may affect the credibility of 
the information provided. The complexity of work processes, the technical nature of the 
activities performed, and the existing occupational risks necessitate a rigorous forensic 
approach, adapted to each specific case.

Various scientific research methods were applied in the preparation of this study, 
including both general methodologies and those tailored specifically to forensic science. 
The method of analysis and synthesis allowed for an examination of the specialized liter-
ature and the extraction of relevant aspects regarding the procedural conduct of crim-
inal investigation bodies in witness interviewing. The comparative method was applied 
to highlight differences in tactics based on the categories of witnesses involved eyewit-
nesses, workers, technical-administrative staff, or representatives of control authori-
ties. Logical methods, including both deduction and induction, were used in formulating 
conclusions and practical recommendations. Moreover, the research incorporated the 
case study approach by examining concrete examples drawn from investigative practices 
concerning workplace incidents. The observation technique was also utilized to assess 
the circumstances in which witnesses became aware of and interpreted the events in 
question.

The empirical material used in the research includes resolved criminal case files, 
internal investigation reports drafted by employers, documents issued by labor inspec-
torates, as well as domestic and international legal regulations concerning occupational 
safety and health. Doctrinal works and specialized studies addressing forensic methods 
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and techniques applicable in witness interviewing and in the administration of evidence in 
criminal cases involving breaches of labor protection rules were also taken into account.

The combined application of these methods and the use of relevant materials en-
abled the establishment of a unified methodological framework for the effective inves-
tigation of this type of offense, with a focus on appropriate tactics for obtaining reliable 
testimonies essential to establishing the circumstances of workplace accidents and de-
termining the responsibility of the persons involved.

Discussions and results obtained. Particularities of witness interviewing. The tactics 
of witness interviewing in cases concerning violations of occupational safety regulations 
involve the application of methods designed to ensure the collection of comprehensive, 
truthful statements free from subjective influences. The complexity of the circumstances 
in which such events occur, combined with the technical specifics of the work processes, 
necessitates a careful, case-by-case tactical approach.

One of the key elements that ensures an effective interview is building a relation-
ship founded on mutual respect and trust between the witness and the criminal investi-
gator. Creating a favorable environment for dialogue requires the investigating officer to 
adopt a balanced and professional demeanor, adapted to the psychological profile of the 
interviewee and the professional context in which they perform their activities [4; 3, p. 
523; 2, p. 13; 14, p. 425-426; 5, p. 159-192]. To facilitate this relationship, it is essential for 
the criminal investigation officer to possess relevant knowledge regarding the witness’s 
professional activity, their position within the organizational structure, their level of pro-
fessional training, and their relationships with other employees or persons involved in the 
incident. This information is useful in anticipating any reservations the witness may have 
or external influences that could affect the sincerity of their testimony. Hierarchical rela-
tionships or loyalties toward other individuals involved, which may influence the content 
of the testimony, should also be considered.

Another factor contributing to the efficiency of the interview is the selection of an 
appropriate time and location for conducting it. It is recommended that interviews be 
carried out as soon as possible after the incident, while the events are still fresh in the 
witnesses’ memory and the risk of perception distortion from external factors is minimal. 
A relevant example is case [8], in which witness interviews were conducted immediately 
after the workplace accident. This approach allowed for a detailed investigation of the 
circumstances. The witnesses accurately described the technological process, the work-
ing conditions, and the actions of the participants, contributing to a clear reconstruction 
of events and the establishment of legal responsibilities.

In the case of eyewitnesses, conducting interviews at the scene of the accident can 
offer additional advantages, facilitating better clarification of the spatial and temporal 
elements related to the incident and allowing for the accurate reconstruction of the se-
quence of events. A concrete example is case [9], where the eyewitness interviews were 
conducted directly at the site of the workplace accident. This method enabled the crim-
inal investigation officer to obtain a precise description of the equipment layout, the vic-
tim’s position, and the location of other participants at the time of the incident.

The phases of the interview are essential in ensuring a correct and effective proce-
dure, and adhering to their sequence contributes to obtaining clear and relevant state-
ments. Forensic science recognizes three fundamental stages of witness interviewing: 
verifying identity and collecting personal information, free narrative, and the questioning 
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and answering phase [1, p. 100-103]. While an in-depth examination of these phases falls 
outside the objectives of this paper, it should be emphasized that they are entirely rele-
vant when investigating offenses related to breaches of workplace safety regulations.

An essential tactical aspect in such cases involves confirming the origin of the in-
formation provided by the witness. Throughout the investigation process, it is crucial to 
establish whether the witness conveys facts they have personally observed or recounts 
information received from others. Making this distinction is vital for accurately evalu-
ating the reliability and evidentiary value of the witness’s statement. An illustrative case 
is represented by case [11], where establishing the origin of the information provided by 
witnesses proved essential for accurately reconstructing the facts. During the inquiry, 
the investigator discovered that certain witnesses referred to details they had not direct-
ly witnessed, but rather had acquired from secondary sources. This required additional 
analysis to clarify the veracity of their accounts. In contrast, eyewitnesses provided de-
tailed and direct information regarding the work activities, technical conditions, and the 
behavior of participants at the time of the incident. This approach allowed the differenti-
ation of high-evidentiary-value statements from those lacking direct relevance, ensuring 
a proper evaluation of evidence and supporting subsequent procedural decisions.

In certain situations, witnesses may be influenced by external factors or dependent 
relationships, which can affect the objectivity and sincerity of their testimonies. To coun-
teract these influences, the criminal investigation officer must apply investigative tactics 
that encourage the witness’s truthful conduct, explaining the importance of providing an 
accurate account of the facts and the necessity of establishing the truth in the criminal 
proceedings.

Additionally, during the interview, it is necessary to carefully evaluate the condi-
tions under which the witness perceived the investigated event. Factors such as distance 
from the incident site, quality of lighting, ambient noise, or potential sensory impairments 
may influence perception and, consequently, the accuracy of the testimony. For this rea-
son, the officer must determine precisely where the witness was located at the time of 
the incident, the specific activity they were engaged in, and any disruptive factors that 
may have affected their attention or perception. In a reviewed case [13], several witnesses 
reported that they did not directly observe the moment of the accident but instead heard 
a loud noise that prompted them to approach the scene. Some witnesses were located 
at a considerable distance, in areas where routine work activities, combined with the 
specific ambient noise of the construction site, could have diminished their capacity for 
clear perception of the event. These circumstances necessitated a meticulous analysis of 
the reliability of their statements and the extent to which they reflected the actual facts.

To eliminate perceptual or interpretative errors, when necessary, it is recommend-
ed to verify the witnesses’ statements at the scene of the incident. This method allows 
for a detailed analysis of the positions of objects and individuals involved in the incident, 
facilitating an accurate reconstruction of the events. The use of technical means photo-
graphs, diagrams, sketches, or video recordings enhances the accuracy of this verification 
process and provides objective support for the witnesses’ statements.

The formulation of questions posed to witnesses must encourage the recollection of 
details and minimize the influence of biases or other subjective factors. If the witness has 
previously participated in administrative inquiries or internal investigations, the criminal 
investigation officer must clarify whether their statements have been influenced by these 
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procedures. It is necessary to explain to the witness that any discrepancies between their 
statements provided at different procedural stages will not entail legal consequences for 
the interviewee.

By rigorously applying these tactical measures, the criminal investigation officer can 
obtain coherent, objective, and relevant statements that contribute to reconstructing the 
actual circumstances of the accident and establishing the legal liability of those involved. 
These methods are fundamental for strengthening the evidentiary process and ensuring 
compliance with forensic principles in the conduct of criminal investigations.

Specific questions to be addressed to witnesses. In the context of witness interviewing 
procedures conducted in criminal cases concerning violations of labor protection and 
occupational safety rules, an essential element is the adaptation of questions to the spe-
cific characteristics of each professional category or the degree of their involvement in 
the occurrence of the workplace accident. The formulation of questions must take into 
account the witness’s position in relation to the investigated event, their perception of 
the circumstances surrounding the accident, as well as any potential hierarchical rela-
tionships or influences between the witness and other individuals involved in the criminal 
proceedings.

A key category of persons interviewed in cases concerning workplace accidents is 
represented by eyewitnesses. When conducting interviews with these individuals, it is 
essential to clarify specific details, including their precise location at the moment the 
incident occurred and the task they were performing at that time. Furthermore, it is nec-
essary to assess whether their line of sight allowed for a clear observation of the event, or 
if certain factors—such as physical barriers or environmental conditions might have influ-
enced their ability to perceive the situation accurately. Eyewitnesses should be asked to 
describe in detail what they observed before, during, and immediately after the accident, 
as well as their own reactions and those of other persons present at the scene. Informa-
tion regarding the behavior of the victim, compliance with workplace procedures, and 
the use of personal protective equipment are also key points of the interview. Investiga-
tors should verify whether the protective equipment was appropriate and functional, and 
whether the victim responded to any audible or visual warning signals present in the work 
area. Furthermore, an analysis should be conducted concerning the victim’s condition 
from the perspective of biological or physiological factors that may have influenced their 
behavior, such as extreme fatigue, any medical conditions, or the consumption of alcohol 
or toxic substances.

An illustrative example is provided by case [6], in which eyewitnesses accurately 
indicated their location at the time of the incident and the activities they were perform-
ing. They confirmed that the victim was not wearing the required protective equipment 
and that no functional warning signals were present in the area. Their statements were 
essential in reconstructing the circumstances of the accident. In another case [12], eye-
witnesses stated they observed the victim ignoring safety procedures and working with-
out adhering to regulations on the use of personal protective equipment. They described 
the reactions of those present immediately after the accident, confirming that the victim 
failed to respond to warnings from colleagues prior to the incident.

A second important category of witnesses consists of workers or operators who, 
although not direct witnesses to the accident, possess relevant information regarding 
working conditions and compliance with safety regulations in the area where the inci-
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dent occurred. They can provide valuable details about the concrete organization of work 
processes, the implementation of occupational safety and health measures, and the actual 
effectiveness of periodic training provided to staff. It is important, during the interview, 
to establish whether the training sessions were carried out merely as a formality or if they 
were effectively implemented in practice, as well as to identify the individuals accounta-
ble for enforcing and supervising adherence to these safety protocols. Witnesses should 
also provide information on the existence of unsafe work practices, tolerance of devia-
tions from established procedures, or instances where technical rules were disregarded 
to expedite the completion of work tasks. Additionally, investigators should inquire about 
the technical equipment available in the workplace: whether machines were equipped 
with functional protective devices, whether danger signs were visible and effective, or 
whether deficiencies existed, such as the absence of emergency stop mechanisms.

Within the same category of questions, it is recommended to obtain information 
about the victim’s level of professional qualification and experience, whether they had 
been properly trained regarding the risks associated with their work, and whether docu-
mentation existed to confirm their technical preparedness before being assigned to carry 
out specific activities. These aspects are essential to determine whether the employer 
and other individuals responsible for workplace safety fulfilled their obligations.

In case [10], several workers were interviewed who were not present at the scene of 
the accident but were knowledgeable about working conditions in the sector where the 
incident occurred. They reported that the technical equipment frequently malfunctioned 
and that safety devices were incomplete or nonfunctional. They also mentioned that, in 
practice, employees received only formal training regarding safety regulations and that 
activities were often tolerated without adherence to legal procedures for labor protec-
tion. In another case [13], witnesses orkers from the same construction site where the ac-
cident occurred provided important details about irregularities present before the event. 
They stated that although internal regulations required the use of protective equipment, 
enforcement by management was lacking. Furthermore, the witnesses confirmed that 
hazard warnings were missing and that emergency stop mechanisms on machinery were 
nonfunctional. Occupational safety training was rarely conducted and lacked rigorous 
oversight to ensure its implementation.

A third category of witnesses is composed of personnel with technical-administra-
tive responsibilities, such as engineers, technicians, section or workshop supervisors, and 
occupational health and safety specialists. These persons hold critical knowledge about 
the operational state of the equipment involved in the incident and the safety protocols 
that were in place. It is essential, during their questioning, to determine if the machinery 
was functioning in compliance with applicable technical regulations, whether there were 
any previously identified malfunctions, and if such problems had been communicated to 
the supervisory staff. Additionally, it should be established whether corrective actions 
were taken to remedy non-conformities or, conversely, whether work was allowed to 
continue under hazardous conditions.

A relevant example is the interview of a construction site supervisor in a criminal 
investigation related to a workplace accident on a construction site. During the interview, 
key issues were clarified regarding the condition of the work equipment used at the time 
of the incident and whether it met applicable technical standards. The site supervisor 
provided detailed information about the existence of known defects, how these were re-
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ported to management, and the measures taken to address the identified deficiencies. 
From his statements, it was revealed that insufficient actions were taken to eliminate 
hazards, resulting in continued work under risky conditions, which contributed to the 
occurrence of the workplace accident [6]. In another case [12], an engineer responsible 
for equipment maintenance was interviewed. He stated that he was aware of repeated 
malfunctions in a lifting device used for handling heavy materials. Although these issues 
had been brought to management’s attention, work continued without the equipment 
being repaired or removed from service. The witness confirmed that despite warnings, no 
remedial measures were ordered, leading to the occurrence of the accident.

The investigation must verify the existence of any internal directives or adminis-
trative orders that authorized work under hazardous conditions and identify the persons 
who issued them, as well as the manner in which these directives were communicated 
to employees. Witnesses holding managerial positions must explain how the supervision 
of hazardous activities was organized, who was responsible for monitoring compliance 
with safety measures, and to what extent internal controls were carried out prior to the 
incident. It is also essential to verify the conditions under which personnel involved in the 
execution of dangerous tasks were trained, whether this training complied with legal re-
quirements, and whether documentation exists attesting to the verification of the work-
ers’ knowledge. In addition, it must be clarified whether the equipment was inspected and 
if official technical inspection reports confirm their operational condition prior to use. All 
this information allows for an evaluation of how the employer and the personnel respon-
sible for control and supervision fulfilled their duties and contributes to establishing the 
circumstances that led to the workplace accident.

A distinct category of witnesses includes members of the internal investigation team 
(internal inquiry) or the person appointed by the employer for this purpose. These individ-
uals may be human resources employees, company legal advisers, or other designated per-
sons. They are required to provide detailed information regarding the conclusions reached 
following the internal examination of the accident, to specify whether the circumstances 
of the event were fully analyzed, and whether the real causes of the incident were deter-
mined. It is equally important to establish whether any inconsistencies existed between 
their conclusions and those reached by the criminal investigation authorities. Furthermore, 
these witnesses should provide detailed explanations regarding the methods used to gather 
evidence, the process of documenting statements from both witnesses and other involved 
parties, as well as confirm whether the procedures followed were in accordance with legal 
provisions and the organization’s internal regulations. Special attention must be given to 
identifying any systemic deficiencies in the implementation and enforcement of occupa-
tional safety measures by the employer, which the internal investigation either identified or 
failed to detect. This information is essential to complete the evidentiary framework and to 
accurately assess the responsibilities of the decision-makers.

An illustrative example [7] concerns an internal investigation conducted by an or-
ganization into an incident resulting in temporary incapacity for work of an employee. 
During this investigation, the committee appointed by the employer identified multiple 
violations committed by the person in direct supervisory roles, who was responsible for 
organizing and monitoring workplace activities. The irregularities included the failure to 
properly prepare the work site, failure to ensure the necessary safety conditions for per-
forming activities, and the failure to verify the use of both personal and collective pro-
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tective equipment by subordinate staff. Furthermore, the investigation revealed that em-
ployees without mandatory additional training and authorization were allowed to carry 
out high-risk tasks. Moreover, the lack of direct oversight during the execution of tasks, 
combined with the delay in notifying upper management and the occupational safety de-
partment about the incident, contributed to the aggravation of the situation. The findings 
of the internal committee highlighted systemic failures in the employer’s approach to en-
forcing occupational safety and health standards. These conclusions were subsequently 
integrated into the criminal investigation and served as key elements in determining the 
legal accountability of those implicated.

In addition to the categories of witnesses involved in workplace accident investi-
gations, labor inspectors, as well as representatives of trade unions and other regulatory 
bodies, play a key role. They are responsible for providing information on inspections 
conducted either before or after the incident. In the course of their interviews, they are 
required to detail the results of the inspections carried out, the suggestions provided to 
the employer for remedying the detected shortcomings, as well as the specific actions 
taken afterward to create and maintain a work environment that aligns with occupational 
health and safety standards. These witnesses should also clarify whether serious devia-
tions from legal requirements or deficiencies in technological processes were identified 
during inspections and whether there were instances in which the employer exhibited 
negligence or refused to implement the proposed corrective measures. The information 
thus obtained can be decisive in establishing the liability of those involved and in supple-
menting the body of evidence regarding the violation of occupational safety and health 
standards.

A relevant example is case [11], where a labor inspector was interviewed after in-
vestigating a fatal workplace accident that occurred during unauthorized work inside a 
sewer well. The inspector determined that those engaged in the work had not received 
proper training and were lacking the appropriate protective gear required for carrying 
out such tasks. Additionally, it was highlighted that the administrator neglected to imple-
ment essential risk prevention measures, which ultimately resulted in the fatality of the 
workers. Another significant example is case [10], where the National Food Safety Agency 
was involved in documenting a workplace accident. The agency’s inspectors participated 
in the evaluation of working conditions and identified major deficiencies regarding food 
safety and the health of workers at an agro-food enterprise. Their report highlighted the 
absence of protective measures and a lack of control over work procedures in high-risk 
areas.

The questions formulated during witness interviews should be directed toward 
clearly establishing their involvement in the activities carried out prior to the accident, as 
well as the source of the information they report. It is essential for the criminal investi-
gation officer to identify whether external influences, hierarchical relationships, or other 
subjective factors may affect the objectivity of the testimony. The aim of this approach is 
to obtain detailed, coherent, and relevant statements that can contribute to reconstruct-
ing the mechanism of the accident and establishing the legal liability of those involved.

Conclusions. The interviewing of witnesses in cases involving violations of occupa-
tional safety and health regulations requires a tactical approach adapted to the profes-
sional context of each witness, taking into account their position, hierarchical relation-
ships, and potential external influences that may affect the objectivity of their testimony.
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The timing and location of the interview are essential factors in ensuring the ac-
curacy and veracity of the information provided by witnesses. It is recommended that 
interviews be conducted as soon as possible after the incident and, when appropriate, at 
the scene of the event.

Verifying the source of the witness’s information is crucial to distinguish between 
direct perceptions and second-hand accounts. This distinction contributes to an accu-
rate assessment of the credibility of each statement and to the strengthening of the evi-
dentiary basis of the case.

The questions addressed to witnesses must be tailored according to their profes-
sional category and role in the work process. This ensures the clarification of the techni-
cal and organizational conditions under which the incident occurred and the protective 
measures that were implemented.

The rigorous application of forensic interviewing techniques plays a decisive role 
in establishing the actual circumstances of the workplace accident and in identifying the 
legal responsibilities of employers and other involved parties, thereby providing the nec-
essary legal foundation for the proper resolution of the criminal case.
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Summary
Euthanasia is the practice of hastening the death of a hopelessly ill person who is suffering, with his or 

her consent, in a relatively painless way out of mercy.
In criminology, bioethics, and medicine, there are two polar approaches to euthanasia, where the moral 

and legal dilemma is: The first is focusing on the need to regulate the use of euthanasia. The second approach: 
No physician should be forced to participate in euthanasia or assisted suicide, nor should they be allowed to 
make a decision to do so. The legal argument in favour of this position is that no international legal document 
in the context of human rights defines the “right to die”. 

Keywords: euthanasia, right to die, human rights, bioethics, international law.

Introduction. Euthanasia – (from the Greek ‘ε’ - ‘good’ and ‘θάνατος’ - ‘death’) – the 
practice of hastening the death of a hopelessly ill person who is suffering, with his or her 
consent, in a relatively painless way out of mercy [1].

Methods and materials applied. By combining complementary methods (analysis, 
synthesis, induction) comprehensive knowledge about euthanasia is obtained.

Discussions and results obtained. The term ‘euthanasia’ was first used in 1605 by 
the English politician and philosopher Francis Bacon.

In the history of many nations, such as the ancient Greeks, euthanasia was a rational 
act for people who considered their lives to be useless. The fact that these people sought 
help from others to hasten their deaths was considered morally acceptable.

In the thirties of the twentieth century, the idea of euthanasia spread in Europe and 
the United States. In particular, the American Society for Euthanasia was founded in 1938 
in the United States of America. In England, in 1935, a movement for its legalisation began, 
and the Voluntary Euthanasia Society was founded by such famous figures as George Ber-
nard Shaw, Bertrand Russell and Herbert Wells. Despite the fact that the House of Lords 
rejected a law in 1936 that would have allowed euthanasia, it was common knowledge that 
it was actually practiced by doctors.

Among the famous people who were subjected to euthanasia was King George the V 
of the United Kingdom, who had been seriously ill for several years and, while in a coma, 
was ‘put out of his suffering’ by his doctor with the consent of his wife, Queen Mary. Also, 
Sigmund Freud, who suffered from an incurable form of cancer, passed away through 
euthanasia in 1939.

German Nazis discredited the humane side of the idea of euthanasia. In 1920, the book 
“Permission to Destroy Life, Unworthy Life” was published. Its authors, professor of psy-
chiatry Alfred Gohe and law professor Karl Binding from the University of Freiburg, wrote 
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that “idiots have no right to exist, killing them is a righteous and useful act”. The texts by 
Gohe A. and Binding K. probably influenced Hitler A., who later expressed similar ideas in 
Mein Kampf (1925). Further, in Nazi Germany, based on the ideas of “racial hygiene”, forced 
euthanasia was practiced for children and adults with physical and mental disabilities [1].

“Mercy killing” was legalized in 1941 in Switzerland. In this country, the practice of 
“euthanasia tourism” by foreigners from countries where euthanasia is prohibited is rel-
atively common.

In 1984, the Supreme Court of the Netherlands recognized voluntary euthanasia as 
acceptable, and since 1st April 2002, euthanasia has been permitted in the Netherlands. 
Euthanasia is also legalized in Belgium and Canada.  

The practice of euthanasia based on the patient’s will expressed in a living will is 
widespread in the United States and Western Europe today. 

There are two main types of euthanasia: passive euthanasia (refusal of life-sustain-
ing treatment) and active euthanasia (taking actions that cause painless death). Health-
care legislation in Ukraine prohibits both of these forms, and under criminal law, such 
actions are classified as murder [2]. 

Conclusions. In criminology, bioethics and medicine there are two polar approach-
es to euthanasia where the moral and legal dilemma is:

The first is focusing on the need to regulate the use of euthanasia. The lack of reg-
ulation or prohibition of euthanasia means that people suffering from a terminal illness 
cannot request euthanasia to end their suffering, as this entails criminal consequences for 
the person who fulfills the request. This leads to the actual existence of euthanasia in a 
latent form.  Legal issues within this approach are considered mainly in the context of the 
development and observance of the legal procedure for euthanasia. A well-designed legal 
procedure for patient care, including the authorization of euthanasia only to doctors and 
the prior voluntary consent of the patient, would help ensure that a sick person dies with 
dignity, prevent abuse and protect the rights of doctors.

The second approach can be illustrated by the position of the World Medical Asso-
ciation (WMA). In the Declaration on Euthanasia and Physician-Assisted Suicide adopted 
by the 70th General Assembly of the WMA in October 2019, this international organisation 
of physicians “reaffirms its strong commitment to the principles of medical ethics and its 
unwavering respect for human life, and therefore strongly opposes euthanasia and phy-
sician-assisted suicide” [3].

No physician should be forced to participate in euthanasia or assisted suicide, nor 
should they be allowed to make a decision to do so. The Hippocratic Oath contradicts the 
idea of euthanasia.

The legal argument in favour of this position is that no international legal document 
in the context of human rights defines the “right to die”. 
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Summary
The article is devoted to the problem of prioritization as a main organize factor in criminal proceedings. 

The author formulates his vision of this phenomenon as the process of ranking the means of criminal proceed-
ings being carried out on the basis of a certain set of adequate criteria in order to increase the efficiency of 
solving its tasks. It is proposed to consider the conditionality and manifestation of prioritization in criminal 
proceedings (PCP) in three aspects – axiological, technological and economic, where it is objectively a competi-
tiveness or even conflict of certain elements in criminal proceedings.

The technological aspect of PCP is seen in two areas: the rational construction of a criminal procedural 
form that will ensure maximum efficiency of proceedings, in particular in the context of balancing private and 
public interests, and the gradual digital transformation of criminal justice as a modern requirement.

A special emphasis is made on the issue of priority in procedural activities as a guarantee of its legality 
and well-reasoned.

Within the economic aspect of PCP, the need for expanding the prosecutorial discretion in selecting 
which criminal cases to focus resources on is emphasized. This approach is almost revolutionary for the modern 
justice system, but it is justified given the state of “war transformation”, the “survival” of the criminal justice 
system in wartime, and the intensification of the European integration process. 

It is emphasized that the issue of PCP is in demand during any transformational processes of legislation 
and society, during the period of forced adaptation of social systems to new challenges.

Also, it is summarized the existence of a request to determine priority areas for the modernization of 
criminal proceedings, with the aim of accelerating and reducing their cost, and the corresponding revision of 
the criminal procedural form through the prism of criteria dictated by the challenges of the war period and the 
projected needs of transitional justice in Ukraine in the post-war period.

Keywords: prioritization, criminal proceeding, procedural decision, discretion, digitalization, human 
rights, justice.

Introduction. The effectiveness of activities is largely determined by the system of 
selected priorities. Of course, the issues of prioritization are relevant for the criminal pro-
cess as a type of social technology. The approach to the problem of optimizing the field of 
criminal proceedings through the prism of prioritization is innovative.

Currently, the criminal procedure system is in a state of “war transformation”, on 
the path of “survival” in conditions of war and the intensification of the European in-
tegration process in search of new optimal mechanisms for solving the tasks that have 
arisen in an emergency situation. It is no coincidence that the topic of updating the pri-
orities of criminal procedural activities today is “with increased emphasis” in a number 
of political strategic documents. Thus, in particular, in the Comprehensive Strategic Plan 
for Reforming Law Enforcement Agencies as Part of the Security and Defense Sector of 
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Ukraine, approved by Order of the President of Ukraine dated May 11, 2023 No.273 [1]  was 
emphasized the need to “expand the limits of the prosecutor’s discretion in criminal pro-
ceedings to ensure the performance of the functions assigned to him, in particular at the 
initial and final stages of the pre-trial investigation, taking into account priority areas of 
combating crime”.

At the national level, this issue is currently actively mentioned in the media, scien-
tific publications, and political documents, mostly in the context of saving resources of 
criminal justice agencies: prioritizing criminal investigations, investigating the most im-
portant cases, including by allocating the most experienced employees for this purpose, 
directing more and better resources to priority goals, and therefore fewer resources to 
less important cases, etc. At the same time, in the scientific literature, issues of both pri-
oritization among criminal proceedings (prioritization in the narrow sense) and a more 
general exposition of the issues of prioritization in criminal proceedings have not been 
specifically studied.

While we should note that prioritization among criminal proceedings, although an 
extreme importance and almost revolutionary means of optimizing the activities of crim-
inal justice bodies, at the same time is only one aspect of the topic of determining priori-
ties in criminal proceedings, which we will try to reveal systematically.

Methods and materials applied. The methodological basis of the study was a set of 
modern general scientific and special methods used in legal science. At the same time, 
first of all, the author proceeded from the fact that the system of methods should be as-
sociated with the recognition of the existence objectivity and the need for development 
of legal phenomena – prioritization in criminal proceedings.

The general level of methodology is represented by the method of materialist dia-
lectics, which has not lost its relevance so far, as it requires comprehensiveness and ob-
jectivity to the knowledge of real phenomena, as well as their links with practical activities 
in criminal proceedings. 

Thus, the dialectical method as a universal method of studying social and legal phe-
nomena allowed stating that prioritization is a main organize factor in criminal proceed-
ings. The dialectical method is based on such methods of information cognition as data 
synthesis and analysis, as well as abstraction and the principle of convergence from ab-
stract to specific concepts. To generalise and develop a vision of the concept of prioriti-
zation in criminal proceedings a set of methods of theoretical cognition was used, which 
together with dialectical method form a system of research methodology. The system 
method allowed to consider a set of legal means to ensure the unity of prioritization in 
criminal proceedings as a system, the elements of which, being interconnected and in-
terdependent, are used to solve a specific problem – ensuring the effectiveness of the 
criminal procedure and unity of judicial practice, which, in fact, is the integrative quality 
that characterises the very system of these tools. The method of abstraction was used to 
set out the legal positions of the ECtHR relevant to the issue of ensuring the balance of 
private and social (state) interests during criminal process. At the same time, all scientific 
research methods were used in interconnection and interdependence, which contributed 
to the comprehensiveness, completeness, objectivity of the study and laid the foundation 
for further scientific research of the analysed issues and professional scientific discussion 
aimed at finding and approving effective mechanisms for modernize the work of criminal 
justice agencies in emergency situations.
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Discussion and results obtained. Prioritization in criminal proceedings is seen as a 
process of ranking the means of criminal proceedings being carried out on the basis of a 
certain set of adequate criteria  in order to increase the efficiency of solving its tasks. PCP 
is a complex and multifaceted process that requires a balanced approach and consider-
ation of many factors. An effective prioritization system ensures fairness, timeliness, and 
quality of criminal proceedings while rationally using criminal justice resources. To solve 
the task, first of all, it necessary to determine the main subject sections of PCP, within 
which objectively there is a competitiveness or even conflict of certain elements in crim-
inal proceedings: axiological, technological and economic aspects.

Axiological aspect. The need for PCP is primarily due to the axiological competitive-
ness of the main strategic vectors of criminal procedure. At the global level, the priority in 
criminal proceedings in a democratic society is the person, his rights and freedoms, which 
determine the content and direction of any state activity (Art. 8 of the Criminal Proce-
dure Code of Ukraine (CPC)). The anthropological nature of the focus of criminal pro-
ceedings also determines its goal – a fair (in material and procedural aspects) resolution 
of the criminal-legal conflict, which in its essence is a litmus test of modern procedure 
and distinguishes it from the soviet process. At the same time, the achievement of such a 
goal occurs through the systematic implementation of objectively interconnected tasks 
defined in Article 2 CPC, which are essentially strategic directions for the implementation 
of criminal procedure. Likewise, such directions are “guarded” by a certain legal value – a 
legally significant interest and therefore have a certain axiological dimension. Given the 
a priori conflict of private (even legal), state and public interests, as well as the possible 
contradiction of interests of participants within each group, problematic situations often 
arise in criminal proceedings.

At the same time, the purpose of modern criminal process should be seen as a cer-
tain compromise, achieving a balance between public, state and personal interests. 

While the dominance of state interests leads to manifestations of accusatory bias, 
excessive expansion of the rights of participants in the process leads to an unjustified 
narrowing of the capabilities of criminal prosecution bodies to solve the crime, and there-
fore ensuring the rights of persons affected by the crime (in essence, the same partici-
pants). However, no matter how attractive the term “balance” may sound, the mechanism 
for ensuring it precisely involves giving preference to something over something in a 
specific legal situation (determination of priorities). To avoid legal conflicts of different 
interests, the legislator in some cases gives priority to ensuring state interests, in particu-
lar, regarding the operational investigation of a crime despite a certain restriction of the 
constitutional rights of the individual (for example, the institution of an urgent search). 
In other cases, on the contrary, priority is given to ensuring the rights of the individual 
over the interests of society as a whole by creating certain difficulties for the its imple-
mentation (for example, a complicated procedure for collecting evidence through the 
institution of admissibility).

Withal, we fully agree with Titko I. that “…it is not possible to single out a certain 
sphere of criminal proceedings in which only private or only public interest would prevail, 
if only on condition that such a sphere would be quite narrow. It seems that no single type 
of criminal proceedings can be named (proceedings in the form of private prosecution are 
no exception), where in its pure form only one type of interest will prevail” [2, p.99].

The issue of priority in criminal proceedings is always particularly relevant in the 
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context of those institutions where the conflict of private and public interests is par-
ticularly acute, such as when regulating the limits of discretion, publicity, adversarial 
nature, the mechanism for calculating the terms of pre-trial investigation; the grounds 
and procedure for choosing measures measures of securing the criminal proceedings, 
for assessing the legality of secret investigative actions; the design of restorative justice 
procedures; the search for the optimal model of cassation filters, etc.

At the same time, the integration indicator of axiological PCP at the systemic level 
is coherence and mutual compensation, which is based on the concept of “Pareto opti-
mum” – any improvement in the position of one element will lead to a deterioration in 
the position of another; in criminal proceedings, every change in the law either expands 
the boundaries of interference in the private sphere or narrows the discretion of state 
authorities. The issue of balancing the disproportions of competing interests in criminal 
proceedings is one of the “most popular” in the case law of the ECHR. Thus, in particular, 
in the context of the non-absolute nature of the right of an individual to disclose neces-
sary evidence, the European Court notes that “…in a particular criminal case there may 
be competing interests, such as national security or the need to protect a witness who 
may be subject to prosecution, or the preservation of the secrecy of police methods of 
solving crimes, and these interests must be balanced against the rights of the accused. In 
certain cases, it may be necessary to withhold certain evidence from the defence in or-
der to protect the fundamental rights of another person or an object of particular public 
importance. However, only those measures restricting the rights of the defence which 
are strictly necessary are legitimate under Article 6 § 1 (Van Mechelen and others v. the 
Netherlands, 1997, § 58; Paci v. Belgium, 2018, § 85). Furthermore, in order to guarantee 
the accused a fair trial, any difficulties caused to the defence by restrictions on his rights 
must be adequately compensated in the course of the proceedings by the judicial authori-
ties (Rowe and Davis v. the United Kingdom [GC], 2000, § 61; Doorson v. the Netherlands, 
1996, § 72)” [3, p.42].

 A pertinent illustration of the balancing of interests is the observation of the ECHR 
in the context of the institution of absentia proceedings, such as that “the impossibility 
of conducting a trial in the absence of the accused may paralyze the conduct of criminal 
proceedings, as this may lead, for example, to the destruction of evidence, the expiry of 
the limitation periods for criminal prosecution or miscarriage of justice (Colozza v. Italy, 
1985, § 29). ..However, although proceedings conducted in the absence of the accused are 
not in themselves incompatible with Article 6 of the Convention, a denial of justice occurs 
when a person convicted in absentia is unable subsequently to obtain from the court who 
tried her case, a re-examination of the merits of the charges, both in law and fact, unless 
it was established that he had waived his right to appear before the court and defend 
himself, or that he had intended to evade trial (Sejdovic v. Italy [GC], 2006, § 82)” [3, p.65].

Limiting ourselves to the examples given (because they can be found in almost every 
decision of the ECHR in the context of certain institutions of criminal proceedings), let us 
point out that prioritization in its substantive sense is not always perfect, as signaled by 
certain systemic markers, such as legislative gaps, unreasonably broad discretion of state 
bodies, differences in judicial practice, etc., which negatively affects legal certainty. 

On the other hand, even the perfect procedural form is not something permanent. 
As objective are dynamic socio-political changes, so obvious is the need for its systematic 
revision with the aim of refragmentation. A clear illustration of this is the significant shift 
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in priority in criminal proceedings towards public and state interests caused by our state 
being in conditions of aggressive war.  The indicated issue requires separate considera-
tion, here we will only note that such a trend, despite its objective justification, carries the 
risk of exaggerating the restriction of the basic procedural guarantees of the participants 
in the process and the emergence of a significant imbalance with a bias towards ensuring 
the public interest in criminal procedural legislation. The above requires doctrinal under-
standing in order to formulate compensatory mechanisms, preempting an appeal to the 
European Court of Human Rights (ECHR) regarding the violation by our state of conven-
tional human rights and freedoms.

The next aspect of the PCP is related to the technological nature of criminal pro-
ceedings (technological aspect). The evolution of the understanding of the term “technol-
ogy” from purely streamlining the material production process to a method of rational 
organization of any goal-oriented social activity determines the possibility  of using this 
concept in criminal proceedings as a type of legal activity aimed to resolve a criminal legal 
conflict. 

The technological aspect of PCP is seen in two dimensions. First, it is the rational 
construction of the criminal procedural form, the selection of the most effective advanced 
regulatory mechanisms and structures (means) that will ensure maximum efficiency of 
the proceedings, in particular in the context of balancing private and public interests. 

For example, in the context of the competition of public interests – state security 
and ensuring the rights of the individual when applying measures of procedural coercion 
in the case of Chahal v. the United Kingdom, the ECHR made the following issues: “The 
Court recognizes that in cases where state security is at stake, there are situations where 
the use of confidential materials cannot be avoided. However, this does not mean that 
state authorities become beyond the control of national courts immediately after these 
authorities recognize that the case concerns national security or is related to terrorism. 
There are technologies that allow, at the same time, to take into account the legitimate 
need of security agencies to keep secret the methods and sources of origin of operational 
information, and, on the other hand, take into account the need to carry out the judicial 
procedure in accordance with the requirements of fair trial” [4]. The above example clear-
ly demonstrates the organic relationship between the essential issues of constructing a 
criminal process (balance of interests) with the technological or procedural aspect, the 
fundamental need to give priority to such legal remedies that will maximally balance op-
posing interests.

In turn, the instrumental section of criminal proceedings can be considered in 2 
planes: material and procedural. If the material plane of the instrumental component of 
criminal proceedings is essentially the entire set of its legal means, then the procedur-
al component is reduced to determining the sequence of implementation of such legal 
means during the criminal procedure. Exactly consistency “is a rather important parame-
ter of the characteristics of any process, because it is the very essence of the procedure, 
which is inherently dynamic… Consistency is the substantive quality of the procedure, 
because it is in it that the systemic and structural construction of the criminal process is 
implemented” [5, p.10].

In turn, the sequence of criminal procedural activities implies the order of carrying 
out procedural actions and making procedural decisions. Moreover, such order is de-
termined, first of all, by the staged construction of criminal proceedings. Although the 
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staged nature is not perceived terminologically by the CPC, it is actually and regulates the 
course of procedural activity in time or determines the sequence of procedural actions in 
a way that prevents the skipping of the previous stage. 

Another aspect of the sequence in criminal procedure is reduced to the sequence 
of performing procedural actions and making procedural decisions within a certain stage. 

Taking into account the objective impossibility of predicting the entire set of proce-
dural actions and decisions that must be performed and adopted in a specific proceeding, 
the legislator in one way or another sets general criteria for their sequence and therefore 
priority. 

One of the means of streamlining the sequence of procedural activities is the nor-
mative algorithmization of certain procedures aimed at solving a specific task. For ex-
ample, the algorithm of announcement of a wanted person can be rearranged as follows: 
summoning a person by an investigator, prosecutor → proper notification of the person → 
taking measures to establish his location → proper notification of the person → making a 
decision to announce of a wanted person → entering relevant information into the Unified 
Register of Pre-Trial Investigations (Art.281 CPC).

However, in practice, competition between certain procedural actions and deci-
sions often arises precisely in terms of their priority adoption or implementation. Given 
the direct uncertainty in the law, such situations are resolved based on the systemic and 
functional interpretation of the norms of criminal procedural legislation. For example, if 
there are grounds for suspending proceedings and closing it, the relevant procedural de-
cisions become competing, mutually exclusive decisions, the difference between which is 
that in the first case, procedural activities are suspended for a certain period of time, and 
in the second, they are finally terminated. 

Given the substantive interpretation of the norms of the CPC, if there are grounds 
for making both one and the other decision, the decision to close the criminal proceedings 
has unconditional priority over it suspension. After all, if there are grounds for closing, the 
criminal proceedings cannot be suspended, since this directly contradicts the provisions 
of para.5 Art.28 CPC and para.1 Art.283 CPC, according to which a person has the right to 
have the case against him considered in court as soon as possible or to have them termi-
nated by closing the proceedings. In addition, this contradicts the requirements of para.2 
Art.280 CPC, which obliges the investigator to perform all procedural actions that are 
necessary and possible before the suspension of the pre-trial investigation.

An example of setting criteria for the order of procedural actions at the horizon-
tal level (priority among criminal proceedings) is the imperative requirement of the law 
regarding the priority (urgent) conduct of criminal proceedings against a person held in 
custody and a juvenile person (para. 4 Art.28 CPC).

Of course, in practice there are also informal criteria for determining both the na-
ture and sequence of procedural actions and decisions necessary for a specific proceed-
ing. Thus, the effective implementation of a pre-trial investigation is based on a significant 
“credit of trust” of the pre-trial investigation body in building its strategy within the limits 
set by law, in accordance with the specific circumstances of the case. For example, when 
determining the priority among procedural actions, investigators are guided by forensic 
methods of investigating crimes, taking into account typical investigative situations, etc. 

Another aspect of technological PCP is seen in the gradual digital transformation of 
criminal justice as a requirement of modernity. As Loboyko L. aptly emphasized “…tech-
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nology, as we know, must be advanced in order not to lag behind civilization. If everyone 
is in favor of using advanced technologies in the economy, then why not introduce them 
in the criminal process?” [6, p. 79].

In this sense, the choice of digitalization of criminal proceedings as one of the main 
vectors of transformation of criminal procedural legal relations is due to a multitude of 
positive expectations. These expectations are multidirectional and have value both for 
ensuring guarantees of a fair procedure (in particular, the right of access to justice, trans-
parency, speed and efficiency), and in the context of an integral public interest in increas-
ing the efficiency of the activities of the subjects of criminal proceedings in solving their 
tasks (in particular, as a way of providing pre-trial investigation bodies with new oppor-
tunities to solve a crime, identify the person who committed it, its location, acceleration 
of proceedings through the use of videoconferencing, procedural economy, etc.). For ex-
ample, the main advantages of electronic criminal proceedings include: increasing the 
efficiency of the work of all subjects of criminal proceedings when using IT technologies 
and technical means; simplification and transparency of procedural activities, improving 
coordination between all subjects of criminal proceedings; the possibility of converting 
paper criminal proceedings into digital format; ensuring the administration of justice in 
extraordinary conditions [7].

The positive effects of the digitalization of the justice sector were detailed by Con-
sultative Council of European Judges (further – CCEJ) in Opinion No.26 (2023) of Consul-
tative Council of European Judges (CCEJ) “Moving forward: the use of assistive technology 
in the judiciary”: Society’s use of technology will continue to evolve, and courts and the ju-
diciary must keep pace with such developments. Among the most important expectations 
from the digital transformation of justice is increasing the security of a person’s access 
to justice as a component of the right to a fair trial. After all, it is precisely the promotion 
of compliance with the standards of the rule of law, as well as the implementation and 
respect for fundamental human rights that is the central goal of using digital technologies 
in justice. 

The impetus for the intensification of the digitalization of the field of justice in 
Ukraine is the chosen vector of European integration, which necessitates the adaptation 
of national criminal procedural legislation to the norms of EU law. In accordance with a 
number of policy documents of the Council of the EU, it is the comprehensive strategy for 
the digitalization of the criminal justice system that is put on the agenda for the transfor-
mation of justice in the EU countries, which fully corresponds to the definition of digital 
transformation as one of the EU priorities [8].

However, taking into account the intrusive nature of criminal proceedings regard-
ing human rights and freedoms, the introduction of digital technologies into such an area 
must be controlled and balanced, taking into account the potential or probable risks as-
sociated with digitalization, hidden dangers for legally protected values.

Economic aspect of PCP is related to the objective need to determine priorities among 
criminal proceedings (PCP in the narrow sense or PCP horizontally). Today, according to 
the concept of the CPC, state bodies are obliged to conduct criminal proceedings on all 
facts of criminal offenses registered in the Unified Register of Pre-Trial Investigations. 
Any selectivity is made impossible by the provisions of Article 2 CPC, which requires a 
prompt and simultaneously high-quality investigation of each case. However, the number 
of criminal proceedings that the criminal justice system can effectively process in a given 
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period, using available resources, is limited. The above is increasing by the additional nar-
rowing of the resource base due to martial law, budget restrictions, and staff shortages, 
while the overall workload is increasing due to the increase in the number of criminal 
cases, in particular, cases of war crimes.

As M. Pashkovsky notes, unlike the Criminal Procedure Code of Ukraine, foreign le-
gal acts regulating criminal proceedings, as a rule, grant significant discretionary powers 
to the prosecutor, if not at the stage of entering information about a possible criminal 
offense, then at the stage of initiating criminal prosecution (notification of suspicion or 
drawing up a bill of indictment). At the same time, the USA has one of the most developed 
and differentiated systems of prioritizing criminal proceedings, given the considerable 
discretion of prosecutors in this area. Case prioritization policies are also used in the ac-
tivities of international judicial bodies, for example, the ECHR. This approach has allowed 
to distribute the workload and make the ECHR’s influence on the state of human rights 
observance in the COE more effective. Prioritization rules also applied in ad hoc interna-
tional criminal tribunals [9, p.82].

However, the lack of clearly defined criteria for selecting criminal cases to which 
resources will be directed first creates corruption risks, can lead to professional conflicts, 
violations of victims’ rights, and makes it impossible to assess the rationality of resource 
use and its predictability. This makes the allocation of resources dependent on subjective 
decisions.

Therefore, the introduction of transparent prioritization among criminal proceed-
ings requires not only departmental guidelines, but also appropriate legislative decisions. 
First of all, this concerns the regulatory correction of the tasks of criminal procedure. 
Indeed, in the doctrine of criminal procedure, there is fair criticism of the normative 
requirement of quick and at the same time expected high-quality criminal proceedings 
due to its ideological “coloration” and the impossibility of its real implementation, as well 
as the lack of correlation with the purpose of resolving the criminal conflict, including 
through the use of celerant proceedings.

Conclusions. Prioritization in criminal proceedings is a process of ranking the means 
of criminal proceedings being carried out on the basis of a certain set of adequate criteria 
in order to increase the efficiency of solving its tasks. PCP is a complex and multifaceted 
process that requires a balanced approach and consideration of many factors. A systemic 
approach to PCP will not only optimize the allocation of limited resources, but also en-
sure greater fairness and efficiency of the criminal process, reduce corruption risks, and 
increase public trust in the criminal justice system.

The above forms a request for, first, determining priority areas for the moderniza-
tion of criminal proceedings, with the aim of accelerating and reducing their cost, and 
second, reviewing the criminal procedural form through the prism of criteria dictated by 
the challenges of the war period and the projected needs of transitional justice in Ukraine 
in the post-war period.
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Summary
In the current context, marked by the increasing complexity of the criminal phenomenon and the diver-

sification of professional risks, the issue of legal protection of law enforcement and public security is of strate-
gic importance. On the front line of defending public order and national security, the policeman is exposed not 
only to physical dangers, but also to legal and administrative pressures. A legitimate intervention can become 
the subject of a dispute at any time, and an operative decision can generate multiple interpretations. For this 
reason, it is essential that law enforcement and public safety benefit from a robust, coherent and up-to-date 
legal framework that provides them with support in the face of professional risks and legal liabilities.

Keywords: policeman, legal protection, material liability, GEO no. 82/2024, Law no. 360/2002, occupa-
tional safety and health, OSH, MIA Order no. 21/2025, crime, professional risks, Police Statute.

Introduction. In the context of a constantly changing society, marked by the rapid 
evolution and diversification of criminal phenomena, the role of the police officer be-
comes increasingly complex and exposed to multiple risks. This paper aims to analyze in 
depth the need to strengthen the legal protection of police officers in Romania, both in 
the face of physical dangers and in the face of psychosocial, legal and administrative pres-
sures to which they are subjected in the exercise of their professional duties.

In order to better understand the current challenges and to highlight possible solu-
tions, we will examine the Romanian legislative framework, including the recent amend-
ments introduced by G.E.O. no. 82/2024 and MIA Order no. 21/2025. The paper also con-
ducts a comparative analysis with the legal protection systems of police officers in the 
United States and other European countries, thus identifying good practices and effective 
protection mechanisms that could be adapted and implemented in the Romanian context.

Through this approach, we aim to underline the importance of a robust and up-
to-date legislative framework, necessary not only to protect police officers, but also to 
strengthen citizens’ trust in the institutions responsible for ensuring public order and 
safety. Thus, our research becomes relevant not only for legal and public security special-
ists, but also for political decision-makers and civil society, contributing to the improve-
ment of working conditions and the efficiency of police activities in Romania.

Content. I. Legislative foundations regarding the legal regime of police officers’ 
liability. 
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1. Law No. 360/2002 on the Policeman’s Statute [1] represents the legal basis of 
the police officer’s career, regulating in detail his rights and obligations, service relation-
ships, forms of responsibility, as well as institutional control mechanisms. In the context 
of combating crime, Law no. 360/2002 establishes the essential guarantees regarding the 
exercise of police duties, conferring on the police officer a series of fundamental rights, 
such as: the right to self-defense, the right to protective equipment, the right to legal 
assistance and the right to adequate working conditions. At the same time, the law rigor-
ously regulates the mechanisms of disciplinary and material liability, ensuring a balanced 
framework between the exercise of authority and the assumption of responsibility.

2. GEO No. 82/2024 for amending and supplementing Law no. 360/2002 [2] repre-
sents a major step in strengthening the legal protection of police officers. It introduces 
the reimbursement of legal aid expenses if the police officer is the victim of an outrage or 
a party to a lawsuit derived from the exercise of his duties. It also limits material liability 
in cases where the damage is the result of an action in the interest of the service, thus 
providing a shield against administrative abuses [8]. These amendments respond to the 
real needs of police officers and reflect the evolution of the legislation towards a more 
protective and balanced framework [9].

One of the main provisions introduced by GEO no. 82/2024 is  the right of police 
officers to benefit from the reimbursement of legal aid expenses in certain situations: 

a) Criminal and/or civil trials: Police officers against whom criminal or civil trials 
are conducted for acts committed in the exercise of their duties have the right to reim-
bursement of legal aid expenses;

b) Cases of outrage: Police officers who are injured in a criminal trial for the crime of 
contempt also benefit from the reimbursement of legal aid expenses. 

The settlement covers only the amounts actually paid as fees for the chosen lawyer 
and does not include other costs associated with the trial [11], such as those for the ad-
ministration of evidence. The maximum settlement ceiling is the equivalent of an average 
gross salary used to substantiate the state social insurance budget. In order to implement 
this provision, the Ministry of Internal Affairs has developed specific rules detailing the 
settlement procedure and the related conditions [10].

Regarding the clarification and regulation of the material liability of police officers 
for the damages caused to the patrimony of the unit or of the Ministry of Internal Affairs, 
Order no. 21 of 3 February 2025, which details the manner of establishing and recovering 
damages, as well as the investigation procedure [12].

3. MIA Order No. 21/2025 on the application of the material liability of police officers 
[3] operationalizes the provisions of GEO 82/2024, clarifying the procedure for establish-
ing material liability, the conditions for exemption and the limits for recovering damages. 
It is an essential tool in the delimitation between fault and assumed risk, between human 
error and legitimate exercise of the function. This order brings more coherence and fair-
ness to the accountability assessment process, reducing the risk of police officers being 
held abusively liable for acts committed in the exercise of duty [13].

Procedure for ascertaining and recovering damages. According to Art. 2 para. (1) of 
the Order, the policeman has the obligation to defend the patrimony of the unit and of 
the MIA. In the event of damage, the head of the unit is responsible for finding and recov-
ering it, based on an administrative investigation carried out by a commission appointed 
for this purpose. If the police officer recognizes the damage, he can opt for voluntary 
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coverage of it through a payment agreement. In the event that the police officer does not 
recognize the damage or does not cover it, the head of the unit may notify the competent 
administrative court to establish material liability.

Conditions of material liability. The Order establishes that the material liability of 
the policeman can be engaged only if the following conditions are cumulatively met:

• Existence of material damage: The damage must be real, certain and assessable in 
money;

• Unlawful act: Committing an action or inaction contrary to legal provisions or ser-
vice obligations;

• Guilt: The unlawful act must be committed intentionally or culpably (negligence 
or recklessness);

• Causal relationship: There must be a direct link between the unlawful act and the 
damage caused;

• Service report: The policeman must have been an employee of the Ministry of In-
ternal Affairs at the time of the damage.

Cases of exemption from material liability [14]. The Order provides for the situations 
in which the policeman is exonerated from material liability, according to Art. 63^3 para. 
(1) of Law no. 360/2002: 

• Damages caused in the exercise of job duties, if the actions were carried out with-
in the limits of the law and without guilt;

• Damage resulting from normal risk of service;
• Damages caused during interventions at urgent events, in compliance with legal 

procedures;
• Damage caused by force majeure or unforeseeable circumstances;
• Damages resulting from the execution of the orders of the hierarchical superior;
• Damages caused in situations of self-defense or state of necessity;
• Damages ascertained after three years from the date of their occurrence.
II. Legal protection of the police officer in the context of occupational safety and 

health. The legal protection of the police officer must be understood as an integral part 
of public security and the rule of law. Through a coherent legislative framework, applica-
ble and adapted to the current challenges, it is possible to ensure not only the individual 
protection of the policeman, but also the efficiency of the act of justice and the increase 
of citizens’ trust in the law enforcement agencies. The analyzed legislation constitutes 
the foundation of this protection and must be applied unitarily, interpreted flexibly and 
constantly updated, in relation to the dynamics of society and contemporary crime.

The protection of police officers in the field of occupational safety and health is 
ensured by primary, secondary and tertiary level legislation. In this paper we will present 
the main aspects resulting from the primary legislation, as follows [15]:

1. Law no. 319/2006 on occupational safety and health [4], also known as the Law 
on Safety and Health at Work, establishes the general framework for ensuring safe and 
healthy working conditions for all workers in Romania, including police officers. The main 
objective of this law is to establish measures to promote the improvement of occupation-
al safety and health, the prevention of occupational risks and the protection of workers’ 
health. However, given the specificity of police activities, the application of certain provi-
sions must be adapted to the particular conditions of operative work. The law obliges the 
employer (MIA) to assess occupational risks, implement prevention measures and provide 
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protective equipment. For police officers, the application of this law means access to 
professional training, medical monitoring and continuous training, essential aspects in 
increasing professional safety.

The applicability of Law no. 319/2006 in the police field. Employer’s obligations to-
wards police officers. The Ministry of Internal Affairs, as an employer, has the responsibil-
ity to implement measures to ensure the occupational safety and health of police officers. 
These obligations include:

• Occupational risk assessment: Identifying and assessing risks specific to police activ-
ities, such as emergency interventions, the use of weapons or exposure to dangerous agents.

• Elaboration of a prevention and protection plan: Establishment of the technical 
and organizational measures necessary for the prevention of work accidents and occu-
pational diseases, adapted to the specifics of the activities carried out by police officers.

• Provision of personal protective equipment: Provision of appropriate equipment, 
such as bulletproof vests, helmets and other means necessary for the protection of police 
officers during missions.

• Training and informing police officers: Organizing periodic training sessions on 
occupational health and safety norms, as well as continuous information about the risks 
associated with different types of interventions.

• Health monitoring: Ensuring periodic medical surveillance to detect any work-re-
lated conditions early.

Rights and responsibilities of police officers. Police officers have the right to a safe 
and healthy working environment, according to the provisions of Law no. 319/2006. This 
includes access to protective equipment, participation in training programs and the pos-
sibility to express their opinions on occupational safety and health measures.

At the same time, police officers also have responsibilities, including:
Compliance with occupational health and safety rules: Correct application of proce-

dures and use of protective equipment provided.
Participation in trainings: Active involvement in training programs and updating 

knowledge on occupational safety and health.
Hazard reporting: Informing superiors of any situation that poses a risk to one’s own 

safety and health or that of colleagues.
2. GD No. 1425/2006 for the approval of the methodological norms for the appli-

cation of Law 319/2006 [5] approves the Methodological Norms for the application of 
the provisions of the Law on Occupational Safety and Health no. 319/2006, establishing 
the detailed framework for the implementation of occupational health and safety (OSH) 
measures in various fields of activity. For police officers, these rules provide an essential 
legal framework aimed at protecting against occupational risks and ensuring safe and 
healthy working conditions. This decision details the employer’s obligations in the field 
of occupational safety and health (OSH) and provides an organizational structure for the 
implementation of the measures provided by the law. In the case of police officers, GD 
1425/2006 is essential for establishing the way in which occupational risks are identified 
and controlled: setting up security committees, designating the personnel responsible 
for OSH, organizing periodic trainings and developing prevention plans. Considering the 
specifics of police work, this methodological framework is indispensable for adapting the 
measures to the reality on the ground.

Employer’s obligations in the field of OSH. According to GD No. 1.425/2006, the Min-
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istry of Internal Affairs (MIA), as the employer of police officers, is responsible for imple-
menting specific measures for their protection:

1. Occupational risk assessment: Identification and assessment of risks associated 
with police activities, including those related to operative interventions, use of weapons 
or exposure to biological and chemical agents.

2. Elaboration and implementation of the prevention and protection plan: Establish-
ment of the technical, organizational and other measures necessary for the prevention of 
work accidents and occupational diseases. 

3. Provision of personal protective equipment: Provision of appropriate equipment, such 
as bulletproof vests, helmets and other specific means, depending on the identified risks.

4. Continuous training and training: Organisation of periodic training programmes 
in the field of OSH, adapted to the specifics of the activities carried out by police officers.

Rights and obligations of police officers in the field of OSH
1. Right to a safe working environment: Ensuring working conditions that minimise 

occupational risks and protect health and physical integrity.
2. Access to protective equipment: Use of appropriate personal protective equip-

ment, provided by the employer, depending on the specifics of the missions.
3. Participation in periodic trainings: The obligation and right to participate in con-

tinuous training and training sessions in the field of OSH, in order to be up to date with 
the latest procedures and safety measures.

4. Reporting incidents and unsafe conditions: The obligation to inform superiors 
about any situation that poses a risk to occupational safety and health, thus contributing 
to the prevention of accidents and the improvement of working conditions.

Occupational Safety and Health Committee. GD No. 1.425/2006 provides for the es-
tablishment of an occupational health and safety committee within units with at least 50 
workers. This committee has the role of facilitating the consultation and participation of 
police officers in decision-making on OSH, analysing and proposing measures to improve 
working conditions and prevent occupational risks.

Procedures in the event of a work-related accident or occupational disease. In the 
event of a work accident or the occurrence of an occupational disease, GD no. 1.425/2006 
establishes the obligations of the employer and the policeman:

1. Investigation of the event: The employer has the responsibility to carry out a thor-
ough investigation to determine the causes and circumstances of the accident or illness.

2. Reporting to the competent authorities: Transmitting the conclusions of the in-
vestigation to the territorial labour inspectorates and other relevant institutions, accord-
ing to the legal provisions.

3. Implementing preventive measures: Adopting corrective measures to prevent 
such incidents from happening again in the future.

III. Brief comparative analysis of social systems on the legal protection of police 
officers against psychosocial risks in the US, Europe and Romania. In order to better un-
derstand the current level of legal protection and development opportunities in Romania, a 
comparative analysis with other advanced social systems, such as those in the United States 
of America and the European Union, is useful. Thus, we can identify effective practices and 
mechanisms that could be implemented or adapted to the Romanian context.

1. Legal protection of police officers in Romania vs. the USA. Both in Romania and 
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in the USA, police officers benefit from a legal system of protection in the exercise of their 
function. However, the US offers additional protection through the doctrine of qualified 
immunity and the strong involvement of trade unions. On the other hand, Romania has a 
well-defined and constantly developing legal framework, especially through recent initi-
atives such as GEO 82/2024. Both systems reflect different social and cultural realities, 
but converge in the common goal of protecting the dignity and safety of the police officer.

The legal protection of police officers in the US is a well-structured but also com-
plex system that combines institutional rights, jurisprudence and union support. Its pur-
pose is to enable police officers to carry out their duties in a safe environment, without 
undue fear of legal consequences — but also to impose standards of accountability. In the 
United States, police officers benefit from a complex legal framework of protection, which 
covers both aspects related to the exercise of their job duties and their rights as public 
employees. Legal protection is manifested at the federal, state, and local levels, and in-
cludes a combination of laws, case law, domestic policies, and collective agreements.

We briefly list some of the key dimensions in terms of protection that the US demon-
strates:

Qualified Immunity [16] it is one of the most controversial and important protection 
mechanisms, being a legal doctrine created by the U.S. Supreme Court that protects police 
officers and other government officials from civil liability, as long as they do not violate 
“clearly established constitutional rights” of citizens. As for applicability: it applies in civil 
(not criminal) trials, especially in cases of excessive use of force or violation of other rights.

Trade union representation and collective agreements [17]. Police unions (e.g. Frater-
nal Order of Police, Police Benevolent Association) provide legal aid and negotiate collective 
agreements with local authorities. These contracts include legal protection clauses, such as: 

• Right to legal advice during investigations.
• Deadlines for disciplinary investigation.
• Protection against unfair dismissals.
• Malpractice insurance or legal defense funds.
Protection from internal and criminal investigations [18]:
• Police officers have the right to legal representation during internal or external 

hearings.
• In many jurisdictions, there are regulations that give them a set of procedural 

rights (sometimes known as the “Police Officer Bill of Rights” – in some states).
• In some cases, the police officer may be placed on paid administrative leave during 

the investigation
Liability insurance and protection funds:
• Police departments or cities offer liability insurance for possible compensation.
• Also, some jurisdictions have special funds to cover the legal costs of officers in-

volved in litigation.
Protection against physical hazards and threats [19]:
• Federal and state law provides harsher penalties for insulting or assaulting a police 

officer.
• Some states offer additional protection through personal data privacy laws – for 

example, officers’ addresses are not public.
• In extreme cases, identity change or relocation may be offered (e.g. witness protec-

tion, if there are high risks).
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Jurisprudence and constitutional protection:
• Police protection is based on court interpretations related to the Fourth Amend-

ment (searches and arrests), the Fifth (self-incrimination), and the Fourteenth (due process).
• For example, in cases of use of lethal force, courts apply the “objective rationality” 

test established in the case of Graham v. Connor (1989) [20].
Health, psychology and post-trauma support programs [21]:
• Many police officers benefit from psychological counseling programs, post-trau-

matic treatments, and financial support if they suffer injuries while on duty.
• In some states, there are laws that classify post-traumatic stress disorder (PTSD) as 

an occupational disease eligible for compensation [22].
Legal protection of police officers in Romania vs. the European Union. Romania 

is in the process of consolidating the regulatory framework in the field of police protec-
tion, with significant progress in recent years, but with significant differences compared 
to Western European models, where police officers benefit from stronger institutional 
structures, influential unions and favorable jurisprudence in the field of labor law [6]. 

Romania faces problems related to the application of sanctions for outrage, the lack 
of effective post-event protection and low public perception. France, Germany, Italy and 
Spain have clear legislation, tough sanctions and active institutional measures to protect 
the police. The Nordic countries adopt a balanced model, based on prevention and public 
trust, which reduces the need for repressive measures [23].

In most Western European countries, police officers involved in serious incidents 
(physical attacks, violent confrontations, threats to life) benefit from legal, psychological 
and financial support from the state [7].

In Romania, there is no well-developed mechanism for the psychological support 
and reintegration of police officers affected by professional traumas. Although some 
structures offer counseling, they are insufficient and poorly funded. In Romania, many 
convictions for outrage end with suspended sentences, which reduce the preventive ef-
fect of the law.

In Germany, France and Italy, police officers involved in serious incidents can benefit 
from mandatory psychological counseling and extensive protection against threats [24].

The consequence of this deficiency in Romania is a higher rate of professional stress, 
premature resignations and decreased efficiency in the field.

In France and Germany, attacks on police officers are considered serious crimes 
and sentences are strictly enforced. In France, a serious attack on a policeman can be 
punished with up to 7 years in prison [25].

In Romania, police officers are often under-equipped and do not have the means to 
protect their own safety. In Germany and France, every police officer is equipped with 
standardized protective equipment, and the use of body cameras is mandatory in many 
missions [7].

In Romania, trust in the police is affected by corruption scandals and a negative 
public perception. This makes police officers more vulnerable to attacks and has more 
difficulty in imposing authority. In the Nordic countries, the police are perceived as a 
transparent institution, which significantly reduces the number of violent incidents [7].

III. Conclusions. The analysis carried out in this paper highlights the urgent need for 
the continuous consolidation and adaptation of the legal protection of the police officer 
in Romania, in the dynamic and complex context of the contemporary criminal phenom-
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enon. The current regulatory framework, mainly represented by Law No. 360/2002, GEO 
No. 82/2024 and MIA Order No. 21/2025, demonstrates significant positive developments, 
such as the introduction of police officers’ right to reimbursement of legal aid expenses in 
cases of outrage and civil or criminal proceedings related to professional activity.

By clarifying the conditions of material liability and by introducing clear provisions 
for exemption in specific situations, MIA Order No. 21/2025 is an essential step towards 
an efficient delimitation between the inevitable human error in the operational context 
and the acts committed by negligence or intention. These amendments directly contrib-
ute to reducing the risk of administrative abuse and strike a balance between liability and 
professional protection.

Compared to the systems in the United States of America and the European Un-
ion countries, Romania still shows some deficiencies, especially in terms of protection 
against psychosocial risks and psychological support after traumatic incidents. Inter-
national models provide solid examples of the importance of trade union involvement, 
professional liability insurance and constant and mandatory psychological support after 
major incidents.

It is imperative that Romania continues to continuously update and adapt its legisla-
tion and institutional practices, including additional measures for the psychological pro-
tection and professional reintegration of police officers affected by traumatic incidents. 
Increasing efficiency on the ground, reducing professional stress and strengthening pub-
lic trust in public order and safety institutions depend directly on these measures.

In conclusion, the legal and institutional protection of the police officer must be 
seen as an essential component of a coherent national strategy to prevent and combat 
crime, as well as to maintain a healthy and safe social climate. The development of a 
modern, flexible legislative and organizational framework adapted to contemporary chal-
lenges is an imperative to ensure the dignity, safety and professional efficiency of the 
Romanian policeman.
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Summary
The article analyzes the complex and bidirectional relationship between public services and crime, using 

the case of Suceava, Romania, as an example. The study highlights how high-quality public services play a cru-
cial role in preventing and combating crime, while deficiencies in these services can contribute to an increase 
in criminal activity. An efficient and proactive public administration can implement strategic measures to 
improve community safety through investments in infrastructure, education, healthcare, and social services. 
Analyzing the evolution of the crime rate in Suceava between 2017 and 2024, a significant increase in robbery 
and theft from commercial establishments has been observed. This trend underscores the need for urgent and 
effective measures to prevent the escalation of this phenomenon, with public services playing a key role in this 
process. The article emphasizes the importance of an integrated approach, in which public institutions collab-
orate to reduce social vulnerabilities and create a safe environment for citizens. In this context, initiatives and 
public policies that have had a positive impact on reducing crime in Suceava are analyzed, providing a model 
of best practices for other communities.

Keywords: crime, public services, specific crime rate coefficient, education, prevention, public safety, 
social assistance

Introduction. The main objective of this article is to analyze the link between public 
services and crime, with a focus on the situation in Suceava Municipality, Romania. There 
is a reciprocal relationship between public services and the prevention and combating of 
crime. Weak public services will contribute to an increase in crime, but public administra-
tion can improve these services to reduce criminality. We aim to highlight the crucial role 
of public administration in improving services to prevent and combat crime.

Firstly, the increase in the crime rate has a significant impact on the functioning 
of public services, affecting their efficiency and proper operation. For example, an envi-
ronment dominated by urban violence, assaults, thefts, and acts of vandalism will lead to 
additional costs for safety, absenteeism and school dropout, an overburdened healthcare 
system, and stress and trauma among citizens.

On the other hand, public services can contribute to crime prevention, which rep-
resents a major objective of local public administration.

The Strain Theory suggests that individuals experience a state of tension when they 
fail financially and may resort to criminal behavior when they lack access to legitimate 
means, often facilitated by public services such as education and employment opportuni-
ties, to achieve the goals valued by society [13].

Methodology. The present study uses a mixed approach – both qualitative and 
quantitative – to analyze the relationship between public services and crime in Suceava 
Municipality. The investigation was based on empirical data obtained from official sourc-
es, such as the reports of the Suceava County Police Inspectorate [5] and documents from 
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the Suceava County Council, covering the period 2017-2024 [2].
The quantitative analysis focused on the Specific Crime Coefficient (SCC), an indi-

cator calculated based on the number of robberies and thefts from commercial establish-
ments, relative to the municipality’s population. This coefficient was essential for identi-
fying the evolution of the criminal phenomenon and highlighting correlations between its 
fluctuations and potential deficiencies in local public services.

In addition to statistical data, the research was also supported by theoretical docu-
mentation based on specialized literature at both national and international levels. Works 
addressing the relationship between education, social inclusion, economic factors, and 
criminal behavior were consulted.

The qualitative component of the research consisted of a critical analysis of the local 
context and the way in which services such as education, healthcare, social assistance, 
infrastructure, and public order, etc., influence, directly or indirectly, the level of crime. 
Thus, the research provided a perspective on how local public administration interven-
tions can contribute to preventing and reducing crime by strengthening essential servic-
es for social cohesion.

Specific crime coefficients in suceava municipality. As a legal phenomenon, crime 
“comprises all human behaviors considered offenses, incriminated and sanctioned as 
such, under certain conditions, within a criminal law system, concretely determined by 
geography and history” [9, p. 13].

According to a report by the Suceava County Council, the crime situation recorded 
by the Suceava County Police Inspectorate (IPJ Suceava) shows that, from a statistical 
perspective, in the year 2023 there was an increase in the number of reported crimes, 212 
more than in 2022, reaching a total of 14,723 criminal offenses [2].

We aim to analyze the Specific Crime Coefficients at the municipal level in Suceava, 
which are statistical indicators reflecting the incidence of crime in a particular locality 
and are important for analyzing criminal trends [6].

The Specific Crime Coefficient (SCC) is a statistical indicator calculated for reported 
robberies and thefts from commercial establishments recorded in the previous year.

The formula for calculation is:
SCC = (Number of robberies and thefts from commercial establishments / Popula-

tion of Suceava Municipality) × 100,000.

Table no. 1: Crime coefficient of Suceava Municipality for the period 2017-2024

Year Crime Coefficient of 
Suceava Municipality 

(%) 

Crime Rate 
Category

Annual 
Variation 

(%)

Trend

2024 6,353.67 high +8.10% Significant increase com-
pared to 2023

2023 5,877.62 high -2.26% Slight decrease com-
pared to 2022

2022 6,013.50 high +19.17% Sharp increase compared 
to 2021

2021 5,046.40 high +9.97% Moderate increase com-
pared to 2020
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2020 4,588.86 high -9.39% Significant decrease 
compared to 2019

2019 5,064.31 high +27.3% Sudden increase com-
pared to 2018

2018 3,980.58 high +11.6% Increase compared to 
2017

2017 3.568,11 high - Reference point

Source: Own analysis based on data from IPJ Suceava

Fig. No. 1. Evolution of the crime coefficient in Suceava Municipality 
during the period 2017-2024

Between 2023 and 2024, an 8.10% increase in crime was recorded, signaling a wors-
ening of the situation in 2024. This trend can be explained by factors such as a rise in the 
number of offenders, decreased effectiveness of security measures, or economic difficul-
ties that favored the commission of thefts and robberies.

Between 2022 and 2023, a slight decrease of 2.26% was observed, suggesting a mod-
est improvement compared to the previous year, yet insufficient to reverse the general 
upward trend.

During the 2021-2022 period, crime rose significantly by 19.17%, which may reflect a 
rapid escalation of offenses following the reopening of the economy after the COVID-19 
pandemic.

Likewise, between 2020 and 2021, there was a 9.97% increase, suggesting that the 
crime-reducing effects of pandemic restrictions did not persist in the long term.

In contrast, comparing 2019 to 2020 showed a 9.39% decrease, possibly due to mo-
bility restrictions and safety measures imposed during the health crisis.

Between 2018 and 2019, a sharp 27.3% increase was recorded, indicating a surge in 
criminal activity during that period.

Overall, a long-term upward trend can be observed, with crime steadily increasing 
in recent years except for a slight dip in 2020, likely influenced by the pandemic context. 
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The year 2024 marks a new peak in criminal activity, with a coefficient exceeding 6,353.67, 
indicating deterioration in public safety compared to previous years.

The fact that all values fall within the “high” category shows that the crime issue in 
Suceava is a structural one and requires more effective measures.

The analysis of the evolution of the crime coefficient in Suceava from 2017 to 2024 
reveals a significant increase in robberies and thefts from commercial establishments. 
This trend indicates the urgent need for effective measures to prevent the escalation of 
the phenomenon.

Public services as tools for crime prevention. In any locality, crime is a serious 
threat to social development and to citizens’ right to live in safety. The authorities in Su-
ceava Municipality must make informed decisions to reduce the crime rate and improve 
the quality of life of the citizens.

The data analyzed in the table above suggest that without effective intervention 
by the authorities, crime will continue to rise in the coming years. A Romanian research 
study conducted by the Ministry of Internal Affairs (MAI) on the relationship between 
organized crime, corruption, and public services indicates governmental interest in un-
derstanding and addressing this interconnection [8].

There are a number of public services that can have an impact on crime rates, such 
as: educational services, public safety and infrastructure-related services, surveillance 
cameras, social assistance, healthcare, etc. Local interventions by the authorities in Su-
ceava Municipality should lead to urgent measures for the development of these public 
services, as they have a differentiated, yet relevant, impact on crime prevention.

The first services we wish to highlight are those related to education. Special em-
phasis must be placed on educational services, as low levels of education and high school 
dropout rates contribute to youth involvement in illegal activities.

Low education levels are correlated with higher crime rates, as education has a 
strong crime-reducing effect, making investment in education a crucial crime prevention 
strategy [1].

The role of educational services in crime prevention in Suceava Municipality is 
essential, contributing to the development of civic awareness and respect for the law. 
Schools support the inclusion of children from vulnerable backgrounds, thereby reducing 
the risk of delinquency.

There is a growing body of research demonstrating a correlation between education 
and crime, showing that individuals with lower education levels are more likely to commit 
crimes.

For example, Lochner (2004) demonstrates that a one-year increase in a state’s av-
erage education level can lead to an 11% or greater reduction in arrest rates, highlighting 
the positive impact of education on crime prevention [7].

Vargas J. argues that limited access to quality education reduces opportunities for per-
sonal and professional development, increasing the risk of engaging in illegal activities [14].

The article by Joel Carr, Olivier Marie, and Sunčica Vujić shows that education has 
a positive effect in reducing criminal behavior, particularly by increasing future earning 
potential. The research also highlights that individuals legally required to remain in school 
longer are less likely to commit crimes [1].

Swisher and Dennison analyze the relationship between intergenerational changes 
in education levels and crime. This study is among the first to examine how generational 
changes in education relate to crime in the United States. A drop in education level com-
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pared to the previous generation was associated with an increase in criminal behavior, 
while educational improvement was correlated with a reduction in crime [12].

In the article by Ford Jason A. and Schroeder Ryan D. it is shown that both the level 
of education attained and attachment to school are well-established predictors of delin-
quent behavior. The results show that attending college and commitment to higher edu-
cation are associated with reduced criminal behavior in adulthood [3].

Hjalmarsson et al., in the cited article, analyze the causal effect of education level on 
convictions and incarceration. Fewer years of education are often negatively associated 
with an increased risk of criminal behavior [4].

There is also a need for services that reduce unemployment and, implicitly, increase 
the number of available jobs, which will lead to fewer people resorting to crime.

The influence of social assistance and poverty-reduction programs on crime rates is 
complex. On one hand, poverty and lack of access to essential resources are often corre-
lated with criminal behaviors, suggesting that social interventions may play an important 
role in mitigating them.

One study found that spending on social and public health services was associated 
with lower homicide rates [11].

Jason Vargas explores the impact of socioeconomic factors on crime levels, high-
lighting the significant link between poverty, unemployment, inequality, and criminal be-
havior. Communities well-equipped with resources and support services are better pre-
pared to prevent and manage crime [14].

In Suceava Municipality, the Local Police service plays a key role in reducing crime 
through prevention actions, monitoring public spaces, and collaborating with other institu-
tions to maintain community order and safety. The Local Police in Suceava can help reduce 
crime through regular patrols in high-risk areas, video surveillance of neighborhoods, rapid 
response to public disturbances, and prevention of juvenile delinquency and drug use.

Additionally, public services related to infrastructure and public safety can prevent 
environments that facilitate crime, such as robberies and thefts.

The lack of adequate housing for low-income individuals is indirectly correlated 
with homicide rates [10].

Investments in community infrastructure, such as parks, recreational facilities, and 
community centers can strengthen social cohesion and offer positive alternatives, poten-
tially reducing crime rates.

Other public services that could impact crime reduction include expanded public 
lighting and video surveillance, especially in high-risk neighborhoods.

Conclusions. The analysis highlights the close link between the quality of public 
services and the level of criminality. The efficient allocation of resources and the devel-
opment of essential services such as education, healthcare, social protection, housing 
access, etc., can address the root causes of criminal behavior and support the creation of 
safer and more stable communities.

It is recommended that public authorities and governmental institutions adopt an 
integrated approach that coordinates the various areas of public services within a unified 
strategy, aimed at effectively addressing the complex causes of crime.

In conclusion, combating crime in Suceava cannot be effective without sustained 
intervention in the quality and accessibility of public services. Strengthening education, 
reducing social inequalities, expanding safe urban infrastructure, and developing com-
munity support programs can significantly contribute to reducing criminal behavior and 
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building a safer community.
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Summary
Integration processes are gaining momentum and Ukraine is facing both positive and negative experi-

ences of Western countries. The above necessitates the adoption of preventive measures to prevent the spread 
of one of these negative phenomena – terrorism and its instrument, sabotage acts.

Despite the rather insignificant share in the total number of criminal acts, the social danger of sabotage 
is due to the fact that even a single act of sabotage can cause serious damage to our country’s economy, slow 
down the pace of construction and commissioning of certain enterprises, and disrupt the rhythmic operation 
of a particular sector of the national economy. In addition, it should be borne in mind that such criminal acts 
also cause serious moral and political damage. Therefore, in today’s environment, given the creation of new 
means of mass destruction of enormous destructive power, chemical and bacteriological weapons of consider-
able effectiveness, the danger of sabotage is even greater. This circumstance necessitates a more detailed study 
of the features of such related crimes as terrorist acts and sabotage, including the features that determine the 
constructive differences between the crimes in question for a more correct qualification of such acts.

Terrorism and sabotage have become a central object of scientific research during martial law. Scholars 
and practitioners have repeatedly pointed to the overcrowding of the Criminal Code with norms that have a 
significant commonality of objective and subjective features, which causes difficulties in their qualification in 
law enforcement. These include the corpus delicti provided for in Articles 113 and 258 of the CC. However, these 
norms are not correlated as general and special, they are both special in relation to a number of crimes against 
life and health of a person, crimes against property, crimes against the environment, etc. Determination of the 
general rule, the features of which are clarified, specified and supplemented by Articles 113 and 258 of the CC 
depends on which of the alternative forms of acts provided for in these Articles is currently being committed 
and what harm the act is aimed at causing.

Keywords: criminal law of Ukraine, sabotage, terrorism, crime, public security, terrorist act, saboteur, 
constitutional order, terrorist.

Introduction. Integration processes are gaining momentum and Ukraine is facing 
both positive and negative experiences of Western countries. The above necessitates the 
adoption of preventive measures to prevent the spread of one of these negative phenom-
ena – terrorism and its instrument, sabotage acts.

Despite the rather insignificant share in the total number of criminal acts, the social 
danger of sabotage is due to the fact that even a single act of sabotage can cause serious 
damage to our country’s economy, slow down the pace of construction and commis-
sioning of certain enterprises, and disrupt the rhythmic operation of a particular sector 
of the national economy. In addition, it should be borne in mind that such criminal acts 
also cause serious moral and political damage. Therefore, in today’s environment, given 
the creation of new means of mass destruction of enormous destructive power, chemical 
and bacteriological weapons of considerable effectiveness, the danger of sabotage is even 
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greater. This circumstance necessitates a more detailed study of the features of such 
related crimes as terrorist acts and sabotage, including the features that determine the 
constructive differences between the crimes in question for a more correct qualification 
of such acts.

Terrorism and sabotage have become a central object of scientific research dur-
ing martial law. Scholars and practitioners have repeatedly pointed to the overcrowding 
of the Criminal Code with norms that have a significant commonality of objective and 
subjective features, which causes difficulties in their qualification in law enforcement. 
These include the corpus delicti provided for in Articles 113 and 258 of the CC. However, 
these norms are not correlated as general and special, they are both special in relation to 
a number of crimes against life and health of a person, crimes against property, crimes 
against the environment, etc. Determination of the general rule, the features of which are 
clarified, specified and supplemented by Articles 113 and 258 of the CC depends on which 
of the alternative forms of acts provided for in these Articles is currently being committed 
and what harm the act is aimed at causing.

Purpose and objectives of the study. The purpose of this study is to carry out a 
comparative analysis of the crimes provided for in Articles 113 (Sabotage) and 258 (Ter-
rorist Act) of the Criminal Code of Ukraine. This leads to the following tasks: to identify 
the features of sabotage and terrorist act as related crimes, including the features which 
allow to distinguish between these criminal acts.

In connection with the military aggression of the Russian Federation against Ukraine, 
based on the proposal of the National Security and Defense Council of Ukraine, in ac-
cordance with paragraph 20, part 1, Article 106 of the Constitution of Ukraine, the Law of 
Ukraine “On the Legal Regime of Martial Law” and the Decree of Ukraine.

Within the meaning of the provisions of Article 2 of the Geneva Convention relative 
to the Treatment of Prisoners of War of 12.08.1949, ratified by the Decree of the Presidium 
of the Verkhovna Rada of the Ukrainian Soviet Socialist Republic of 03.07.1954, an armed 
conflict of an international nature has been going on between the Russian Federation and 
Ukraine since 20.02.2014 as a result of the armed aggression of the Russian Federation 
against Ukraine.

The current criminal legislation of Ukraine defines a terrorist act as one of the 
crimes against public security, which involves the use of weapons, explosion, arson or 
other actions that endanger human life or health, or cause significant property damage 
or other serious consequences, if such actions were committed with the aim of violating 
public security, intimidating the population, provoking a military conflict, internation-
al complications, or with the aim of influencing decision-making or the commission or 
omission of actions by public authorities. In turn, sabotage as a crime under Article 113 of 
the Criminal Code of Ukraine was significant back in the days of the Soviet Union, when 
the world was conditionally divided into two poles, between which a brutal Cold War was 
waged [2]. American intelligence agencies conducted direct subversion in many areas of 
public life, including the economy. The textbook “Soviet Criminal Law” states: “The ene-
mies of the Soviet state have sought in the past and may attempt in the future, at present, 
to weaken our economic basis by using such a dangerous form of struggle as sabotage” 
[8]. Our national criminal law defines sabotage as the commission of explosions, arson or 
other acts aimed at weakening the state, aimed at mass destruction of people, causing 
bodily injury or other harm to their health, destruction or damage to objects of important 
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national economic or defense importance, as well as the commission of acts aimed at ra-
dioactive contamination, mass poisoning, spread of epidemics, epizootics or epiphytotics 
for the same purpose [1]. Thus, it can be noted that a terrorist act is similar to sabotage 
in many respects. However, there are certain features that distinguish these crimes from 
each other. Thus, attention should be paid to the objective side of the crime under Article 
113 of the Criminal Code of Ukraine. Let us highlight the following forms of it, namely the 
commission of explosions, arson or other actions aimed at mass destruction of people, 
causing bodily injury or other harm to their health; explosions, arson or other actions 
aimed at destruction or damage to objects of important national economic or defense 
importance; actions aimed at radioactive contamination; actions aimed at mass poison-
ing; actions aimed at spreading epidemics; actions aimed at spreading epizootics; actions 
aimed at spreading epiphytotics. That is, the essence of sabotage is determined by a set of 
signs, characteristics and essential features inherent in it as a military-political and legal 
category, which constitute the internal content of this criminal act. Sabotage is primarily 
aimed at weakening the state, causing great damage to its economic system [6].

Disposition of Art. 113 of the Criminal Code 
“Sabotage”

Provision of Article 258 of the Criminal 
Code “Terrorist Act”

1) committing explosions; 1) use of weapons; 
2) arson; 2) commission of an explosion,
3) actions aimed at the mass destruction of 
people; 

3) arson;

4) actions aimed at causing bodily harm or 
other harm to people’s health; 

4) commission of actions that created a 
danger to the life or health of a person;

5) actions aimed at the destruction or dam-
age of objects of important national eco-
nomic or defense importance;

5) commission of actions that created a 
danger of causing significant property 
damage or the occurrence of other serious 
consequences; 

6) committing acts aimed at radioactive 
contamination;

6) threat to commit the specified actions. 

7) mass poisoning; 
8) spreading epidemics;
9) epizootics;
10) epiphytotics.

Both of these elements of the crime are formal in terms of the specifics of the objec-
tive side of the construction. In addition, recognizing as a criminal the threat of commit-
ting at least one of the listed actions in part 1 of Article 258 of the Criminal Code means 
the presence of a truncated element of the crime.

In both corpus delicti, the crimes are aimed at causing physical harm to an unlimited 
number of persons, as well as damage or destruction of property [1, p. 230]. 

The number of criminal offenses committed under these articles is shown in the ta-
ble at the end of article. It should be noted that 0.5% (33 out of 6270) of the total number of 
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crimes against national security is “Sabotage” under Article 113 of the CCU in 2023, while 
in 2024 it was already almost 4.2% (251 out of 5998). Whereas “Terrorist act” accounted 
for 0.17% (14 out of 7974) of the total number of criminal offenses against public security in 
2023 and 0.6% (27 out of 8789) in 2024. While the percentage of cases referred with an in-
dictment is even lower: in 2023, 18% (6 out of 33) of the registered criminal offenses were 
referred to court for “Divorce”, and 15% (38 out of 251) of the registered criminal offenses 
were referred to court in 2024. As for the “Terrorist Act”, 0% (0 out of 14) were brought to 
court in 2023, and 0.6% (51 out of 8789) in 2024 [10].

Thus, in 2024, 4 convictions were handed down under Art.113 “Sabotage”, while in 
2023, none were handed down. In 2022, there were 2 verdicts (one under Article 258 and 
the other under Article 258-1), in 2023, 1 verdict, and in 2024, there were 1 verdict under 
Article 258 of the Criminal Code “Terrorist Act”.

The globalization of terrorism and the increased danger are caused by the random 
choice of the object of direct influence of terrorists. Terrorism has become a socio-legal 
and even socio-political phenomenon largely due to the low probability of its vulnerabil-
ity and the high efficiency of its impact on the target. Terrorism owes this to the use of 
violence in its sudden, insidious forms against unprotected people and material objects 
that are not involved in the conflict. In addition, a terrorist act is characterized by such a 
method of committing a crime as a threat to commit certain actions. Committing sabo-
tage by threatening is not provided for by the current criminal law.

According to scholars, the difference between sabotage and a terrorist act lies in 
the moment when these crimes are recognized as complete. Thus, sabotage is completed 
from the moment of committing the planned criminal acts (explosion, arson, spread of 
epidemics, epizootics and other actions, in accordance with the disposition of Article 113 
of the Criminal Code). For a terrorist act, the commission of an explosion or arson, for 
example, is usually only the beginning of the objective part. But this argument is rather 
dubious, it cannot be that a threat of arson is a terrorist act, as well as arson, while arson 
is sabotage. 

It is more reasonable to believe that after creating circumstances of public concern 
by arranging an explosion or arson, the perpetrators of a terrorist act link their subse-
quent actions to the act, for example, by demanding that local authorities make a certain 
decision. We agree here, but then all the cases considered by the Ukrainian courts have 
problems in qualification, because in none of them was there a demand made on local 
governments. 

Thus, on July 13, 2022, Odessa Case No. 522/6287/22 Proceedings No. 
1-kp/522/1638/22 PERSON_3, intentionally, by prior conspiracy with unidentified per-
sons for mercenary motives, in the period from September 2021 to 12/15/2021, commit-
ted organizational and coordination actions regarding the activities of a citizen of Ukraine 
PERSON_9, INFORMATION_2, thereby committing on 12/15/2021 at approximately 04 
hours. 00 min. a terrorist act by setting fire to a military vehicle KAMAZ (state license 
plate NUMBER_1), which was located on the territory of military unit NUMBER_2 at: AD-
DRESS_2, which is part of the Air Command “INFORMATION_3” of the Armed Forces of 
Ukraine, which created a danger to human life and health in order to violate public safety 
and intimidate the population [11].

The act was qualified as a terrorist act, while it was committed secretly, no demands 
were made on local self-government bodies (military administration), it was committed 
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by arson and was most likely directed at an “object of defense significance”, but was qual-
ified as a terrorist act.

There are also correct qualifications of “Sabotage”, for example, the pre-trial inves-
tigation established that on 05/03/2024 at 15 hrs. 14 min, a minor (the pre-trial investi-
gation in respect of whom is being carried out in another criminal proceeding), being on 
the territory of the city of Voznesensk, Mykolaiv region, a more precise place has not been 
established by the pre-trial investigation, using his Apple mobile communication termi-
nal, later, in the course of correspondence, a user of the Telegram messenger with the 
nickname “PERSON_11” sent a text message to a person (whose pre-trial investigation is 
being carried out in another criminal proceeding), in which he indicated the types of tasks 
and the amount of payment for their implementation, namely “the collapse of the regime 
is coming soon” inscriptions on buildings - USD 200, INFORMATION_3 buildings – USD 
600; arson of a forest – USD 500; arson of a railway relay cabinet – USD 1000.

Setting fire to relay cabinets, signal installations and other means of controlling the 
rolling stock of a railroad, which is of important economic and defense importance, is a 
weakening of the state, i.e. sabotage [12]. 

And also, on 08/26/2024, Vasylkiv City District Court of Kyiv Region, case No. 
357/8479/22, proceedings No. 1-kp/362/246/24, brought to justice under part 2 of Arti-
cle 15, part 2 of Article 113, part 1 of Article 263 of the Criminal Code of Ukraine.

At a precisely unspecified place and time, but no later than July 2018, while in the 
territory of the Russian Federation, PERSON_8, acting intentionally, with the aim of weak-
ening the state of Ukraine, provided unidentified representatives of the Russian special 
services with his consent for further use as a perpetrator of sabotage on the territory of 
Ukraine. To this end, PERSON_8, being a native of Skvyra (Kyiv region, Ukraine) and hav-
ing a bachelor’s degree in oil and gas engineering, agreed to move to Ukraine for perma-
nent residence, obtain Ukrainian citizenship and get a job at an enterprise of important 
national economic importance in order to further destroy or damage its infrastructure.

In addition, on September 24, 2019, PERSON_8 began to actively collect information 
about the dates, times and volumes of planned fuel supplies to the oil depot, finding out 
this information from the employees of the oil depot, for further transferring it to uniden-
tified pre-trial investigation representatives of the Russian special services and activating 
the GPS tracker installed by him, which would transmit the exact GPS coordinates of the 
oil depot, to launch missile strikes and artillery shelling of the Russian Armed Forces on 
its infrastructure [13].

In terms of the subjective aspect, a terrorist act and sabotage differ in terms of the 
purpose. The commission of a terrorist act may be due to the perpetrator’s desire to vi-
olate public security, intimidate the population, provoke a military conflict, international 
complications, or influence decision-making or the commission or omission of actions by 
state or local authorities, officials of these bodies, associations of citizens, legal entities, 
or draw public attention to certain political, religious or other views. In most cases, a per-
petrator of a terrorist act aims to create conditions under which his or her own will (the 
will of a terrorist group or organization) is most effectively imposed on public authorities, 
legal entities or individuals. In contrast, the purpose of committing sabotage is to weaken 
the state with the possible subsequent destruction of it as a political organization of soci-
ety. As for the public concern that arises after sabotage, it is not covered by the crime [3].

Terrorism, providing psychological destabilization of society, is the most powerful 
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tool of information and psychological warfare. As a rule, it is not so much the direct dam-
age caused by terrorist acts as the reaction to the threat to the wider society and govern-
ment authorities that is the main goal of terrorists. The threat is always more frightening 
than the execution, because it is virtually impossible to technically implement mass ter-
rorist attacks, and the threat exists for everyone, it becomes massive. A prerequisite for 
terrorism is the resonance of a terrorist action. Terrorism is fundamentally declarative. 
Wide publicity of information about a terrorist attack, turning it into the most discussed 
event, is a key element of terrorist tactics. A terrorist attack that goes unnoticed or is 
classified loses all meaning. This is what distinguishes a terrorist act from sabotage or 
even political assassination. Sabotage is a subversive act of force carried out by the state’s 
special services, which involves direct losses incurred by the enemy. The publicity of the 
operation is of no interest to the saboteur and is even dangerous. Ideally, the sabotage 
imitates a man-made disaster, an accident, or a forceful action carried out by another 
force. Such sabotage as political assassinations carried out by intelligence services is pre-
ferred by the real perpetrators to be blamed on pretend perpetrators. On the contrary, a 
public response to a terrorist act is necessary for terrorists to change public sentiment 
and influence mass psychology. Terrorist organizations demonstrate their strength and 
willingness to go to the end, sacrificing both their own lives and the lives of victims. The 
terrorist loudly declares that there is a force in this society that will not accept the exist-
ing order of things under any circumstances and will fight it to victory [9].

And although some researchers emphasize that it is the purpose as a sign of the 
subjective side of the crime that distinguishes sabotage and a terrorist act, in practice it 
is quite difficult to make this distinction, because the purpose of “weakening the state” 
specified in Art. 113 of the Criminal Code is quite general. And does it not echo such goals 
of terrorists as, for example, provocation of a military conflict or international compli-
cation? In addition, quite often, by achieving the immediate goal – violation of public 
security, intimidation of the population, provocation of a military conflict, international 
complication, drawing public attention to certain political, religious or other views of the 
perpetrator, a person tries to achieve a distant goal – weakening the state.

To qualify the actions of a person under Art.258 of the Criminal Code, the mandato-
ry participation of the person in a terrorist organization is not required, but it is enough 
to establish that the person acted with at least one goal specified in the disposition of the 
specified norm [14].

In November 2024 Svalyava Svalyava District Court of the Transcarpathian region 
as part of the panel of judges in Case No. 306/762/24 Proceedings No. 1-kp/306/222/24 
accused PERSON_7, being a deputy of the Keretsk village council of the Khust district of 
the Transcarpathian region of the VIII convocation on 15.12.2023 at 10.00 a.m. together 
with other deputies and invited persons in a total of 29 people arrived at the meeting of 
the 24th session of the Keretsk village council of the VIII convocation, which was held in 
the premises of the village council at the address: ADDRESS_2. Accused PERSON_7 at 
11 a.m. 23 min. in order to implement his criminal plan aimed at committing a terrorist 
act, in order to influence the decision-making of the local government body, to bring the 
explosive devices (grenades) available to him into combat readiness and to ensure explo-
sions, left the session hall of the Keretsk village council and went into the corridor, where 
he performed all the necessary actions to bring the above-mentioned explosive devices 
into combat readiness, namely, he pulled out three safety rings, after which he squeezed 
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the explosive devices (grenades) in his hands in such a way as to prevent their premature 
activation, after which he placed the explosive devices in the pockets of his jacket [15].

Therefore, these concepts are different, although their commonality is that they 
characterize the focus on causing physical harm to an unlimitedly wide range of persons, 
and on the other hand, damage or destruction of material objects. Despite a certain com-
monality of the goals of sabotage and terrorism, it is possible to identify some fundamen-
tal differences between the phenomena we are considering. Firstly, if in Article 113 of the 
Criminal Code of Ukraine (sabotage), we are given an exhaustive list of criminal acts, then 
terrorism, in addition to those directly mentioned in Article 258, includes a wide variety 
of other actions. That is, terrorism is the commission, preparation, or threat of commis-
sion of an explosion, arson or other actions that create a danger to human life or health, 
or the threat of serious consequences, if they are committed with the aim of forcing state 
authorities, local self-government bodies or authorized persons, international organiza-
tions or their representatives, as well as individuals, legal entities to perform a certain 
action or refrain from performing it, aimed at intimidating the population, provoking war 
or military conflicts that will lead to international complications [7]. Secondly, if in sab-
otage the actions of criminals are aimed at causing significant damage to the economic 
system of the state, then in terrorism – at intimidating the population, destabilizing the 
situation. The main purpose of sabotage is mainly to weaken the state, and terrorism is 
to intimidate the population, force them to make decisions or refrain from making them. 
Thus, in sabotage, actions are aimed at destroying people, causing bodily harm or causing 
other harm, in terrorism, actions are aimed at intimidating the population or part of it, 
destabilizing, oppressing. The purpose of sabotage acts is to weaken the state, while the 
purpose of terrorism is to force them to make a decision or refrain from making it. In this 
case, the purpose is the main feature by which it is possible to draw a distinction between 
the specified crimes.

In addition to the above-mentioned feature, a number of other, relatively speaking, 
additional features can be distinguished between sabotage and terrorism. Thus, a sabo-
teur usually acts secretly, and a terrorist – demonstratively, attracting the attention of 
the media and the population, that is, terrorists often advertise their criminal activities. 
In some cases, their desire to assign responsibility for the consequences of accidents to 
which they had no relation is even observed [5].

Conclusions. Thus, sabotage and a terrorist act, which by their legal nature are re-
lated criminal acts, have a number of similar and distinguishing features. In particular, 
the similarity of these crimes lies in the fact that they are characterized by a focus on 
causing physical harm to an unlimitedly wide range of persons, and on the other hand, on 
damaging or destroying material objects. The saboteur focuses not so much on causing 
harm to people as on destroying or damaging property objects. The actions of a terrorist, 
in turn, are characterized by a focus on causing harm to an unspecified wide range of 
persons and are committed in a generally dangerous manner, associated primarily with 
causing harm to a person. Supplementary, sabotage is usually committed secretly, and a 
terrorist act is demonstratively, attracting the attention of the media and the population. 
If we are guided by the above rules, then the majority of socially dangerous acts qualified 
in Ukraine should be attributed to sabotage, while some of them are mistakenly classified 
as a terrorist act. 

Іn addition to the above, we propose to create one article that will have various 
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qualifying features and place it in the section against the foundations of national security, 
in which case the problems of qualification and mistakes in its implementation will dis-
appear.
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Summary
The Dark Web represents an encrypted layer of the internet designed to ensure anonymity, facilitating 

illicit activities ranging from drug trafficking and illegal arms sales to human exploitation. Its decentralized 
nature and use of advanced encryption mechanisms pose significant challenges to monitoring and law enforce-
ment, raising legal and ethical concerns related to privacy, jurisdiction, and digital surveillance.

This research examines emerging technologies used in digital forensics, including artificial intelligence, 
blockchain, and predictive models, assessing their effectiveness and legal implications in detecting criminal 
activities on the Dark Web. By investigating the difficulties in harmonizing the international legal framework 
-given legislative discrepancies and issues related to criminal liability in cyberspace -the study addresses the 
risks associated with the expansion of governmental surveillance powers, the impact of privacy-enhancing 
technologies, and the feasibility of behavioral analysis in identifying criminal intent.

Through a comparative analysis of global crime-fighting strategies and a study of operations disman-
tling criminal networks on the Dark Web, this paper aims to contribute to the debate on balancing security, 
fundamental freedoms, and digital space regulation.

Keywords: Dark Web, criminal activities, crime prevention, criminal networks, regulations, digital 
space.

Introduction. The Dark Web is one of the enduring paradoxes of modern govern-
ance: a “tool of privacy and free speech” and a “haven for criminal activity.” While encryp-
tion and anonymization software provide users with insurance against surveillance and 
censorship, they also provide a niche for black markets, cybercrime, and human traffick-
ing, which thrive in areas inaccessible to law enforcement.

The most pressing issue is how to prevent crime from occurring and taking place 
on the Dark Web without violating fundamental rights such as privacy and free speech. 
Governments must rise to the challenge of developing useful detection and enforcement 
tools in the face of legal, technological, and ethical obstacles. How can law enforcement 
agencies police a space that is designed to be untraceable? How can they prosecute crim-
inal users of encryption for their benefit without violating the rights of general users?

This research supports the need for a multidisciplinary approach to combat crime 
on the Dark Web. The study will explore the role of emerging technologies – artificial 
intelligence, blockchain, Web 3.0 and digital forensics – in supporting law enforcement. 
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Predictive and behavioral analytics based on artificial intelligence have been proposed as 
potential means of identifying criminal intent, but their effectiveness and ethical impli-
cations have yet to be established. In addition, jurisdictional fragmentation hinders law 
enforcement, as cybercriminals use VPNs and anonymization tools to hide their physical 
location. The inability to attribute criminal responsibility across borders weakens trans-
national cooperation and creates loopholes that criminals can exploit.

The contributions of this research aim to address three issues. First, it will introduce 
a better understanding of the balance between security and online rights in law enforce-
ment on the Dark Web. Second, it will measure the real-world practical effectiveness of 
AI-based forensics and data decryption methods using case studies. Finally, it will analyze 
major law enforcement operations, including Operation Disruptor and the Silk Road shut-
down, to determine what worked and where improvements are needed.

Addressing these issues is necessary because criminal networks on the Dark Web 
pose a growing threat to global security. At the same time, excessive state regulation can 
lead to unhealthy practices of mass data collection and the abuse of civil liberties. By rais-
ing technical, legal, and ethical issues, this research can contribute to the debate on the 
extent to which the world can regulate digital anonymity without compromising security 
and human rights in the future of cyberspace.

Methods and materials applied. This study is based on an extensive review of schol-
arly literature, including peer-reviewed articles from major conferences and journals such 
as IEEE, Springer, Elsevier, and ACM. The selection aimed to include the latest research 
that provides both legal analysis and an investigation of technologies used to prevent 
cybercrime.

To identify relevant academic articles, keyword sets such as “Dark Web crimes”, 
“Dark Web regulation”, “legal implications of forensic technologies” and “law enforce-
ment” were used in academic databases like Google Scholar, Web of Science, and Scopus. 
These keywords were chosen to ensure that the search covered a broad bibliography 
relevant to this interdisciplinary issue.

Only peer-reviewed journals were considered; those failing to explicitly address 
moral, technological or legal aspects of deterring criminal activities on the Dark Web 
were excluded. Citation frequency, publication relevance, and methodological quality 
were additional selection criteria to ensure the inclusion of high-value research.

Discussions and results obtained. Numerous studies confirm that the Dark Web 
serves as a hub for criminal activity; however, its role in facilitating crime varies depend-
ing on sources. A key issue cited is that anonymization tools provide new channels for 
money launderers, drug traffickers, and other market actors to conduct illicit transac-
tions with minimal risk of detection.

Another frequently mentioned problem is that encryption and privacy-enhancing 
technologies make it easier for law enforcement authorities to track transactions and ap-
prehend criminals. Studies demonstrate that cybercrime-as-a-service has expanded sig-
nificantly, with ransomware kits, malware, and hacking tools being sold on underground 
markets. Reports from Europol and Interpol indicate that cybercriminals commonly ex-
ploit the anonymity of cryptocurrencies to conduct illegal financial transactions. How-
ever, law enforcement agencies have developed blockchain forensic techniques to trace 
illicit financial flows, providing a growing countermeasure.

Legal frameworks remain fragmented in addressing Dark Web-related crimes. The 
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United States, the European Union, Russia and China each have distinct regulatory and 
enforcement approaches reflecting their geopolitical interests. Literature suggests that 
while the USA and EU emphasize global cooperation in combating cybercrime, Russia 
and China focus more on national security and censorship. A common theme throughout 
literature is that enforcement across borders is hindered by jurisdictional and legal chal-
lenges.

The literature reviewed in this research presents a multifaceted perspective on pre-
venting crime on the Dark Web, with technological and legal innovation constantly under 
attack by new developments in the field of cybercrime. The research shows that there 
has been significant progress by governments and law enforcement agencies in combat-
ing crime on the Dark Web, but there are monumental challenges ahead in balancing the 
enforcement of security and the right to privacy.

Crime on the Dark Web is not a limited problem, but an evolving global issue that 
must be addressed through a combination of technological innovation, international legal 
cooperation, and ethical legislation.

Law enforcement agencies must be flexible as encryption and anonymization tech-
nologies continue to evolve and develop cooperative, internationally coordinated strate-
gies that respect human rights but continue to disrupt cybercriminal networks.

A. Internet Structure: Surface Web, Deep Web, Dark Web. Most people think of the 
internet as the websites they browse every day – news sites, virtual shopping malls, and 
social networks. But this accessible part of the web, the Surface Web, is only a small part 
of the overall digital landscape. Beneath it lies the Deep Web, a much larger, hidden part 
of the internet that most users access every day without even realizing it.

The Surface Web is made up of publicly available websites that have been crawled 
and indexed by search engines like Google and Bing. They are accessible through regular 
browsers and are open to anyone, barring special licenses [1].

In comparison, the Deep Web is made up of all the web pages that are not accessible 
through search engines. These include personal databases, research papers, paid sites, 
and information about individuals from cloud providers. Logging into your email, reading 
a banking page or browsing other social media, except for public sites, provides access to 
the Deep Web [1].

The Dark Web is an anonymous portion of the Internet that is outside the reach 
of search engines and requires special software to use. Unlike the publicly accessible 
Surface Web, the Dark Web is intentionally hidden to allow for user anonymity. This an-
onymity is facilitated by encryption techniques and routing protocols that conceal both 
the identity and location of users, making it a site for privacy-oriented activities as well 
as illicit transactions.

The Dark Web is a subset of the Deep Web, all content that is not searchable by search 
engines. The Deep Web contains a vast amount of authentic information, such as medical 
records, academic databases, subscription sites, and corporate websites. While the Deep 
Web is primarily for secret and restricted online exchanges, the Dark Web is known for 
containing anonymous marketplaces, forums and encrypted communication web pages. 
The Deep Web and the Dark Web essentially share the same element of not being indexed, 
but differ in that the latter adds a level of interest in anonymity and encryption that serves 
to differentiate it, as well as a more contested part of the hidden internet.
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Table 1. Comparison of Internet layers

Layer Description Access Mechanisms Content Type

Surface Web
Publicly accessible 
content indexed by 

search engines

Standard web brows-
ers and search en-

gines

Websites, blogs, so-
cial networks, online 
shopping platforms

Deep Web

Non-indexed content 
requiring specific ac-

cess methods

Targeted searches, 
authentication, or 
specialized tools

Databases, propri-
etary data, personal 

information, unlinked 
content

Dark Web
Anonymous and hid-
den content requir-
ing specialized soft-

ware

Tor, Freenet, I2P, 
and other anonymity 

tools

Illicit marketplaces, 
whistleblowing 

platforms, privacy-
focused communica-

tion

 B. Understanding the Dark Web: How it works and the differences between the 
Deep Web and the Dark Net. The Deep Web is often mistakenly equated with the Dark 
Web – the obscure, anonymous part of the Internet that is dedicated to illicit use. The 
Dark Web is just a part of the Deep Web and requires a special application to access [2].

When talking about the Dark Web, it conjures up images of shady transactions, black 
markets and cybercriminal hackers operating in the dark side of the internet. The reality 
is much more complex. To effectively understand the Dark Web, one must first distin-
guish between the Deep Web and the Dark Net, which tend to be confused [3].

The Deep Web contains private databases, research archives stored in universities, 
medical records, corporate intranets, and password-protected websites. Every time you 
log into your email account, look at your cloud storage or read your bank’s online updates, 
use the Deep Web – a powerful but unexplored section of the internet that exists outside 
of public search engines [4].

In addition to the above, there is another realm known as the Dark Net. Unlike the Deep 
Web, which is not indexed, the Dark Net is an encrypted and anonymous network of net-
works that requires special software to enter. TOR (The Onion Router), I2P (Invisible Internet 
Project), and Freenet are networks designed to keep users’ identities and locations hidden. 
Created for legitimate purposes – journalistic freedom, encrypted communication, and an-
ti-censorship – the Dark Net has also become a haven for more dangerous activities [5].

The most common illicit transactions are the sale of banned substances, counter-
feit documents, firearms and stolen financial data. Dark Web marketplaces such as Silk 
Road, AlphaBay and Hydra have demonstrated how the Dark Web provides a safe and 
anonymous environment where sellers and buyers of illegal goods can meet without any 
physical contact, thus reducing the possibility of interference from law enforcement [6].

Cybercrime as a service has also increased with attackers selling malware, ransomware 
kits and hacking tools that allow even inexperienced cybercriminals to carry out sophisticat-
ed cyberattacks. There have also been reports of terrorist financing, child exploitation and 
human trafficking, through cryptocurrency transactions used to cover identities [7].
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The basis for anonymity on the Dark Web is derived from TOR (The Onion Router) 
and I2P (Invisible Internet Project), where clients can communicate without revealing 
their true IP addresses. TOR routes traffic through multiple encrypted nodes, making it 
impossible for law enforcement to track user activity. Similarly, I2P exists with a peer-to-
peer infrastructure that decentralizes communications, making it even more difficult to 
intercept or trace transactions [8].

C. Technological approaches to combat crime on the Dark Web. Law enforcement 
agencies and cybersecurity professionals are increasingly using advanced technologies 
such as artificial intelligence (AI), Web 3.0, Blockchain, and IoT to address these short-
comings.

AI-based digital forensics plays a critical role in identifying, tracking and investigat-
ing illicit activities on the Dark Web. Machine learning techniques can be used to recog-
nize illicit transactions, identify fraudulent transactions, and predict criminal activity. AI 
platforms provide law enforcement with actionable insights by analyzing large amounts 
of data from Dark Web sites and encrypted communications [9].

MIT Lincoln Laboratory has been a leader in creating AI technologies to aid in in-
vestigating the Dark Web. Most notably, it is collaborating with the Defense Advanced 
Research Projects Agency (DARPA) on the Memex program to enhance law enforcement’s 
ability to search the Dark Web [10].

Researchers at the lab have developed machine learning algorithms that connect 
user accounts across different Dark Web forums. They look for similarities in writing 
styles, usernames and usage patterns to establish connections between multiple user ac-
counts. This allows investigators to track activity across a range of platforms, even when 
individuals use different pseudonyms to hide their identities (see Figure 1) [11].

Figure 1. AI Workflow in Dark Web Investigations – MIT Lincoln Laboratory &
DARPA Memex Program

At the same time, Palantir Technologies has developed an artificial intelligence plat-
form, Palantir Gotham that collects information from a variety of sources. The platforms 
can collect information from various databases, such as criminal records, financial trans-
actions and social media, to build extensive profiles of targets of investigation [12]. With 
minimal or no initial data, such as a name paired with a license plate number, Palantir’s 
system can extract data: email addresses, phone numbers, home addresses, social secu-
rity numbers and bank accounts, giving investigators a complete picture of a suspect’s 
associates and activities [13].

By correlating data from the Surface Web and standard databases with information 
from the Deep Web, Palantir’s AI capabilities help law enforcement agencies expose the 
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true identities behind online gamers’ pseudonyms, enabling the dismantling of criminal 
organizations operating in encrypted online environments (see Figure 2).

Figure 2. AI Workflow in Palantir Gotham for Law Enforcement

In addition to AI technologies, blockchain mechanisms, as an open and decentral-
ized ledger system, represent both an opportunity and a challenge for law enforcement. 
The anonymity of cryptocurrencies such as Monero and Bitcoin is exploited by criminals 
to make purchases on Dark Net markets [14].

Through transaction patterns and the connection between wallet addresses, secu-
rity agencies and researchers can uncover the money trails of cyber terrorists. Decen-
tralized identification, a Web 3.0 innovation, can further enhance security by reducing 
anonymity in online transactions while preserving confidentiality in legitimate transac-
tions [14].

Integrating IoT devices with AI-based police systems improves real-time surveil-
lance and crime prevention operations. Networked devices, smart cameras, and biomet-
ric sensors can be used to monitor illegal goods and track criminal networks. Predictive 
policing models also use artificial intelligence to analyze crime patterns and predict fu-
ture criminal activity [15].

However, IoT security implementations are also prone to data privacy issues as well 
as cybersecurity threats. IoT networks need to be defended against hacking, as compro-
mised devices could be used to enable cybercrime rather than prevent it.

The war on dark web crime requires an interface of AI, blockchain analytics and 
smart policing integrated with IoT. These are the tools that hold the keys to successful 
outcomes, but they depend on continuous refinement and ethical oversight. The balance 
between enforcing security regulations and citizens’ right to privacy is an ongoing chal-
lenge in implementing digital forensics tools to deter cybercrime.

D. Potential risks of government overreach in monitoring the Dark Web and the 
challenges of privacy-enhancing technologies. The intersection of government surveil-
lance, privacy rights, and the war on crime on the Dark Web is complicated. While surveil-
lance of the Dark Web is essential for national security as well as for maintaining public 
order, over-regulation risks undermining citizens’ right to privacy. Technical tools that 
enhance privacy and complicate law enforcement are part of this, while behavioral analy-
sis is morally questionable for establishing criminal intent. Government dominance of the 
Dark Web is a serious privacy and civil liberties issue. Surveillance regimes that monitor 
online behavior have the side effect of invading the privacy of people living legally, espe-
cially those whose use of anonymity is necessary for activities such as political dissent, 
journalism, or whistleblowing. Enforcement efforts that rely on large archives threaten to 
stifle free speech and open communication on the Internet. Laws that allow governments 
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to bypass encryption or exploit loopholes in anonymity networks can compromise the 
security of all Internet users, not just criminals [16].

Government attempts to introduce backdoors into encryption mechanisms have 
been widely criticized for weakening global cybersecurity, exposing sensitive data to ma-
licious attacks.

China has been the most active in trying to block access to anonymity tools. The 
government has attempted to restrict access to Tor by blocking its website and by at-
tempting to disrupt the TOR browser’s anonymization services. Such action is justified by 
laws against the dissemination of material found to “subvert state power” or “undermine 
national unity.” The Chinese government sees unchecked anonymity on the Internet as a 
threat to its ability to guide public discourse and has responded by censoring and moni-
toring encrypted messaging [17].

Law enforcement agencies are increasingly turning to AI-powered behavioral ana-
lytics to detect suspicious activity on the Dark Web. Predictive models attempt to detect 
potential criminal activity before it occurs by monitoring user activity, transactional pat-
terns, and communication behavior. While the tactic has been beneficial in uncovering 
some threats, it raises concerns about privacy, due process, and fairness in AI algorithms. 
The threat to privacy posed by false positives can lead to illegal surveillance of dispro-
portionate numbers of privacy-conscious citizens who use anonymity tools in good faith. 
Predictive policing strategies also risk reinforcing pre-existing biases without checks, 
leading to intrusive surveillance of marginalized communities with a history of subordi-
nation [18].

While governments’ monitoring the Dark Web is necessary to combat cybercrime, 
excessive spying poses a threat to ordinary citizens. Privacy-enhancing technologies 
make enforcement more difficult, while behavioral analysis through artificial intelligence 
raises ethical and legal issues. Finding the right balance between freedom and security 
remains a major concern in the evolving context of digital governance.

E. Crime Prevention Strategies on the Dark Web. A comparative analysis of the 
USA, Russia, China and the EU (Interpol/Europol). The Dark Web poses a threat to law 
enforcement agencies around the world because it offers illicit services such as cyber-
crime, drugs and money laundering while using comparative anonymity tools. Different 
countries and international bodies have different methods of addressing these threats. 
The United States, Russia and China, as global cyber powers have established high-level 
technological and legal systems, while the European Union has based cross-border coop-
eration on agencies such as Europol and Interpol (see Table 2).

Russia has a two-pronged strategy: strict domestic controls on anonymizing tech-
nologies and state-led cyber operations. Unlike Western countries that use forensic anal-
ysis and international cooperation, Russia’s approach is based on censorship, controlled 
cybercrime and selective law enforcement actions.

The Russian government has criminalized the use of VPNs, Tor, and other anonym-
ity technologies because these networks are used to spread extremist content, cyber-
crime, and threats to national security [19]. In 2017, Roskomnadzor, the Russian media and 
telecommunications regulator, ordered internet service providers to block the websites 
of VPNs that do not comply with state surveillance. In addition, authorities regularly shut 
down dark web marketplaces and forums, restricting access to illicit goods while also 
monitoring users’ activity for intelligence gathering purposes [20]. In December 2024, a 
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Russian court sentenced Stanislav Moiseyev, who was accused of being the mastermind 
behind the infamous dark web marketplace Hydra, to life in prison for organized crime 
and drug trafficking. Fifteen co-defendants were sentenced to terms ranging from 8 to 23 
years in prison and fined a total of 16 million rubles ($150,000). Hydra, which was found-
ed in 2015, was one of the largest darknet marketplaces selling illegal drugs, stolen data, 
counterfeit currency and criminal computer products. The platform had approximately 
17 million customer accounts and over 19,000 seller accounts at its peak, with estimated 
revenues of over $1.3 billion before it was shut down. In April 2022, German law enforce-
ment and authorities shut down Hydra, seizing its servers and cryptocurrency storage, 
thereby paralyzing its operations [21].

Unlike Russia, where technical measures are used by law enforcement to track cy-
bercriminals, real-world identity validation is the main approach in China. China imple-
ments the strictest internet censorship through the Great Firewall, a surveillance and 
censorship regime that blocks Tor, I2P, and most Dark Web sites. Users are required to 
link government-provided identities to online activities, such as cryptocurrency transac-
tions [22].

China also uses artificial intelligence-based surveillance, reading encrypted mes-
sages using deep packet inspection and using software-based recognition technologies 
to identify users connecting to censored networks. The country’s anti-cryptocurrency 
laws limit anonymized currency so that criminals cannot launder money through digital 
currency [22].

In contrast to national law enforcement, the European Union relies on multinational 
cooperation to combat crime on the Dark Web. Europol, through the European Cyber-
crime Centre (EC3), launches large-scale operations against criminal financial markets 
and systems. Interpol coordinates information exchange and provides forensic capacity 
to track Dark Web activity across borders [23].

Europol has played a key role in dismantling significant dark web markets, including 
Operation Onymous to take down Silk Road 2.0 and Operation Dark HunTor, which led to 
the arrest of 150 dark web drug traffickers. It also cooperates with national police forces 
to track cryptocurrency transactions and dismantle money laundering networks [23].

Interpol’s Cybercrime Directorate provides member countries with technical assis-
tance and tools to track dark web activity. Its International Child Sexual Exploitation (ICSE) 
database is used to identify perpetrators and release victims of cyber abuse. Implementa-
tion challenges remain at EU level, primarily jurisdictional boundaries and data protection 
laws that interfere with cross-border investigations. Unlike China or Russia, where gov-
ernments can circumvent encryption, the EU’s General Data Protection Regulation (GDPR) 
imposes strong privacy rights and mass surveillance requires legal authorization [24].

The USA is a leader in law enforcement technology, using a combination of cyber 
forensics, artificial intelligence (AI), and blockchain analytics to track and disrupt criminal 
activity on the Dark Web. The Drug Enforcement Administration (DEA), FBI, and Depart-
ment of Homeland Security (DHS) collaborate on massive operations such as Operation 
DisrupTor, which resulted in the arrest of 179 darknet drug traffickers and the seizure of 
$6.5 million in proceeds of crime [25].

Perhaps the USA’s most powerful tool is its use of blockchain forensics, where agen-
cies track illegal cryptocurrency transactions using tools such as Chainalysis. Such sys-
tems facilitate real-time detection of suspicious activity and help expose cybercriminals 
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attempting to launder money through Bitcoin and privacy coins such as Monero [26]. 
Predictive analytics and AI-based monitoring also facilitate proactive crime prevention 
by detecting patterns of activity in darknet transactions. These proactive approaches also 
have privacy concerns, particularly regarding mass surveillance and overreach. The en-
cryption backdoor controversy that has gripped the United States is a classic cat-and-
mouse game between national security and civil liberties [27].

Table 2. Comparative analysis and challenges

Stat/
Regiunea

Strategia primară Instrumente Provocări

USA Cyber   Forensics, 
Blockchain Track-

ing

AI Surveillance, Chain-
alysis, Operation Dis-

rupTor

Privacy Concerns, En-
cryption Debate

Russia Censorship, selec-
tive law enforce-

ment

VPN bans, darknet 
raids, state-backed 

hacker groups

Links to cybercrime, lack 
of international coopera-

tion

China Full control over 
digital activities

Great Firewall, AI sur-
veillance, strict KYC 

laws

Suppression of digi-
tal privacy and human 

rights

EU International coop-
eration and target-

ed enforcement

Europol EC3, Interpol 
forensic tools, GDPR 

compliance

Legal barriers to data 
exchange, jurisdictional 

conflicts

Conclusions. Combating crime on the dark web is a complex technological, legal 
and cultural issue at the intersection of technology, privacy, and the law. The research 
has shown that while law enforcement has made great strides in combating cybercrime 
through artificial intelligence, blockchain traceability, and predictive analytics, cyber-
crime is evolving and using cryptography and anonymity technologies to circumvent the 
law. The cross-border fragmentation and decentralized sites of the dark web pose a threat 
to law enforcement, and therefore multilateral cooperation between nations is essential.

While AI-based behavioral analytics and internet surveillance have been useful in 
catching criminal activity and shutting down dark web markets, they are again leading to 
unjustified state intrusion, mass data espionage, and violations of citizens’ right to pri-
vacy. Balancing security needs with defending core freedoms is a big question mark as 
governments demand more access to encrypted messaging apps and hidden transactions. 
Global cooperation, open policies, and continued innovation in cybersecurity will be nec-
essary in the attempt to combat evolving threats on the dark web without compromising 
digital rights in the name of mass surveillance.
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Summary
The article is concerned with the impact of the information space on the psychological state of children 

experiencing war, with a special focus on the risk of suicidal behaviour. In the context of war, children face un-
precedented levels of stress, trauma and uncertainty, which is exacerbated by uncontrolled access to videos and 
photos of violence, destruction and death in the online environment. The risks that children may face on the In-
ternet during wartime are described. The risk factors for children’s suicide in wartime are considered: trauma 
as a result of exposure to visual and textual content that reflects the horrors of war; the impact of propaganda 
and fake news on the formation of negative emotions, fear and anxiety; cyberbullying and online exploitation; 
stigmatisation; social comparison; social isolation; lack of a safe information space.

The author analyses psychological and pedagogical issues related to the formation of safe behaviour of 
children in social networks, prevention of suicidal behaviour of children in the context of the negative impact 
of information and communication on the Internet and social networks. It is determined that the protection 
of children in the digital environment is a set of measures aimed at increasing their media literacy and de-
veloping critical thinking; creating safe online platforms for children; and developing psychological support 
programmes for children affected by war.

The study emphasises the need for a comprehensive approach to protecting children from the negative 
impact of the information space during the war, in order to prevent suicidal behaviour and ensure their psy-
chological well-being.

Keywords: information space, war, child, prevention, psychological states.

Introduction. In the context of war, when traditional social structures are disinte-
grating and the psychological state of the population, especially children, is characterised 
by a high level of trauma, the study of the impact of the information space on children’s 
suicidal behaviour is of utmost relevance.

The theoretical significance of the study lies in the need to conceptualise the im-
pact of the information environment on the formation of suicidal intentions in children 
experiencing the effects of war-related stress. Analysing the mechanisms of influence 
of disinformation, propaganda, cyberbullying and suicidal content on the cognitive and 
emotional processes of a child will expand the theoretical framework of suicidology and 
psychology of crisis states.
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The practical significance of the study is determined by the need to develop effec-
tive strategies for the prevention of suicidal behaviour among children in armed conflict. 

The social significance of the study lies in the need to protect the most vulnerable 
category of the population – children in war. The study will help to identify and minimise 
the negative impact of the information space on their mental health and life. 

Children experiencing war face extreme psychological stress, including the loss of 
loved ones, destruction of homes, fear and uncertainty. This traumatic experience makes 
them particularly vulnerable to the negative impact of the information space. During the 
war, children spend a lot of time on the Internet, in particular in messengers, looking for 
information, communicating with friends or trying to escape from reality. This increases 
the likelihood of potentially harmful content (scenes of violence, propaganda or suicidal 
materials) having a negative impact on the child’s still-unformed psyche. War can ex-
acerbate social conflicts and increase the incidence of cyberbullying, especially among 
children who have been displaced or lost contact with their usual environment. Online 
bullying can increase feelings of isolation and hopelessness, which can lead to suicidal 
thoughts.

In times of war, the information space is filled with disinformation and propaganda 
that can manipulate children’s minds and distort their perception of reality. This can lead 
to feelings of helplessness, despair and, in extreme cases, suicidal behaviour. In times of 
war, access to psychological assistance may be limited, making children particularly vul-
nerable to the negative impact of the information space.

Given these factors, studying the impact of the information space on children’s su-
icidal behaviour during war is extremely important for identifying risk factors and devel-
oping preventive measures.

The information space is not just a collection of data, but a complex social system 
where information is created, disseminated and assimilated. Information is disseminated 
through Internet channels (websites, social networks, e-mail); mass media (television, ra-
dio, print media); and personal communication (conversations on social media, meetings, 
lectures, etc.). At the same time, information can be disseminated instantly (online broad-
casts) or gradually (print media), and can be publicly available (open websites) or limited 
(paid subscriptions).

It is important to understand that suicide is a complex phenomenon influenced by 
many factors, and the information space is only one of them, which can have both direct 
and indirect effects on suicidal thoughts and behaviour.

Direct influence:
1. Suicidal content. The Internet may contain graphic descriptions of suicide, videos, 

instructions, and even online communities that promote suicide. Such content can pro-
voke or reinforce suicidal thoughts in vulnerable individuals. Particularly dangerous is the 
so-called ‘Werther effect’ - a phenomenon where the number of suicides increases after 
the publication of information about a famous person’s suicide.

2. Cyberbullying. Online bullying and harassment can have a devastating effect on 
the psyche, especially in children and adolescents. Cyberbullying can lead to feelings of 
helplessness, isolation and hopelessness, which are risk factors for suicide.

3. Online communities. Some online communities may encourage suicidal behaviour 
by offering ‘support’ and ‘understanding’. Such communities can create a sense that sui-
cide is the only way out of problems.
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Indirect impact:
1. Misinformation, i.e. the spread of false information about mental health, can make 

it harder to seek help.
2. The stigmatisation of mental disorders in the information space can discourage 

people from seeking help.
3. Social comparison. Social media often showcase idealised lifestyles, which can 

lead to feelings of dissatisfaction and hopelessness. Constant comparison with others can 
increase feelings of isolation and loneliness.

4. Information overload. Too much information can cause stress and anxiety, which 
are risk factors for suicide. Constantly being in the online environment can lead to ex-
haustion and emotional burnout.

In times of war, children may face the following risks on the Internet [2]:
1) Information and psychological special operations (IPSO) – the spread of disinfor-

mation, planned and coordinated actions aimed at influencing people’s emotions, thoughts 
and behaviour. Children who are exposed to false information about horrific events may 
experience intense fear, anxiety and panic. Misinformation can make them feel helpless 
and unsafe, which in turn can lead to difficulties sleeping, eating and concentrating. In 
addition, children may start to believe false rumours and fake news, which distorts their 
understanding of the world and can lead to negative stereotypes and prejudices.

2) Fake news – a publication, false information that is disseminated deliberately with 
the intent to deceive or mislead. Fakes can encourage children to engage in aggressive 
or dangerous behaviour. They can become victims of manipulation and be used to spread 
false information. Constant exposure to disinformation can lead to the development of 
post-traumatic stress disorder (PTSD), depression and other mental problems in children.

3) Publishing harmful content. Viewing traumatic images can lead to long-term 
psychological problems, such as PTSD, which is characterised by recurring flashbacks, 
avoidance of certain situations and hyper-arousal. Children exposed to online violence 
may lose their trust in the world and their sense of safety, which negatively affects their 
social and emotional functioning. In addition, viewing violent content can lead to children 
perceiving violence as normal and engaging in aggressive behaviour, both online and in 
real life.

4) Bots – programs created by humans that follow a certain algorithm of actions and 
can actively spread false information, fake news and propaganda, which can confuse chil-
dren and lead to the formation of incorrect ideas about war, its causes and consequenc-
es, as well as spread panic and fear. Bots can spread traumatic content, such as videos 
of violence or images of destruction, which can cause psychological trauma to children. 
They may create fake profiles to pose as friends or relatives of children and use this to 
manipulate or blackmail them.

Bots can also be used for cyberbullying and online harassment of children by spread-
ing offensive messages, threats or personal information. It is especially dangerous when 
bots are used to disseminate a child’s personal data, to blackmail and further recruit chil-
dren into extremist groups or to spread extremist ideology.

5) Secret missions – requests to provide photos, videos, geolocation to obtain the 
location of the Ukrainian military or crowds of people; recruitment to sabotage groups; 
online games with dangerous tasks; groups on social media that offer self-harm, violence 
or suicide.
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6) Anonymous chat rooms – adding a child to a chat room where they do not know 
anyone, starting communication and gaining trust for the purpose of blackmail, extortion, 
etc. Manipulators can use anonymity to impersonate other people and deceive children. 
Anonymity can encourage aggressive behaviour, and children can become victims of on-
line bullying, harassment or sexual abuse. In addition, in times of war, children may be 
vulnerable to recruitment by extremist groups that use anonymous chat rooms to spread 
their ideology.

7) Online fraud. With the growth of charity fundraisers and donations, fraudulent 
schemes are emerging that try to obtain money or personal information from children.

8) Danger in online games, namely the possibility of interacting with strangers who 
may bully or expose the child to inappropriate behaviour.

9) Cyberbullying – systematic harassment and violence through electronic commu-
nication. During war, children spend more time online, which increases their vulnerability 
to cyberbullying. Online learning and social networking can create additional opportuni-
ties for bullying. Children who have experienced traumatic events can be both victims and 
aggressors of cyberbullying. Cyberbullying can include insults related to nationality, place 
of residence or past experiences.

It is important to remember that the information space in times of war becomes an 
extremely powerful factor that can have both a positive and negative impact on children’s 
mental health, including their suicidal behaviour.

Negative impact:
1. Traumatic content. Constant access to news about hostilities, destruction, and loss 

of loved ones can cause post-traumatic stress disorder (PTSD), depression, and anxiety in 
children. Videos and photographs of violence and death can traumatise children’s psyches 
and cause intrusive thoughts, leading to feelings of helplessness and hopelessness.

2. Information overload. A constant flow of information, especially negative informa-
tion, can cause children to feel helpless and hopeless. Children may feel overwhelmed and 
unable to cope with their emotions.

3. Cyberbullying and disinformation. In times of war, the risk of cyberbullying in-
creases, which can cause deep psychological trauma to children. Disinformation and fake 
news can cause fear, anxiety and panic in children.

4. Suicidal groups and content. There are groups on the Internet, especially on social 
media that promote suicide and manipulate children. Children may come across content 
that describes ways to commit suicide or justifies suicidal behaviour.

Positive impact:
1. Information support. The Internet can serve as a source of information about psy-

chological help and support. Online platforms can provide children with opportunities to 
communicate with psychologists and other professionals. Online communities can pro-
vide support and understanding for people experiencing emotional difficulties. Online 
counselling and hotlines can provide access to professional help.

2. Social connections. Social media and messengers can help children stay in touch 
with friends and family, especially if they are in different cities or countries. Online com-
munities can provide children with a sense of belonging and support.

3. Educational resources. The Internet can be a source of educational resources that 
help children to distract from negative thoughts and develop their skills. Online courses 
and webinars can help children learn to manage their emotions and stress.
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Child protection in the digital environment is a set of measures aimed at ensuring 
the safety and well-being of children when they use digital technologies, such as the In-
ternet, mobile phones, computer games and social media.

The main aspects of child protection in the digital environment include [1; 2]:
1. Teaching children to behave safely online through the development of critical 

thinking, digital literacy (media literacy) and the recognition of harmful information. 
Teaching children the rules of safe communication on the Internet; safe use of personal 
data; rules of safe online shopping and financial transactions; safe and responsible use of 
digital technologies.

2. Protecting children from harmful content. Use of technical means to restrict ac-
cess to dangerous websites; filtering and blocking inappropriate content (violence, por-
nography, aggression, etc.). 

3. Involvement of parents, teachers and society to provide necessary information 
and create a safe space for children. Parents should take an active interest in their chil-
dren’s online activities, establish rules for using the Internet and teach them safe be-
haviour. Educators should integrate digital safety into the educational process and pro-
vide children with the necessary knowledge and skills. Society should create a safe online 
environment for children, develop and implement appropriate legislative and regulatory 
mechanisms.

4. Develop and implement appropriate legislation aimed at protecting children in 
the digital environment and ensuring their legal protection. In particular, combating cy-
berbullying, harassment and other forms of online violence; protection against the dis-
semination of child pornography and other forms of sexual exploitation of children on 
the Internet; ensuring confidentiality and protection of children’s personal data on the 
Internet; combating online fraud and other forms of financial exploitation of children on 
the Internet.

Let’s take a closer look at the recommendations on the specifics of teaching children 
safe behaviour on the Internet. It is important to start training from an early age, when 
children are first introduced to digital devices. And such training should be a continuous 
process that adapts to the age and level of understanding of the child. It is necessary to 
create an open and trusting atmosphere where children are not afraid to talk about their 
experiences online, including negative situations. First of all, you should teach your child 
to contact their parents if they are worried about something in their life (real or virtual). 
At the same time, you need to support your child and avoid blaming them if they are a 
victim of cyberbullying or other online danger.

Children should be taught to critically evaluate the information they find on the 
Internet. It is important to explain that not all information on the Internet is reliable and 
that sources should be checked. Children should understand that they should not give out 
their personal details to anyone online. This includes photos of documents, exact address, 
school and class. Names of pets, mother’s maiden name and other data that are often 
used as password recovery questions should also not be published in the public domain. 
Surname, first name, patronymic, address, date of birth, etc. should only be entered on 
government websites or when buying tickets. Children should be taught not to disclose 
personal information such as address, phone number or passwords.

The child should understand that anonymity is an illusion and is not possible on the 
Internet. Children and teenagers often become sources of online threats and offences 
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because they do not always understand that any action on the Internet always leaves a 
trace. “Any personal information that a teenager posts on the Internet can be used by 
other users against them. It is necessary to learn how to set up personal data protection 
tools, to set privacy settings on all visited pages. For example, Facebook has a tool in the 
account settings that will help you change the audience of publications from “available to 
all” or “friends of friends” to “friends only” [1, p.29].

It is important to explain to children what cyberbullying is, how to recognise it and 
how to respond to it. For example, they should not make dubious acquaintances online, 
as a dangerous criminal, scammer or terrorist may be hiding behind an attractive avatar. 
Children perceive online communication as a harmless game, not realizing that they are 
communicating with real people who may not always be kind and honest and who pursue 
their own interests online. Children should be taught to report any cases of cyberbullying 
or other unpleasant situations on the Internet to adults.

From the very beginning, when a child gets access to the Internet, it is essential 
for adults to set clear rules for Internet use, including time spent online and websites 
allowed. It is worth installing parental control software to restrict access to undesirable 
content. At the same time, adults should follow the rules of safe online behaviour them-
selves and be a positive example for children. Regular communication with children about 
their online activities, interest in their experience and willingness to answer questions 
will help them use digital technologies safely and responsibly and protect them from on-
line dangers.

When developing the guidelines for developing safe behaviour of children on so-
cial media [1], parents often asked us questions: “Is it possible to ‘monitor’ a child’s social 
media and online communication?”. This is a complex issue that requires a balanced ap-
proach. On the one hand, parents have the right and duty to protect their children from 
potential online threats. On the other hand, it is important to respect the child’s privacy 
and build trusting relationships. “It is possible, even necessary, to monitor a child’s com-
munication on social media, especially if the teenager stops communicating with parents 
altogether and spends his or her time online. But this should be done with respect for the 
child’s personal space and privacy. It may be that there is no threat yet, but the child’s 
trust can be lost forever” [1, p.33].

Today, there are many apps that allow parents to track their child’s online activi-
ty, including websites visited, time spent online, and even some social media messages. 
These apps can also filter out inappropriate content and restrict access to certain web-
sites. Some social networks offer parental controls that allow parents to see their child’s 
activity on the platform. However, full monitoring of messages in private chats is often 
not possible.

Parents should remember that children, and especially teenagers, have a right to 
privacy. Excessive monitoring can violate this right and undermine trust. Open commu-
nication with your child is a more effective way to ensure their safety than covert moni-
toring.

“A frank conversation should be based on the desire to help the child and show 
your concern for him or her; as a story about your thoughts and feelings about the child’s 
behaviour, especially if there are certain alarming signals in his or her behaviour. The 
general advice to parents is to communicate with their children, talk about everything: 
successes and problems, life goals, dreams and desires of the child.  If there is no contact 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 100
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

with the child, or if the child does not make contact, does not want to talk about any top-
ics, this is a serious signal to parents that this contact needs to be restored. Perhaps it is 
necessary to consult a specialist, in particular a child psychologist” [1, p.33].

Primary prevention of negative phenomena is universal for use in the children’s en-
vironment. In the context of the negative impact of the information space and suicide 
prevention among children at school, it should include a set of measures aimed at creat-
ing a safe and supportive environment, developing emotional resilience and coping skills, 
namely:

1. Creating a safe and supportive environment by teaching teachers to recognize 
signs of suicidal behaviour; developing their skills of effective communication with chil-
dren in crisis; creating an algorithm of actions in case of detection of suicidal risk; involv-
ing qualified psychologists and social workers.

2. Educational work among students: 
– Lectures and discussions about psychological health and the importance of seek-

ing help; signs of suicidal behaviour; myths and facts about suicide; resources where help 
can be obtained.

– Distribution of information materials, booklets, leaflets and posters with infor-
mation on suicide prevention, contact details of support services and psychological help.

– Teaching children about Internet safety; developing media literacy and the ability 
to recognise true information from fake information.

3. Development of emotional resilience and coping skills:
– Trainings for students on developing emotional self-regulation and stress man-

agement skills: learning effective coping strategies and conflict resolution; developing a 
positive attitude towards oneself and others.

– Holding thematic class hours to discuss issues of psychological health, emotions 
and relationships; analysing life situations and finding constructive solutions.

4. Work with parents:
– Holding parental meetings and lectures on suicide prevention.
– Providing parents with information about online threats and dangers (cyberbully-

ing, sexting, stalking, sexting, online grooming, etc.).
– Providing parents with tools and resources to create a safe online environment.
Thus, it is important to remember that protecting children in the digital environ-

ment is an ongoing process that requires constant attention and efforts from all stake-
holders; it is a set of measures aimed at increasing their media literacy; creating safe 
online platforms for children; developing psychological support programmes for children 
who have been negatively affected by the information space.
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Summary
Criminality represents a matter of major concern for states worldwide. Consequently, each state has 

developed a criminal policy aimed at preventing and combating crime through specific legal measures.
Special circumstances for penalty mitigation support the fight against criminality by serving both pre-

ventive and coercive functions, ensuring the application of criminal sanctions as provided by special laws.
Despite the adoption of new criminal legislation and the reconfiguration of the application of mitigating 

circumstances, the scope of their applicability and the timeframe within which they may be invoked remain far 
from being uniformly clarified at the national level. This is the case despite multiple rulings by the Constitu-
tional Court admitting exceptions of unconstitutionality or interpretative decisions, as well as decisions by the 
High Court of Cassation and Justice aimed at unifying judicial practice in the field under examination. As such, 
an in-depth analysis of special circumstances for penalty mitigation in Romanian criminal law is necessary to 
contribute to a clearer understanding and practical application of these provisions, with the ultimate goal of 
preventing and combating criminality in Romania.

Keywords: criminality, prevention and combating of criminality, individualization of penalties, special 
circumstances for penalty mitigation, criminal policy, special laws, Romanian criminal law.

“Criminality increases when social relations are unstable
and economic conditions are shifting” [1, p.151]

Bosco A. 1903

Introduction. In recent times, the phenomenon of criminality has experienced 
an alarming expansion at a global level. Romania faces a wide range of organized crime 
forms, including drug trafficking, economic and financial crimes, and human trafficking. 
Currently, organized crime in Romania represents a socio-legal phenomenon of major 
importance, necessitating thorough analysis and the development of a strategy for its 
prevention and combat. Following the Revolution of December 1989, criminality expand-
ed rapidly across the country, prompting well-organized and structured efforts to crimi-
nalize and sanction organized crime through the penal legislation.

Moreover, over time, several strategies have been developed to counter organized 
crime, the most recent being the National Strategy Against Organized Crime for 2021-
2024, introduced by the Ministry of Justice.

The legal framework governing organized crime is outlined in Law No. 39/2003, 
which establishes specific measures for preventing and combating organized crime at 
both national and international levels. Alongside Law No. 39/2003 on the Prevention and 
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Combating of Organized Crime, other legal acts regulate various forms of offender plu-
rality, including the Criminal Code and several special laws, which will be the focus of this 
article. Organized crime represents a structured form of offender plurality [2, p.13].

Organized crime is a dynamic phenomenon that has developed significantly at the 
national level, continuously adapting its methods to align with the country’s market econ-
omy, the penal legislation in force, and communication technologies: “Ductility allows 
major criminal groups to adapt both organizationally and strategically, responding, on 
the one hand, to the impermeability requirements of investigative activities and, on the 
other hand, to the absolute necessity of remaining competitive, particularly when market 
globalization and the erasure of boundaries between mafia groups and white-collar crim-
inals have had a decisive impact on criminality” [3, p.35].

In Romania, penal policy has placed significant emphasis on organized crime, not 
only through the provisions of the Criminal Code and the Code of Criminal Procedure, but 
also through special laws and government ordinances introducing the concept of spe-
cial circumstances of penalty mitigation—elements that support the fight against crim-
inality through both prevention and coercion. Law No. 143/2000 on the Prevention and 
Combating of Illicit Drug Trafficking and Use, Law No. 241/2005 on the Prevention and 
Combating of Tax Evasion, and Government Emergency Ordinance No. 78/2016 on the 
Organization and Functioning of the Directorate for Investigating Organized Crime and 
Terrorism, as well as for Amending and Supplementing Certain Normative Acts, consti-
tute the special legislation in which special circumstances of penalty mitigation are de-
scribed. These legal provisions play a crucial role in preventing and combating organized 
crime in Romania.

Methods and materials applied. The methodology of legal research represents a 
well-organized and structured process that any researcher must consider in the initial 
stage of their scientific study. Through this stage, the researcher plans the model they 
intend to follow in their scientific work, taking into account principles, phases, methods, 
techniques, and tools for the scientific investigation and understanding of legal phenom-
ena. In another sense, methodology represents the system of the most general principles 
of investigation, derived from the system of the most general objective laws [4, p. 51].

The complexity of the term “methodology” arises from its composition, originat-
ing from two Greek words: “methodos” and “logos,” which mean “method” and “science,” 
respectively, and can be freely translated as “the science of method.” In analyzing any 
legal phenomenon, the selection and application of such scientific research methods are 
essential. Additionally, the word “methodos” itself is composed of two words: “meta” and 
“odos” meaning “after the path” referring to the guide that ensures the success of any 
scientific investigation [5, p. 23].

The present study, concerning the importance of special circumstances for penalty 
mitigation in the prevention and combat of criminality in Romania, required a wide range 
of methods, principles, and means proportionate to the complexity of the legal topic. 
This is because it not only addresses the provisions regarding special circumstances for 
penalty mitigation found in special laws playing a significant role in crime prevention and 
control in Romania but also examines the phenomenon of organized crime and the con-
cept of special circumstances for penalty mitigation in Romanian criminal law.

In the first stage of legal scientific research, an extensive review of the bibliography 
was conducted to gain an understanding of the scientific context regarding organized 
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crime. A bibliographic list was compiled, and the databases of the National Library of Ro-
mania and the Central University Library were consulted.

Next, we will briefly present the main legal research methods that will be employed 
throughout the article “The importance of special circumstances of penalty mitigation in 
the prevention and combating of criminality in Romania”.

By applying historical method, the article presents in subsection II.3 the history of 
institutional forms responsible for preventing and combating organized crime as outlined 
in international strategies.

The logical method is closely related to the historical method. It was employed in 
the subsection defining the concepts of organized crime, strategy, individualization, and 
special circumstances for penalty mitigation.

The analytical method, which is a general research method based on the decom-
position of a whole into its component elements and studying each separately. By using 
the analytical method, the special circumstances for penalty mitigation found in special 
criminal laws in Romania were identified throughout the article. Undoubtedly, analysis 
holds a primary role in the research process, but it would not yield the expected results if 
not complemented by synthesis.

The comparative method, logic defines comparison as an operation aimed at iden-
tifying identical or divergent elements between two phenomena. Comparing the legal 
systems of different states, as well as the characteristics of their branches, institutions, 
and norms, has proven to be extremely fruitful in the methodological process of studying 
legal phenomena. With this method, differences in terminology concerning the concept 
of organized crime – whether as a “group” or an “organization” – were identified, as pre-
sented in two normative acts of equal legal authority.

I. THE CONCEPT OF ORGANIZED CRIME.
1. Organized Crime in Romanian Criminal Law. Organized crime in Romania is in-

fluenced by multiple geopolitical factors, the primary one being the country’s geographi-
cal position within the European continent. Romania is a European country located in the 
southeastern part of Central Europe, possessing a well-defined geopolitical and geostra-
tegic position. The country serves as a crossroads for various trade routes connecting to 
the Asian continent. Over time, Romania’s geopolitical position within Europe has played 
a significant role in the formation of organized crime groups engaged in specific illicit 
activities.

Due to its geographic location in southeastern Central Europe, Romania has become 
a target for organized crime, particularly in areas such as illegal migration, drug trafficking, 
and tax evasion. Numerous factors pose an increased risk to national security, present-
ing new challenges to public order and safety. Among these factors are the expansion of 
activities conducted by criminal groups operating as part of internationally experienced 
organized crime networks (the globalization of organized crime), the illegal migration of 
populations from underdeveloped states using Romania as a transit point to other Euro-
pean countries – thus contributing to the organized crime phenomenon – the presence 
of foreign nationals from high-risk countries involved in illegal activities within Romanian 
territory, the amplification of drug trafficking and the alteration of international smuggling 
routes, customs and commercial fraud occurring at the state border, the presence of a per-
missive legal framework for commercial enterprises engaging in foreign trade operations, 
and the lack of effective legal measures to combat shell companies [6, p.62-63].
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Terminologically, the concept of organized crime is defined in Law No. 39/2003 
on the prevention and combating of organized crime. According to Article 2, letter a), 
first clause, an “organized criminal group” is defined as “a structured group, composed of 
three or more persons, that exists for a period of time and acts in a coordinated manner 
with the purpose of committing one or more serious crimes in order to obtain, directly 
or indirectly, a financial or material benefit”. In previous legislation, the term “criminal 
group or organization” was also found in Law No. 682/2002 on witness protection, under 
Article 2, letter l). To avoid conceptual ambiguity, the current legislation has eliminated 
the definition of this concept from two separate laws – Law No. 682/2002 on witness 
protection and Law No. 39/2003 on the prevention and combating of organized crime. 
The terminology related to organized crime is now exclusively regulated under Law No. 
39/2003. Furthermore, the second clause of Article 2, letter a), explicitly clarifies what 
does not constitute an organized criminal group: “A group that is formed occasionally for 
the immediate commission of one or more crimes, which lacks continuity, a determined 
structure, or predefined roles for its members within the group, does not constitute an 
organized criminal group” [7].

2. Transnational Crime. Following the analysis of the organized crime phenome-
non in Romania and at European level, it has been concluded that the phenomenon of 
transnational crime is determined and facilitated by the existence of several important 
elements: the accessibility of state borders and the inability of authorities to control all 
crossings, both entries and exits from the country; the differences in national legislations, 
which are sometimes contradictory regarding trade, taxation, and banking regulations, as 
well as the differing legal treatment applied; the existence of a European Penal Code and 
a political will to systematically combat organized crime [6, p.66].

II. National and international strategies for the prevention and combat of organ-
ized crime.

1. Strategy – conceptual definition. The totality of activities through which objec-
tives, instruments, and methodological research tools are established to achieve one or 
more goals defines the concept of strategy.

Each state has a well-structured criminal policy, based on a criminal strategy whose 
primary purpose is the prevention and combat of organized crime. In general, the dynam-
ic nature of organized crime determines the constant change and evolution of each penal 
strategy aimed at combating this phenomenon. 

2. National Strategy for the prevention and combat of organized crime. The or-
ganized crime present in Romania after 1989 underwent a significant transformation. It 
manifests differently in a free society, where citizens are no longer restricted in terms of 
freedom of movement. The phenomenon of money laundering emerged, developing a final 
stage in the financial trajectory – the reinvestment of illicit funds into legal activities. Often, 
members of money laundering networks become respectable individuals in society.

Drug consumption existed before 1989, but it was primarily preferred by individuals 
in the upper echelons of power, who were generally interested in cocaine, considered a 
luxury drug. Additionally, the possession of foreign currency was prohibited, which led to 
the emergence of currency traffickers. After 1989, organized crime expanded significantly 
due to the migration of Romanian criminals to the West, where they associated with other 
powerful criminal groups at the European level, committing serious offenses.

Currently, in response to this context, Romania has developed the National Strategy 
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against Organized Crime for the period 2021-2024, which outlines five main objectives 
for preventing and combating organized crime. These five strategic objectives are rep-
resented by: increasing the capacity to prevent and build resilience against the phenom-
enon; developing national institutional capacity to fight organized crime; strengthening 
intervention against organized crime; limiting the access of organized crime groups to 
financial resources; and consolidating national and international cooperation on organ-
ized crime [9].

The National Strategy against Organized Crime 2021-2024 was developed following 
an analysis of the organized crime phenomenon and presents the main and specific ob-
jectives that must be achieved and assumed by the institutions responsible for preventing 
and combating organized crime. The proposed timeframe for this strategy is 2021-2024. 
The vision defining this strategy for combating organized crime is to develop and guar-
antee citizens’ safety, support a socially and economically developed environment under 
legal conditions, through the prevention and combat of organized crime [9, p.2].

3. International strategies for the prevention and combating of organized crime. 
Within the framework of Pillar III concerning Cooperation in the field of Justice and Home 
Affairs (JHA) of the Maastricht Treaty, a proposal is presented to offer citizens a high level 
of protection in a space of freedom, security, and justice through judicial cooperation in 
criminal matters. Meanwhile, the Treaty of Lisbon authorizes European institutions to 
adopt minimum standards in criminal law regarding the definitions of crimes and sanc-
tions when European Union rules are not effectively enforced, as well as to introduce 
common regulations concerning the conduct of criminal proceedings [8, p.13].

The harmonization of national legislations of EU member states regarding the 
criminalization of participation in the establishment of criminal groups, the evidentiary 
procedures for proving crimes committed by criminal organizations, and the extended 
confiscation of criminal proceeds represents one of the main objectives of the European 
Union’s strategy for the prevention and combating of organized crime.

At the European level, several institutional forms are responsible for the prevention 
and combating of organized crime. The primary objective of all these forms of criminal 
cooperation is to maintain an environment characterized by freedom, safety and security.

On December 1st, in Rome, following a European Council meeting, the Trevi Group 
was established initially composed of ministerial representatives from EU member states. 
The main role of this group was to find ways to cooperate in combating terrorism. Later, 
two additional groups emerged, Trevi II and Trevi III, which developed strategies aimed 
at combating illegal immigration, maintaining public order, and fighting organized crime.

The Schengen Agreement represented another significant European initiative in the 
strategy to combat organized crime. It was signed on June 14, 1985. The legal foundation 
of the European Union was further strengthened by the adoption of the Maastricht Trea-
ty, signed on February 7, 1992, which established the EU on the basis of three pillars: Pillar 
I – European Communities, Pillar II – Common Foreign and Security Policy (CFSP), and 
Pillar III – cooperation in the field of Justice and Home Affairs (JHA).

The European Union’s Police Office, known as Europol, is one of the most significant 
outcomes of the policy of cooperation in justice and home affairs (JHA). Europol aims to 
manage information in the field of international crime and enhance cooperation at the 
European level in combating organized crime.

III. Individualization of penalties in combating organized crime. The individualiza-
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tion of penalties is carried out within the limits established by the provisions found in the 
general and special parts of the Criminal Code, as well as in special laws where offenses 
are incriminated as crimes. Each crime has sentencing limits that account for its typical 
scenario, where the act committed has been consummated and no mitigating or aggra-
vating circumstances have intervened. In judicial practice, such typical cases are quite 
rare, as the concrete circumstances of committing the act vary significantly [10, p.549].

In the process of individualizing penalties, the legislator has provided, in both parts 
of the Criminal Code and in special laws with criminal provisions, certain causes for mit-
igating and aggravating criminal liability [12, p.240].

Mitigating or aggravating circumstances are those states, circumstances, or quali-
ties related to the crime or the offender that precede, accompany, or follow the criminal 
activity. These are expressly or implicitly regulated by criminal law and serve to either 
reduce or increase the severity of the offense or the dangerousness of the perpetrator, 
consequently mitigating or aggravating criminal liability [11, p.430].

Legal individualization represents an adaptation of criminal sanctions in relation to 
three key elements: the act, the perpetrator and modifying circumstances [12, p.240].

IV. The importance of special penalty mitigation circumstances in preventing and 
combating crime in Romania. Special circumstances for penalty mitigation in Romanian 
criminal law play a crucial role in preventing and combating organized crime through 
several aspects: firstly, by encouraging offenders to provide significant information to 
the prosecution authorities during the criminal investigation phase regarding other indi-
viduals who have committed crimes by denouncing them; secondly, by ensuring the full 
recovery of the civil party’s damages in cases of tax evasion offenses; and lastly, through 
the abbreviated procedure of admitting guilt provided for in Article 396, paragraph 10 of 
the Code of Criminal Procedure.

An analysis of all special circumstances for penalty mitigation in special laws of Ro-
manian criminal law reveals the utility of the denunciation made by an offender seeking a 
penalty mitigation. Moreover, special penalty mitigation circumstances represent an im-
provement of the legislative provisions in the current criminal law aimed at implement-
ing protective measures against drug-related offenses, tax evasion, and other significant 
phenomena defining organized crime in Romania.

1. Special circumstances for penalty mitigation in Romanian criminal law. De-
pending on their applicability, circumstances for penalty mitigation can be general (appli-
cable to all crimes) or special (applicable only to certain offenses). General circumstances 
are found in the general part of the Criminal Code, whereas special circumstances are 
included in the special part of the Criminal Code or in special laws.

Special circumstances for penalty mitigation include: Article 15 of Law No. 143/2000 
on the prevention and combating of illicit drug trafficking (an individual who has commit-
ted one of the offenses provided for in Articles 2-9 and, during the criminal investigation, 
denounces and facilitates the identification and prosecution of other persons involved 
in drug-related offenses benefits from a halving of the penalty limits provided by law); 
Article 19 of Law No. 682/2002 on witness protection (a person who is a witness and 
has committed an offense but, before or during the criminal investigation or trial, de-
nounces and facilitates the identification and prosecution of other individuals who have 
committed similar offenses benefits from a halving of the penalty limits provided by law); 
Article 15 of Emergency Ordinance No. 78/2016 on the organization and functioning of 
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the Directorate for Investigating Organized Crime and Terrorism (an individual who has 
committed one of the offenses under this emergency ordinance within the jurisdiction of 
the Directorate for Investigating Organized Crime and Terrorism and, during the criminal 
investigation, denounces and facilitates the identification and prosecution of other par-
ticipants in the crime benefits from a halving of the penalty limits provided by law); Article 
19 of Emergency Ordinance No. 43/2002 on the National Anticorruption Directorate (a 
person who has committed one of the offenses within the jurisdiction of the National An-
ticorruption Directorate, as provided in this emergency ordinance, and, during the crim-
inal investigation, denounces and facilitates the identification and prosecution of other 
individuals who have committed such offenses benefits from a halving of the penalty lim-
its provided by law); Article 10 of Law No. 241/2005 on the prevention and combating of 
tax evasion (if, during the criminal investigation or trial, before the first court hearing, the 
defendant fully covers the civil party’s claims, the penalty limits provided by law for the 
committed offense are reduced by half); Article 396, paragraph 10 of the Code of Criminal 
Procedure, which provides for a one-third reduction of the penalty limits in cases where 
the abbreviated procedure of admitting guilt is utilized [12, p.242].

2. Law No. 143/2000 on the prevention and combat of drug trafficking and illicit 
drug use – Article 15 – special circumstance of penalty mitigation. According to Article 
15 of Law No. 143/2000, a person is not punished if, before the initiation of criminal pros-
ecution, they report to the competent authorities their participation in an association or 
agreement for the commission of one of the offenses stipulated in Articles 2-10 of this law, 
thereby enabling the identification and prosecution of the other participants. Therefore, 
a person who, after committing one of the offenses provided for in Articles 2-10 of Law 
No. 143/2000 and after the initiation of criminal prosecution for that offense, reports and 
facilitates the identification and prosecution of other individuals involved in drug-related 
crimes does not benefit from the exemption from punishment under Article 15 of Law No. 
143/2000. Instead, they benefit from the penalty mitigation provision stipulated in Article 
16 of the same law [13]. Following the republication of the law, the provisions regarding 
exemption from punishment are now found in Article 14, while those concerning penalty 
mitigation are found in Article 15 [14, p.142].

Conclusions. At present, organized crime represents a dynamic global phenomenon 
that influences the penal policies of states. Criminal legislation, market economy condi-
tions, and the geopolitical and geostrategic positioning of states are determining factors 
in shaping specialized criminal organizations that operate in an organized and strategic 
manner. In this context, European states have adapted their criminalization norms in a 
way that aligns with their individual legal frameworks to prevent and combat organized 
crime.

The diversification and expansion of organized crime in Romania occurred follow-
ing the political regime change after 1989, compelling the Romanian state to establish a 
criminal policy aimed primarily at preventing and combating organized crime. Organized 
crime poses a threat to Romania’s national security by affecting the economic and social 
environment. Consequently, the Romanian legislator has enacted multiple legal instru-
ments with a significant role in preventing and combating organized crime.

Special penalty mitigation provisions are among the legal tools devised by the legis-
lator within special laws, with the dual purpose of both mitigating penalties and combat-
ing crime at the state level.
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Summary
Artificial intelligence (AI) is increasingly playing a significant role in law enforcement, particularly in 

big data analysis, facial recognition, predictive policing, and investigative automation. The use of AI algorithms 
enhances the efficiency of law enforcement agencies; however, it also raises serious legal and ethical concerns.

This paper analyzes the current state of legal regulation regarding AI implementation in law enforce-
ment, identifying key threats such as the lack of comprehensive legislation, algorithm transparency issues, 
risks of human rights violations, algorithmic bias, and the issue of accountability for AI-based decisions.

The study examines international regulatory practices, particularly in the European Union, the United 
States, China, and the United Kingdom, where legislative initiatives classify AI risks, establish audit mecha-
nisms for algorithms, and regulate access to personal data. Special attention is given to the European Artificial 
Intelligence Act (AI Act) and the Council of Europe’s Ethical Charter on AI in the judicial system.

The research also explores the compliance of AI applications with international human rights standards, 
including the European Convention on Human Rights and the EU General Data Protection Regulation (GDPR). 
It is argued that AI use in criminal proceedings must be based on principles of transparency, accountability, 
and human oversight.

In conclusion, the study proposes key directions for improving AI regulation in Ukraine, including the 
development of specialized legislation defining the admissibility of digital evidence, accountability criteria for 
AI-based errors, and mechanisms for controlling its use in law enforcement. 

Keywords: artificial intelligence, law enforcement, legal regulation, ethical challenges, digital evidence, 
international experience.

Introduction. The rapid development of artificial intelligence (AI) is fundamentally 
transforming modern approaches to law enforcement. The use of AI in the field of crim-
inal justice contributes to more efficient analysis of large datasets, crime prediction, au-
tomation of investigations, and strengthening of preventive measures. Facial recognition 
systems, crime prediction algorithms (Predictive Policing), chatbots for interaction with 
citizens, and digital evidence analysis are all real technologies already being applied in 
various countries.

However, the widespread implementation of AI in law enforcement raises new le-
gal and ethical challenges. The lack of proper legal regulation, the issue of algorithmic 
transparency and responsibility for AI-driven decisions provoke serious discussions at 
the international level. The European Union is actively working on adopting the European 
Artificial Intelligence Act, while leading international organizations (UN, Interpol) are de-
veloping recommendations for the ethical use of AI in law enforcement.

Given the above, the study of legal challenges and ethical aspects of AI use in law 
enforcement is extremely relevant. It is important to assess whether the existing legisla-
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tion provides adequate control over AI implementation and what potential risks may arise 
from its use in the field of criminal justice.

The purpose of this study is to analyze the current state of regulatory frameworks 
for AI application in law enforcement, identify key legal issues, assess ethical risks, and 
develop proposals for improving legal mechanisms for AI oversight in this area.

The object of the study is the legal relations arising in the process of implementing 
and using artificial intelligence in law enforcement.

The subject of the study is the legal and ethical challenges associated with AI use in 
law enforcement agencies, regulatory mechanisms, and international experience in this 
field.

Artificial intelligence (AI) is a complex system of software and hardware capable of 
learning, analyzing information, and making decisions without direct human intervention. 
In law enforcement, AI is used to process large datasets (Big Data), recognize faces, pre-
dict crime, automate investigations, and perform many other tasks.

Law enforcement agencies primarily use narrow AI (Weak AI) – specialized algo-
rithms that perform specific tasks (such as video surveillance analysis) – which helps au-
tomate processes and enhance crime-fighting efficiency.

Law enforcement agencies process enormous amounts of data daily, including sur-
veillance footage, social media posts, bank transactions, phone calls, and internet traffic.

AI enables: 
– Detection of criminal schemes and financial fraud (e.g., money laundering and 

terrorism financing detection algorithms);
– Analysis of suspect behavior (gathering intelligence from open sources for inves-

tigations);
– Identification of connections between criminals (e.g., through call and bank trans-

action analysis).  
For example, the FBI uses AI to analyze international drug trafficking data, enabling 

rapid identification of key figures in investigations.
Predictive Policing is an algorithmic analysis of historical crime data to anticipate 

future offenses.
AI examines past crimes, identifies patterns, and determines “hot spots” with high 

crime probabilities. Law enforcement agencies can then deploy additional patrols to 
these areas. For instance, the Los Angeles Police Department employs the PredPol sys-
tem, which predicts potential crime locations based on previous offenses.

Despite its benefits, AI implementation in law enforcement presents serious legal 
and ethical challenges, including:

– Lack of comprehensive legal regulation;
– Potential violations of human rights;
– Unclear accountability for AI decisions;
– The need for transparency and algorithmic oversight.  
Currently, Ukraine lacks specific legislation regulating AI use in law enforcement. 

Existing laws (the Constitution of Ukraine, the Criminal Procedure Code, the Law “On 
Personal Data Protection”) do not contain clear provisions on AI-based criminal justice 
applications.

This results in legal gaps, including:
– The absence of clear procedures for AI-based evidence;
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– Undefined accountability for AI decision-making errors;
– Lack of transparency in machine learning algorithms used for crime analysis.  
Meanwhile, the European Union is actively developing the “AI Act”, which proposes:
– Classification of AI systems by risk levels (from low to unacceptable);
– Prohibition of certain AI applications (e.g., mass biometric surveillance);
– Establishment of mechanisms for AI algorithm audits.
For example, Germany has introduced legal norms requiring AI transparency in ju-

dicial processes, mandating disclosure of algorithmic logic.
AI is increasingly being integrated into law enforcement worldwide. However, its 

use raises serious legal and ethical challenges, including privacy concerns, algorithmic 
bias, and the issue of responsibility for AI-driven decisions.

Internationally, efforts to regulate AI in law enforcement are advancing, as seen in:
– European Union: The proposed “AI Act” classifies AI systems by risk levels and es-

tablishes compliance requirements;
– Council of Europe: The Ethical Charter on AI in judicial systems outlines principles 

for AI use in justice.
However, Ukraine is at an early stage of AI adoption in law enforcement, with no 

dedicated legislation governing its use. This creates legal uncertainties regarding the le-
gitimacy of such technologies.

To ensure AI use in law enforcement aligns with human rights, it is crucial to:
– Develop clear standards for AI-based evidence in legal proceedings;
– Define responsibility for AI decision-making errors;
– Ensure transparency and oversight of AI algorithms.  
In conclusion, while AI can significantly enhance law enforcement efficiency, it must 

be strictly regulated to safeguard human rights and prevent potential misuse.
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Summary
This paper aims to analyze the main issues concerning the evolution of the intelligence field at the level 

of the European Union and the formation of the current concept of security architecture, to maintain the se-
curity of space through the element of cooperation at its foundation. The current context is giving rise to new 
prospects for making national and European institutions in this field more effective, with a view to maintain-
ing security by combating risks and threats.

While traditional security challenges remain important, the most serious threats to international se-
curity increasingly stem from transnational phenomena. Transnational terrorism, transnational criminal 
networks, nuclear proliferation, the development of harmful bio-pathogens, the continuing illegal trade in 
conventional weapons – all these threats have one thing in common beyond their destructiveness: they are 
transnational. As such, they are extremely difficult to combat or counter through individual state action. But 
a European policy should be the answer to combating them. The relevant decisions to be taken by the EU in the 
areas of foreign, security and defense policy must be safeguarded by reliable situation assessments created 
based on intelligence gathered.

We will also consider intelligence barriers as a clear indication of the need to improve information 
sharing and intelligence coordination at European level. A security debate is therefore needed on the future of 
cooperation solutions between EU Member States and deeper integration.

Keywords: intelligence, European security, interinstitutional cooperation, transnational threats, Euro-
pean foreign, security and defense policy, intelligence barriers.

Introduction. National security and national defense are a duty of the government 
of each state and involve ensuring a climate of stability for the economy, citizens and 
state institutions. While not so long ago this concept referred strictly to the military and 
military attacks on states, nowadays this notion includes in its spectrum of operationali-
zation several elements that do not strictly concern military factors. Thus, when we talk 
about security, we are talking about combating terrorism, organized crime, maintaining 
economic security, energy security, environmental security, food security, cyber secu-
rity and so on. Also, as the entire literature points out, national security risks include, in 
addition to the actions of other states, the actions of non-state actors, such as terrorist 
factions or organized criminal groups.

We will avoid reviewing the different ways of defining the concept of security pre-
cisely because their diversity is an argument for the complexity of the concept. Moreover, 
the vision of what it means to ensure national security has over time been shaped by the 
need of political leaders to justify certain public actions and attitudes. In this respect, we 
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believe that the definition of the concept has been under the ‘auspices of the times’, so 
that its complexity has served as an advantage to those who have been interested in giv-
ing it new and new meanings. However, in order to obtain a result that is as close to the 
truth as possible and in line with current reality, a definition of national security would be 
useful to refer to the following key elements specific to a framework of analysis, without 
claiming to compare it with the multi-sectoral approach to security proposed by the rep-
resentatives of the Copenhagen School [1]: the primacy of national values in integration 
and development relations; the complex nature of security dimensions; the existence of 
reference objects and the impact of risks and threats on them; protection/protection, 
seen as the ability to prevent or delay the materialization of an undesirable event; resil-
ience, seen as the ability to resume normal activity after an undesirable event; deterrence, 
in the sense of stopping a state/national actor from taking an action that could affect so-
cietal or individual well-being. The defining criteria and indicators are relative, requiring 
multiple options for explanation.

Any theoretical approach is put into practice through national security policies 
and national security strategies of states [4], i.e. those documents based on which states 
act to maintain a stable security environment primarily at the domestic level, but also in 
agreement with the international communities of which they are part. The security out-
look of states therefore varies from one state to another, as security priorities depend on 
each state’s security strategy, the security and defense resources allocated and the main 
threats to stability. Some states configure their military forces with the aim of maintain-
ing and defending territorial integrity, while others invest in higher-cost expeditionary 
capabilities to project power by supporting military operations abroad. Some states may 
resort to hard power instruments, while others to soft power instruments such as diplo-
matic and foreign policy instruments [18].

To sum up, the “auspices of the times” call for a new security paradigm – as a mod-
el/school of thought and practice subject to constant refinement, centered on a good 
knowledge of the levels of analysis and state/non-state actors under consideration, and, 
therefore, this will influence the way states relate to intelligence work. As a principle, 
you cannot understand the usefulness, effectiveness and ways of using intelligence if you 
do not properly understand the national and international social, political and security 
environment [2]. And this is because intelligence, understood as an activity [11], fulfills 
four major tasks: to detect and prevent possible strategic surprises that would jeopard-
ize national existence; to provide long-term expertise (a stable analytical framework on 
national security issues); to support governance, the political process, decision makers; 
and to preserve the confidentiality of information, information needs and methods used 
in intelligence work. The logic is simple: changing the security paradigm implies changing 
the intelligence paradigm.

Call for inter-institutional intelligence cooperation. In an ideal world, all states 
would cooperate to face these common threats. Cooperation would take many forms, 
depending on the specific circumstances and the nature of the threat, but the need to 
share large volumes of information and knowledge would be a common thread running 
through these efforts.

In the real world, the impediments to sharing at this scale are significant because 
the knowledge and information in question falls into two broad categories. The first cat-
egory refers to data and information that governments and other actors have a practical 
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interest in sharing voluntarily, although they may not recognize this. A second category is 
information and knowledge that governments wish to keep classified. Institutions would 
find it difficult to handle both types, because their organizational traditions and cultures 
emphasize secrecy, not knowledge sharing.

The world and related threats are becoming increasingly diffuse in their nature and 
manifestation, and globalization has facilitated their expansion and development, leading 
to a growing sense of insecurity for nation states. At the same time, global trends, such as 
population explosion, uneven economic growth, urbanization, pandemics, biotechnologi-
cal developments and ecological trends, are generating new drivers of international insta-
bility [14]. These trends lead to the development of a clear set of priorities for intelligence 
collection and analysis that are extremely challenging for the international environment 
[10]. In this sense, the process of globalization, together with the information revolution, 
has brought about a large-scale change in intelligence domain. First, intelligence services 
are forced to discern emerging aspects of a series of events, which are often connected 
and lead to a common goal. Secondly, they need to understand global dynamics better 
than ever before, as intelligence organization and collection adapt to the new security 
reality (the new domestic and international security environment), making the sharing of 
information and knowledge essential to the successful achievement of common intelli-
gence objectives. Thirdly, intelligence services have focused much more on anticipating 
and preventing security threats and less on their ability to respond to events, which is, 
after all, the raison d’être of these institutions [17]. Taking a pro-active approach, they 
have realized that the damage and negative impact of threats are far too great to assume 
their materialization.

To better understand, on the one hand, the eventual materialization of a threat to 
national/international security and, on the other hand, the need for inter-institutional 
cooperation lets us make an exercise of imagination by considering some of the most im-
portant threats with the appearance of a phenomenon. First, the phenomenon of transna-
tional organized crime, more so as members of highly sophisticated and organized crim-
inal syndicates can pursue a complex network of lucrative legal and illegal actions on a 
global scale. Contemporary criminal organizations are adaptable, sophisticated, highly 
opportunistic and are involved in a full range of illegal practices such as trafficking in 
drugs, arms or people and corruption. Their members carry out illegal activities such as 
drug trafficking, prostitution, loansharking, illegal gambling as well as large-scale insur-
ance fraud, depletion of natural resources, environmental crime, migrant smuggling, bank 
fraud, tax fraud and corruption. In addition, the frequent use of money earned from illegal 
projects to finance legitimate ones allows transnational criminals to launder money and 
make even bigger profits. Transnational criminal actors are not afraid to operate global-
ly in any country where there are legal or bureaucratic loopholes. These environments 
allow them to take advantage of the system and context so that their activities are not 
hampered by a rigorous justice and security system. As with international corporations, 
transnational criminal organizations are willing to work together, often trading for the 
use of the unique talents of others to accomplish specific tasks or to make long-term ar-
rangements when they suit their needs.

Then, nowadays, terrorism seems to have become a traditional threat, as such, and 
one of the main tasks of intelligence and security services. The incidence of international 
terrorist attacks has risen considerably, so that on average more than one terrorist attack 
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takes place every day worldwide. While new technologies and rapid changes in transpor-
tation and telecommunications offer new opportunities, they can also create new security 
threats. Some individuals design potentially devastating bombs or toxins using blueprints 
they find on the internet. Computer fraud, as well as illegal access to a computer system 
are some of the most common forms of crime that can pose real threats to the security of 
states. Today, crossing borders is no longer an impediment, as another country’s data and 
information can be stolen silently online. 

Another threatening trend is the widespread use of computer encryption. Some 
widely available encryption hardware and software systems allow criminals or terrorists 
to use hard to crack codes and access computer systems where they can find sensitive 
information.

The challenges have become and will continue to emerge in an increasingly com-
plex way, and the need for intelligence services to cooperate and be more effective is be-
coming ever more pressing. Implicitly, all of this makes it more difficult to lead, organize 
and manage change in an intelligence service, driven to focus its attention and resources 
towards conflict resolution, countering threats, and maintaining and fostering coopera-
tion with potential partners. It is not the place here to extend the analysis to the need to 
design an intelligence service to be reconfigurable from the outset, but for an intelligence 
service operating in a fiercely competitive market such as that for strategically valuable 
information, change must be aimed at increasing the ability to recognize and protect its 
own vital information, which is specific to organizations that have an appropriate intelli-
gence culture adapted to the information society [9]. Some of the main elements of this 
culture relate to the understanding of the increased role and importance of obtaining and 
protecting information in postmodern society and, at the same time, the need to share 
information, inter-agency cooperation, with civil society, private and academic organi-
zations, to overcome the challenges of knowledge complexity and global and unconven-
tional threats.

Intelligence sharing in the European Union. If we define the concept of intelli-
gence as simply as possible, we will find that it concerns the collection and analysis of 
information obtained from both open, publicly available and covert sources to reduce the 
uncertainty of decision-makers on a particular security policy issue [4]. Thus, intelligence 
takes raw information and analyzes it, putting it in the right context, to draw the neces-
sary conclusions about other actors or states of the world, conclusions that could not be 
observed directly [6].

Intelligence sharing occurs when a state (sender) communicates an intelligence 
product it possesses to another state (receiver). Since the early 1990’s, two major devel-
opments have led to an increased exchange of intelligence between EU Member States. 
First, the establishment of freedom of movement of people, goods, capital and services 
within the EU and the emergence of a common currency have substantially reduced na-
tional control over cross-border activities, which has naturally led to an increasing need 
for the exchange of intelligence on terrorism and other criminal activities [16]. At the 
same time, the development of a defense and security policy has led Member States to 
integrate part of their defense planning with intelligence on external developments.

From a practical perspective, the free movement of goods, capital and people within 
the EU poses several challenges for the internal security of Member States. It is easy to 
understand that in a borderless environment, organized crime groups can intensify their 
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activities undetected by law enforcement authorities. With the disappearance of internal 
borders in the EU, a good opportunity to detect trafficking in drugs, people or weapons 
of mass destruction is also removed. Also, the introduction of a single currency facilitates 
money laundering and the international transfer of illegally acquired funds, which can 
thus finance criminal or terrorist organizations [13, p. 121]. Finally, the free movement of 
persons allows potential terrorists to attack an EU Member State and take shelter in an-
other Member State. Even terrorist organizations outside Europe can communicate and 
organize a possible attack on EU territory more easily [19].

The second major challenge for the Member States’ intelligence community came 
against the background of the development of a common foreign and security policy. The 
first step in this direction was taken with a joint declaration in November 1998 by British 
Prime Minister Tony Blair and French President Jacques Chirac in Saint-Malo. On that 
occasion, the two European leaders agreed that “the Union must have the capacity to act 
autonomously, backed by a credible military force with the means to be deployed rapidly 
in response to international crises” [20]. The structural changes brought about by this 
declaration were significant. Therefore, certain structures were established at EU level to 
analyze the situations facing the Union and the intelligence sources available, as well as 
the capabilities needed for strategic planning [20, p. 631].

Intelligence exchange, however, always implies that there is trust between the ac-
tors who carry out such an exchange. In academic research, there are a variety of tradi-
tions derived from the field of socio-human sciences [5], which identify similar interests 
as an essential condition for an actor to trust the information communicated by another 
actor. Thus, when decision makers in a receiving state are convinced that the sender 
state has identical intentions, the former will know that the sender has an interest in 
honestly communicating the information it holds. Otherwise, even if the receiving state 
is convinced of the sender’s ability to obtain the information communicated, if the two 
states do not share the same view on the subject matter in question, the recipient may 
choose to ignore that information.

Moreover, a sending state communicates intelligence with another state primarily 
on the basis that it trusts that the recipient will secure the information provided and act 
in accordance with its interests. Of course, trust is not the only barrier to intelligence 
sharing. For example, some states might be concerned about possible dependence on 
intelligence provided by another state, which would thereby gain some concessions in 
other areas [7].

Trust is crucial for both the sending and the receiving state. For the receiver, the 
importance of trust is given by the impossibility to independently verify the accuracy and 
trustworthiness of the information communicated. This creates the possibility for the 
sending state to transmit altered information to influence the policies of the receiving 
state in a direction that serves the interests of the sender and not those of the receiver.

In these circumstances, the question naturally arises: do EU Member States trust 
each other enough to exchange intelligence effectively? Some steps towards building trust 
have already been taken, both by setting up multilateral formats for cooperation between 
intelligence services of EU Member States and by setting up certain EU structures aimed 
precisely at fostering intelligence sharing, such as INTCEN and Europol. In practice, the 
constant strengthening of cooperation and bringing it to a supranational level has been 
the main instrument to increase trust between Member States, which might have had 
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some reservations in cooperating bilaterally without these European instruments.
Intelligence cooperation in the European Union. As mentioned earlier, intelligence 

cooperation is one of the most significant items on the agenda of states. Since the Cold 
War period, cooperation in intelligence structures has taken place between groups with 
different views in this area, but with the same goal, the protection of European territory 
[15]. We will focus on those that are more relevant, in our opinion, to the current scientific 
context.

The Club de Berne – is an information-sharing forum between the intelligence ser-
vices of the Member States of the European Union, Norway and Switzerland, named after 
the city of Bern. It is an institution based on the voluntary exchange of secrets, experience 
and points of view, as well as the discussion of issues on common agendas. The Club was 
founded in 1971. It has no decision-making capacity and does not have its own secretariat.

The Counter-Terrorism Group (CTG) is a substructure of the Club and disseminates 
information on terrorist threats, as its name suggests. It provides threat assessments for 
EU decision-makers and offers a template for expert collaboration. The group was creat-
ed after September 11, 2001, to further support intelligence cooperation between the in-
telligence structures of European states. CTG, like the Club, is not part of the institutions 
of the European Community, but cooperates with them through direct collaboration with 
the EU Intelligence Analysis Center (EU INTCEN), a subsidiary under the jurisdiction of 
the European External Action Service (EEAS). Although not part of the EU, its presidency 
overlaps with that of the EU Council Presidency and acts as a formal interface between 
the Club de Berne and the EU.  Therefore, the Club de Berne does not base its activities on 
any EU normative act. Moreover, the members of the group do not expect all members to 
share relevant information with each other, i.e. the exchange of information is based on 
voluntary action by states and not on an actual working procedure.  

European Union Situation and Information Center (EU INTCEN). The EU Intelligence 
and Situation Centre (EU INTCEN) is an intelligence structure within the European Ex-
ternal Action Service (EEAS) of the European Union, under the authority of the EU High 
Representative. INTCEN’s mission is to provide intelligence analysis, early warning and 
situational awareness to the EU High Representative and the European External Action 
Service, the various EU decision-making bodies in the areas of the Common Security and 
Defense Policy, counterterrorism, etc. EU INTCEN does this by monitoring and assessing 
international events, focusing on sensitive geographical areas, terrorism and the prolifer-
ation of weapons of mass destruction and other global threats.

Europol. The European Union Agency for Law Enforcement Cooperation, better 
known as Europol, was set up in 1998 to manage intelligence in the fight against organ-
ized crime and terrorism through cooperation between the competent authorities of the 
EU Member States. The Agency has no executive powers, and its officials have no right 
to arrest suspects or act without the prior approval of the competent authorities of the 
Member States.

As far as Europol’s designated tasks are concerned, the Agency’s agenda is to assist 
EU Member States in the fight against international crime, such as drug trafficking, traf-
ficking in human beings, intellectual property crime, cybercrime, trafficking in counter-
feit euro-zone products and combating terrorism, serving as a center for cooperation and 
law enforcement, providing expertise and intelligence products on matters of interest. 
Europol and its officials have no executive powers, therefore no powers of arrest and 
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cannot conduct investigations without the approval of national authorities.
Some intelligence barriers – obstacles to cooperation, information exchange and 

coordination of information at European level. Even if in this sensitive area, like that of 
intelligence, we can talk about reluctance and failure to cooperate, however, it is neces-
sary to identify as many solutions as possible in support of boosting cooperation. It should 
not be lost sight of the fact that in the period post September 11, previously impossible 
alliances then became viable, mainly due to the common purpose of combating terrorist 
threats. It is also clear that no service has the financial, human or technical resources to 
be completely independent across the spectrum of activities in which it is mandated to 
act [3, p. 102].

Beyond the disparities in the political, administrative and judicial framework of the 
EU Member States, or the bureaucratic interests and related organizational culture that 
could prevent the effective exchange and coordination of information, we summarize the 
types of obstacles on the way to deepening the cooperation in the field of intelligence, 
stated in the Romanian literature [3, pp. 98-99]:

Those related to information security and risks to sources – even within a bilateral 
relationship there are risks of information manipulation due to lack of procedures, unau-
thorized use in relations with third parties, public leakage, etc.

The national and sovereign nature of security activities – there are some represent-
ative voices for the Union institutions that have expressed their dissatisfaction or con-
cern about the reluctance of the Member States to provide sensitive/intelligence data to 
the competent EU structures.

Fear of jeopardizing some privileged relations, for example in the case of NATO/EU 
states that have some bilateral agreements on the exchange of information with the US.

Professional “vanity” to consider that the analysis of any homologous organization 
cannot be as accurate or reliable as its own.

The tendency to view international relations as a zero-sum game makes them reluc-
tant to adopt a cooperative approach to security or an integrated defense.

By far the list of barriers or obstacles in intelligence cooperation is not closed. 
Changing perception in this area could lead to filling in identified gaps, reducing opera-
tional costs and replacing non-existent diplomatic relations, more so as “the transnation-
al nature of security threats makes isolation an impossible option” [8, p. 536].

Conclusions. As we have found, intelligence agencies choose either to cooperate or 
not, for several reasons. The key is that no agency can do and know everything.

Threats to international security will continue to exist and affect all member states 
of the European Union, although not to the same extent. A common European security 
policy should be the answer in combatting them. Relevant decisions to be taken by the EU 
in the areas of foreign, security and defense policy must be protected by reliable situation 
assessments created on the basis of the information collected.

With the establishment of the foundations of the already existing institutions that 
have responsibilities in the field of maintaining national security of the member states, 
the EU has been given a stronger role in analyzing threats to internal and external se-
curity. Thus, the EU currently has integrated information cooperation structures. Even 
though national authorities seem to be much less dependent on EU structures than vice 
versa, it should be noted that these structures and their products benefit both the EU and 
its member states.
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EU-level intelligence activities are also considered and accepted only as comple-
mentary actions to national security measures, without replacing them. Terrorist attacks 
on EU territory so often, on the one hand, and the resulting political calls, on the other, 
are a clear indication that there is a need to improve information sharing and coordina-
tion at European level. Thus, a security debate is needed on the future of cooperation 
solutions between EU member states, as well as deeper integration.

Greater cooperation in the field of information would bring professional, financial 
and political advantages, allowing the EU to build a more effective security and defense 
policy and be a more effective actor in the global political arena.
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Summary
This article analyzes the impact of European projects on strengthening the capacities of the General 

Police Inspectorate (GPI) of the Ministry of Internal Affairs (MIA) in preventing and combating crime. In the 
context of the country’s European integration path, cooperation with the European Union and the support of 
the European Commission have been and continue to be essential for the modernization of law enforcement 
institutions.

Through various funding programs, such as TAIEX, Horizon Europe, the Internal Security Fund (ISF), 
Digital Europe, and the Service for Foreign Policy Instruments (FPI), Republic of Moldova has benefited and 
continues to benefit from resources for justice reform, public security, digitalization, and the fight against 
cross-border crime.

The analysis highlights the main challenges faced by authorities, including the rise of organized crime 
as a consequence of the war in Ukraine and threats associated with hybrid warfare, such as cyberattacks and 
disinformation. The study employs both qualitative and quantitative methods, including the analysis of project 
documents, progress reports, and statistical data on the efficiency of beneficiary institutions.

Keywords: crime, prevention, combating, European projects, financing, international cooperation, etc.

Introduction. Preventing and combating crime is a key global priority with a direct 
impact on national and international security and stability. Organized crime, corruption, 
drug trafficking, human trafficking, and other forms of transnational crime can destabilize 
economies, undermine public trust in state institutions, and jeopardize the sustainable 
development of societies.

In this context, international cooperation is indispensable, as cross-border crime 
challenges cannot be effectively addressed by individual states alone. The European Un-
ion, as a global actor, plays a fundamental role in coordinating and implementing policies 
and projects that support national authorities in the fight against crime by promoting 
information exchange, training, and technical assistance.

In the Republic of Moldova, combating crime and promoting fair justice are key 

Reviewer: Radion COJOCARU, PhD, University Professor, “Stefan cel Mare” Academy 
of Ministry of Internal Affairs, Republic of Moldova; University Lecturer, Affiliation to 
“Dunarea de Jos” University of Galati, Romania; ORCID: 0000-0002-3809-7392



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică123
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

strategic objectives, given the complex geopolitical context and the challenges the coun-
try faces. During its European integration process, Moldova benefits from the European 
Union’s support through various projects aimed at strengthening law enforcement insti-
tutions, tackling corruption, and increasing efficiency in managing organized crime cases.

Alignment with international and European standards in this field is essential for 
reinforcing the rule of law and protecting citizens’ fundamental rights. The adoption of 
Decision No. 948 of December 28, 2022, which approves the Program for Preventing and 
Combating Crime for 2022–2025, reflects the national authorities’ commitment to im-
plementing effective measures to enhance public security. This program serves as a vital 
framework for international cooperation and for attracting external funding to support 
the modernization and reform of public institutions, which are essential for crime pre-
vention.

Additionally, the National Security Strategy of the Republic of Moldova, adopted by Par-
liament on December 15, 2023, is a medium-term strategic planning document that outlines 
the country’s approach to ensuring national security and protecting its interests. It serves as 
a guiding pillar for national security policy, providing a coherent and strategic framework for 
policymakers and government agencies within the defense and security sectors.

Chapter 24 of the National Program for the Accession of the Republic of Moldova to the 
European Union focuses on the development and consolidation of key institutions in the 
fields of justice, freedom, and security, playing a fundamental role in Moldova’s European 
integration process [14]. This chapter reflects the country’s commitment to implementing 
the European Union’s standards on the rule of law, the protection of citizens’ fundamental 
rights, and the fight against crime, including cross-border crime. As part of this process, 
national legislation and legal practices are being aligned with the European Union acquis, 
thereby creating an efficient and independent justice system capable of ensuring citizens’ 
freedom and security.

In the context of Moldova’s European integration path, strengthening the institu-
tional capacities of central public authorities remains a major strategic objective. The Eu-
ropean Union, through the European Commission, supports institutional development via 
projects focused on justice reform, public security, and crime prevention. In this regard, 
European projects play a crucial role in enhancing the administrative and operational 
capacities of institutions responsible for maintaining public order, contributing to Mol-
dova’s integration into international security structures and facilitating the adaptation of 
national legislation and practices to European standards.

This article examines the impact of European projects on the capacities of public au-
thorities in Moldova in the field of crime prevention and law enforcement. It highlights best 
practices that have been implemented while also addressing the challenges that persist. 
Additionally, it explores the role of the European Commission in supporting this transfor-
mation, ensuring that national authorities have access to the necessary resources to devel-
op effective public policies and improve efficiency in combating transnational crime.

Methods and materials applied. The study employs a combination of qualitative and 
quantitative methods, including the analysis of relevant project documents, progress re-
ports, and mid-term evaluations, as well as reports from representatives of central pub-
lic authorities, public security experts, and European project managers. Additionally, the 
research is based on the analysis of statistical data concerning crime rate trends and the 
performance of beneficiary institutions involved in European projects, utilizing relevant 
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efficiency and impact indicators. This data is compared to assess the effectiveness of 
crime prevention and combating measures and to identify any gaps or challenges en-
countered during the institutional reform process.

Discussions and results obtained. According to reports and statistics published by 
the Ministry of Internal Affairs and the General Police Inspectorate, organized crime re-
mains a significant challenge in the Republic of Moldova. Between 2023 and 2024, there 
were notable increases in areas such as drug trafficking, human trafficking, and cross-bor-
der crime, prompting authorities to implement more effective countermeasures.

A key factor contributing to this rise is the war in Ukraine, which has generated re-
gional instability and provided opportunities for organized crime networks. The conflict 
has led to an increase in smuggling activities, including arms and drug trafficking, while 
also facilitating the expansion of criminal networks in the region. Additionally, massive 
refugee flows have been exploited by human trafficking groups, resulting in a rise in re-
ported cases in this area.

Drug trafficking continues to be a major issue, and combating it is closely linked 
to enhancing cooperation between national and international authorities. In this regard, 
Moldova has strengthened its partnerships with European agencies and international or-
ganizations to combat cross-border crime and prevent the spread of criminal networks.

The threats posed by hybrid warfare have become increasingly evident, directly im-
pacting national security and shaping how authorities must respond to emerging chal-
lenges. Cyberattacks, propaganda, disinformation, and the use of criminal networks to 
destabilize the state are just some of the tactics employed in this type of conflict. To 
address these risks, investments in cybersecurity and the strengthening of hybrid threat 
analysis and prevention capacities are essential for protecting critical infrastructure and 
maintaining public order.

Since signing the Association Agreement in 2014, the Republic of Moldova has made 
significant strides in harmonizing its legislation with EU standards and in reforming its 
security sector. Notable progress has been achieved in several security-related areas. 
The EU has provided substantial support to the Ministry of Internal Affairs and its sub-
divisions, enabling the country to fulfill commitments related to public order, the rule of 
law, the fight against corruption, and organized crime. This assistance has facilitated the 
implementation of actions in the accession process, putting Moldova ahead in these areas 
compared to others. Even before the war in Ukraine, the EU’s support for the Ministry of 
Internal Affairs was instrumental in developing a genuine rule of law, equipping law en-
forcement bodies with the necessary capabilities to maintain public order, ensure border 
security, and respond to exceptional situations.

Regarding the defense sector, initial cooperation between the European Union and 
Moldova was modest, but security and defense collaboration has significantly increased 
since 2023.

The reform process faces significant domestic budgetary and political constraints, 
indicating limited institutional capacity to develop a proactive approach to national se-
curity and defense challenges. At the same time, the reliance on external support under-
scores a reduced level of autonomy within the security sector [10].

In 2024, the Republic of Moldova made substantial progress in strengthening the 
legal and institutional framework for preventing and combating organized crime. On No-
vember 27, 2024, the Government approved a draft law amending Law No. 50/2012 on the 
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prevention and combat of organized crime, aiming to enhance citizen security and public 
order. The amendments introduce measures to prevent and address organized crime, 
thereby contributing to the protection of public order, state security, and the safeguard-
ing of the rights and legitimate interests of individuals, society, and the state.

These amendments, drafted by the Ministry of Internal Affairs, were submitted to 
Parliament for examination and adoption. On January 30, 2025, Parliament passed the 
amendments in their final reading, establishing more effective mechanisms in the fight 
against organized crime.

To align with European Union standards, Moldova reaffirmed its commitment to 
implementing effective measures to combat crime, including cross-border crime, by har-
monizing national legislation with the ”acquis communautaire”.

In this context, the European Commission supported projects play a key role in 
preventing and combating organized crime. By funding initiatives in public security, ju-
dicial cooperation, and institutional capacity building, the European Union strengthens 
Moldova’s efforts to counter cross-border threats. Programs focused on modernizing law 
enforcement structures, specialized staff training, and developing effective mechanisms 
for information exchange between European states enable faster and more efficient re-
sponses to criminal networks.

Law enforcement institutions are central to preventing and combating organized 
crime. In this regard, the Republic of Moldova benefits from significant support through 
European-funded projects that enhance the development of public authorities. Programs 
such as TAIEX [6], Horizon Europe [7], Internal Security Fund, Digital and Foreign Policy 
Instruments, funded by the European Commission, contribute greatly to institutional re-
forms and to strengthening national authorities’ capacities in the fight against crime [14].

A major priority in institutional development is identifying and accessing external 
sources of funding. These funds can be obtained by participating in non-reimbursable ex-
ternal assistance projects or by applying for non-reimbursable grants. A key aspect of this 
process is utilizing partnership instruments to facilitate cooperation with third countries 
in implementing external assistance projects, often through the formation of consortia 
with European Union Member States, which typically assume the role of project leaders.

The European Union’s external assistance platforms are designed to achieve the 
objectives outlined in EU directives and to address EU challenges through a transnational 
approach. These projects serve the interests of both the EU community and neighboring 
states, aiming to establish a framework for cooperation between EU Member States and 
neighboring countries to collectively address common challenges. Consequently, pro-
jects carried out on these platforms contribute to strengthening solidarity and cohesion 
within the European region while promoting values such as sustainability, inclusion, and 
collective progress.

For each reference period, in order to identify eligible project calls for Moldova as a 
non-EU state, the European Commission’s official portal “Funds and Tenders” is consult-
ed. This portal publishes calls for projects under programs that align with the interests of 
the Police, such as “HORIZON 2021-2027”, “ISF”, and “DIGITAL”.

In 2024, the General Police Inspectorate (GPI) submitted applications for over 30 
projects and programs funded by the European Commission [8]. The objective of these 
applications is to strengthen operational capacities, modernize infrastructure, and devel-
op human resources. These initiatives target key areas such as public security, the fight 
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against organized crime, energy efficiency, digitalization, and the protection of public 
spaces. Through these projects, the GPI aims to adopt best European practices in pre-
venting and combating crime, thereby enhancing citizen safety. The projects will be eval-
uated in April 2024, and their implementation is expected to significantly improve police 
operations in the Republic of Moldova. 
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In addition to the projects for which the GPI applied in 2024, the institution con-
tinues to implement initiatives already underway, aimed at improving public security, 
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strengthening operational capacities and facilitating international cooperation.
The General Police Inspectorate is currently implementing over 50 projects aimed 

at strengthening institutional capacities, modernizing infrastructure and improving crime 
investigation and prevention tools (Images No.3, No.4). These initiatives aim not only at 
combating organized crime, but also at developing effective mechanisms for international 
cooperation, integrating modern technologies and increasing the level of training of law 
enforcement agencies.

The European funds allocated through the mentioned programs play a key role in 
this fight, providing financial resources, technical support and expertise for the develop-
ment of solid operational capabilities. The fight against organized crime is not only about 
reactive measures, but also involves a proactive approach, based on prevention, informa-
tion exchange and the use of advanced technological solutions.
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of the GPI for 2024 [14].

Through the TAIEX and Horizon Europe programs, the General Police Inspector-
ate has successfully developed solutions for managing serious crimes, benefiting from 
modern technologies for investigating and analyzing data, as well as enhancing rapid in-
tervention capabilities. Additionally, projects funded by the Internal Security Fund have 
contributed to strengthening information exchange networks and operational coopera-
tion between national authorities and international law enforcement institutions.

A concrete example of the impact of these initiatives is the training of police officers 
in combating human trafficking and arms trafficking, conducted within European Com-
mission projects and programs. Moreover, the use of technological solutions for monitor-
ing and intercepting criminal networks has significantly increased the Police’s efficiency 
in preventing and dismantling criminal groups.

Furthermore, the implementation of anti-drug trafficking projects has led to a sub-
stantial increase in the number of seizures. In 2024, the General Police Inspectorate re-
ported improved results in this area, thanks to a modernized monitoring system and more 
effective cooperation with international agencies. Horizon Europe projects have provided 
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innovative solutions for identifying and preventing drug-related criminal activities, thus 
supporting the authorities’ efforts in this regard.

In this context, the Police of the Republic of Moldova, with support from the Euro-
pean Commission, has invested in the development of IT infrastructure and the imple-
mentation of advanced data analysis tools, which are crucial in identifying and tracking 
organized crime networks. The modernization of technological capacities has not only 
increased institutional efficiency but has also allowed for a more proactive approach to 
combating serious crime, while facilitating international collaboration.

Thus, by implementing European projects, the Republic of Moldova is making sig-
nificant progress in strengthening law enforcement structures. These projects aim to 
modernize institutional infrastructure, improve security personnel, and develop effective 
mechanisms to prevent and combat organized crime.

Through sustained investments in advanced technologies, such as data analytics 
systems and digital monitoring, Moldovan authorities are enhancing their ability to detect 
and neutralize criminal networks, helping to reduce illegal activities such as drug traf-
ficking, human trafficking, and cybercrime. Cooperation with European agencies, such as 
Europol and Frontex, facilitates information exchange and supports the implementation 
of effective strategies to combat cross-border crime.

The results of these initiatives are visible through increased operational efficiency 
of law enforcement agencies, improved inter-institutional coordination, and progressive 
alignment with European Union standards in security and justice. These efforts not only 
strengthen Moldova’s resilience to criminal threats but also contribute to regional secu-
rity, ensuring a more stable and secure public order for citizens.

These advancements demonstrate the Moldovan authorities’ firm commitment to 
combating crime and adopting modern solutions to ensure national security, reflecting 
the positive impact of strategic investments on reducing criminal phenomena.
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Conclusions. In conclusion, European funds are an essential tool in combating or-
ganized crime in the Republic of Moldova, supporting the Police in implementing advanced 
solutions for the prevention and deterrence of serious crimes. Through the implementa-
tion of these projects, the Moldovan authorities have been able to improve institutional 
infrastructure, adopt modern technologies, and develop international partnerships that 
are crucial for combating cross-border crime and other forms of organized crime.

The impact of these projects is evident in the increased capacity of institutions and 
personnel to respond to challenges and threats in the field of public security, significantly 
contributing to the strengthening of the rule of law and the protection of citizens’ secu-
rity in the Republic of Moldova.

European projects have a significant impact on developing the capacities of cen-
tral public authorities in preventing and combating crime. However, the sustainability of 
these reforms depends on political commitment, the allocation of domestic resources, 
and the strengthening of international partnerships. Continued cooperation with the Eu-
ropean Union presents a key opportunity to enhance institutional efficiency in this area.

Overall, these European projects have a significant impact on the capacity of central 
public authorities in the Republic of Moldova, providing essential support in institution-
al reforms, infrastructure modernization, and the implementation of effective measures 
to prevent and combat crime. The General Police Inspectorate plays an active role in 
their implementation, benefiting from resources and expertise to contribute to increas-
ing public security and integrating the Republic of Moldova into international security 
frameworks.
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Summary
By preventing the commission of offenses, we refer to the set of actions undertaken to avert the perpe-

tration of acts criminalized by criminal law – an endeavor that represents the primary objective of the state’s 
criminal policy.

This activity is generally carried out through the incrimination of acts under criminal law, the conse-
quence of committing such acts being criminal sanction, and, more specifically, through the correct legal clas-
sification and sanctioning of the acts committed.

In legal doctrine, the criminal policy of crime prevention refers, in a first evaluation, to the existing 
criminal legislation and the sanctions it provides, then to the specialized institutions for prevention and spe-
cialized social control against criminality, as well as to society’s overall attitude toward criminal acts. 

In the prevention of offenses, particular emphasis is placed on the neutralization of offenders, for the 
protection of social order, as well as on holding those guilty criminally accountable with the aim of their re-ed-
ucation.

At the same time, it is necessary to prepare actions aimed at identifying and mitigating potential causes 
of criminality, as well as implementing preventive measures, through the organization of educational activities 
within society, and especially among public officials, when referring to the prevention of the commission of 
public office offenses.

It is worth noting that the term “prevention” as used in criminal law has two meanings: a sociological 
and criminological one, which encompasses the totality of actions undertaken to identify, understand, and limit 
the social and individual circumstances – general or specific – that directly or indirectly lead to the commission 
of offenses; and a juridical-criminal meaning, namely the effect that the incriminating norm has on the mem-
bers of society. This includes so-called general prevention, through the knowledge of the norm and, implicitly, 
the sanction, as well as specific prevention, through the application of the norm to those who have violated the 
provisions of criminal law.

At present, it is well established that preventive criminal policies are more effective, even though pre-
vention does not allow for general control or the eradication of criminal phenomena. Nevertheless, it has been 
observed that crime can be reduced, whereas repressive criminal policies demonstrate lower levels of effective-
ness.

Thus, prevention must intervene as deeply as possible across various categories of incrimination, with 
public office offenses representing norms of incrimination that safeguard the proper functioning of state insti-
tutions—serving as a guarantee not only for society but also for international institutions.

The concrete methods of prevention must be permanently identified and developed in accordance with 
the evolution of society, so that those to whom the law assigns a specific professional qualification may fully 
understand the conduct that must be observed in order to avoid conflict with the applicable criminal norms.

Keywords: prevention, offenses, criminal policy, public officials, criminality.

Introduction. As is to be expected, criminal law doctrine increasingly refers to 
criminal policy aimed at preventing criminality, which primarily concerns the legislation 
in the field – particularly the manner in which those who come into conflict with crimi-
nal law are sanctioned – then the organization and functioning of entities specialized in 
crime prevention, and finally, the reaction of the individual in particular and of society in 
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general toward the violation of criminal law.
Thus, criminal legislation has as its principal aim the control and even the reduction 

of the phenomenon of criminality. Social protection, in this context, refers to the individ-
ual protection of the citizen, the protection of the state through the safeguarding of pub-
lic and private institutions – this being achieved through the application of firm sanctions 
and through the reeducation and reintegration of the delinquent individual into society.

In order to fulfill this objective, it is also necessary to identify the main sources with 
criminal potential and to apply preventive measures that possess, on the one hand, a so-
ciological dimension targeting the totality of activities directed at identifying causes, the 
so-called general prevention, and, on the other hand, a legal-criminal dimension, referring 
to the effects that criminal law and its enforcement produce in diminishing criminality, 
namely special prevention.

It has been observed that special importance must be given to general preventive 
policy, that is, non-repressive policy, since repressive policy implies high costs for the 
state with limited results, whereas a policy largely based on prevention provides society 
with an added benefit.

Since public office offenses, as provided in Chapter II of the Special Part of the Crim-
inal Code, involve incriminations relating to acts committed in the exercise of public du-
ties, whether by public officials or by private individuals performing a profession of public 
interest, their incidence is significant in judicial practice. The necessity of preventing 
their commission is increasingly urgent, especially in the current context in which Roma-
nia is party to treaties that require the highest standards of compliance [1, p.51].

Referring to the prevention of public office offenses in the analysis of the two forms 
of prevention – general and special – we observe that general prevention is fulfilled once 
the penalty is established within the incrimination norm, assuming that the provision of 
the norm is known to the public official and is respected due to the deterrent effect of the 
punishment. The exemplarity resulting from the application of punishment in the case of 
those who have come into direct conflict with the criminal norm constitutes a fulfilled 
function of the penalty.

However, for this effect to be achieved, it is necessary for the public official, or the 
person assimilated to a public official in the criminal law sense, to possess at least minimal 
knowledge of criminal law.

The New Administrative Code, which is also Romania’s first administrative code, 
adopted through Government Emergency Ordinance No.57/2019, establishes the rights 
and obligations of public institutions and authorities concerning the professional devel-
opment of their personnel. However, it only regulates knowledge of criminal legislation in 
administrative terms, particularly with regard to public office offenses, and does not treat 
it as a necessity.

Thus, considering the importance of preventing such offenses in light of the social 
values protected through the incrimination of such acts – specifically, the set of social 
relations that develop and unfold in connection with the proper functioning of official du-
ties, namely the correct execution of public office obligations as the general legal object 
– we find that it is necessary to approach the training and continuous evaluation of the 
public official, as the active subject of public office offenses, through a deepened under-
standing of criminal law notions relevant to these incriminations.

We consider it necessary to understand the distinction between the notion of public 
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official in the administrative sense and in the criminal law sense in order to identify which 
categories may constitute active subjects of offenses involving this requirement, namely, 
the offenses in the Criminal Code under Title V Offenses of Corruption and Public Office 
Offenses, Chapter II Public Office Offenses, specifically Articles 295-309. A firm grasp 
of the structure of incrimination, the pre-existing conditions, the constitutive content, 
the forms of commission and sanctioning, as well as notions from the field of preventive 
measures, the individualization of penalties included in the general part of criminal law, 
and the execution of those penalties as regulated by Law No.254/2013 on the execution 
of sentences and custodial measures, is equally necessary.

Analyzing special prevention, we note that it has an individual, personal character, 
aimed at the one found guilty and sentenced, preventing them from committing other 
crimes during the execution of the sentence. After this period, it is assumed that, based 
on the severity of the sentence or the manner of execution, the individual has understood 
the consequences of their antisocial actions, and is now completely reeducated and fit for 
social reintegration upon completing the sentence.

Thus, after examining the incidence of these offenses in judicial practice, acts that 
have been punished based on final rulings and have been executed, it is our opinion that, 
in addition to the reeducation provided within the penitentiary system through educa-
tional courses, professional qualification or retraining programs, participation in cultural 
activities with an educational character, and granting privileges to those who work and 
provide substantial evidence of improvement, it is necessary for these individuals to at-
tend courses related to criminal law institutions, such as the institution of recidivism, 
specifically post-executory recidivism. This is to help them understand that if, after hav-
ing served or considered to have served their previous sentence, and prior to rehabilita-
tion or completion of the rehabilitation period, they commit another offense with intent 
or aggravated intent – an offense for which the law prescribes a prison sentence of one 
year or more, or life imprisonment – the special limits of the sentence prescribed by law 
for the new offense will be increased by half, according to Article 43 of the Criminal Code, 
sentence in case of recidivism.

The importance of such training courses is relevant both from a general and a par-
ticular perspective, especially in the case of the individual being reassigned to a public 
position or an equivalent position after rehabilitation.

Furthermore, for effective prevention, in addition to these legal education measures 
for public officials, it is necessary to have a clearly and rigorously regulated legislative 
framework, which does not allow judicial authorities to interpret the incrimination norm 
in a divergent manner. It is also crucial to establish specific public office duties in align-
ment with this legal clarity.

In this context, we mention Decision No.405 of June 15, 2016, regarding the excep-
tion of unconstitutionality of the provisions of Article 246 of the 1969 Criminal Code, Ar-
ticle 297 (1) of the Criminal Code, and Article 132 of Law No.78/2000 for the prevention, 
discovery and sanctioning of corruption offenses, through which the exception of uncon-
stitutionality of the provisions of Article 246 of the 1969 Criminal Code and Article 297 (1) 
of the Criminal Code is accepted, and it is concluded that the provisions of Article 246 
(1) of the 1969 Criminal Code and Article 297 (1) of the Criminal Code are constitutional, 
insofar as the phrase “defectively fulfills” within them is interpreted as “fulfilling through 
the violation of the law”.
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As a result of this decision, the Romanian Parliament adopted Law No.200 of July 5, 
2023, for the amendment and supplementation of Law No.286/2009 regarding the Crimi-
nal Code, as well as other normative acts, published in the Official Gazette No.616 of July 6, 
2023. Through this law, the constitutive content of the offense incriminated under Article 
297 of the Criminal Code concerning abuse of office was modified. The law now stipulates 
that it constitutes a criminal offense when “a public official, in the exercise of their public 
office duties, fails to fulfill an act required by a law, a government ordinance, an emergency 
government ordinance, or another normative act which, at the time of its adoption, had the 
force of law, or fulfills it in violation of a provision included in such a normative act, thereby 
causing damage or harming the rights or legitimate interests of a natural or legal person; 
such conduct shall be punishable by imprisonment from 2 to 7 years and the prohibition of 
the right to hold a public office.” This amendment thus removes the phrase “performs de-
fectively”, which had generated significant confusion in judicial practice.

The Constitutional Court issued this directive on the grounds that the phrase “per-
forms defectively” did not meet the qualitative requirements imposed, on the one hand, 
by the Constitution, and on the other, by the Convention for the Protection of Human 
Rights and Fundamental Freedoms. The Court found the wording to be insufficiently pre-
cise to allow the subject of the law to adapt their conduct accordingly. That is, the provi-
sion lacked the necessary clarity for individuals to reasonably foresee, in light of the case’s 
specific circumstances, the consequences that might result from a particular act, and to 
modify their behavior to avoid such outcomes.

These legislative clarifications align with contemporary criminal doctrine, which 
further develops two additional forms of prevention. Defensive prevention is based on the 
fear of exclusion from society, of isolation, and of dehumanization – achieved through the 
imposition of difficult circumstances that entail the curtailment of fundamental rights 
such as liberty. Emancipatory prevention, by contrast, is rooted in sound social and mor-
al values, emphasizing the population’s capacity to resist criminal temptation in certain 
contexts. It rests on the idea that citizens will respond constructively to social or institu-
tional problems, provided they are guided by a coherent and just legal and moral frame-
work [2; 3; 4, p.163-168; 5].

In the same context, we must also mention the recommendations of the Council 
of Europe in the field of crime prevention, according to which each member state has 
the obligation to implement within its own legal system a criminal policy that is rational 
and highly coherent in order to prevent the commission of criminal offences. This policy 
should comprise, on the one hand, social prevention, achieved through the continuous 
education and information of society’s members, and on the other hand, situational pre-
vention, achieved through the application of measures that limit risk situations for crimi-
nal activity, including sanctions and the safe reintegration of offenders into society.

At the same time, in order to prevent offences committed in the exercise of public 
office, criminal policy must identify several essential principles that are applicable across 
major European countries. One such principle is the principle of determined scope of ap-
plication, which implies the implementation of preventive measures in a specific, clearly 
defined territorial area – for example, an administrative-territorial unit where civil serv-
ants, as qualified active subjects of public office offences, operate within formal employ-
ment structures.

Prevention can be carried out both through the acquisition of knowledge in the field 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică135
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

of criminal law and through professional development activities targeting civil servants 
within particular sectors of activity grouped according to the same territorial-adminis-
trative unit.

Another important tenet is the principle of partnership, which refers to close coop-
eration and collaboration between citizens and local representatives for the prevention of 
criminality. This principle not only contributes to transparency in the activities of public 
officials, but also supports the principle of contractualization, whereby the state acts as 
the primary agent responsible for initiating primarily at the national, but also at the lo-
cal level, the establishment of specialized prevention entities. These entities are tasked 
chiefly with implementing research-based programs on public office offences and other 
crimes, rooted in the social and economic reality, and fostering cooperation between in-
stitutions [6, p.169-170].

We must mention the Specialized Training Program for the Occupation of a Public 
Office corresponding to the category of high-ranking civil servants, which is carried out 
through a nationally organized competitive examination. This examination takes place in 
two stages: first, the selection of application files, and second, an interview.

It is worth noting that the competition’s subject matter includes topics related to 
national and European legal provisions applicable to the exercise of high-level public of-
fices, along with fundamental knowledge of the Romanian Constitution, the Administra-
tive Code, certain legislative drafting rules, general references to anti-corruption laws 
found in the Criminal Code and in special laws, as well as regulations concerning trans-
parency in public administration. However, there is a complete absence of content re-
garding public office offences, a gap that highlights the need to supplement the examina-
tion curriculum with such material.

To develop an effective criminal prevention policy in the field of social relations 
that occur in connection with public office service, a coordinated and collaborative effort 
is necessary. This must involve the executive, the legislature, the judiciary, legal profes-
sionals, the academic sector (especially law faculties), civil society, professional and prac-
titioner associations in the field of criminal law, as well as the analysis of jurisprudence 
from Romanian courts, the Constitutional Court, the Court of Justice of the European 
Union, and the European Court of Human Rights.

According to a press release from the Ministry of Justice, the judiciary currently 
operates under three core strategic frameworks, developed with input from judges and 
prosecutors and through consultation with the Superior Council of Magistracy (SCM) and 
the Public Ministry.

These three strategies aim to update criminal policy and legislation in alignment 
with today’s societal demands and standards. However, their focus is primarily directed 
at issues such as corruption, organized crime, environmental criminality, and limiting 
criminal access to financial resources. Specifically, the strategies are as follows:

– The National Strategy against Organized Crime (SNICO) 2021-2024;
– The National Anticorruption Strategy (SNA) 2021-2025;
– The National Strategy on Recovering Crime-Related Assets for 2021-2025 – under 

the slogan “Crime Doesn’t Pay!”;
– The Judicial System Development Strategy 2022-2025.
Notably, the phenomenon of public office offences – a subject extensively debated 

even within civil society – remains entirely absent from these strategic documents.
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In conclusion, a timely and comprehensive debate is imperative in order to imple-
ment a criminal prevention policy that also addresses the area of offences analyzed here 
in a realistic and coherent manner. This involves introducing additional study require-
ments regarding applicable criminal law provisions to truly support public servants in 
understanding the criminal legislation and to eliminate the fiction that everyone is pre-
sumed to know the law, thereby fully guaranteeing the protection of the social values at 
stake.

The fight against public office offences in Romania is a declared objective of the 
authorities and judicial institutions. However, reducing this phenomenon cannot be 
achieved without raising awareness about the dangers of committing such acts and the 
corresponding criminal sanctions. This awareness can only be realized through the ac-
quisition of both general and special criminal law knowledge, which must become a man-
datory condition for holding or performing any role that qualifies one as a public servant 
in the criminal law sense. 
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Summary
This article addresses the impact of recent European Union regulations on the forensic investigation of 

money laundering offenses, emphasizing the importance of international cooperation and the harmonization 
of the European legal framework. The author analyzes and examines the evolution of EU legislation, from the 
adoption of Directive 2005/60/EC and Directive 2006/70/EC to the most recent reforms. The study evaluates 
how these legal instruments influence mechanisms for the prevention, supervision, and investigation of suspi-
cious transactions, highlighting their role in strengthening efforts to combat financial crime.

In the course of this research, the author identifies several challenges associated with the implemen-
tation of these regulations, including difficulties in information exchange between financial institutions and 
competent authorities, the risks arising from over-reporting of suspicious transactions, and the complexities 
of monitoring sophisticated financial flows, including those involving crypto-assets. To address these short-
comings, the author proposes solutions aimed at enhancing international cooperation, optimizing reporting 
mechanisms, and implementing advanced technologies for the analysis of financial transactions.

Keywords: money laundering, European Union, international cooperation, forensic investigation, finan-
cial regulations, transparency, prevention, AMLA, Europol.

Introduction. The evolution of economic and financial crime, particularly with re-
gard to money laundering, has become a major challenge for states and international 
organizations alike, prompting the need for increasingly sophisticated counterstrategies. 
The expansion of financial markets, the digitalization of transactions, and the prolifera-
tion of emerging technologies have facilitated the development of complex methods for 
concealing the illicit origin of funds, thereby requiring a legislative and institutional re-
sponse tailored to the dynamic nature of criminal activity. In this context, the European 
Union has played a pivotal role in shaping a coherent regulatory framework and in imple-
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menting effective oversight and prevention mechanisms.
The proliferation of illicit activities generating substantial profits has made money 

laundering a central element of organized crime, threatening the integrity of financial 
systems and the economic stability of states. To counter these risks, the European Union 
has progressively developed a body of regulations aimed at standardizing measures for 
preventing and investigating suspicious financial flows. However, the complexity of this 
phenomenon and the ability of offenders to identify and exploit legal loopholes have ne-
cessitated a dynamic approach, in which adopted norms must be continuously adjusted 
to remain effective.

The need for ongoing legislative reform has become increasingly apparent as the 
methods used for laundering money have evolved and diversified. Traditional financial 
supervision mechanisms have proven inadequate in the face of new criminal techniques, 
such as the use of cryptocurrencies, the integration of illicit funds into international cor-
porate networks, or the exploitation of regulatory gaps in permissive jurisdictions. Con-
sequently, EU Member States have been compelled to adopt stricter measures and to 
establish specialized institutions responsible for overseeing and enforcing anti-money 
laundering (AML) regulations.

In this framework, the impact of recent reforms, particularly those enacted in 2024, 
is crucial to understanding how the European Union seeks to address contemporary 
challenges. The creation of specialized authorities, the reinforcement of reporting and 
monitoring systems, and the enhancement of international cooperation represent some 
of the key measures undertaken to strengthen the efficiency of the EU’s AML regime. 
Nevertheless, the effectiveness of these initiatives depends not only on the quality of the 
regulations themselves, but also on the Member States’ capacity to implement them in a 
uniform and efficient manner.

This study explores the impact of these reforms on the forensic investigation of 
money laundering offenses, with an emphasis on the need for innovative approaches and 
continuous adaptability of both legislative and institutional mechanisms. It also examines 
the role of newly established institutional structures and assesses the effectiveness of 
the measures adopted to enhance the capacity to detect, sanction, and prevent money 
laundering within the European Union. Furthermore, this analysis aims to highlight the 
strengths and weaknesses of the European regulatory framework, thereby providing a 
foundation for potential legislative and operational improvements in the international 
fight against financial crime.

Methods and materials applied. The present research employs a comprehensive 
methodology, grounded in theoretical, normative, and empirical frameworks which en-
ables a thorough examination of the impact of new European Union regulations on the 
forensic investigation of money laundering offenses. The study is based on the applica-
tion of scientific methods specific to the field of forensic science, designed to provide 
an in-depth understanding of the evolution of EU regulations and their implications for 
international cooperation. To explore the theoretical dimension of the subject, the logical 
method was employed, allowing for the correlation of legislative and doctrinal elements 
with the operational aspects of money laundering investigations. The comparative anal-
ysis method was used to assess the changes introduced by the new European regulatory 
framework in relation to previous standards, thereby identifying both progress made and 
remaining shortcomings. Furthermore, the systemic analysis method proved essential for 
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examining the interactions between legal norms, institutional structures, and operational 
mechanisms involved in combating financial crime. This integrated approach enabled the 
construction of a coherent analytical framework for understanding how recent legislative 
reforms influence both preventive strategies and the effectiveness of forensic investi-
gations into money laundering. By correlating doctrinal analysis with legal practice and 
institutional dynamics, the research offers a multidimensional perspective on the mech-
anisms through which the European Union strengthens its response to transnational fi-
nancial criminality.

Research objective. This research aims to analyze the impact of the new European 
regulations on the forensic investigation of money laundering, taking into account the es-
sential role of international cooperation in combating this phenomenon. The study focus-
es on evaluating recent legislative measures, identifying the main challenges encountered 
in their implementation, and formulating proposals to improve investigative mechanisms.

In this context, the analysis concentrates on examining the effectiveness of the legal 
instruments adopted at the European level, their impact on national investigation sys-
tems, and the extent to which the new regulations facilitate the identification and track-
ing of suspicious financial flows. The research also seeks to highlight how strengthening 
financial transparency, introducing stricter reporting mechanisms, and expanding the 
supervision of entities involved in financial transactions contribute to enhancing the fight 
against money laundering.

By examining the regulatory framework, doctrinal interpretations, and the prac-
tical application of the new norms, the study aims to provide solutions for improving 
coordination between the institutions involved, optimizing information exchange among 
Member States, and developing investigative methods adapted to current economic and 
technological realities. Thus, this research contributes to strengthening knowledge in the 
field of forensic investigation of money laundering and outlining reform directions that 
support the European Union’s efforts in combating transnational financial crime.

Discussion and results obtained. Directive 2005/60/EC  of the European Parlia-
ment and of the Council of 26 October 2005 [1], together with Commission Directive 
2006/70/EC  of 1 August 2006 [2], marked a crucial moment in the consolidation of the 
European regulatory framework for the prevention and combating of money laundering 
and terrorist financing. Their adoption occurred in a global context characterized by the 
intensification of illicit financial flows, which required effective measures to secure the 
financial system and align European regulations with international standards.

Directive 2005/60/EC established a unified legal framework, imposing extensive 
customer due diligence measures, the reporting of suspicious transactions, and strict 
controls over financial institutions and other regulated entities. Among the most impor-
tant provisions were the identification of beneficial owners, the prevention of the use 
of shell banks, and the obligation to report to Financial Intelligence Units (FIUs). It also 
imposed stricter obligations on entities managing public and private funds, reinforcing 
supervisory mechanisms against terrorist financing.

Directive 2006/70/EC complemented this regulatory framework by clarifying the 
status of politically exposed persons (PEPs) and establishing technical criteria for the ap-
plication of simplified customer due diligence measures. It introduced important clarifi-
cations regarding exceptions from reporting obligations for low-activity financial enti-
ties, delineating the responsibilities of supervisory institutions.
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During their implementation period, these directives were praised for their essential 
role in enhancing financial transparency and reducing vulnerabilities within the European 
economic system. However, their application also revealed a series of challenges. One 
of the main issues identified was the difficulty in identifying the actual beneficiaries of 
transactions, which continued to allow the use of offshore entities to conceal the source 
of funds. Moreover, the lack of effective mechanisms for information exchange between 
financial institutions and law enforcement authorities represented a major obstacle to 
the investigation and prevention of money laundering.

The debate on the effectiveness of these directives highlighted that, although they 
improved the security of the financial system, they failed to completely eliminate the risks 
associated with money laundering. Compliance procedures were considered excessively 
bureaucratic, generating high costs for financial institutions, and discrepancies in im-
plementation among Member States led to an inconsistent application of the measures. 
Furthermore, the continued use of jurisdictions with permissive regulations allowed sig-
nificant gaps in the prevention and control framework to persist.

As a result of these shortcomings, on 20 May 2015, the European Parliament and 
the Council of the European Union adopted Directive (EU) 2015/849 [3], which repealed 
Directives 2005/60/EC and 2006/70/EC. The new Directive (EU) 2015/849 introduced 
essential reforms for protecting the integrity of the financial sector by setting clear re-
quirements for credit institutions, financial entities, and other obliged organizations to 
implement rigorous customer due diligence measures, report suspicious transactions, 
and maintain proper records.

A key element of this regulatory framework is the identification of beneficial owners, 
aimed at preventing the use of opaque legal structures to conceal illicit funds. Moreover, 
the new regulation incorporated the recommendations of the Financial Action Task Force 
(FATF), thereby strengthening anti-money laundering measures at the European level.

A fundamental principle of the directive is the risk-based approach, which allows 
Member States to allocate supervisory resources based on identified vulnerabilities. In 
this regard, additional measures were introduced for high-value cash transactions and 
enhanced obligations for high-risk sectors, such as gambling and electronic money. At 
the same time, to ensure the effective monitoring of suspicious financial flows, the direc-
tive mandates extended international cooperation and the rapid exchange of information 
between competent authorities, thus reinforcing oversight mechanisms at the European 
level.

An essential component of this framework is the role of financial institutions in re-
porting suspicious transactions. Under Directive (EU) 2015/849, banks, payment institu-
tions, and other financial entities are required to implement strict Know Your Customer 
(KYC) procedures and apply enhanced due diligence in the case of high-risk transactions. 
However, despite these strict regulations, significant challenges remain regarding the ef-
fectiveness of reporting. M. Levi and P. Reuter highlight that “an excess of suspicious 
transaction reports can generate an overwhelming volume of data, making it difficult to 
analyze and thus impairing the real capacity of authorities to investigate relevant cases” 
[4, p.362, p.289–375]. Additionally, J.C. Sharman criticizes the tendency to impose exces-
sive obligations on financial institutions without ensuring clear mechanisms for analyzing 
and utilizing the information provided [5, p.145].

The observations made by M. Levi and P. Reuter, as well as by J.C. Sharman, reflect a 
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fundamental issue within the regulatory framework for preventing and combating money 
laundering, namely the balance between compliance and operational efficiency. Although 
the current system imposes strict obligations on financial institutions regarding the re-
porting of suspicious transactions, the excessive volume of collected data may become 
counterproductive, undermining the real investigative capacity of competent authorities.

One of the main risks identified by M. Levi and P. Reuter is the phenomenon of 
“over-reporting,” which occurs when financial institutions, in an effort to avoid sanctions, 
submit an excessive volume of information, including data on transactions that do not 
raise actual suspicions. This trend can overwhelm Financial Intelligence Units (FIUs) and 
lead to a dilution of investigative efficiency, as resources are directed toward processing 
irrelevant reports instead of focusing on high-risk transactions.

On the other hand, J.C. Sharman’s observation regarding the lack of clear mecha-
nisms for analyzing and using collected information is well-founded. In many cases, re-
ports are not correlated with advanced data analysis systems, and the absence of intelli-
gent selection of relevant information leads to operational inefficiency. Without sorting 
algorithms and clear criteria for assessing suspicious transactions, competent authorities 
face the challenge of managing an enormous volume of information without being able to 
prioritize cases requiring urgent intervention.

From a forensic perspective, the effectiveness of financial investigations depends 
not only on the volume of information collected but also on the authorities’ ability to 
quickly extract essential data. The implementation of technologies based on artificial in-
telligence and big data analysis could represent a solution for efficiently filtering genuine-
ly suspicious transactions. At the same time, harmonizing reporting mechanisms among 
European Union Member States would allow for the creation of a centralized database, 
facilitating the exchange of information between financial institutions and law enforce-
ment bodies.

Thus, although the obligations imposed by the European regulatory framework are 
justified by the need for strict control over suspicious financial flows, the excess of un-
filtered reports and the lack of a clear methodology for analyzing them may reduce the 
effectiveness of anti-money laundering efforts. In this respect, a reform of the reporting 
system is necessary – one that includes more precise criteria for selecting suspicious 
transactions, improved inter-institutional cooperation, and advanced data processing 
mechanisms – so that relevant information is used strategically and operationally, and 
authorities’ resources are efficiently directed toward high-priority cases.

Directive (EU) 2015/849 was amended by Directive (EU) 2018/843 of the European 
Parliament and of the Council of 30 May 2018 [6], which strengthens the measures for 
preventing the use of the financial system for money laundering and terrorist financing. 
It introduces stricter rules regarding financial transparency, the identification of bene-
ficial owners, and the supervision of suspicious financial transactions. The directive ad-
dresses new risks associated with modern terrorist financing methods, emphasizing the 
need to increase the transparency of financial transactions, corporate entities, and legal 
structures. It highlights the importance of tighter oversight of virtual currencies and dig-
ital wallet service providers, considering the risks linked to their anonymity. In addition, 
stricter restrictions are imposed on the use of anonymous prepaid cards, limiting the 
maximum permitted value to prevent their use in illicit activities.

To improve the fight against money laundering, the directive imposes new obli-
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gations on Member States regarding the exchange of information between competent 
authorities and Financial Intelligence Units (FIUs). It requires the creation of centralized 
registers containing information about bank account holders and the beneficial owners 
of legal structures, allowing rapid access for responsible authorities. Furthermore, the 
directive expands the list of entities subject to reporting obligations to include cryptocur-
rency service providers and professionals involved in high-value financial transactions, 
such as real estate agents and art dealers.

This provision is also supported in the literature. Thus, “the effectiveness of com-
bating this phenomenon requires the strengthening of bilateral and international cooper-
ation, both between Financial Intelligence Units (FIUs) and with law enforcement author-
ities and other competent entities in the field of information exchange and mutual legal 
assistance” [7, p.20, p.15-39].

The next mechanism is Directive (EU) 2017/1371 of the European Parliament and 
of the Council of 5 July 2017 [8], which establishes the necessary legal framework for 
the protection of the European Union’s financial interests through the harmonization 
of criminal law rules related to fraud and other offenses affecting the EU’s financial re-
sources. It replaces the previous regulatory framework and introduces stricter measures 
to combat financial abuses that have a direct impact on the budget of the Union and its 
Member States. The directive defines the offenses affecting the EU’s financial interests, 
including fraud involving EU budget revenues and expenditures, money laundering de-
rived from such offenses, passive and active corruption, as well as the misappropriation 
of European funds. Clear sanctions are established for both individuals and legal entities 
involved in fraudulent activities, and for offenses causing significant damage, maximum 
penalties of at least four years of imprisonment are provided.

An essential aspect of the directive is the imposition of measures to prevent and 
combat VAT fraud, particularly in cross-border cases where the damage exceeds 10 mil-
lion euros. This regulation targets serious forms of fraud, such as carousel fraud, which 
affect the common VAT system and have serious implications for the Union’s budget. The 
directive emphasizes the importance of cooperation among Member States and EU insti-
tutions such as Eurojust, the European Public Prosecutor’s Office (EPPO), and the Euro-
pean Anti-Fraud Office (OLAF), for investigating and sanctioning economic and financial 
crimes. In addition, measures are provided for the recovery of illegally obtained funds and 
for penalizing legal entities that facilitate such offenses.

Another EU directive is Directive (EU) 2018/1673 of the European Parliament and 
of the Council of 23 October 2018 [9], which establishes a strengthened legal framework 
for combating money laundering through criminal law measures, with the aim of aligning 
the legislation of Member States and enhancing international cooperation. This direc-
tive complements Directive (EU) 2015/849 by focusing on criminal sanctions and coer-
cive measures intended to deter and effectively punish this offense. The directive defines 
money laundering as the conversion, transfer, concealment, or use of property derived 
from criminal activity, reinforcing Member States’ obligations to criminalize such acts. 
Criminal liability is also extended to legal persons, imposing severe sanctions, including 
fines and prohibitions for entities involved in illicit activities. Additionally, self-laundering 
is regulated, criminalizing cases in which the person who committed the predicate of-
fense launders their own illicit funds. An important element of the directive is the estab-
lishment of minimum penalties for money laundering offenses. It also recommends the 
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confiscation of illegally obtained assets and the implementation of effective measures for 
tracking suspicious transactions.

The directive encourages international cooperation between the authorities of 
Member States for the investigation and prosecution of financial crimes, removing legal 
obstacles that previously hindered the exchange of information and collaboration be-
tween national institutions. The use of modern investigative tools is promoted, including 
electronic surveillance and the analysis of financial flows.

To strengthen the instruments for combating financial crime, facilitate cooperation 
among Member States, and ensure an effective mechanism for tracking suspicious finan-
cial flows and sanctioning economic and financial offenses, Directive (EU) 2019/1153 [10] 
was adopted at EU level. It establishes rules to facilitate authorities’ access to financial 
information and to improve international cooperation in the prevention, detection, in-
vestigation, and prosecution of serious criminal offenses. The directive requires Member 
States to establish centralized bank account registers in order to allow rapid and direct 
access by competent authorities to relevant financial data. Beneficiaries of this access 
include Financial Intelligence Units (FIUs), asset recovery offices, tax authorities, and an-
ti-corruption agencies. The main objective is to accelerate the identification, tracing, and 
freezing of assets derived from criminal activity.

A key element of the directive is the increase in information exchange between the 
FIUs of Member States, thereby strengthening cross-border cooperation in financial in-
vestigations. Clear rules are also established for the exchange of information with Eu-
ropol. The directive introduces data protection measures to ensure the confidentiality 
and proper use of financial information. It is stipulated that the processing of such data 
must be carried out exclusively for the purpose of combating serious crimes and in com-
pliance with the General Data Protection Regulation (EU) 2016/679.

On 30 May 2024, the Council of the European Union adopted a package of rules 
aimed at strengthening the fight against money laundering and terrorist financing. These 
measures are intended to protect EU citizens and the financial system by implementing 
uniform standards and improving cooperation between Member States. A central ele-
ment of this package is the establishment of the Authority for Anti-Money Laundering 
and Countering the Financing of Terrorism (AMLA), which will directly supervise certain 
financial institutions and coordinate national authorities to ensure the effective and con-
sistent application of the regulations. Additionally, the new rules include strict transpar-
ency requirements regarding the beneficial owners of companies and legal entities, as 
well as rules on crypto-asset transfers, ensuring their traceability to prevent their use 
for illicit purposes. This legislative package reflects the EU’s commitment to combating 
financial crime and protecting the integrity of the internal market [11].

On 15 May 2024, the European Union adopted a new legislative framework [12] 
aimed at strengthening measures for the prevention and combating of money laundering 
and terrorist financing, in light of the need for a coordinated and effective cross-border 
approach. The shortcomings identified in the implementation of measures at the national 
level required the creation of a centralized mechanism to ensure uniform enforcement 
and eliminate vulnerabilities in the financial system. To address these challenges, the Au-
thority for Anti-Money Laundering and Countering the Financing of Terrorism was es-
tablished, with powers to directly supervise high-risk financial entities and coordinate 
national structures involved in preventing this phenomenon. The adoption of the new 
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legislative package includes strict regulations on the traceability of financial transactions, 
covering both traditional transfers and crypto-assets, thereby enhancing transparency 
and reducing the possibility of anonymous use of such means for illicit purposes. In-
creased obligations are imposed on financial service providers, as well as extended meas-
ures for identifying the beneficial owners of companies and legal entities. A key element 
of this new regulatory framework is the harmonization of supervision across all Member 
States, ensuring coherent implementation of regulations and preventing the use of certain 
jurisdictions to circumvent control measures. To facilitate the exchange of information 
and cooperation among states, Financial Intelligence Units (FIUs) will have expanded ac-
cess to centralized registers of bank accounts, and Europol will be authorized to request 
relevant data for the investigation of criminal networks. Personal data protection and the 
implementation of security measures to prevent the misuse of financial information are 
also ensured. The new regulations impose an obligation on Member States to transpose 
the rules into national legislation and ensure rigorous enforcement, so that the integrity 
of the financial market is protected against the risks associated with economic crime.

On the same date, at the EU level, the Regulation on the prevention of the use of 
the financial system for the purposes of money laundering or terrorist financing [13] was 
adopted. It establishes a uniform and binding legislative framework for the prevention 
and combating of money laundering and terrorist financing throughout the European 
Union and replaces Directive (EU) 2015/849, eliminating legislative discrepancies among 
Member States and ensuring consistent enforcement of oversight and control measures. 
The new regulations impose strict obligations on financial entities such as credit insti-
tutions, crypto-asset service providers, and financial intermediaries, which must adopt 
enhanced due diligence measures for identifying beneficial owners and preventing suspi-
cious transactions. A centralized system for monitoring bank accounts is also introduced, 
allowing authorities rapid access to relevant information for the investigation of financial 
crimes. A central element of the regulation is the attribution of direct supervisory author-
ity to the Authority for Anti-Money Laundering and Countering the Financing of Terror-
ism (AMLA) over high-risk entities and coordination of Member States’ efforts. Special 
attention is given to the regulation of crypto-assets, with strict rules established for dig-
ital service providers to prevent virtual currencies from being used for illicit purposes. In 
addition, measures are provided to limit cash payments to €10,000, thereby reducing the 
likelihood of their use in illegal activities.

On 16 May 2024, the European Parliament and the Council of the European Union 
adopted another directive [14], which establishes mandatory mechanisms for Member 
States aimed at strengthening the fight against money laundering and terrorist financing. 
This directive amends Directive (EU) 2019/1937, repeals Directive (EU) 2015/849, and is 
part of a broader legislative package intended to harmonize and enhance the effective-
ness of the European framework for combating financial crime. The new rules introduce 
stricter requirements regarding financial transparency, reinforcing the obligations of fi-
nancial entities, crypto-asset service providers, and financial intermediaries. The creation 
of centralized registers of beneficial owners is mandated, facilitating authorities’ access 
to essential information for investigating suspicious transactions and preventing illegal 
activities. Furthermore, the directive emphasizes limiting the use of cash and enhancing 
the monitoring of high-value financial transactions. For the supervision and coordination 
of legislation enforcement, the directive grants the Authority for Anti-Money Laundering 
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and Countering the Financing of Terrorism (AMLA) the right to monitor high-risk entities 
and facilitate information exchange between Member States. This authority will cooper-
ate with Europol, Eurojust, and national Financial Intelligence Units (FIUs) to improve the 
detection and sanctioning of money laundering activities. The directive also addresses 
risks associated with crypto-assets, establishing clear requirements for digital service 
providers to ensure that virtual currencies are more strictly regulated and their illicit use 
limited. Moreover, mechanisms are regulated for controlling international financial flows, 
preventing the use of jurisdictions with lenient tax regimes to conceal illicit funds.

On 21 May 2024, the European Parliament and the Council of the European Union 
adopted a new directive [15], introducing measures to optimize competent authorities’ 
access to centralized bank account registers and to facilitate the use of transaction re-
cords in criminal investigations. This legal act aims to strengthen cross-border coop-
eration and improve the effectiveness of the fight against financial crime, particularly 
money laundering and terrorist financing. Under the new regulations, Member States are 
required to allow competent authorities direct and immediate access to bank account 
registers through the Bank Account Registers Interconnection System (BARIS). This sys-
tem ensures interoperability among national registers, facilitating the rapid exchange of 
information necessary for preventing and investigating serious crimes. The directive sets 
technical measures for standardizing the format of transaction records, enabling compe-
tent authorities to rapidly and efficiently analyze suspicious financial flows. In this con-
text, financial institutions, including crypto-asset service providers, will be obligated to 
provide data in a structured and uniform format that allows for the automated processing 
of information. To protect data and prevent misuse, strict safeguards are imposed con-
cerning the confidentiality of information, limiting access to designated authorities and 
establishing clear rules for the storage and use of financial data. The directive respects 
individuals’ fundamental rights, ensuring a balance between security needs and the pro-
tection of privacy.

Another cooperation mechanism arises from the provisions of Regulation (EU) 
2023/1113 of the European Parliament and of the Council of 31 May 2023 [16], which estab-
lishes a unified legislative framework for the traceability of transfers of funds and cryp-
to-assets, strengthening measures to combat money laundering and terrorist financing. 
This legal act replaces Regulation (EU) 2015/847 and expands the scope of rules on the 
transparency of financial transactions by including, for the first time, transfers of cryp-
to-assets. The new regulations impose strict obligations on financial and crypto-asset 
service providers, who must ensure that all fund transfers are accompanied by complete 
information on both the originator and the beneficiary. This data must be available to 
competent authorities and enable the rapid tracking of suspicious transactions.

Particular attention is given to the regulation of crypto-asset service providers, who 
will be required to apply the same transparency and reporting standards as traditional fi-
nancial institutions. An essential element of the regulation is the introduction of technical 
measures for information exchange between payment service providers and crypto-asset 
service providers, thereby reducing the risks of transaction anonymization. Clear obliga-
tions are imposed regarding the reporting and record-keeping of financial transactions, 
especially those considered high-risk. To protect the European Union’s financial market, 
the regulation provides for strict penalties for institutions that fail to comply with fund 
traceability requirements, thereby limiting the possibility of using the financial system for 
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illicit purposes. In addition, a strengthened framework for the supervision and monitoring 
of financial service providers is introduced, ensuring compliance with the international 
standards established by the FATF.

Conclusions. The new European regulations have strengthened the legal frame-
work for the forensic investigation of money laundering offenses, enabling more effec-
tive information exchange between national and international authorities. By imposing 
strict reporting and monitoring mechanisms, they have allowed closer surveillance of 
suspicious financial flows and reduced opportunities for exploiting legislative loopholes. 
However, the effectiveness of this framework depends on the degree of uniform imple-
mentation across Member States and each national system’s ability to assimilate the new 
investigative standards.

The integration of advanced forensic investigation mechanisms, including risk-based 
analysis and the monitoring of cross-border transactions, has significantly enhanced law 
enforcement authorities’ ability to detect and sanction economic and financial crimes. 
The adoption of centralized bank account registers and the expansion of Financial Intel-
ligence Units’ competences have enabled rapid access to essential data for investigating 
criminal networks. Nonetheless, disparities in technical and operational capacities among 
Member States continue to pose a challenge to the uniform application of these regula-
tions.

International cooperation in combating money laundering has been reinforced 
through the harmonization of investigative procedures and the creation of institutional 
structures dedicated to supervising this phenomenon, such as the Authority for Anti-Mon-
ey Laundering and Countering the Financing of Terrorism (AMLA). The direct involve-
ment of European entities such as Europol, Eurojust, and the European Public Prose-
cutor’s Office has improved the coordination of transnational investigations, facilitating 
the tracking and freezing of illicit funds before their integration into the legal economy. 
However, the success of these measures depends on the flexibility and interoperability of 
national systems, as well as on the willingness of Member States to collaborate effectively 
in managing the risks associated with transnational financial crime.
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Summary
Research in the field of the procedure for prosecuting persons who evade criminal liability is absolutely 

necessary and to ensure the process of developing future policies and programs in line with good practices. 
There is also a need to offer suggestions for promoting an adequate social reaction regarding the procedure 
for prosecuting persons who evade criminal liability and who are involved in criminal activities. In addition, 
we consider it appropriate to approach the issue of the procedure for prosecuting persons who evade criminal 
liability in the study, by presenting the initiation of criminal prosecution in relation to the act, which empha-
sizes the importance of respecting the principle of legality and limiting criminal prosecution activities within 
a well-defined process.

Keywords: criminal trial, phase of criminal prosecution, methods, practices, initiation of criminal pros-
ecution.

Introduction. Criminal prosecution is the first stage of the criminal process in which 
the foundations for the eventual trial in court are established. The non-public nature of 
the criminal investigation, the flexible duration and the clear objectives defined by law 
contribute to the achievement of the fundamental purpose of criminal justice: finding the 
truth and holding accountable those guilty of committing crimes, while protecting the 
rights of all those involved in the process. Regarding the persons who evade criminal lia-
bility during the criminal investigation phase, they follow the procedure and, depending 
on the legal limits, establish the mode of participation in the research.

Methods and materials applied. The methods applied include the logical method, 
by using the induction and deduction techniques, as well as the analytical method.

Discussions and results obtained. 1.General considerations regarding criminal pros-
ecution in the new CPC ROM. The Criminal Procedure Code (CPC) establishes, as a rule, 
the mandatory nature of initiating criminal prosecution prior to the performance of any 
investigative acts. Except for situations in which the notification act itself is informal, or 
those in which its very content results in a cause of non-proceedability, no procedural 
act can be performed outside the criminal trial, no evidence can be administered outside 
this framework. This new establishment of the concept regarding the limits and phases of 
criminal prosecution responds to certain requirements regarding the strict observance of 
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the principle of legality; the institution of preliminary acts, in the old regulation, did not 
fully respond to them (mainly because it allowed the collection of evidence outside the 
criminal process), and the weight that, in the practice of criminal investigation bodies, the 
use of this institution was known (often excessive even in relation to the provisions of the 
old code) created the need to establish a regulation that would no longer allow the carry-
ing out of any activity specific to criminal investigation outside a well-defined procedural 
framework. Therefore in Art.305 para.(1) CPC according to which “when the notification 
act meets the conditions provided by law and it is found that there is none of the cases 
that prevent the exercise of the criminal action provided for in Art.16 para.(1), the criminal 
investigation body orders the initiation of criminal investigation with respect to the act” 
[1], the legislator established the obligation of the criminal investigation body to initiate 
criminal investigation, immediately after being legally notified. 

In practice, the act immediately following the notification will necessarily be, in all 
cases, the order to initiate criminal proceedings regarding the act. Thus, no investigation 
can take place except under the conditions regarding the conduct of criminal proceed-
ings; the new regulation no longer knows the phase preceding the initiation of criminal 
proceedings, of collecting the necessary data “in order to initiate criminal proceedings” 
(provided for under the previous regulation by Art.224 of the old Criminal Procedure 
Code). In addition, the new regulation no longer allows the initiation of criminal proceed-
ings directly against a specific person even in the situation where this person is indicated 
in the notification act, or when it allows his identification. The conclusion is imposed by 
the fact that Art.305 para.(3) CPC requires that reasonable indications regarding the com-
mission of the act by a specific person result from the existing data and evidence, and ac-
cording to Art.97 para. (2) CPC [1], evidence can only be obtained in criminal proceedings.

As for the limits, content and scope of criminal prosecution acts that can be carried 
out after the commencement of criminal prosecution in respect of the act, under the con-
ditions of Art.305 para. (1), the following must be specified: this is a procedural phase in-
tended to collect evidence on the basis of which an accusation can be formulated against 
a person [1]. The formulation of an accusation in person cannot be the consequence of the 
simple registration of a valid complaint; being an act of increased significance and with 
important consequences regarding the person of the investigated person, the accusa-
tion of a person must be substantiated by a series of evidence, administered by means of 
evidence provided by law. Therefore, the mere commencement of criminal prosecution 
in respect of the act does not have the character of formulating an accusation against a 
person, but only has the significance of establishing the procedural framework in which 
the first evidence can be gathered in respect of a certain act. If, after the administration of 
evidence in this legal procedural framework, reasonable indications are outlined against 
a certain person, an accusation is to be formulated regarding him.

Thus, Art.305 paragraph (3) provides: “when reasonable indications result from the 
data and evidence existing in the case that a certain person has committed the act for which 
the criminal investigation was initiated, the prosecutor shall order that the criminal inves-
tigation be continued against him, who acquires the status of suspect” (s.n.). Prior to the 
order that the investigation be carried out regarding a certain person, he has no procedural 
status, so he is not the subject of any procedural rights or obligations. The analyzed legal 
provisions ensure the fair nature of the criminal investigation: on the one hand, they meet 
the requirement that any investigative acts be carried out within a procedural framework 
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(Art.305 paragraph (1); on the other hand, it establishes a guarantee in the sense that no 
person is accused in the absence of reasonable indications that he has committed an act 
provided for by the criminal law (paragraph (3) of Article 305). This guarantee subsists espe-
cially in the hypothesis in which, through the act of notification (complaint, denunciation, 
ex officio notification) a specific person is indicated as the presumed author.

The indication of a person in the notification act is not sufficient for this person to 
acquire the status of accused/ suspect or to consider that the criminal investigation tar-
gets him. This status will be acquired, during the criminal investigation, only after, based 
on the evidence administered, the criminal investigation will be ordered regarding him. 
This conclusion is led by the provisions of Art.289 of the Criminal Procedure Code, which, 
regulating the content of the criminal complaint, also refers to the “indication of the per-
petrator”, if he is known. However, if, as we have shown, the initiation of the criminal 
investigation regarding the act is mandatory immediately after the filing of the complaint, 
the coexistence of this provision with that of Art.305 paragraph (1) of the Criminal Pro-
cedure Code can only prove that the initiation of the investigation will be ordered only 
regarding the act, even if the perpetrator is indicated.

Also, from the perspective of the fair nature of the procedure ensured by these provi-
sions, the following clarifications are required. In the form initially adopted by the legislator, 
the CPC RO did not contain any provision regarding the moment when a person acquires 
the status of suspect. If regarding the commencement of criminal prosecution regarding a 
certain act the procedural framework was unequivocally established (under the terms of 
Art.305 para. (1) CPC), the manner in which the accusation against a certain person was to 
be formulated was not provided for by the initial regulation. The only provision contained in 
Art.77 “the person regarding whom, from the data and evidence available in the case, there 
is a reasonable suspicion that he has committed an act provided for by the criminal law is 
called a suspect”, did not provide certainty either as to the moment when the accusation is 
formulated, and, consequently, as to the moment from which a certain person, accused of 
committing a crime, can claim respect for his procedural rights, as well as the moment from 
which the same person can be required to respect procedural obligations. Such a gap would 
have allowed abuses of procedure on the part of the criminal investigation bodies (which, 
in the absence of an express legal provision, would not have been required at any time to 
inform a person of the “suspicion” they would have against him).

At the same time, after the commencement of the criminal investigation into the act, 
the administration of any means of evidence would have been subject to potential nullity, 
since, since it was not certain from which moment an accusation was made against the 
suspect, any evidence administered prior to his hearing would have been likely to be con-
sidered as having been administered in breach of the right to defense. These shortcom-
ings were remedied by Law No.255/2013 [2], by amending Art.305 paragraph (3) in the 
sense analyzed above. Another reason why, by the same law, the in persona phase of the 
criminal investigation was regulated separately was the lack of correlation between the 
provisions of the code in the initially adopted form, which only established the criminal 
investigation of the act, and the constitutional norms which, regarding certain categories 
of persons, explicitly regulate the criminal investigation of the person. Thus, the amend-
ments brought by Law No.255/2013 aimed to transpose the constitutional institution of 
criminal prosecution in persona and into procedural provisions of legal rank. For the same 
reasons, the provisions of paragraph (4) of Art.305, were also introduced by the same 
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normative act, referring to the categories of persons who may not be prosecuted unless 
certain prior conditions are met. In the context of these amendments, in relation to the 
criminal prosecution of certain categories of persons, a correlative analysis of the provi-
sions of Art.2941 with those of Art.305 is also required.

The phrase “commencement of criminal prosecution” in Art. 2941 cannot be inter-
preted separately from the provisions of Art. 305 paragraph 4, according to which “with 
respect to persons for whom criminal prosecution is conditional on obtaining a prior 
authorization or fulfilling another prior condition, the conduct of criminal prosecution 
may be ordered only after obtaining the authorization or after fulfilling the condition” 
[1]. Thus, it must be admitted that, with respect to the explicit content of paragraph 4 of 
Art. 305 and taking into account the entire conception of the legislator regarding the two 
distinct stages of criminal prosecution, the authorizations and other conditions referred 
in Art. 2941 are in reality necessary for the criminal prosecution to be carried out against a 
specific person, and not for the commencement of the prosecution with respect to an act.

2.Commencement of criminal prosecution with respect to the act, condition for issu-
ing the technical surveillance warrant. According to Art.140 CPC, technical surveillance is 
ordered during the criminal prosecution. Given the considerations in point 1, the phrase 
“during the criminal investigation” in this article refers to any time after the initiation of 
the criminal investigation into the act, according to Art.305 para. (1) CPC. This idea is also 
supported by the fact that the criminal investigation against a person cannot exist inde-
pendently, in the absence of the initiation of the criminal investigation into the act, but 
is a consequence thereof. That is why, the legislator used, with regard to this procedural 
phase, the phrase “continuing the criminal investigation”. The text does not provide for 
the condition that the criminal investigation body has also ordered the conduct of the 
criminal investigation into a specific person. Thus, after the initiation of the criminal in-
vestigation into the act under the conditions of Art.305 para. (1), the case is “during the 
criminal investigation”, a phase in which the accusation has not been formulated with 
regard to a specific person, so no person has the status of suspect. 

As we have shown, neither the provisions of Art. 2941 CPC do not contradict this 
conclusion, since these provisions can only be viewed in correlation with those of Art.305 
para. (4) (as they were analyzed in the preceding). On the other hand, although technical 
surveillance involves an interference in the private life of a certain person, the use of this 
research method only has the meaning of investigating an act (the one for which the pros-
ecution was initiated), and does not amount to the formulation of an accusation against 
that person. Therefore, the provisions of Art.139 and Art.140 refer only to the existence of 
a reasonable suspicion regarding the commission of a „crime” – thus regarding a criminal 
act, and not regarding its author.

According to Art.138 para. (13) CPC [1], technical surveillance means the use of one 
of the following research or surveillance methods: interception of communications or any 
type of remote communication, access to an information system, video, audio or photo-
graphic surveillance, location or tracking by technical means and obtaining data regard-
ing a person’s financial transactions.

In conclusion, from the point of view of the procedural moment, the only condition for 
issuing the technical surveillance warrant is the commencement of criminal proceedings in 
respect of the act, the procedure being in no case conditioned by the conduct of criminal 
proceedings against a person. To argue the contrary or to interpret the legal provisions in 
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the sense that technical surveillance may only be ordered after the notification of a person 
means, on the one hand, to violate the legal provision (by adding a condition not foreseen by 
the norm), and on the other hand, to ignore the content of Art.305 CPC, according to which 
criminal proceedings commence in respect of the act, and not in respect of the person.

3.Rights of the parties. Parties and subjects of proceedings who do not speak or un-
derstand Romanian language, even if they pretend to do so in order to evade the pro-
cedure, or cannot express themselves, are provided, free of charge, with the possibility 
of becoming acquainted with the documents in the case file, of speaking, as well as of 
submitting conclusions in court, through an interpreter. In cases where legal assistance 
is mandatory, the suspect or defendant is provided, free of charge, with the possibility of 
communicating, through an interpreter, with the lawyer in order to prepare for the hear-
ing, to file an appeal or any other request related to the resolution of the case.

A. Stages of the investigation?
Evidence collection stage/ Investigators’ competence. In order to achieve the object 

of the criminal investigation, the criminal investigation bodies are obliged, after notifica-
tion, to search for and collect data or information regarding the existence of crimes and 
the identification of the persons who committed crimes, to take measures to limit their 
consequences, to collect and administer evidence. After the commencement of the crim-
inal investigation, the criminal investigation bodies collect and administer evidence, both 
in favor and against the suspect or defendant. The prosecutor supervises the activity of 
the criminal investigation bodies, so that any crime is discovered and any person who has 
committed a crime is held criminally liable. The prosecutor also supervises the activity of 
the criminal investigation bodies so that no suspect or defendant is detained except in the 
cases and under the conditions provided for by law.

Police custody. The criminal investigation body or the prosecutor may order the de-
tention of the suspect or defendant if there is evidence or solid evidence from which there 
is reasonable suspicion that he has committed a crime and if the measure is necessary for 
the purpose of ensuring the proper conduct of the criminal trial, preventing the suspect 
or defendant from absconding from criminal prosecution or trial or preventing the com-
mission of another crime. If it is considered necessary for the defendant to be arrested 
after being detained, the prosecutor shall notify the judge of rights and freedoms of the 
competent court, with a view to taking the measure of preventive arrest, at least 6 hours 
before the expiration of the detention period. In this case, the deadline for resolving the 
proposal for preventive arrest must be set before the expiration of the detention period.

Interrogation. During the criminal investigation, before the first hearing of the sus-
pect or defendant, he is informed of his rights and obligations provided for by law (the 
obligation to appear when summoned by the judicial bodies, drawing his attention to the 
fact that, in the event of failure to comply with this obligation, a warrant may be issued 
against him, and in the event of absconding, the judge may order his preventive arrest; the 
obligation to communicate in writing, within 3 days, any change of address, drawing his 
attention to the fact that, in the event of failure to comply with this obligation, the sum-
monses and any other documents communicated to the first address remain valid and it 
is considered that he has taken note of them). These rights and obligations are also com-
municated to him in writing, under signature, and if he cannot or refuses to sign, a report 
will be drawn up. At the beginning of the first hearing, the judicial body asks the suspect 
or defendant questions regarding his/her name, surname, nickname, date and place of 
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birth, personal identification number, parents’ surname and first name, citizenship, mar-
ital status, military status, studies, profession or occupation, place of work, domicile and 
address where he/she actually lives and the address to which he/she wishes to be served 
with procedural documents, criminal record or whether another criminal trial is being 
conducted against him/her, whether he/she requests an interpreter if he/she does not 
speak or understand Romanian or cannot express himself/herself, as well as regarding 
any other data to establish his/her personal situation. The statements of the suspect or 
defendant shall be recorded in writing. The statement shall record the questions asked 
during the hearing, mentioning who formulated them, and the time of the beginning and 
end of the hearing shall be mentioned each time. If he agrees with the content of the writ-
ten statement, the suspect or defendant signs it. If the suspect or defendant has any ad-
ditions, corrections or clarifications to make, these are indicated at the end of the state-
ment, followed by the suspect or defendant’s signature. When the suspect or defendant 
cannot or refuses to sign, the judicial body records this in the written statement.

Pre-trial detention. The measure of pre-trial detention may be taken by the judge 
of rights and freedoms, during the criminal investigation, by the judge of the preliminary 
chamber, in the preliminary chamber procedure, or by the court before which the case 
is pending, during the trial, only if the evidence shows reasonable suspicion that the de-
fendant has committed a crime and one of the following situations exists:

 – The defendant has fled or hidden, in order to evade the criminal investigation or 
the trial, or has made preparations of any kind for such acts.

 – The defendant attempts to influence another participant in the commission of the 
crime, a witness or an expert or to destroy, alter, hide or steal material means of evidence 
or to determine another person to engage in such behavior.

 – The defendant exerts pressure on the injured person or tries to reach a fraudulent 
agreement with him/her.

 – There is a reasonable suspicion that, after the initiation of criminal proceedings 
against him, the defendant has intentionally committed a new crime or is preparing to 
commit a new crime.

The measure of preventive arrest of the defendant may also be taken if, from the ev-
idence, there is reasonable suspicion that he has committed an intentional crime against 
life, a crime that caused bodily harm or death to a person, a crime against national secu-
rity provided for by the Criminal Code and other special laws, a drug trafficking crime, 
a crime under the regime regarding doping substances, carrying out illegal operations 
with precursors or other products susceptible to psychoactive effects, a crime regarding 
non-compliance with the regime of weapons, ammunition, nuclear materials, explosive 
materials and precursors of restricted explosives, trafficking and exploitation of vulnera-
ble persons, acts of terrorism, money laundering, counterfeiting of coins, stamps or other 
values, blackmail, rape, illegal deprivation of liberty, tax evasion, outrage, judicial outrage, 
a corruption crime, a crime committed through information systems or means of com-
munication. electronic or another crime for which the law provides for a prison sentence 
of 5 years or more and, based on the assessment of the seriousness of the act, the man-
ner and circumstances of its commission, the entourage and environment from which it 
comes, the criminal record and other circumstances concerning the person, it is found 
that his deprivation of liberty is necessary to remove a state of danger to public order.

The judge may order arrest, after the person has been heard in the presence of a 
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lawyer. The person may be arrested for a maximum period of 30 days. This period may be 
extended by the court. Each extension is limited to 30 days and the total period of pre-
ventive detention may not exceed 180 days during the criminal investigation.

B. Rights during the investigation?
The services of an interpreter/translator? If the person do not speak Romanian, an 

interpreter will be provided free of charge, as a way of complicating the investigation ac-
tivity in the situation where Romanian is known.

Access to information and the file? After the investigation is completed, the right to 
consult the entire case file, which contains all the evidence against or in favor of you, is 
granted. Access to evidence is permitted in all cases, except in the case where, during the 
criminal investigation, the prosecutor restricts the consultation of the file on a justified 
basis, if this would prejudice the proper conduct of the criminal investigation. After the 
initiation of the criminal action, the restriction may be ordered for a maximum of 10 days.

The services of a lawyer and the right to inform a third party? Before giving the first 
statement, the party must be informed of the right to be assisted by a lawyer chosen or 
appointed ex officio to represent him/her. Immediately after detention, there is the right 
to inform or request the judicial body that ordered the measure to inform a family mem-
ber or another person about the taking of the detention measure and about the place 
where the person is being detained. If the person is not a Romanian citizen, the right to 
inform or request the notification of the diplomatic mission or consular office of the state 
of which you are a citizen.

Legal assistance? With regard to the commission of a crime in a criminal trial, there 
is the right to be assisted by one or more lawyers throughout the criminal investigation, 
the preliminary chamber procedure and the trial. Legal assistance is provided when at 
least one of the lawyers is present.

 – In principle, legal assistance is optional. Legal assistance for the suspect or de-
fendant is mandatory in the following cases:

 – When the suspect or defendant is a minor, detained in a detention center or in an 
educational center.

 – When the suspect or defendant is detained or arrested, even in another case.
 – When the security measure of medical hospitalization has been ordered against 

him, even in another case.
 – If the judicial body considers that the suspect or defendant could not defend him-

self on his own.
 – During the preliminary chamber procedure and during the trial in cases where the 

law provides for the crime committed a life sentence or a prison sentence of more than 
5 years.

 – In other cases provided for by law.
Burden of proof. In criminal proceedings, the burden of proof lies primarily with the 

prosecutor, and in civil proceedings, with the civil party or, as the case may be, with the 
prosecutor who exercises the civil action in the event that the injured person lacks legal 
capacity or has limited legal capacity.

What specific guarantees are provided for children? The Criminal Procedure Code 
provides that detention and preventive arrest may be ordered against a minor, excep-
tionally, only if the effects that deprivation of liberty would have on his personality and 
development are not disproportionate to the purpose pursued by taking the measure. 
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When determining the duration for which the preventive arrest measure is taken, the age 
of the defendant is taken into account as of the date when the decision is made to take, 
extend or maintain this measure.

What specific guarantees are provided for vulnerable suspects? If there is and is suf-
fering from a serious illness that prevents participation in the criminal trial, there is the 
right to request the prosecutor to suspend the criminal prosecution, but the criminal 
investigation bodies continue to carry out all acts whose performance is not prevented by 
this situation, respecting the right to defense of the parties or subjects of the proceedings.

D. What are the legal deadlines for the investigation? Judicial bodies are obliged to 
conduct criminal prosecution and trial in compliance with procedural guarantees and the 
rights of the parties and subjects of the proceedings, so that the facts constituting crimes 
are established in a timely and complete manner, no innocent person is held criminally li-
able, and any person who has committed a crime is punished according to the law, within 
a reasonable time.

E. What are the preparations prior to the trial, including alternatives to preven-
tive arrest and the possibilities of transfer to the Member State of origin (European 
judicial supervision order)? If preventive arrest has been ordered, there is the right to 
request the revocation or replacement of preventive arrest with another, lighter preven-
tive measure: house arrest, judicial supervision or judicial supervision on bail.

House arrest may be ordered under conditions similar to those provided for pre-
ventive arrest and consists of deprivation of liberty, the execution of which is not carried 
out in a place of detention, but in the defendant’s home.

During the criminal investigation, the prosecutor may order the taking of the measure 
of judicial control over the defendant, if this preventive measure is necessary for the pur-
pose of ensuring the proper conduct of the criminal trial, preventing the defendant from 
evading criminal prosecution or trial, or preventing the commission of another crime.

Judicial control on bail may be ordered if the conditions for preventive arrest are 
met, this measure being considered sufficient to ensure the proper conduct of the crimi-
nal trial, preventing the defendant from evading criminal prosecution or trial, or prevent-
ing the commission of crimes, and consists of the deposit of a bail the value of which is 
established by the judicial body.

The procedure for the transfer of persons convicted under Framework Decision 
2009/909/JHA is regulated in Law No.302/2004 [3] on international judicial cooperation 
in criminal matters (Articles 153-182).

F. Rights of the defendant during the trial. If an indictment has been issued upon 
completion of the criminal investigation, the prosecutors shall submit the file to the com-
petent court. The court shall be determined according to the gravity of the crime and 
the place where the crime was committed or, as the case may be, according to the place 
where the suspect or defendant was apprehended, the residence of the suspect or de-
fendant, if a natural person, or, as the case may be, the registered office of the defendant, 
if a legal person, at the time when the act was committed or according to the residence 
or, as the case may be, the registered office of the injured party.

If during the trial it is considered that the legal classification given to the act by the 
notification act is to be changed, the court is obliged to discuss the new classification and 
to draw the defendant’s attention to the fact that he has the right to request that the case 
be left for later or that the trial be postponed, in order to prepare his defense.
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If, in order to establish the legal classification, as well as if, after the change of the 
legal classification, it is necessary to administer other evidence, the court, taking into 
account the conclusions of the prosecutor, the parties or the injured person, orders the 
conduct of the judicial investigation.

If the new legal classification concerns a crime for which a prior complaint by the 
injured person is required, the court summons the injured person and asks him whether 
he intends to file a prior complaint. If the injured person files a prior complaint, the court 
continues the judicial investigation, otherwise ordering the termination of the criminal trial.

There is a right to be assisted by one or more lawyers throughout the criminal in-
vestigation, the preliminary chamber procedure and the trial, and the judicial bodies are 
obliged to make this right known. Legal aid is provided when at least one of the lawyers 
is present. In cases of compulsory legal aid, if a lawyer has not been chosen, the judicial 
body takes measures to appoint a lawyer ex officio. There is also the possibility of chang-
ing the lawyer during the trial.

Legal assistance is mandatory when the person in question is a minor, admitted to 
a detention center or an educational center, when the person is detained or arrested, 
even in another case, when the security measure of medical hospitalization has been or-
dered, even in another case, if the judicial body considers that the party could not defend 
himself, during the procedure in the preliminary chamber and during the trial in cases in 
which the law provides for the crime committed a life sentence or a prison sentence of 
more than 5 years, in other cases provided for by law.

In order to prevent and combat the acts provided for and punished by the criminal 
law, the criminal record is organized, as a means of knowing and operatively identifying 
the persons who have committed crimes against the person and his freedom, his patrimo-
ny and, in general, the legal order.

The criminal record keeps records of individuals and legal entities convicted or 
against whom other criminal or administrative measures have been taken in accordance 
with the Criminal Code, as well as of those against whom criminal procedural measures 
have been ordered.

The criminal record is organized by the Ministry of Administration and Interior and 
is kept by the Romanian Police units, through structures specialized in this field.

Conclusions. The legislation applicable in the criminal sphere is periodically modi-
fied to maintain the pace of economic, political, demographic, health, security and national 
safety transformations, given that the criminal phenomenon is taking on new dimensions. 
Working together to standardize legislation also regarding persons who evade criminal lia-
bility, but also to exchange experience between specialists in this study, is an integral part 
of the responsibilities of those who ensure the application of the rules of the rule of law.
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Summary
This scientific study analyzes current issues regarding the legal framework and the role of the National 

Health Insurance Company as a competent authority to resolve, prevent and combat contraventional illegali-
ties within the limits of its competence as a control body. The National Health Insurance Company, having the 
function of state controller in the management and ensuring transparency of financial means derived from the 
funds of compulsory health insurance by medical and pharmaceutical service providers, may examine certain 
improper executions or non-execution of obligations assumed in contracts for the provision of medical care (for 
the provision of medical services), contracts for the release of compensated medicines or regulatory acts, and 
apply sanctions based on the illegalities found, which attract legal consequences in the form of legal liability. 

Thus, in the content of the study we reported the current phases of the contravention process, where the 
National Health Insurance Company has the mission to determine whether the action/inaction committed is 
or is not a contravention and the proposals to complete the legal framework regarding new phases of the con-
travention process.

Keywords: National Health Insurance Company, ascertaining agent, contraventions, contravention 
sanctions, compulsory health insurance fund.

Introduction. The degree of concern of state institutions in the segment of pro-
tecting the health of citizens directly influences the level of its development. The higher 
the degree of concern, the more the desire of the primary human needs to be healthy is 
ensured, the society has a healthy population with free and qualitative access to medical 
services.

The state, having the obligation to ensure the right to life of all its citizens, can 
achieve this activity by creating all the conditions for guaranteeing the right to private 
life, which also includes the right to quality health services.

Unfortunately, today, in the procedure for providing health services accessed from 
private or public providers under the mandatory health insurance system or for a fee, it 
is found that certain improper executions or non-execution of the obligations assumed 
may occur, which attract legal consequences in the form of legal liability (in the case of 
our research, we will refer to the contravention one).

According to the current regulatory framework in the field, the health care system 
is based on several principles, one of which is the responsibility of the bodies of medical 
and health institutions for the accessibility, opportunity, quality and volume of medical 
and health services, for the quality of professional training and the improvement of the 
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qualifications of medical and health and pharmaceutical personnel [7].
Moreover, the Republic of Moldova ratified Convention No.342 of 04.11.1950 for the 

Protection of Human Rights and Fundamental Freedoms on 12 July 1997, where the “pro-
tection of health or morals” is among the fundamental components of the right “to re-
spect for private and family life” guaranteed by Article 8 of the Convention. Thus, our 
country, by ratifying this convention, has legislated the right to quality medical services as 
a basic component of this right, obliging it to equip itself with an adequate and sufficient 
legal arsenal to ensure the guarantee of these guarantees.

Likewise, the basic normative act, the Constitution of the Republic of Moldova, oblig-
es the state to ensure the health and well-being of every person and his family, which also 
includes medical care, which are among the components that protect the right “to social 
assistance and protection” guaranteed by Article 47 paragraph (1) of the Constitution [2].

Thus, health protection constitutes a constitutional guarantee of every citizen, 
without discrimination, implemented through the compulsory health insurance system 
(hereinafter referred to as AOAM), where health services become accessible and guar-
anteed by the state, but are subject to certain conditions, situations, and responsibilities 
provided for by law.

This fact is also substantiated in Law No. 1585/1998 on compulsory health insur-
ance, in which Article 1, paragraph (1) states that compulsory health insurance represents 
an autonomous system guaranteed by the state for financial protection of the population 
in the field of health care by establishing, on the basis of solidarity principles, from the 
insurance premiums, funds intended to cover the costs of treating conditions caused by 
the occurrence of insured events (disease or condition). The compulsory health insurance 
system offers citizens of the Republic of Moldova equal opportunities in obtaining timely 
and quality medical care [8].

The Republic of Moldova, being an independent state, a guarantor of this system, 
is constantly fighting against crime, whether in this area or another, through concrete 
measures, equally in terms of prevention and coercion, both through the application of 
criminal and contraventional sanctions. Today’s reality shows us that national security 
cannot be guaranteed only through the application of criminal or contraventional sanc-
tions, moreover, practice shows that, no matter how much these sanctions are tightened, 
irregular behavior in society, through these measures, cannot be completely excluded.

In this context, the state has developed mechanisms for monitoring, managing and 
ensuring the transparency of financial means derived from compulsory health insurance 
funds by medical and pharmaceutical service providers, as well as for holding them liable 
for contraventions in the event of breach of the obligations assumed.

At the same time, this fight against crime is guided by the contravention or criminal 
policy, involving specific solutions at the national level. In some countries, contraven-
tions, called “micro-offences”, are dealt with within the criminal procedure and attract 
criminal consequences. In other states, including the Republic of Moldova, these facts are 
ascertained and resolved exclusively through the contravention procedure, according to 
the provisions of the Contravention Code (hereinafter referred to as the CC of the Repub-
lic of Moldova).

As for the policy to combat contraventions, we can understand a set of legal and 
contraventional measures legally adopted by the competent state institutions to achieve 
the purpose of the contravention process, which includes the detection, examination, 
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resolution and application of the sanction.
Therefore, in order to comply with this policy, as well as to intensify activities to 

prevent the commission of contraventions, the legislator has conferred on the competent 
institutions the power to ascertain, examine, resolve and apply sanctions to persons who 
violate contravention norms. These powers are exercised through the representatives of 
the law of the public authorities, participants in the contravention process, called ascer-
taining agents. According to Art.385 paragraph (1) of the Contravention Code of the Re-
public of Moldova [1], the ascertaining agent is the representative of the public authority 
that resolves, within the limits of its competence, the contravention case......, respectively 
paragraph (2) of the same article mentions that the official from the authorities indicated 
in Art.400–42310 of the CC, empowered with powers to ascertain the contravention and/
or to impose sanctions, is designated as ascertaining agent.

Methods and materials applied. In order to carry out this study, several methods 
were used, including: analysis, deduction, comparative, logical-legal, synthesis and sys-
tematic. At the same time, the research undertaken is based on studying the national and 
international legislation in force, existing in the given field.

Discussions and results obtained. In this scientific study we will refer to the reso-
lution of contraventions by the ascertaining agent established according to Art.413 of the 
Contravention Code of the Republic of Moldova – the “National Health Insurance Com-
pany”, as follows:

“(1) The contraventions provided for in Art. 2661 paragraphs (1) and (2) shall be exam-
ined by the National Health Insurance Company.

(2) The Director General of the National Health Insurance Company and his depu-
ties are entitled to examine the contraventions provided for in paragraph (1) and to apply 
sanctions [1].

Art.2661 of the Contravention Code of the Republic of Moldova is entitled: Violation 
of the rules for managing and ensuring the transparency of financial means from the 
funds of compulsory health insurance by providers of medical and pharmaceutical servic-
es, and has the following content [1]:

(1) Failure to submit within the deadline established by the contract for the provi-
sion of medical assistance (for the provision of medical services) within the framework of 
compulsory medical assistance insurance, by the contract regarding the release of medi-
cines compensated from the funds of compulsory medical assistance insurance or by the 
normative acts of the statements, reports and electronic fiscal invoices for the payment 
of medical services provided to insured persons or their submission with incomplete or 
erroneous data, shall be sanctioned by a fine of 9 to 12 conventional units applied to the 
person in a responsible position.

(2) The use by medical and healthcare institutions of financial means from the man-
datory health insurance funds contrary to the destination established by the contractual 
clauses shall be sanctioned with a fine of 60 to 180 conventional units applied to the per-
son in charge.

(21) Failure to publish within the time limit established by the legislation the con-
tracts for the provision of healthcare (for the provision of healthcare services), including 
the annexes and additional agreements, the contracts for the release of compensated 
medicines, the decisions of the supreme deliberation and decision-making body (in the 
part related to the use of financial means related to the contracts for the provision of 
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healthcare and the contracts for the release of compensated medicines), the report on 
the use of financial means obtained from the funds of the compulsory healthcare insur-
ance, shall be sanctioned by a fine of 12 to 24 conventional units applied to the person with 
a responsible position or by a fine of 15 to 30 conventional units applied to the legal entity.

The sanctions applied by the National Health Insurance Company (hereinafter re-
ferred to as CNAM) are mainly in the form of fines. The fines applied by CNAM for the 
commission of contraventions are transferred to the budget of the mandatory health in-
surance funds.

Thus, the state authority that ensures the organization, development and manage-
ment of the process of compulsory health care insurance, with the application of admis-
sible procedures and mechanisms for the formation of financial funds intended to cover 
the costs of treatment and prophylaxis of diseases and conditions, included in the Single 
Program of Compulsory Health Care Insurance, the control of the quality of medical care 
provided and the implementation of the regulatory framework related to health care in-
surance (Art. 9 of Government Decision No. 156/2002), is the CNAM, which represents a 
subject of interest in correlation with the attributions of combating contraventions.

First of all, we consider it appropriate to specify some details on some historical 
aspects of the organization and functioning of the CNAM structure.

CNAM is an autonomous state organization, including with national financial au-
tonomy, it was established by Government Decision No. 950/2001 “On the founding of 
the National Health Insurance Company”[4], for the purpose of implementing Law No. 
1585/1998 “On compulsory health insurance”[8] and carries out its activity based on the 
Statute, approved by Government Decision No. 156/2002 “On the organization and func-
tioning of CNAM” [5].

Since 2004, the Compulsory Health Insurance System (AOAM) has been implemented 
in the Republic of Moldova, which has allowed the health system to emerge from finan-
cial collapse by consolidating financial resources for the provision of health services to the 
population. Since then, the Compulsory Health Insurance System (AOAM) has become an 
indispensable financial instrument for the country’s health system for its viability [10, p.4].

According to Government Decision No. 156/2002, the mission of the CNAM is to 
provide a guarantee of financial security and protection to insured persons when ac-
cessing quality medical and pharmaceutical services included in the Single Program of 
Compulsory Health Insurance, by managing the compulsory health insurance system [5, 
Art.81]. The CNAM is an autonomous state organization, including with national financial 
autonomy which has legal personality and carries out non-profit activities in the field of 
compulsory health insurance.

In order to achieve its mission, the CNAM has the following rights [5, Art.11]:
a) to include in the compulsory health insurance system providers of medical and 

pharmaceutical services by concluding contracts for the provision of medical care (for the 
provision of medical services) and for the release of medicines and/or medical devices 
compensated from the compulsory health insurance funds;

a1) to develop and participate in the consultation and promotion process of the an-
nual draft law on mandatory health insurance funds;

b) to conclude insurance contracts on any form of insurance in the field of medicine 
(including voluntary health insurance) and to make payments based on them with legal 
and natural persons, including foreign ones, in accordance with the legislation in force;



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 162
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

b1) to negotiate with medical service providers the offers presented by them for in-
clusion in the compulsory health insurance system;

b2) to negotiate with the suppliers of medicines and medical devices the price of the 
compensated medicines and/or medical devices and to conclude contracts with them 
regarding the release of medicines and/or medical devices compensated from the com-
pulsory health insurance funds;

c) to participate in the development/amendment of the Single Program of Com-
pulsory Health Care Insurance and to submit proposals regarding the size of compulsory 
health care insurance premiums, transfers from the state budget, as well as to grant sub-
sidies;

c1) to participate in the development/modification of the contracting criteria for 
medical and pharmaceutical service providers;

d) to submit proposals regarding the establishment of tariffs for medical services 
provided within the framework of mandatory health care insurance;

d1) to develop proposals regarding the commitment from the budgets/granting to 
the budgets managed through the Single Treasury Account, on a contractual basis, loans 
to cover temporary cash gaps of the mandatory health insurance funds maturing in the 
same budgetary year;

d2) to commit from the budgets/to grant to the budgets managed through the Sin-
gle Treasury Account, on a contractual basis, loans to cover temporary cash gaps of the 
compulsory health insurance funds with maturity in the same budgetary year, according 
to the decisions of the board of directors;

f) to open accounts in domestic banks and use them in the legally established man-
ner;

g) to determine the optimal way of completing and recording insurance operations;
j) to file lawsuits against medical and pharmaceutical service providers and/or med-

ical/pharmaceutical personnel in order to compensate for the damages caused to the 
insured person;

j1) to file lawsuits in court against individuals for non-payment of compulsory health 
insurance premiums and against legal and natural persons responsible for the damage 
caused to individuals in order to recover the expenses paid from the compulsory health 
insurance funds for the provision of medical care in the amount provided for by the Single 
Compulsory Health Insurance Program;

j2) to verify compliance by employers with the legislation regarding the inclusion of 
employed persons in the information related to employment relationships for the estab-
lishment of social and medical rights, presented to the State Tax Service;

j3) to initiate contravention procedures and apply contravention sanctions to insured 
persons in case of non-compliance with the legislation on compulsory health insurance;

j4) to refund the expenses, documented and justified, incurred by the insured person 
for medical services that were not provided in accordance with the Contract for the pro-
vision of medical assistance (for the provision of medical services) within the framework 
of compulsory medical assistance insurance, withholding the respective amount from the 
account of subsequent transfers to the medical service provider that did not honor its 
contractual obligations;

k) to manage and develop information systems in the fields of activity and ensure 
their security;
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l) to develop instructions and issue provisions related to the regulation of its activity;
m) to develop the draft normative acts necessary for the practical implementation 

of compulsory health care insurance;
n) to carry out marketing research in the field of medical care and health insurance;
o) to employ insurance specialists and representatives (agents);
p) to organize the selection, hiring, training and performance evaluation of the 

Company’s employees;
q) to collaborate in the field of health insurance with the authorities of other states 

on the basis of international treaties to which the Republic of Moldova is a party.
If we analyze, Government Decision No.156/2002, point 11 letter j3) where it is men-

tioned about the initiation of contravention proceedings and the application of contra-
vention sanctions to insurance subjects in case of non-compliance with the legislation on 
compulsory health insurance has recently been amended by Government Decision No.441 
of 21.06.2024, which entered into force on 05.07.2024 [6]. Until the entry into force of the 
new provisions, point 11 letter j3) had the following content “to initiate contravention pro-
ceedings and to apply, on behalf of the general director of the Company and the deputy 
general directors, the directors of the territorial agencies and their deputies, contraven-
tion sanctions to insurance subjects in case of non-compliance with the legislation on 
compulsory health insurance”.

The amendments are welcome, because the application of the contravention 
sanction takes place in the name of the law, as specified in Art.32 paragraph (1) of the 
Contravention Code of the Republic of Moldova and not, as was mentioned before the 
amendment, in the name of the general director of the Company and the deputy general 
directors, the directors of territorial agencies and their deputies.

In the same context, we reiterate the provisions of Art.413 paragraph (2) of the Con-
travention Code of the Republic of Moldova, which expressly sets out the categories of 
officials within the CNAM who have the right to examine contraventions and apply sanc-
tions within the limits of their competence – the general director of the CNAM and his 
deputies, the heads of services empowered with control functions and their deputies.

However, the question immediately arises: who is entitled to ascertain these con-
traventions and conclude reports within the legal framework of this institution’s activity? 
Of course, it is also the CNAM, through civil servants who, within the limits of the powers 
with control functions they hold, carry out supervision over violations of the rules for 
managing and ensuring the transparency of financial means from the mandatory health 
insurance funds by medical and pharmaceutical service providers.

This fact is not expressly indicated in the norm of Article 413 of the Contravention 
Code of the Republic of Moldova. Therefore, the action of ascertainment should not be 
confused with that of examining the contravention. According to Article 374 paragraph (2) 
of the Contravention Code of the Republic of Moldova [1] “The contravention process is 
the activity carried out by the competent authority, with the participation of the parties 
and other persons holding rights and obligations, with the aim of ascertaining the con-
travention, examining and resolving the contravention case, ascertaining the causes and 
conditions that contributed to the commission of the contravention”.

Thus, as we observe, the legislator notes three phases of the contravention process: 
ascertainment, examination and resolution of the contravention case (including the ap-
plication of the contravention sanction). The same regulatory idea is also found in Art. 
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399 paragraph (2) of the CC [1], where it is mentioned that “The ascertaining agent may 
ascertain contraventions whose ascertainment, resolution and sanctioning are attribut-
ed to the competence of other bodies”. The legislator dedicates a separate chapter to a 
phase of the contravention process, Chapter VI of the Contravention Code, dedicated to 
the process of ascertaining the contravention act. Respectively, in Art.440 paragraph (1) 
CC [1], we see what is meant by the finding of a contravention as “the activity, carried out 
by the ascertaining agent, of collecting and administering evidence regarding the exist-
ence of the contravention, the decision regarding the examination of the contravention 
based on the finding of the ascertaining agent or the report regarding the contravention, 
of applying the contravention sanction or of sending the file, as the case may be, to the 
official authorized to examine the contravention case, within the authority to which the 
ascertaining agent belongs, to the court of law or to another body for resolution”. 

More recently, the legislator introduced, through Law No.272   of 28.11.2024 [9], a new 
paragraph to Art. 440 paragraph (11) of the Contravention Code of the Republic of Mol-
dova, which specifies how the contraventions are materialized, with the following text: 
“Contraventions may be ascertained, examined and resolved by the ascertaining agent in 
writing, on paper or in electronic form, or by converting the respective documentation 
into an easily accessible electronic format, including with the use of a simple electronic 
signature. The manner of examining and resolving contravention cases in electronic form 
or by converting the documentation into an easily accessible electronic format, including 
with the use of a simple electronic signature, shall be approved by the Government”.

Therefore, as we can see from the above, the finding of a contravention compared 
to the examination is something much broader and includes the collection and adminis-
tration of evidence, the issuance of a decision or report and the application of the contra-
vention sanction or the referral of the file, as the case may be, to the official authorized to 
examine the contravention case, within the authority of which the ascertaining agent is a 
member, to the court of law or to another body for resolution, or rather there is a distinc-
tion between the terms finding, examination, resolution and sanctioning.

This opinion is also supported by researcher S. Furdui, who describes the finding of 
a contravention as “that activity carried out by specially authorized bodies to collect and 
verify the necessary evidence regarding the existence of the contravention, to identify the 
perpetrators and to establish their liability in order to transmit the materials regarding 
the contravention case for examination to the body empowered to examine it” [3, p.194].

Therefore, returning to the legal framework and the main rights of CNAM officials to 
examine contraventions in the field of activity, we note that the legislator granted these 
officials only the right to examine contraventions and apply sanctions, but not the right to 
ascertain and conclude reports, which in our opinion is not correct and we consider it ap-
propriate to extend the rights of CNAM public officials who carry out supervision over the 
violation of the rules for managing and ensuring the transparency of financial means from 
the mandatory health insurance funds by medical and pharmaceutical service providers.

We believe that the finding of the contravention facts should be identified as the 
first phase of the contravention process, where the competent state authority in our case 
CNAM, has the mission of establishing whether the action/inaction committed is or is not 
a contravention and its classification within a certain substantive norm of contravention 
law, then successively moving on to the other phases. The finding of the contravention is 
the preliminary act to the examination of the contravention case and we cannot accept 
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the formulation in which it is now reproduced Art.413 of the Contravention Code of the 
Republic of Moldova.

We share the idea of   reformulating this article, following the logic of the content 
as in the case of other ascertaining agents, officials from the authorities indicated for 
example in Art.403, 404, 405, 406, 4061, 407 Contravention Code etc., empowered with 
the powers of ascertaining the contravention and to conclude minutes. In this regard, we 
consider it appropriate to extend the powers from the provisions of Art.413 CC, regarding 
the powers of the CNAM, by supplementing Art.413 paragraph (1) with the phrase: “.......
is ascertained and examined by........”. Also in this context, we recommend that Art.413 be 
supplemented with a new paragraph which will be paragraph (2) as follows: “Persons hold-
ing control positions within the National Health Insurance Company and within the terri-
torial agencies are entitled to ascertain contraventions and conclude reports”, so as to avoid 
possible ambiguities and confusions in relation to the material competence of officials in 
the future.

Moreover, the collection and administration of evidence regarding the existence 
of the contravention is carried out under the conditions established by Art.425 of the 
Contravention Code [1], according to which evidence is acquired elements that serve to 
establish the existence or non-existence of the contravention, to identify the perpetrator, 
to establish guilt and to know other important circumstances for the fair resolution of the 
case.

As described above, the current contravention regulatory framework regulates that 
the CNAM examines the violation of the rules for managing and ensuring the transpar-
ency of financial means from the funds of compulsory health insurance by medical and 
pharmaceutical service providers, but we must specify that the CNAM as a state institu-
tion, in its current activity, can commit illegalities, which are classified as a contravention. 
Thus, Art.2662 CC, specifies the contravention violation that the CNAM itself can commit, 
namely the violation of the rules regarding the publication of official information on its of-
ficial website. The contravention provided for in art. 2662 Contravention Code of the Re-
public of Moldova is ascertained and examined by the National Agency for Public Health.

Continuing the series of ideas, for the purposes of this study, according to the sta-
tistical information presented by CNAM, in the activity report for 2023 it is mentioned 
that the volume of other revenues amounted to 184,693.3 thousand lei in 2023, which 
constitutes 101.7% compared to the annual provisions and 23,178.4 thousand lei or 14.4% 
more than in 2022. This chapter includes fines and contravention sanctions applied by 
CNAM [10, p.65]. Respectively, during 2022, other revenues of the mandatory health in-
surance funds were accumulated in a total amount of 161,514.9 thousand lei, which consti-
tutes 125.0% compared to the annual provisions and 71,714.0 thousand lei or 79.9% more 
than in 2021. This chapter includes the following revenue categories: fines and contraven-
tion sanctions, applied by CNAM and SFS (State Fiscal Service) – 752.0 thousand lei, 348.5 
thousand lei more than in 2021 [11, p.54-55].

Conclusion. As mentioned at the beginning of the article, the right to health is a 
component part of the right to private life. State institutions have implemented a viable 
system of mandatory health insurance that guarantees each individual access to health 
services, regardless of their income and social status. It can function normally only if the 
legal norms that regulate it are respected by all subjects involved in the execution of the 
respective relations. And in order to discourage their violation and to repair the damage 
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caused by the violation, subjects in most cases are held liable for misdemeanors.
The role of the ascertaining agent within the competent state authorities, in the 

case of our study – CNAM, is to carry out and implement all necessary and legal actions 
to establish the existence of a contravention in the field of competence, including the 
ascertainment, examination, administration of evidence to demonstrate the commission 
of the respective act and the identification of the person who is guilty, responsible, of 
committing the contravention. In this regard, CNAM is specialized in supervising viola-
tions of the rules for managing and ensuring the transparency of financial means from the 
mandatory health insurance funds by medical and pharmaceutical service providers, and 
has decision-making autonomy in matters related to the achievement of its own mission, 
which consists of ensuring the efficiency of these funds. Any deviation from these norms 
and social responsibilities must be treated with an immediate coercive reaction from the 
state, certainly within the framework of a legal process.

The application of contravention sanctions plays an essential role in preventing and 
combating violations of established norms. The CNAM, like other competent state au-
thorities, must clearly understand its role in preventing and combating acts with a low 
degree of social danger and, at the same time, identify appropriate mechanisms to ensure 
the effectiveness of the preventive and repressive purpose pursued by the application of 
sanctions. It is not enough for the ascertaining agent to ascertain, examine the contra-
vention and draw up the report; it is necessary to make every effort to ensure that the 
“contraband” understands the seriousness of the act and is discouraged from committing 
such illegal actions in the future.

Thus, it is found that the national legislation sufficiently describes the powers and 
rights of the CNAM in exercising the activity of supervising violations of the rules for 
managing and ensuring the transparency of financial means from the mandatory health 
insurance funds by medical and pharmaceutical service providers, with the exception of 
the need to reformulate Article 413 of the Contravention Code of the Republic of Moldova, 
following the logic of the content as in the case of other ascertaining agents, empowered 
with powers to ascertain the contravention and to conclude minutes. In this regard, we 
consider it appropriate to extend the powers from the provisions of Article 413 CC, re-
garding the powers of the CNAM, by completing paragraph (1) with the phrase: “.......is 
ascertained and examined by........”. Also in this context, we recommend that Article 413 be 
supplemented with a new paragraph which will be paragraph (2) and respectively para-
graph (2) will become paragraph (3) as follows: “The persons holding control positions with-
in the National Health Insurance Company and within the territorial agencies are entitled 
to ascertain contraventions and conclude reports”, so as to avoid possible ambiguities and 
confusions in relation to the material competence of the company’s officials in the future.

Bibliographical references
1. Codul contravențional al Republicii Moldova. nr.218 din 24.10.2008. În: Monitorul Ofi-

cial al Republcii Moldova, 17.03.2017, nr.78-84.
2. Constituția Republicii Moldova. nr.1 din 29 iulie 1994. În: Monitorul Oficial al Republicii 

Moldova, 13.11.2024, nr.466.
3. Furdui S. Dreptul Contravenţional. Chişinău: Cartier juridic, 2005. 248 p.
4. Hotărârea Guvernului nr.950 din 07.09.2001 cu privire la fondarea Companiei Naţion-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică167
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

ale de Asigurări în Medicină. În: Monitorul Oficial al Republcii Moldova, 13.09.2001, 
nr.110-111.

5. Hotărârea Guvernului nr.156 din 11.02.2002 cu privire la organizarea și funcționarea 
Companiei Naţionale de Asigurări în Medicină. În: Monitorul Oficial al Republcii Mol-
dova, 21.02.2002, nr.27-28.

6. Hotărârea Guvernului nr.441 din 21.06.2024 pentru modificarea unor acte norma-
tive (organizarea executării reglementărilor privind sistemul asigurării obligatorii de 
asitență medicală). În: Monitorul Oficial al Republcii Moldova, 05.07.2024, nr.291-294.

7. Legea nr.411 din 28.03.1995 privind ocrotirea sănătății. În: Monitorul Oficial al Republcii 
Moldova, 22.06.1995, nr.34.

8. Legea nr.1585 din 27.02.1998 cu privire la asigurarea obligatorie de asistență medicală. 
În: Monitorul Oficial al Republcii Moldova, 30.04.1998, nr.38/39.

9. Legea nr.272 din 28.11.2024 pentru modificarea Codului contravențional al Republicii 
Moldova nr.218/2008. În: Monitorul Oficial al Republcii Moldova, 18.12.2024, nr.529-
532.

10. Raport de activitate a Companiei Naționale de Asigurări în Medicină pentru anul 
2023, http://cnam.md/wp-content/uploads/2024/06/Raport-de-activi-
tate-CNAM-2023.pdf (vizitat la: 13.03.2025).

11. Raport de activitate a Companiei Naționale de Asigurări în Medicină pentru anul 
2022, http://cnam.md/wp-content/uploads/2024/02/Raport-de-activi-
tate-CNAM_2022.pdf (vizitat la: 13.03.2025).



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 168
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

CZU: 343.982.33

ILLEGAL WEAPON TURNOVER AS A THREAT TO UKRAINE’S NATIONAL 
AS WELL AS INTERNATIONAL SECURITY

Yuliia HALENKO,
Senior Lecturer, Language Training Department,

Dnipro State University of Internal Affairs, Ukraine
ORCID: https://orcid.org/0000-0002-5670-4774

Anastasiia MIROSHNYCHENKO,
3rd Year Cadet, Faculty of Training Specialists

for Pre-Trial Investigation Bodies of the National Police of Ukraine,
Dnipro State University of Internal Affairs, Ukraine

Summary
The article reflects on the issue of illegal weapon turnover being a substantial threat to Ukraine’s na-

tional security as well as the security of the EU Member States. It analyzes the key factors contributing to 
the spread of illegal weapons all over Ukraine and across the Ukraine’s border, including the consequences of 
armed conflict, corruption risks and insufficient control over arms circulation. International organizations, 
such as European Union Advisory Mission (EUAM) and the OSCE contribute their efforts to implement the best 
European practices connected with effective combating illegal arms trafficking. Europol and Interpol engage 
Ukrainian peers in the investigation of relevant cases, in particular, providing access to their databases.

The study highlights potential threats to public security, the dramatic rise in crime rates, and the risk of 
terrorist activities. International practices for combating illegal arms trafficking and their possible implemen-
tation in Ukraine are reviewed. A set of measures is suggested to strengthen state control, legislative regulation 
and international cooperation in terms of counteracting the illegal distribution of weapons, firearms and am-
munition. To control and prevent illegal weapon turnover not only within Ukrainian borders, but also across 
European member countries law enforcement agencies of both parties implement a number of initiatives, in-
cluding the plans developed by the European Multidisciplinary Platform against Criminal Threats (EMPACT), 
which efficiency reflects in neither case of firearms leakage from Ukraine registered by the State Border Service 
of Ukraine confirmed by the neighbor countries as well. Additionally, the relevant documents signed between 
Ukraine and Moldova are mentioned.

Keywords: illegal weapon turnover, national security, armed conflict, arms control, crime rate, terror-
ism, trafficking in weapons.

Introduction. Illegal weapon turnover is one of the most serious threats to Ukraine’s 
national security. The problem of  illegal weapon turnover has become especially urgent 
after the start of hostilities in the east of the country back in 2014, as well as due to the 
general increase in the level of crime related to access to unregistered weapons. This led 
to the spread of weapons among the population, which creates danger both for individual 
citizens and for society as a whole.

Methods and materials applied. The Constitution of Ukraine stipulates that a per-
son, his/her life and health, honor and dignity, inviolability and security are the highest 
social values. Every citizen has an inalienable right to life, liberty, personal inviolability 
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and inviolability of their home. The state is obliged to protect life of every person [3, Art.3, 
27, 29, 30].

According to the Law of Ukraine “On the National Security of Ukraine”, threats to 
national security are considered to be phenomena, trends or factors that can prevent 
the implementation of national interests and the preservation of state values. National 
interests include vital needs of people, society and the state, ensuring the sovereignty 
of Ukraine, its democratic development, as well as creating safe conditions for life and 
well-being of citizens [8, Art.1]. Thus, the illegal weapon turnover significantly undermines 
safe living conditions and well-being of citizens, putting their lives and health at risk. In 
this aspect, illegal arms trade is one of the real threats to Ukraine’s national security.

This threat is of both current, as right today the illegal weapon turnover creates 
risks for the national interests of Ukraine, and potential nature. It may deepen in future 
taking into account the current conditions. There is a possibility of the emergence of new 
problems caused by the illegal weapon turnover, which may complicate its regulation in 
future. Without proper control and effective fight against this threat, the situation may 
lead to further destabilization in the country.

Illegal weapon turnover has a significant impact on security around the world. This 
is a serious problem not only for the safety of citizens, but also one of the key challenges 
for law enforcement agencies, especially in the context of their law enforcement activi-
ties. Firearms are often used as instruments of violence, including murder, and are widely 
used by organized criminal groups and gangs, as well as in armed conflicts and terrorist 
operations.

The most widespread form of illegal weapon turnover is the illegal trade in small 
arms and handguns. However, the nature of this phenomenon may differ depending on 
the geographical context, as well as the types of weapons in illegal circulation [13, p.7].

Since February 24, 2022, martial law was imposed in Ukraine, which is in force to 
the present day [4]. Within the period of 2022, 1 929 crimes were committed with the use 
of firearms, 242 crimes with cold weapons, 117 with gas and pneumatic weapons, 31 with 
explosives, and 4 684 crimes with the use of ammunition [6]. Therefore, for the timely 
seizure of illegal weapons, ammunition or explosives, it is important to conduct constant 
analysis of such criminal activity.

The analysis of official statistics shows the deterioration of the criminogenic situa-
tion in Ukraine. Within the period between January and December 2022, 1 939 firearms, 
199 850 cartridges, 1 110 grenades, and 1530.9217 kg of explosives were seized [6]. Such 
data emphasize the need to strengthen security measures and regular monitoring of the 
situation to reduce the level of criminal activity.

Therefore, illegal weapon turnover in Ukraine remains a serious threat, especially 
under the conditions of martial law. The increase in the number of seized weapons and 
ammunition for the period of 2022 indicates the deterioration of the crime-related situa-
tion and the growth of risks to public safety.

Discussions and results obtained. In 2023, Ukrainian law enforcement agencies re-
corded 4 840 cases of illegal arms, ammunition and explosives trafficking. As a result of 
operational measures, 5 168 firearms were seized, including 1 567 automatic rifles, 997 
pistols and revolvers, 921 grenade launchers, and 1 683 modified weapons. Additionally, 
the police confiscated a significant amount of explosive materials, namely 17 815 grenades, 
16 798 mines, detonators and explosive devices, over 1.8 million rounds of ammunition, 
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as well as 2 935 kg of explosives. There were 695 documented cases of illegal arms sales, 
and 117 weapons caches containing over 7 000 units of various weapons were found. The 
two largest caches were eliminated in Kyiv and the Cherkasy region. Thanks to the work 
of checkpoints, more than 1 000 attempts to transport illegal weapons were intercepted. 
In total, 422 firearms were seized, including 234 automatic rifles, 61 pistols and revolvers, 
79 grenade launchers, as well as 2 815 grenades and 1 065 mines, detonators and other 
explosive devices.  A total of 3 406 individuals were prosecuted for illegal possession of 
firearms, ammunition and explosives. In addition, the police in cooperation with the Se-
curity Service of Ukraine (SBU) have been taking measures to prevent sabotage [11].

According to Bohdan Drapiatyi, the full-scale invasion has led to a sharp increase in 
the seizure of illegal weapons. In 2019, law enforcement confiscated around 100 units of 
automatic weapons, whereas in 2023, this number rocketed to 1 567. The similar trend is 
observed with grenades: 2 500 were seized in 2019 compared to approximately 18 000 in 
2023 [1].

Ivan Vyhivskyi, Head of the National Police of Ukraine, reported that law enforce-
ment officers have seized not only a significant number of firearms, but also over 16 000 
grenades, 747 grenade launchers, more than three tons of explosives and nearly two mil-
lion rounds of ammunition in 2024. Besides, the police launched over 5 000 criminal in-
vestigations related to the illegal circulation of firearms and ammunition.

Vyhivskyi reminded that Ukraine has legislation requiring the declaration of fire-
arms, and law enforcement agencies continuously inform citizens on this process. Within 
the previous year, 2 780 units of illegal firearms were officially registered based on citizen 
reports. While these weapons are returned to their owners after the war, they must either 
be surrendered within 90 days or modified (such as converting a Kalashnikov rifle into a 
carbine capable of firing only single shots) to be legally owned in accordance with current 
legislation [7].

Ukraine is actively combating the illegal circulation of weapons, which poses a 
threat to public safety and contributes to crime. Despite the challenges of war, the state 
maintains control over small arms and counters smuggling.

At the Second National Conference on Combating the Illegal Arms Trade, organized 
by the OSCE, the EU Advisory Mission (EUAM), and the Ministry of Internal Affairs of 
Ukraine, law enforcement measures and international cooperation were discussed. Em-
phasis was placed on the importance of legislative reforms, particularly Bill No.5708, and 
the establishment of the National Coordination Center and the Unified Firearms Register. 
These steps contribute to enhanced security and bring Ukraine closer to European stand-
ards [5].

Ukraine is in the process of establishing a Coordination Center to combat the ille-
gal circulation of weapons and ammunition. According to Ihor Klymenko, the Minister of 
Internal Affairs of Ukraine, law enforcement officers seize illegal firearms on a daily basis 
with an estimated one to five million units in the country.

Ukraine is actively collaborating with the EU to prevent weapons from crossing its 
borders by sharing data with Europol databases on stolen, lost or withdrawn weapons. 
The launch of the Coordination Center will be a significant step in strengthening the 
security of both Ukraine and Europe [12]. Moreover, the Ministry of Internal Affairs of 
Ukraine closely cooperates with the European Union agencies in terms of this issue to 
provide security in European member countries. Since Ukraine has been receiving weap-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică171
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

on from its partners, taking into account experience of the Western Balkans, the primary 
attention of Ukrainian law enforcement is directed to the control over arms circulation 
and prevention of its leaking abroad. In addition, law enforcement bodies of Ukraine take 
active part in the implementation of operative plans developed by the European Multi-
disciplinary Platform against Criminal Threats (EMPACT); one of the issues is devoted to 
illegal weapon turnover [10, p.1].

Starting from June 23, 2023, the Unified Register of Weapons (ERZ) has been func-
tioning in Ukraine. It is the functional subsystem of the unified information system of the 
Ministry of Internal Affairs of Ukraine, designed to automate the accounting of arms cir-
culation processes to the level of standards of operational procedures [9]. This initiative 
will strengthen the control over arms manufacture, storage, application and registration.

Currently the State Border Service of Ukraine has registered neither case of fire-
arms leakage from Ukraine, which is confirmed by the neighbor countries. However, po-
tential risks demand further developing of collaboration between EU relevant agencies 
and Ukrainian security bodies [10, p.1]. Illegal weapon turnover and prevention its leakage 
from Ukraine is one of the key challenges of Ukrainian law enforcements, which make a 
substantial contribution in performing this significant task. For this purpose a number of 
relevant documents between Ukraine and the EU member states and neighbor countries 
have been signed, in particular, with the Republic of Moldova. For instance, back in 2003, 
Protocol between the State Customs Service of Ukraine and Customs Department of the 
Republic of Moldova on Cooperation in Terms of Combating Illegal Weapon, Ammunition, 
Explosives, Narcotic Drugs, Psychotropic Substances and Precursors Turnover has been 
signed and entered into force. It stipulates the cooperation between parties with the aim 
of prevention, investigation and suppression of illegal weapon turnover. This collabora-
tion includes exchange of information on suspects (who may be involved in smuggling 
activities), suspicious vehicles (which may potentially transport firearms and ammuni-
tion) and detected cases of illegal weapon turnover [15, Art.3]. Moreover, the parties shall 
immediately respond to relevant inquiries and provide all available data connected with 
the issue [15, Art.5].

In addition, the trilateral Agreement between the Cabinet of Ministers of Ukraine, 
the Government of the Republic of Moldova and the Government of Romania on Coopera-
tion in Terms of Combating Crime has been in force since 1999 (signed; it was approved in 
Ukraine in 2000, and came into force in Ukraine in 2001). Collaboration spheres include, 
in particular, combating illegal circulation of weapons, ammunition, explosive and toxic 
substances as well as radioactive materials [14, Art.1, para 1.3].

Eastern Partnership Integrated Border Management Flagship Initiative: Enhanced 
Integrated Border Management through Joint Border Control and Exchange of Informa-
tion along the Moldovan-Ukraine Border can also be mentioned in this context. This pro-
ject was co-funded by the EU, Ukraine and Moldova to enhance security measures along 
the borders of Ukraine and the Republic of Moldova as well as to establish advanced tech-
nical control over people, transport and items crossing the official borders of the coun-
tries in both directions, including 955 km of green border and 267 km of blue border, not 
only 67 official crossing points [2, p.3].

Conclusion. In order to effectively combat this problem, it is necessary to continue 
to strengthen control over the illegal circulation of weapons, increase the efficiency of 
law enforcement agencies, and implement systematic analysis of criminal activities in this 
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area. It is also important to carry out active preventive work to reduce the risks of the 
spread of weapons among the population.
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Summary
This paper examines the concept of victimological prevention in the context of human traficking, high-

lighting the paradigmatic shift from a repressive approach to a proactive one, focused on identifying and re-
ducing victim vulnerabilities. The authors argue that the victim is not a passive entity, but an integral part 
of a criminal dynamic, and prevention must target the psychosocial, economic, and cultural conditions that 
facilitate exploitation.

The study analyzes the forms of victimization (primary, secondary, latent), the triggering factors, and 
the stages of the victim recruitment process. Furthermore, it emphasizes the need for early intervention, in-
ter-institutional cooperation, and the adaptation of public policies to include effective protection mechanisms. 
Victimological prevention is presented not as an alternative, but as a structural element of a coherent policy for 
combating human trafficking, grounded in scientific knowledge and the protection of human dignity.

Keywords: victimization, vulnerability, trafficking, prevention, victimology, intervention, risk, ex-
ploitation, receptivity, resilience.

Introduction. Human trafficking represents one of the most severe forms of trans-
national crime, producing devastating effects on both individuals and society through 
the violation of fundamental rights, the degradation of human dignity, and the erosion of 
social cohesion. In recent decades, alongside the evolution of criminological paradigms 
from a purely repressive model to a proactive and integrative one, a new sub-system of 
crime prevention has emerged, victimological prevention. This concept involves direct-
ing preventive efforts not exclusively toward the offender, as was the case in traditional 
approaches, but also toward the potential victim, based on the analysis of conditions, 
characteristics, and contexts that increase the risk of victimization.

This conceptual shift marks a repositioning of priorities within penal policies, in a 
context where victim vulnerability has become a determining factor in the emergence 
and perpetuation of human trafficking. In this light, victimological prevention is no longer 
a complementary option, but a strategic necessity that entails the early identification of 
at-risk groups, the strengthening of self-protection capacities, and interinstitutional in-
tervention. The present study aims to conduct a theoretical and practical analysis of this 
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concept and its relevance within the contemporary criminological landscape, in which 
victim protection must become a central pillar of prevention-oriented public policy.

Methods and materials applied. The present study was developed through a meth-
odological framework specific to theoretical and applied research in criminal sciences 
and criminology, with an emphasis on the multidimensional analysis of human trafficking 
from a victimological perspective. In this regard, the following research methods were 
employed:

– Firstly, the doctrinal analysis method was used, involving a critical examination of 
relevant national and international scholarly literature in the fields of criminology, vic-
timology, and criminal law to define the conceptual framework and identify doctrinal 
trends regarding victimological prevention.

– Secondly, the systemic analysis method was applied to investigate the causal and 
functional relationships among individual, social, and institutional factors that generate 
victim vulnerability and facilitate human trafficking. Additionally, the inductive and de-
ductive methods were employed to formulate theoretical generalizations based on case 
studies presented in official reports (GRETA, UNODC, ANITP, IOM), as well as to structure 
conclusions within a coherent and policy-applicable framework.

Moreover, the comparative method enabled the correlation of international best 
practices in TFU prevention with the institutional and normative realities of the Republic 
of Moldova, highlighting both alignments and discrepancies between victimological inter-
vention standards and their implementation in practice.

The research was further supported by empirical materials, such as impact studies, 
official statistical data, and institutional analyses published between 2018 and 2024, which 
contributed to the rigorous substantiation of the scientific argumentation.

Discussions and results obtained. The results of this study highlight that victi-
mological prevention represents an essential tool in the effective fight against human 
trafficking, as it targets the pre-victimization dimension of the phenomenon, offering a 
strategic alternative to purely reactive approaches. According to Gh. Gladchi, this type 
of prevention focuses on victimogenic processes and factors, risk situations, and groups 
with increased vulnerability, aiming to reduce the risk of victimization and to strengthen 
individuals’ self-protection capacities [10, p.35]. This perspective is shared by V.I. Polubin-
schi, cited by A.N. Fateev who argues that every crime results from an “intersection” be-
tween aggressor and victim, and that identifying and eliminating victim-related traits and 
conditions may decisively contribute to dismantling the criminal mechanism [7, p.112].

This line of thinking calls for a conceptual reform in penal policies: a shift from re-
active repression to anticipatory prevention, including risk prediction, early intervention, 
and support for vulnerable groups.

In the context of human trafficking, this reform gains particular significance. The 
offense cannot manifest in the absence of a vulnerable individual, manipulable, recruita-
ble, and transportable, making victim vulnerability a structural condition of the crime. 
Consequently, victimological prevention must focus on identifying risk factors (such as 
poverty, lack of education, illegal migration, domestic violence), defining at-risk groups 
(minors, women, persons with disabilities, etc.), and activating mechanisms of individu-
al and community self-protection (legal education, awareness campaigns, psychological 
and social support, personal security). This approach is also supported by scholars M.A. 
Hotcă and S.M. Rădulescu, who argue that the prevention of criminal behavior is insuffi-
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cient without also reducing victim vulnerability [13, p.49].
However, the doctrine remains divided. Some scholars, such as N. Mitrofan and 

E.A. Fattah, contend that victimological prevention should remain subordinate to gen-
eral crime prevention, serving as a functional complement rather than an autonomous 
subsystem [18, p.71]. In contrast, authors like T. Butoi and I.V. Soshnikova advocate for a 
distinct and priority role of victimological prevention, especially in crimes that involve a 
direct aggressor–victim relationship, such as human trafficking [4, p.117].

A sensitive topic within the doctrinal debate concerns the risk of indirect vic-
tim-blaming. Contemporary victimologists emphasize, however, that the purpose of 
victim research is not to shift responsibility onto the victim, but rather to identify and 
neutralize systemic, cultural, and psychological risks that make victimization possible. 
Therefore, victimological prevention must be understood as a balanced and proactive 
intervention centered on human protection, and not as a means of stigmatizing or mar-
ginalizing affected individuals.

A fundamental concept of this paradigm is victimhood, defined by V.I. Râbaliskaia as 
“the heightened capacity or known predisposition of a person to become the victim of a 
criminal offense” [22, p.204]. This can be classified as:

• Personal – determined by psychological traits, lack of education, emotional de-
pendency, psychological trauma, naivety, etc.

• Situational – associated with economic vulnerability, absence of social support 
networks, institutional instability.

• Professional or social – as in the case of caregivers, informal workers, or refugees.
Applying the concept of victimhood to the prevention of human trafficking (HT) 

requires evaluating the vulnerability of potential victims and implementing differentiated 
measures to reduce risk. This approach demands solid interinstitutional cooperation, as 
well as the development of a legislative framework that recognizes victimological preven-
tion as a positive obligation of the state.

In the analysis of the human trafficking phenomenon, particular attention must be 
paid to understanding the process of victimization, since in the vast majority of cases, 
the victim is not chosen at random but based on a specific victimological receptivity. This 
involves a combination of psychological, social, cultural, and institutional factors that fa-
cilitate exploitation [21, p.87].

According to Beniamin Mendelsohn, the father of modern victimology, “the victim is 
not merely a passive element of crime, but may display a predisposition to victimization, 
which varies according to age, gender, culture, and personal experience” [17, p.49]. This 
victim receptivity becomes essential in HT, where perpetrators exploit not only economic 
vulnerability, but also the emotional weaknesses and social dependencies of the victim.

For example, in many cases, underage girls from rural areas are lured through false 
promises of a “better life” or “employment abroad,” capitalizing on their lack of critical 
thinking and risk assessment skills [12, p.133].

Victimization can be analyzed in terms of how it is experienced and reflected upon 
by the affected individual, as follows:

• Primary victimization – the direct suffering of a person who is recruited, trans-
ported, and exploited through forced labor, sexual exploitation, or organized begging. 
Examples include women trafficked for prostitution in Western Europe and minors ex-
ploited in agriculture or construction [25, p.219].
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• Secondary victimization – the psychological, emotional, and social effects on the 
victim’s family: shame, guilt, post-traumatic stress, economic loss. This type is often ne-
glected in public policies [26, p.276].

• Latent victimization – invisible or unrecognized forms of exploitation that are not 
officially recorded. This often occurs in informal sectors such as domestic work, disguised 
prostitution, or irregular migration.

For instance, the GRETA Report (2020) notes that in Romania and Bulgaria, approx-
imately 40% of forced labor victims do not perceive themselves as victims, but rather as 
individuals “in debt” to their recruiter, a classic example of latent victimization [11, p.23].

Victimological literature identifies a series of triggering factors for victimization in 
HT, which must be analyzed in a dynamic interdependence [21, p.102]:

 – False promises related to employment, education, or marriage abroad – fraudulent 
mechanisms based on manipulating the legitimate aspirations of the victim [24, p.41].

 – Emotional and coercive manipulation – frequently observed in “lover boy” schemes 
or networks involving affective and psychological dependency, including through debt 
bondage [15, p.209].

 – Lack of trust in authorities – caused by corruption, previous failures of justice, 
systemic discrimination; this prevents victims from reporting abuse or seeking assistance 
[3, p.67].

Social stigmatization – particularly of victims of sexual trafficking, who are often 
marginalized and blamed, including by their families or communities, exacerbating trau-
ma and hindering reintegration [27, p.121].

A telling example is the situation in the Republic of Moldova: according to a report 
published by La Strada (2022), 63% of identified victims did not seek help from the au-
thorities due to social shame and fear of rejection by their home communities [5, p.5].

Victimization in human trafficking is not an isolated act but a complex and gradual 
process, typically unfolding in the following stages:

Identification of the vulnerable victim. This is the first critical stage in the dynam-
ics of human trafficking, as it involves the deliberate selection of individuals who, due 
to a combination of psychosocial and contextual factors, are particularly susceptible to 
manipulation and exploitation. This process often occurs through informal social obser-
vation, carried out by recruiters who operate in accessible environments such as educa-
tional institutions, online platforms, or disadvantaged communities. In schools, vulner-
ability may be indicated by signs of emotional neglect, lack of familial support, or social 
exclusion. Online, traffickers target profiles showing signs of emotional fragility, isolation, 
or distrust of authority. In poor communities, recruitment is facilitated by the absence of 
economic and educational opportunities. This identification is far from random, it is a so-
phisticated mechanism based on recognizing victimological predisposition, highlighting 
the urgent need for early intervention by community and institutional actors.

Building trust. This stage is essential in the recruitment process, whereby the traf-
ficker seeks to create a seemingly genuine relationship based on empathy and assistance. 
It is characterized by emotional manipulation techniques tailored to the victim’s psycho-
logical profile: promises of a “better life,” offers of honest work abroad, material aid, or 
romantic involvement (as in the “lover boy” method). Through these tactics, the victim 
develops emotional attachment and trust toward the recruiter, severely impairing their 
critical thinking and defensive instincts. This induced trust is particularly dangerous, be-
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cause it distorts reality, presenting the trafficker as a false “savior.” Thus, trust-building 
becomes a subtle psychological weapon through which the victim not only accepts the 
offender’s presence but often unknowingly cooperates in their own victimization.

Severing social ties. This is a strategic stage aimed at isolating the victim and ensur-
ing total control. Once trust is established, traffickers work to gradually cut the victim 
off from family, friends, educators, or any other support network. Isolation is achieved 
through emotional manipulation (convincing the victim they are misunderstood or 
judged), veiled threats, or relocation – often to another region or country. Separated 
from their support system, the victim becomes emotionally and materially dependent 
on the exploiter, facilitating continuous abuse. The severing of social ties also removes 
any chance of community intervention, thereby increasing vulnerability and reinforcing 
the victim’s silence. Without institutional mechanisms for monitoring and reporting, this 
stage is pivotal in securing the victim’s complete integration into the trafficking system.

Exploitation. Exploitation is the peak of the victimization process in human traffick-
ing, representing the moment when the trafficker achieves full control over the victim, 
who is subjected to serious and systematic abuse. At this point, the victim loses all deci-
sion-making power, and their physical, psychological, and legal autonomy is profoundly 
compromised. Exploitation manifests in multiple forms: forced labor in degrading condi-
tions without pay; sexual exploitation, including organized prostitution; forced begging, 
especially in the case of minors or persons with disabilities; and organ trafficking, one 
of the most severe and hidden forms of abuse. These activities are carried out under 
coercion, threats, physical or psychological violence, and are maintained through fear, 
humiliation, and lack of alternatives. Exploitation is not only a consequence of preexist-
ing vulnerability but also a source of deep trauma and re-victimization, with long-term 
effects on the victim’s identity and personal integrity.

Silence [2, p.58]. Silence represents a structural and final component of the victim-
ization process in human trafficking, functioning not only as a defensive reaction by the 
victim, but also as a strategic instrument of control employed by exploiters. This silence 
is maintained through a combination of persistent fear, of violence, retaliation, denunci-
ation, or deportation, and deep internalized feelings of shame, which block the victim’s 
ability to seek help. In parallel, the real or perceived lack of alternatives, employment, 
shelter, family support, keeps the individual in a state of total dependence, whether eco-
nomic, emotional, or psychological. Silence thus becomes both a survival mechanism and 
a major barrier to the intervention of authorities and support services. In the absence of 
proactive institutional strategies for victim identification and trust-building within sup-
port systems, this silence risks perpetuating abuse and normalizing exploitation within 
societal indifference.

This mechanism is reflected in the victimological literature through the theory of 
victimization spirals (Fattah, 1991), which describes how a minor initial vulnerability can 
evolve, under external pressures, into an irreversible process of total control over the 
victim [8, p.95].

Women and adolescent girls are predominantly subjected to sexual exploitation, 
while men are more frequently exploited through forced labor. Minor victims are often 
recruited online via social media platforms, exhibiting a profile of hyper-vulnerability, 
emotional, educational, and familial.

The analysis of the forms, factors, and mechanisms of victimization in human traf-
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ficking shows that any effective anti-trafficking strategy must include, alongside repres-
sion and post-factum assistance, preventive measures aimed at reducing vulnerability, 
based on psychosocial understanding of the victim and early intervention. This constitutes 
the logical and scientific foundation of authentic victimological prevention [25, p.219].

In the context of modern approaches to human trafficking, victimological preven-
tion becomes not merely a complementary component of anti-trafficking policy, but a 
strategic necessity in anticipating victimization phenomena. Whereas, until recently, pre-
vention strategies focused almost exclusively on repressive actions and the dismantling of 
criminal networks, today there is an acute need for a shift toward the vulnerable individu-
al, especially during the pre-victimization stage, where the potential for victim receptivity 
emerges in insidious yet predictable ways [12, p.133].

The specialized literature emphasizes that, in the absence of active measures to re-
duce social and personal vulnerability, criminal policy loses effectiveness, operating with-
in a reactive and delayed framework. True prevention, as S.M. Rădulescu asserts, should 
begin before the victim is recruited, transported, and exploited, through actions targeted 
at risk groups, unstable family environments, disadvantaged communities, and deficient 
educational structures [21, p.164].

In this regard, victimological prevention implies active involvement from both the 
state and society in strengthening individuals’ self-protection capacities, especially for 
those in precarious conditions, as well as in establishing institutional mechanisms for the 
early identification of individuals at risk of becoming victims [16, p.49].

International experience has demonstrated that prevention efforts are truly effec-
tive only when they include educational campaigns tailored to the comprehension level 
of vulnerable groups, professional training for first-contact actors, such as police officers, 
social workers, or medical staff, and the promotion of a culture of social vigilance through 
community involvement in the detection and discouragement of recruitment [27, p.67].

In Romania, for instance, the campaign “Be Free!”, implemented in educational units 
located in high-risk areas, employed participatory methods designed to raise awareness 
about the dangers of online recruitment through social media [6, p.5]. In the Netherlands, 
the CoMensha network provides a functional example of partnership between the pub-
lic sector and non-governmental organizations, within a referral and protection system 
based on victim risk assessment [6, p.41].

Despite these good practice examples, many current policies, including in the Re-
public of Moldova, remain anchored in a punitive vision, ignoring the fact that the lack 
of civic education, mental health services, or local development intervention creates the 
conditions for the perpetuation of victimization [23, p.118].

Therefore, it is necessary to reformulate both criminal and social policies so that 
prevention is no longer understood merely as law enforcement but as a complex antic-
ipatory process with impact across multiple spheres of social life. Education, especially 
for minors, must become a platform for legal and moral literacy regarding the dangers of 
trafficking. The healthcare system, in turn, should ensure access to psychological coun-
seling for traumatized or marginalized individuals, while social services must engage in 
proactive activities within communities chronically exposed to vulnerability.

A positive example in this regard is the “Bright Future” program, implemented in the 
autonomous region of Gagauzia, which combined economic support with youth training 
in safe migration and human rights [14, p.13]. Likewise, reintegration projects run by the 
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International Organization for Migration (IOM) in the Republic of Moldova have shown 
that counseling and professional rehabilitation for victims can significantly reduce the 
risk of re-victimization [19, p.26].

From a victimological perspective, these interventions are not auxiliary elements in 
combating human trafficking, but essential components of coherent public policy. The 
state cannot remain passive in the face of latent victimization or systemic vulnerability 
processes. A clear normative framework is needed to recognize victimological prevention 
as a state obligation, with measurable performance indicators, adequate funding, and in-
terinstitutional coordination [20, p.73].

At the same time, an integrated system for the early identification of potential vic-
tims must be established, based on analyzing the social, economic, and psychological 
context in which they live.

Therefore, the victimological dimension of prevention policies implies a shift from 
reaction to anticipation, from isolated intervention to strategic planning, and individu-
al protection to social cohesion. It is a form of preventive justice, oriented not toward 
punishment, but toward the avoidance of human suffering, beyond statistics and official 
reports [8, p.98].

Conclusions. The victimological approach to human trafficking, as developed 
through the theoretical and practical reflections in this paper, emerges as an indispen-
sable dimension of modern prevention strategies. Beyond its complementary role to 
traditional punitive interventions, victimological prevention acquires autonomous and 
foundational significance, centered on anticipating victimization risk and reducing the 
vulnerability of those exposed to exploitation.

Human trafficking cannot be fully understood solely through the lens of criminal 
mechanisms, but must be interpreted as an expression of systemic social imbalances, 
institutional deficiencies, and victim receptivity amplified by psychological, cultural, and 
economic factors. In this context, the concept of victimological prevention asserts itself 
as an emergent subsystem within public safety policy, placing the victim at the center, not 
as a passive subject, but as a dynamic element in the criminogenic equation.

The study of the forms, factors, and mechanisms of victimization reveals the de-
liberate and targeted nature of recruitment processes, where victims of trafficking are 
rarely chosen at random. For this reason, the effectiveness of combating the phenomenon 
depends fundamentally on the institutional capacity to intervene during the pre-victimi-
zation phase, where receptivity is still detectable and reversible.

Reconsidering the logic of institutional intervention from repression to protection, 
from reaction to prevention, from enforcement to the reinforcement of social resilience, 
constitutes one of the most pressing challenges for contemporary criminal policy. Inter-
national best practices confirm that where early identification mechanisms, preventive 
education, and community partnerships have been implemented, the incidence of human 
trafficking cases has significantly decreased.

In this regard, integrating the victimological dimension into national policies re-
quires not only regulatory adjustments, but also the professionalization of interven-
tions, the allocation of sustainable resources, and the development of an institution-
al culture oriented toward the protection of human dignity. Strengthening scientific 
research in the field of victimology and translating its findings into coherent public 
policies with real social impact are essential pillars of a strategic vision for effectively 
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combating human trafficking.
In conclusion, the concept of victimological prevention, analyzed through both the-

oretical and practical lenses, becomes an indispensable interpretative and operational 
key for understanding and effectively combating human trafficking in contemporary so-
cieties. In a constantly evolving criminological landscape, where recruitment methods 
grow more sophisticated and forms of exploitation adapt to new socio-digital realities, 
the development of a prevention culture centered on the human being and their funda-
mental rights is no longer merely a matter of public policy choice, but a moral, legal, and 
strategic obligation for any democratic state.
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Summary
The article provides a comprehensive analysis of the dimension of crimes committed by drug-dependent 

individuals in the Republic of Moldova. It presents current statistical data, typologies of committed offenses, 
behavioral aspects of drug users, as well as tactical recommendations for criminal investigation officers. The 
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Introduction. In recent decades, the Republic of Moldova has undergone a period 
marked by profound economic, social, and political transformations which, alongside the 
positive effects of transition, have also generated a series of major challenges in the area 
of public security. One of the most serious emerging threats is the expansion of drug-re-
lated crime, including both consumption and trafficking. This issue can no longer be ad-
dressed solely from a legal or punitive perspective, as it involves complex dimensions 
– social, medical, psychological, and criminological in nature.

The evolution of criminality in Moldova is characterized by a process of adaptation 
and increasing sophistication of criminal behavior, including in the case of groups in-
volved in the trafficking of illegal substances. These groups develop, specialize, and inter-
act with transnational networks, thereby increasing risks and challenges for law enforce-
ment institutions. At the same time, drug users are becoming increasingly involved in the 
criminal chain – not only as consumers but also as intermediaries or occasional dealers, 
driven by the urgent need to obtain their required doses.

Statistical data show that in recent years there has been an increase in the number 
of drug-related crimes and misdemeanors, a phenomenon also marked by significant un-
derreporting due to users’ fear of being included in official registries and the associated 
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social stigma. In parallel, there is a clear link observed between the use of psychoac-
tive substances and other forms of criminal activity, such as theft, violence, or offenses 
against public health.

Discussions and results obtained. Starting from the premise that addiction directly 
influences criminal conduct, this paper focuses on the distinctive features of criminal 
investigations in cases involving the consumption of narcotic substances. The aforemen-
tioned transformations have led to a series of complex effects, including negative con-
sequences felt at the level of public safety. These include an increase in certain types of 
crimes, a qualitative shift in the structure of criminality, and the refinement of criminal 
organization and technical means used in illicit activities [1].

A distinct phenomenon is the consolidation of criminal groups, the integration of 
economic crime with conventional crime, and their specialization in various areas of 
criminal activity [2, p.34-48]. In this context, drug-related crime – both trafficking and 
consumption – is undergoing rapid expansion, becoming one of the most dynamic and 
dangerous forms of social deviance [3].

According to available official data, drug-related offenses in the Republic of Moldova 
have shown a slight increase in recent years, while the use of psychoactive substances 
continues to pose a significant public health issue. In 2024, authorities in the Republic 
of Moldova recorded 1033 drug-related crimes, an increase of 74 cases compared to the 
previous year. Additionally, 4310 drug-related misdemeanors were registered, 900 more 
than in 2023. According to data from the National Bureau of Statistics, in 2023 4.2% of all 
individuals convicted at first instance were sentenced for drug-related offenses [4].

At the end of 2023 the total number of officially registered drug users in the Re-
public of Moldova was 12032 individuals [5]. During the same year, 612 new cases of drug 
users were added to the national drug user registry. It is important to note that these fig-
ures reflect only officially recorded cases. According to some estimates, over 70% of drug 
users in Moldova have never sought help from the country’s medical institutions, largely 
due to the fear of being registered at the Republican Narcology Dispensary – a situation 
that may lead to social stigma and various restrictions [6].

In the Republic of Moldova, official data do not provide an exact statistic regarding 
the number of offenses committed by drug users. Although there are no official figures in-
dicating precisely how many crimes are committed directly by individuals who use drugs, 
various international studies and local observations reveal a clear link between the use of 
psychoactive substances and criminal behavior. Regular drug use can significantly impair 
an individual’s ability to make rational decisions, follow social norms, and maintain func-
tional relationships with family or the community. In many cases, addiction creates a con-
stant pressure on the individual to obtain resources to support their drug use, which may 
lead to the commission of property-related crimes such as home burglaries, car break-
ins, fraud, or even robberies and muggings.

In 2023, among individuals aged 14 to 29 who committed offenses, nearly one in four 
committed thefts (28.0%), 8.6% were involved in acts of hooliganism, and 6.9% commit-
ted drug-related offenses. Out of every 10000 young people aged 14 to 29, there were 110 
individuals who committed crimes [7].

In the Republic of Moldova, the phenomenon of drug addiction became a serious 
issue with the onset of the drug use epidemic in 1985. At the beginning of the epidemic, 
the number of individuals affected doubled every two years overall, and every two years 
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among adolescents specifically [8, pp.365-373]. In recent years, this trend has accelerated 
significantly, with the number of affected individuals now doubling annually—an indica-
tion of delayed and incomplete detection.

Today, drug addiction can no longer be seen merely as a problem of deviant behav-
ior or as an individual dependency with psychophysiological roots. It must be approached 
as a phenomenon with deep social and demographic implications, with the potential to 
erode social cohesion, contribute to the degradation of human capital, and, in the long 
term, increase the vulnerability of society as a whole [9, p.55-66].

Public health and criminology experts emphasize that the issue is not merely a 
criminal one, but also deeply social and medical in nature. The lack of access to effective 
rehabilitation services, the stigmatization of individuals with addiction, and their official 
registration in special medical records (which may result in the loss of certain rights) lead 
many drug users to avoid the healthcare system and remain outside any form of institu-
tional support. This social exclusion further increases their vulnerability and the risk of 
involvement in illegal activities.

Moreover, drug use is often associated with other types of offenses, such as do-
mestic violence, driving under the influence of psychoactive substances, or participation 
in drug trafficking networks. As such, the user becomes not only a potential perpetrator 
of crime, but also a victim of their own addictive behavior and of a system insufficiently 
equipped to address the complex nature of this problem.

The indisputable motive – present in 95% of thefts and assaults committed with the 
intention of stealing property – behind the overwhelming majority of offenses committed 
by individuals with drug addiction is the need to obtain drugs or the means to purchase 
them [10, p.22].

The severity of this phenomenon is also recognized at the international level. The 
United Nations places the drug problem in the same category of global threats as the risk 
of nuclear conflict or the danger of an ecological catastrophe, highlighting the existential 
nature of these risks for the future of humanity [11].

Given the complexity and gravity of criminal behavior associated with drug con-
sumption, a rigorous and specialized approach to investigating such offenses becomes 
essential. Methodological and forensic aspects gain major importance in the process of 
identifying and proving crimes committed by drug users, taking into account their spe-
cific behavioral and psychological characteristics. In order to enhance the efficiency of 
criminal investigation bodies, it is necessary to develop forensic methodologies that are 
adapted to the particularities of offenses arising from drug dependence, as well as to fos-
ter effective interdisciplinary collaboration among forensic experts, public health profes-
sionals, psychologists, forensic psychiatrists, and medical examiners.

The following sections will analyze certain methodological particularities in the 
investigation of crimes committed by drug users, highlighting practical challenges and 
providing recommendations for optimizing criminal investigations in this sensitive and 
dynamic area.

A necessary condition for successfully developing a specialized methodology for 
investigating offenses committed by individuals with drug dependence is to consider the 
specific traits of the offender, including signs of a particular form of addiction. These 
factors characterize the personality of the offender, their behavior, motivation, choice 
of method used in committing the crime, and other distinctive features. For instance, 
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the actions of a person dependent on drugs during and after committing a crime may be 
irrational, such as unjustified changes in the arrangement of objects at the crime scene. 
There are documented cases where drug-dependent individuals left behind personal 
items, tools used in the offense, or drugs and drug traces at the scene [12, p.46]. Thus, in 
the investigation of crimes committed by drug users, it becomes reasonable to analyze 
relevant forensic information concerning the nature and types of offenses committed by 
such individuals. Particular attention should be paid to the fact that the main objective of 
a drug-dependent offender is to satisfy the urge to consume drugs or to obtain the neces-
sary means to do so. It is logical to assume and identify a correlation between the type of 
addiction and the nature of the offense committed. Certain crimes, such as those related 
to economic activities, are generally not characteristic of individuals suffering from drug 
dependence. This consideration should be factored into the development of investigative 
hypotheses and the planning of the criminal investigation.

Drug dependence influences both the offender’s behavior and the choice of offense, 
which constitutes a common and distinctive feature. Offenses committed by drug addicts 
are classified in the legal literature according to various criteria. However, authors differ 
in their opinions on this matter [13, p.63].

Based on the analysis of judicial practice materials, we draw attention to the follow-
ing groups of offenses (classified according to the method of commission):

Offenses related to drug trafficking. In these cases, drugs serve as the object or 
means of the criminal act. This category includes operations such as purchasing, produc-
ing, sending, or cultivating prohibited plants. Drug addicts initially obtain drugs for per-
sonal use, but inevitably come into contact with traffickers, developing both financial and 
psychological dependence on them. When they run out of money, they acquire drugs “on 
credit” and are subsequently forced to sell to others, transitioning from mere consumers 
to small-scale traffickers.

Offenses committed to obtain drugs or money to buy them. These are typically of-
fenses against material property, including theft, robbery, mugging, and extortion. This 
group also includes specific acts such as stealing drugs or blackmailing individuals known 
to hide drugs in specific locations and stealing those meant for clandestine sales. Due 
to increasing drug tolerance, addicts require larger doses but, lacking income, resort to 
criminal acts. For them, money is no longer an end in itself but merely a means to acquire 
drugs.

Violent offenses committed under the influence of drugs, such as murder, bodily 
harm, rape, and others. In states of euphoria or withdrawal, addicts can become extreme-
ly aggressive. Those under the influence of hallucinogens lose touch with reality and may 
display suicidal or violent behaviors. Analysis shows that these offenses are often particu-
larly brutal and, in some cases, committed by groups. Moreover, some drugs have sexually 
stimulating effects, which may explain certain instances of sexual assault.

Transmission of venereal diseases, including HIV/AIDS. Drug addicts are a key fac-
tor in the spread of HIV, primarily through shared needle use or sexual contact. It is esti-
mated that a single drug addict can infect up to 120 people in one year.

Offenses against the health of minors. These include involving minors in criminal or 
misdemeanor activities. Lacking financial resources, some addicts recruit young people 
into drug use as a means to secure their own doses. Youth are especially vulnerable due 
to curiosity, a desire to belong to adult groups, and lack of experience. Their bodies also 
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become addicted more quickly, and in a short time, they begin committing thefts or other 
crimes [10, p.75].

The typology of offenses committed by individuals with drug dependence, struc-
tured according to motivation, behavior, and the object of criminal activity, reflects a dis-
tinct criminological profile – one situated at the intersection of personal vulnerability and 
heightened social danger. This observation is not merely theoretical; rather, it directly in-
fluences the selection of appropriate tactical means and methods for the effective inves-
tigation of such offenses. Understanding the behavioral and criminogenic particularities 
of drug-dependent individuals enables not only the classification of offenses, but also the 
development of forensic tactics tailored to this category of offenders. For example, the 
impulsive, chaotic, and unpredictable behavior often exhibited by drug addicts requires 
heightened attention from the criminal investigation officer during the initial phase of 
the investigation, particularly when examining the crime scene and collecting physical 
evidence.

Given the complexity of criminal manifestations associated with drug use, it is es-
sential to move from a descriptive approach to a tactical-procedural one, focused on 
evidentiary efficiency. In this context, the most relevant tactical aspects of criminal inves-
tigation in such cases are outlined below.

One of the most important initial procedural actions in the investigation of offenses 
committed by drug-dependent individuals – an action that significantly determines the 
scope and sequence of subsequent activities – is the crime scene investigation [14, p.207-
213]. This activity must be carried out in accordance with the provisions of the Criminal 
Procedure Code of the Republic of Moldova and established methodologies for investi-
gating crimes such as theft, robbery, mugging, homicide, or drug trafficking. However, in 
cases involving drug addicts, the crime scene investigation takes on a specific character 
due to the presence of traces and objects that clearly indicate behavior associated with 
drug use. During the preparation of the crime scene investigation, the criminal investi-
gation officer must establish a set of objectives that allow for the formulation of concrete 
hypotheses regarding the perpetrator’s identity. These include: searching for biological 
and physical traces – fingerprints, shoe prints, vomit, saliva, urine, blood; lingering odors 
– the preliminary analysis of which may indicate that the act was committed by a person 
under the influence of drugs; searching for drug-specific traces such as vials, syringes, 
needles, improvised instruments, medical prescriptions, or pharmaceutical packaging; 
and assessing the overall situation at the scene and identifying significant environmental 
changes (apparent chaos, overturned furniture, scattered objects), all of which suggest 
the typical behavior of a person under narcotic intoxication.

Even during the static phase of the crime scene investigation, the criminal investi-
gation officer must pay special attention to object-traces, as they may contain residual 
substances such as particles of opium, hashish, poppy powder, or traces of liquid or solid 
extracts from narcotic plants. Due to the small size of these traces, their identification 
must be guided by the context of the offense. For instance, in cases involving violent 
crimes, substance-traces are often found on drug paraphernalia such as syringes, small 
bottles, cotton or gauze pads, and cigarette butts. A cigarette butt containing traces of 
cannabis, for example, may indicate joint use by both the victim and the suspect. During 
the investigation, the officer must instruct the specialist to collect swabs from the victim’s 
hands, oral cavity, samples from under the nails and nail clippings, as well as particles 
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from clothing seams and pockets. These will later be analyzed during chemical forensic 
examinations to identify narcotic substances.

In cases involving drug thefts from medical institutions or storage facilities, the 
stolen drugs may be stored or transferred using specific containers – cabinets, safes, 
jars, packages, bags, or boxes. Additionally, improvised processing tools such as grinders, 
sieves, or scales may also be identified. Relevant traces can also be found on seemingly 
“abandoned” objects, indicating drug use directly at the scene. A common mistake made 
by investigative bodies is to limit the search to the room where the crime was committed. 
However, practice has shown that it is often necessary to extend the perimeter of the 
search, especially when traces may appear along the perpetrator’s route of movement.

Discovered objects must be examined thoroughly for fingerprints and drug resi-
dues, described in detail in the official crime scene report, and collected either in their 
entirety or using techniques recommended by forensic specialists [15, p.50-61].

The investigation of offenses in the category under discussion highlights the ne-
cessity of combining a body search with a physical examination of the detained person. 
Grounds for conducting such an examination in these types of cases should be based 
on information indicating the individual’s use of narcotic substances. Performing the ex-
amination shortly after detention is reasonable, in order to determine the presence of 
injection marks on the suspect’s body and to assess their age. This allows the criminal 
investigation officer to be aware from the very beginning of the investigation that the 
person is a drug user.

Failure to conduct a timely examination to identify injection marks may result in the 
loss of critical evidence. In particular, in cases of narcotic use, any area of the body with 
visible veins may be used for injection, but such marks may disappear if different areas 
are used or if the injections are administered professionally. As a result, after one or two 
weeks, the injection marks may no longer be detectable. Additionally, if injection marks 
are not documented at the outset and their origin is not clarified, various interpretations 
may later arise regarding how they appeared on the body.

One of the specific features of intravenous and intramuscular drug administration 
is that some individuals who have used narcotics for a short period inject themselves not 
intravenously but subcutaneously or intramuscularly, using any accessible site. Medical 
personnel do not administer medication in such areas, except in cases where a person is 
in a long-term critical condition and has received a large number of injections – such sit-
uations are clearly recorded in medical documentation. Therefore, conducting a physical 
examination at the moment of detention is both necessary and mandatory.

The examination must be carried out by a person of the same sex as the detainee 
and in the presence of a specialist who can provide a professional opinion regarding the 
presence of skin lesions and the approximate time of their appearance.

In the event that skin redness is detected, the specialist assists in describing its 
characteristics, identifying the possible substance that caused it, and collecting samples. 
When describing injection sites, for example on the thigh, the general condition of the 
veins is noted, along with the likelihood that the marks may have resulted from medical 
procedures. Typically, different types of drugs cause varying skin reactions [16, p.5].

Given that the subject of the examination is a living person, it must be noted that it 
shall be carried out either with the person’s consent or based on a reasoned order by the 
criminal investigation body, with the authorization of the investigating judge, in order to 
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establish whether there are signs of a crime or distinctive marks on their body, in cases 
where a forensic medical examination is not required [17].

When deciding on the ordering of a biological forensic examination, the criminal 
investigation officer in the initial stage of the criminal investigation must decide on the 
collection of samples from the suspect’s fingers and subungual content. These samples 
must be sent for forensic examination to determine the presence of opiate alkaloids or 
cannabinoids on the suspect’s fingers. When collecting the samples, it must be explicitly 
stated what is being collected—samples from hands, neck, etc. Each sample is to be pack-
aged separately [10, p.77].

If a person is holding drugs, transporting them, or, more seriously, producing them, 
then due to the general property of objects to retain traces, there will be traces of sub-
stances on their body and clothes. Therefore, conducting a forensic examination to de-
tect such traces is absolutely necessary. However, such examinations are rarely found in 
case files.

The criminal investigation officer may not examine a person of the opposite sex if 
such examination requires undressing. In these cases, the criminal investigation officer 
delegates the direct physical examination of the body to a doctor or another special-
ist trained in medicine, while retaining overall responsibility for the procedural action. 
If necessary, the specialist may be heard in connection with how the examination was 
conducted and its findings, but only within the criminal investigation phase. The need to 
involve a specialist in a procedural action arises when the criminal investigation officer, 
during evidence collection, analysis, or when using technical means, requires special-
ized knowledge. For the examination of a person’s body, a medical specialist is needed 
to ensure the possibility of detecting, documenting, and collecting traces (objects) of the 
offense found on the person’s body. Medical participation is also required in cases where 
technical means must be used or simple medical procedures must be performed (e.g., 
examination of body cavities to detect the presence of drugs inside).

To prove that the detained person was involved in drug-related operations, it is 
crucial to collect samples for analysis: swabs from the hands (using alcohol or a hydroal-
coholic solution), nail clippings (to prove contact with drugs), swabs from the lips and 
mouth, and samples of biological fluids (blood, urine, saliva) in order to determine drug 
use.

Collected samples must be packaged and sealed separately. The control sample of 
the material used for swabbing (e.g., gauze soaked in hydroalcoholic solution) must also 
be packaged separately. Depending on the nature of the committed offense and the sur-
rounding circumstances, the criminal investigation officer may assume that the suspect’s 
body and clothing bear traces resulting from contact with various objects at the crime 
scene (during the overcoming of obstacles), as well as traces from the victim’s body and 
clothing. Because drug-dependent individuals often neglect their appearance, such trac-
es can persist for a longer period. Therefore, during the examination process, drug users 
may show particles from forced obstacles, injuries to the body and clothes, foreign hairs, 
bite marks, nail scratches, etc. Successfully achieving these goals involves a logical se-
quence of actions, including: examination of the suspect’s clothing and exposed body ar-
eas; analysis and comparison of traces on the clothing and body; identification of specific 
traces of the offense.

A key role in investigating crimes committed by drug addicts is played by the in-
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terview of the victim and witnesses. Without delving into the tactics of interviewing, we 
will highlight only the specific aspects of conducting interviews in this category of cases. 
During the victim’s interview, the investigator must establish gender, age, social status, 
family situation, the victim’s behavior (before, during, and after the offense), any medical 
conditions (alcoholism, drug addiction, mental disorders), character references, criminal 
history, and relationship with the perpetrator. After identifying the features defining the 
victim’s personality and behavior, connections with other individuals, and other elements 
of the criminal mechanism, it becomes possible to formulate typical versions, for exam-
ple, regarding motives or the subject of the offense. The gathered information may serve 
as the basis for probabilistic conclusions about the criminal event and may also be useful 
in further procedural actions such as confrontations and follow-up interviews.

In the interest of criminal investigation, the first witnesses to be identified and in-
terviewed should be: eyewitnesses to the crime; individuals who observed suspicious per-
sons near the scene; relatives, friends, co-workers, and neighbors of the victim who are 
familiar with their lifestyle, connections, and conflicts; individuals who saw the victim 
shortly before the incident and can indicate where they were going and with whom; and 
those who found the victim in a serious or deceased condition.

A special place is occupied by the interview of the drug-addicted suspect. Typically, 
this individual appears at the initial stage of the investigation when the criminal inves-
tigation officer does not yet have sufficient information about their involvement in the 
crime or their personal background. The difficulties of the initial interview are also due to 
the suspect’s condition: whether at the time of the interview they are under the influence 
of narcotics (euphoria) or, conversely, in withdrawal. When the suspect is euphoric, the 
interview is not feasible. It is necessary to consider the particularities of drug intoxication 
depending on the type and stage of addiction. For novice or tolerant addicts, euphoria 
lasts briefly from a few minutes to several hours, depending on the drug and the psy-
chophysiological traits of the individual. The interview must begin immediately after the 
euphoria subsides. For chronic and active drug users, euphoria is inevitably followed by 
withdrawal, which persists until a new dose is administered.

After identifying signs of drug intoxication, the criminal investigation officer must 
decide: to postpone the interview and request the examination of the suspect by a spe-
cialist (addiction doctor or psychiatrist). The specialist will assess the individual and issue 
a preliminary opinion on their condition, indicating when the interview can be conducted.

Nevertheless, there are cases when the suspect’s condition is not clearly estab-
lished, and the interview proceeds. When the suspect is in severe withdrawal – a common 
situation for addicts in advanced stages – conducting the interview is, in our opinion, 
inadmissible. The suspect’s thoughts and behavior are driven solely by the urgent need to 
obtain drugs. Some argue that, if necessary, a dose of the drug may be administered to a 
person in withdrawal, and the interview could begin after they return to a normal state. 
The administration must be documented in the interview report. We disagree with such 
practice, as drug administration leads back to euphoria, followed by another withdrawal 
phase, creating a vicious cycle. If the dose does not match the usual norm, the withdrawal 
symptoms may worsen. In such a case, the person must be isolated in a medical facili-
ty. The inadequate condition may lead to contradictory statements, memory lapses, and 
conscious distortion of facts.

Law enforcement officers often encounter drug-addicted suspects who exhibit mild 
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withdrawal symptoms. Such individuals tend to be cooperative, retain cognitive function, 
and are capable of critically assessing the questions asked and providing objective an-
swers.

As with any suspect, the interview of a drug-dependent individual should begin with 
the establishment of psychological rapport. In this regard, it is useful for the criminal in-
vestigation officer to be familiar with drug addiction as a serious illness, the dynamics of 
relationships among members of drug-using groups, and the suspect’s connections with 
family, acquaintances, and other members of the community. The personal, professional, 
and social qualities of the officer also play an important role. In most cases, drug users 
are aware of the harm caused by their addiction. The officer’s tone should be calm, even, 
and devoid of emotional or accusatory inflection. Sometimes, a preliminary conversation 
is held in the presence of a drug enforcement officer to demonstrate the extent of law 
enforcement’s knowledge about the suspect’s criminal activity. The involvement of a spe-
cialist (psychiatrist or narcologist) in the suspect’s interview is a subject of debate. The 
question arises whether the presence of such a specialist facilitates the establishment of 
contact with the suspect [18, p.26-31].

The tactics used during the interview of a drug addict depend on the nature of the 
procedural situation – whether it is conflictual or non-conflictual. To establish an effec-
tive psychological connection, the criminal investigation officer must gather the following 
information about the suspect: reasons for drug use, the circumstances under which the 
use began, age of first use, preferred substance, level of dependency, family situation and 
living conditions, environment at work or school, peer group, role in informal networks, 
and positive traits (e.g., interests or hobbies).

The suspect’s identity is verified based on identification data, criminal records, and 
other special registers.

Once psychological contact has been established, the drug addict may be given the 
opportunity to freely recount the facts. Subsequently, the criminal investigation officer 
must thoroughly detail the suspect’s statements. In some individuals who were under the 
influence of drugs at the time of the incident, perception of time and space may be dis-
torted. Withdrawal reduces focus, and cannabis intoxication can lead to severe difficulties 
in recalling events that occurred just minutes earlier [19, p.73]. It is important to note that 
spatial perception, object shape, and colors are severely distorted in drug addicts who 
commit crimes under the influence of narcotics. Auditory or visual hallucinations may 
occur. Memory capacity is impaired, as is psychological stability. Temporary amnesia may 
occur, or real memories may be replaced with similar but false ones. In cases of long-term 
drug use, intellectual degradation is observed – manifested through misunderstanding of 
questions and unintentional deviation in answers. In such situations, questions must be 
formulated clearly and concisely.

During the interview, available information about the drug used must be taken into 
account. These details may come from the medical record, from witnesses, or from the 
suspect themselves. Many criminal investigation officers are unaware of the correlations 
between the type of drug used and the subject’s behavior. For example, those who use 
morphine tend to be more organized and communicative, while poly-drug users often 
show incoherent thinking, poor memory, and scattered attention. Drug addicts are easily 
influenced and manipulated. Therefore, unverified sources or a single version of events 
must not be relied upon during the interview. It is advisable to record the entire interview 
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using audio and video equipment. It has been observed that drug addicts are more willing 
to admit to robberies, thefts, and muggings than to drug-related offenses—due to their 
desire to hide their addiction.

Conclusions. The criminal phenomenon generated by drug use in the Republic of 
Moldova can no longer be addressed through conventional and isolated means. Its com-
plexity demands a coordinated, multidisciplinary intervention, in which criminalistics, fo-
rensic medicine, forensic psychology, and public health work together actively to enable 
effective investigation and an appropriate societal response. Crimes committed by drug 
addicts bear the distinctive mark of addiction – impulsivity, disorganization, and a sole 
motivation to obtain the drug – giving them a unique structure within the contemporary 
criminological landscape.

Understanding these particularities is not just contextual but an essential condition 
for the success of the criminal process. Criminal investigation officers must be able to 
quickly identify signs of drug use, manage interviews under conditions of vulnerability, 
and effectively utilize biological evidence or material traces left by perpetrators. Crime 
scene investigations, bodily examinations, the collection and analysis of evidence must be 
adapted to the behavioral realities of drug-dependent individuals.

At the same time, a humane and balanced approach to this phenomenon is crucial. 
Drug-dependent individuals should not be viewed only as offenders, but also as patients 
and citizens in need of support. The inaction of rehabilitation services, stigmatization, 
and purely repressive treatment inevitably lead to recidivism and marginalization. Only 
through a combination of firm penal reaction and consistent social and medical interven-
tions can real progress be achieved in reducing the criminal impact of drug use. There-
fore, the future of effectively combating drug-related crime depends both on the profes-
sionalism of investigations and the state and society’s capacity to address the root causes 
of addiction and social exclusion.
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Summary
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establishes more severe sanctions and imposes clearer liability for legal persons, reflecting the EU’s increased 
concern for environmental threats combating.
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Introduction. The EU pays increased attention to the development and adaptation 
of criminal environmental protection policies to new emergencies, resulting mainly from 
human economic and industrial activities carried out in violation of regulations in the field 
of protection and conservation of natural resources. According to Article 4 paragraph (2) 
of the Treaty on the Functioning of the European Union (TFEU), the environment is an 
area in which the EU has shared competences. Based on this competence, the EU and the 
Member States can legislate and adopt legal acts aimed at regulating the environment. At 
the same time, Member States exercise their competence to the extent that the EU has 
not exercised its competence in this area.

In accordance with the provisions of Article 191 paragraph (1) of the TFEU, EU en-
vironmental policy contributes to the following objectives: “preserving, protecting and 
improving the quality of the environment; protecting human health; prudent and ration-
al use of natural resources; international promotion of measures aimed at countering 
environmental problems on a regional or global scale and in particular the fight against 
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climate change” [1]. In the same context, in accordance with Art.191 para.(2) of the TFEU: 
“Union policy on the environment aims at a high level of protection, taking into account 
the diversity of situations in the different regions of the Union. It is based on the princi-
ples of precaution and preventive action, on the principle of remedying environmental 
damage as a priority at source and on the “polluter pays” principle [1].

The category of multiple preventive mechanisms includes the means of criminal 
law, the preventive effect of which consists in criminalizing and penalizing the most dan-
gerous acts that threaten the environment. The EU’s environmental criminal policy is ex-
ercised on the basis of Article 83 of the TFEU, under which the European Parliament and 
the Council may establish minimum rules on the criminalization of offences and sanctions 
in areas of particularly serious crime with a cross-border dimension, which includes en-
vironmental crime.

Making use of its competence in criminal matters, the European Parliament and the 
Council adopted on 19.11.2008 Directive 99 on the Protection of the Environment through 
Criminal Law. Later, on 11.04.2024 the European Parliament and the Council adopted a 
new Directive on the Protection of the Environment through Criminal Law.  Among the 
arguments that supported the adoption of a new Directive on the prevention of environ-
mental crime, we mention: “The Environmental Crime Directive aims to establish “crim-
inal law measures to protect the environment more effectively”. This objective has been 
pursued since its initial version in 2008, and the 2021 proposal intends to continue in the 
same direction, but with a “much more detailed and integrative approach” [2]. Therefore, 
the adoption of a new Directive was dictated by the need to measure the effectiveness 
of criminal prevention of environmental crime. Simultaneously, the evolution of forms of 
environmental crime, which as a rule, has a transnational organized character and has a 
major impact on human health and biodiversity, requires a firmer, harmonized and up-
dated criminal response.

In the specialized doctrine it is rightly mentioned that “the role of criminal liability 
has increased during the recent years amid the intensification of actions with a negative 
impact on the environment that have caused serious damage to it, which has led to the 
awareness of the need for harsher and closer sanctions to stop the criminal phenome-
non in this area. Against this background, criminal liability, which for a long time played 
a secondary role within the legal liability specific to environmental law, has become the 
primary form of holding accountable all legal subjects who have caused serious harm to 
the environment and its components” [3, p.1].

The author X. Ulianovschi claims that “the harmful degree (social danger) of ecolog-
ical crimes is not limited only to the concrete harmful consequences, to the amounts of 
ecological and economic damage caused, as well as to the concrete damage to people’s 
health, although this component of the social danger is the most real and noticed. The 
social danger of these crimes also consists in violating the ecological interests of socie-
ty, especially in violating the rights of every person to a healthy environment, in causing 
damage to health, property, nature, in undermining respect for the legal norms that en-
sure and protect the environment, in decreasing the level of population security, ecolog-
ical discipline, etc.” [4]. Another approach argues that “environmental crime represents 
a latest generation category, within the general framework of crimes. It results in the 
objective impairment of environmental quality or the endangerment of this social value” 
[5, p.42].
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Discussions and results obtained. In the following, using the comparison method 
and the logical method of interpreting European criminal law norms, we will present the 
amendments brought by (EU) Directive 2024/1203 on the Protection of the Environment 
through Criminal Law with (EU) Directive 2008/99.

The extension of the scope of criminalization. In terms of criminalization, Directive 
(EU) 2008/99 describes 8 environmental crimes (Art. 3), such as: pollution of air, soil or 
water with ionizing substances or radiation; violation of traffic and waste management 
rules; violation of waste transportation rules; illegal movement of nuclear materials or 
other dangerous radioactive substances; etc.

EU Directive 2024/1203 significantly expanded the number of environmental crimes 
(from 8 to 22 crimes). New offences have been included, such as placing on or making 
available on the EU market or exporting from the EU market raw materials or other rele-
vant products associated with deforestation and forest degradation in breach of prohibi-
tions; illegal movement, including the spread of invasive alien species; production, placing 
on the market, import, export, use or release of fluorinated greenhouse gases; etc. The 
expansion of the criminal scope was determined by the need for more effective protec-
tion of biodiversity and ecosystems. This highlighted the EU’s current concerns about 
climate change and biodiversity loss.

Introduction of the concept of qualified crime. The innovation and expansion of Eu-
ropean criminal law in the field of environmental protection was also prompted by the 
introduction of the concept of qualified crime. In Directive (EU) 2008/99 the concept 
of “qualified crime” in the field of environment was not implemented. In contrast, EU Di-
rective 2024/1203 introduces the concept of “qualifying offence”, strictly speaking, an of-
fence committed in aggravating circumstances. Qualified forms of environmental crimes 
include harmful consequences that occur as a result of committing criminal actions or in-
actions, such as: significant and widespread destruction or damage, which is irreversible 
or long-lasting, the destruction of an ecosystem of considerable size or with considerable 
ecological value, or of a habitat within a protected site; significant and widespread dam-
age that is irreversible or long-lasting to air, soil or water quality.

Definitions Clarity. In EU Directive 2024/1203 on the Protection of the Environment 
through Criminal Law, one of the essential novelties compared to Directive (EU) 2008/99 
is the clarification and standardization of key concepts, with the aim of harmonizing the 
application of the law in all Member States. This approach aimed, on the one hand, to in-
crease the degree of clarity and predictability of the criminal legislation of the Member 
States, and, on the other hand, to ensure the uniform interpretation and application of 
criminal law. These clarifications come in response to the difficulties encountered in in-
terpreting and applying the provisions of the old directive, where the lack of clear defini-
tions generated uneven practices and unequal sanctions.

By clarifying the concepts and conditions of criminalization, EU Directive 2024/1203 
aims to eliminate divergent interpretations, facilitate coherent application in all Member 
States, and increase the efficiency of the prosecution and sanctioning of environmental 
offences. It is an important step towards professionalizing and strengthening environ-
mental justice within the EU.

Sanctioning regime. In the EU Directive 2008/99, the provisions on sanctions were 
as general as possible, leaving a “wide margin of appreciation” to the Member States in 
terms of the concrete determination of penalties. The text of the directive provided that 
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the applicable sanctions should be criminal and “effective, proportionate and dissuasive”, 
but did not specify the amount of the penalties, the types of penalties (imprisonment, fine, 
prohibitions) or their duration. Thus, the concrete implementation depended on national 
criminal legislation. There were no provisions on minimum or maximum penalties, nor 
classifications according to the seriousness of the acts. This has led to large differences 
between Member States in the application and severity of sanctions for similar offences. 
The EU Directive 2008/99 also mentioned the liability of legal persons for environmental 
crimes, but did not expressly impose criminal sanctions for them, leaving the option to 
apply other types of sanctions (administrative, civil, etc.).

In EU Directive 2024/1203, the sanctioning regime for environmental offences has 
been significantly strengthened and detailed, marking a clear difference from the general 
and minimal approach in the 2008 Directive. This development reflects the need to effec-
tively combat environmental crime, which is increasingly sophisticated and has a major 
impact on ecosystems and public health. In addition to introducing of harsher sanctions, 
EU Directive 2024/1203 establishes minimum and maximum levels of criminal sanctions, 
depending on the seriousness of the crime. Through clearer, more severe and more pro-
portionate sanctions, the directive aims to create a real deterrent effect so that economic 
actors and individuals no longer see environmental crime as a “low-risk, high-profit” ac-
tivity”.

For example, for individuals, in the case of serious crimes committed intentionally 
and causing substantial damage to the environment, custodial sentences of up to 10 years 
of imprisonment are provided. For legal persons, in the case of serious offences, consid-
erable financial sanctions of up to EUR 40 000 000 or up to 5% of the total worldwide 
turnover of the legal person, either in the financial year preceding the one in which the 
offence was committed or in the financial year preceding the decision to impose the fine, 
are provided for.

Complementary sanctions and remedial measures. In addition to the main penalties 
(imprisonment, fines), EU Directive 2024/1203 also provides for a combination of com-
plementary sanctions and remedial measures. Thus, the following complementary sanc-
tions may be applied to individuals: obligation to restore the environment within a certain 
period of time, if the damage is reversible; obligation to pay compensation for environ-
mental damage, if the damage is irreversible or the perpetrator is unable to restore the 
environment; exclusion from access to public funds, including public procurement pro-
cedures, grants, concessions and licenses; temporary prohibitions to run for public office; 
full or partial publication of the court decision concerning the crime committed and the 
sanctions or measures imposed, which may include the personal data of the convicted 
persons only in exceptional, duly justified cases [6].

In the case of legal entities, in addition to the obligation to restore the environment 
or the obligation to pay compensation, etc., the following complementary sanctions are 
also provided: exclusion from the right to receive public benefits or public assistance; 
temporary or permanent prohibition to carry out commercial activities; withdrawal of 
permits and authorizations to carry out the activities that led to the commission of the 
crime; placement under judicial supervision; judicial liquidation; closing down the units 
that served to commit the crime; obligation to establish due diligence systems to improve 
compliance with environmental standards, etc.

Individualization of criminal sanctions. To ensure efficient, fair and credible envi-
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ronmental justice, EU Directive 2024/1203 provides clear criteria for penalties’ individu-
alizing, in other words, for adapting criminal sanctions to the circumstances of each case. 
The alleged goal for the punishment applied should be proportionate to the gravity of 
the act, the responsibility of the perpetrator and the consequences on the environment. 
When establishing penalties, the seriousness of the acts and the extent of the damage will 
be taken into account by assessing the size of the negative effects on the environment, in-
cluding whether they are irreversible, long-lasting and extensive (for example, they affect 
entire ecosystems, rare species or protected areas).

In order to establish legal criteria for individualizing criminal sanctions, aggravating 
and mitigating circumstances related to environmental crimes are established. The first 
are set out in Article 8 of EU Directive 2024/1203: a) the crime caused significant irrevers-
ible or long-lasting destruction or damage to an ecosystem; b) the offence was committed 
within the framework of a criminal organization within the meaning of Council Frame-
work Decision 2008/841/JHA (40); c) the crime involved the use, by the perpetrator, of 
false or forged documents; d) the crime was committed by a public official in the exercise 
of his duties; e) the perpetrator of the crime was previously convicted by a final court 
decision; f) the offence generated, or was expected to generate, substantial financial ben-
efits or resulted in the avoidance of substantial costs, directly or indirectly, to the extent 
that those benefits or costs can be determined; g) the crime was committed within an 
area classified as a special protection area, etc.

As mitigated forms of environmental crimes, EU Directive 2024/1203 provides for 
the following circumstances: a) the perpetrator restores the environment to its previous 
state, where such restoration is not an obligation, or, before the commencement of a 
criminal investigation, takes measures to minimize the impact and extent of the damage 
or to repair the damage; b) the perpetrator transmits to the administrative or judicial au-
thorities information that they could not have obtained otherwise, which will help them: 
i) to identify or bring to justice the other perpetrators of the crime or to find evidence.

Effective cross-border cooperation. EU Directive 2024/1203 recognized the mobile 
nature of perpetrators and the cross-border nature of environmental crimes. Therefore, 
international cooperation is recognized as an essential element for effectively preventing 
and combating environmental crimes. On the one hand, by establishing common offences 
and minimum sanctioning standards, the Directive facilitates cooperation between the 
judicial and environmental authorities of the Member States, and, on the other hand, this 
harmonization reduces the risk that environmental criminals will take advantage of legis-
lative differences and take refuge in states with more permissive regulations.

The specialized doctrine rightly states that “international cooperation should be an 
integral part of the strategy for preventing environmental crimes. In the case of environ-
mental crimes closely linked to the chains of the globalized market economy, cooperation 
at all stages of prevention is important. It is recommended that states adopt a proactive 
criminal strategy to strengthen intelligence-led policing in relation to potential serious 
ecosystem violations” [7]. Therefore, cross-border cooperation is considered one of the 
main challenges in investigating and prosecuting cases of illegal waste trafficking. These 
activities require close cooperation between the Member States involved, which does not 
always happen in a sufficiently fluid manner for effective investigation and prosecution [2]. 

The Directive establishes the cooperation of EU states in the field of environmental 
crime prevention through the following actions:
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• Mutual harmonization of legislation between EU Member States;
• Supporting judicial and police cooperation;
• Exchange of information and good practices;
• Cooperation with third countries and international organizations;
• Joint investigations and common investigation teams;
• Technical assistance and capacity building.
Investigation tools. In accordance with Article 13 of EU Directive 2024/1203, Mem-

ber States are required to put in place effective and proportionate investigative tools for 
the effective investigation and prosecution of environmental offences covered by the Di-
rective. Unlike classic crimes, when handling criminal cases are related to environmental 
crimes, it will be taken into account that the relevant evidence is not always obvious or 
immediate, often requiring advanced scientific expertise, ecological impact assessments 
and the correlation of technical, biological or chemical data.

Another innovation of EU Directive 2024/1203 is the application of special tools for 
investigating environmental crimes. The establishment of specialized structures for in-
vestigations’ managing would streamline the criminal response to these crimes by profes-
sionalizing investigative bodies. The pragmatic reason for establishing such a tool derives 
from the technical and interdisciplinary nature of environmental crimes, which in prac-
tical activity require extensive skills and integrated approaches. Therefore, the creation 
of dedicated units within prosecutors’ offices or police structures can contribute to the 
professionalization of investigations, the standardization of practices and better coordi-
nation between environmental and judicial authorities.

Prevention and Education. Another innovation of EU Directive 2024/1203 compared 
to the one of 2008 is the extension of preventive measures. The new Directive does not 
only focus on criminal prevention, but also on measures of a different nature, thus mark-
ing a significant step in strengthening the European legal framework dedicated to com-
bating environmental crimes. The Directive introduces positive obligations for Member 
States to promote public awareness of the legality and danger of environmental crimes, 
encouraging professional training programs for competent authorities, as well as edu-
cational campaigns for citizens and economic operators. It is thus recognized that the 
effective prevention of these acts requires, in addition to punitive instruments, a solid 
ecological culture, rooted in social responsibility and information.

In the specialized literature it is mentioned that “the major purpose of ecological 
education is to help people acquire the necessary knowledge that will allow them to un-
derstand environmental problems. However, this knowledge involves much more than 
the simple accumulation of information; it must contribute to understanding information 
and developing the competence to evaluate it, followed by acquiring the capacity to act 
responsibly, according to the long-term interests of the community, respecting the prin-
ciples of sustainable development” [8]. 

Under these conditions, environmental education becomes a central element of en-
vironmental crime prevention, especially through its integration into national environ-
mental and criminal justice policies. Thus, the 2024 Directive aligns with the EU’s new 
priorities in terms of sustainability and protection of natural heritage, promoting a holis-
tic model for environmental crime’s combating.

National Strategies. Article 21 paragraph (1) of the 2024 Directive expressly pro-
vides that Member States shall establish and publish a national strategy on environmental 
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crime’s combating by 21 May 2027. Based on this positive obligation, EU Member States 
are to develop and implement national strategies dedicated to environmental protection 
through criminal means, in response to the commitments undertaken. These strategies 
aim to transform the fight against environmental crimes from a one-off reaction into 
an integrated, coherent and results-oriented public policy, anchored in the principles of 
sustainability and protection of the general interest.

Statistics, reporting and monitoring. In order to make the prevention of environ-
mental crime more efficient and ensure cognitive knowledge of the related dimensions, 
EU Directive 2024/1203 also introduced the obligation of statistical recording, report-
ing and monitoring of environmental crimes. On the one hand, this obligation placed on 
Member States reflects the need for rigorous and comparable records at European Union 
level of environmental crimes and the criminal liability applied, and on the other hand, it 
ensures empirical knowledge of the phenomenon, which is absolutely necessary for the 
development of preventive strategies and measures.

Therefore, under the new Directive, Member States are obliged to collect detailed 
statistical data on: types of investigated and prosecuted environmental crimes; sanctions 
applied (criminal and non-criminal); profile of the authors (natural or legal persons); re-
medial and restorative measures ordered, etc. The Directive also provides that this data 
should be periodically transmitted to the European Commission, in a standardized format, 
to allow comparative analysis and evaluation of the effectiveness of legislation at Europe-
an level. Based on this information, the Commission can assess the implementation of the 
rules, identify any shortcomings and propose improvements. Emphasis is thus placed on 
the continuous monitoring of environmental criminal policies, in an effort to strengthen 
the efficiency of criminal justice and contribute to achieving climate and sustainability 
goals.

Conclusions. EU Directive 2024/1203 on the criminal protection of the environment 
reflects a significant change in the European Union’s approach to the prevention and 
sanctioning of environmental crimes, underlining the interdependence between criminal 
law and the sustainable protection of ecosystems. Under the criminal aspect, legal and 
institutional instruments are introduced aimed at making the prevention of environmen-
tal crimes more efficient, such as the obligation of Member States to establish specialized 
investigative authorities and to guarantee continuous professional training in the field of 
environmental crime.

At the same time, in addition to the dosage of criminal instruments, EU Directive 
2024/1203 establishes a holistic preventive approach to environmental crimes by expand-
ing preventive mechanisms. Unlike the 2008 EU Directive, the new Directive does not 
only refer to the criminal prevention of environmental crimes, but to a particularly com-
plex preventive system, which in addition to criminal instruments includes social, polit-
ical, educational, organizational measures, etc. The new regulatory framework aims not 
only to repress the most serious forms of environmental damage, but also to strengthen 
a legal culture of ecological responsibility, thus contributing to the implementation of the 
pillars of the European Green Deal.
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Summary
The research addresses the challenges that the criminal law is facing to transnational organized crime, 

a complex and ever-expanding phenomenon that often transcends national borders and threatens global secu-
rity. The study discusses how traditional law enforcement authorities are often insufficient or even outdated 
to dealing with these forms of crime, a phenomenon that involves international networks and various illegal 
practices such as the illegal circulation of drugs, the illegal trade of weapons or ammunition, the smuggling of 
weapons and excise goods, human trafficking, the convergence of corruption of various levels with organized 
crime and money laundering.

Amongst the prevention and countering organized crime measures that the research is discussing are: 
strengthening the cooperation between the structures responsible for the elaboration and application of rele-
vant legislation, the exchange of information, the development of common legal norms, the synchronization of 
mechanisms for preventing and combating the phenomenon at a global level, and the harmonization of criminal 
legislation. The article suggests several legal solutions, such as the use of international cooperation instru-
ments, the strengthening of international treaties and the creation of a legislative framework that would allow 
for a faster and more effective response against organized crime. In conclusion, the study emphasizes the need 
for a coordinated response at national and international levels, as well as the importance of strengthening the 
rule of law and mutual trust between nations.

Keywords: organized crime, trafficking, criminal group, international cooperation, victim protection, 
legislation.

Introduction. Transnational organized crime is one of the greatest challenges faced 
by legal systems and national authorities globally. This type of crime, characterized by 
criminal networks that cross state borders and engage in large-scale illicit activities such 
as drug trafficking, human trafficking, arms smuggling, money laundering, or terrorism, 
severely tests the effectiveness of traditional criminal law.

In these realities, criminal law must evolve and adapt its strategies and tools to re-
spond to the new challenges posed by transnational organized crime. Measuring and de-
fining this phenomenon is not an easy task. This comes with the fact that, besides a few 
common features, the nature, causes, and origins of organized crime vary significantly 
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from country to country, and criminal legislations often responds to specific patterns 
of organized crime characteristic to that territory. Factors such as geography, demo-
graphics, cultural diversity, and social stratification differ from state to state, leading to 
variations in both the forms of organized crime and the social response. Consequently, 
different countries face relatively distinct paterns or types of organized crime, and the 
approaches to defining them are, therefore, varied.

Researchers in the United States believe that a clear definition of organized crime is es-
sential for assessing the effectiveness of legislative measures aimed at combating it [6, p.306]. 
In the view of American researchers, organized crime also includes street gangs involved in 
drug trafficking, Jamaican groups, Chinese tongs, and other criminal organizations.

Although certain groups have an interstate or even transnational character, this as-
pect is not relevant from the perspective of federal authorities’ jurisdiction.

In 1986, the chairman of the Organized Crime Commission described the phenome-
non in a way that highlighted the involvement of external groups that protect or support 
criminal organizations. It was stated that “Organized crime represents the collective re-
sult of the activities of three components: the criminal group, which has a core made up 
of individuals bound by racial, linguistic, ethnic, or other ties; the protectors, meaning 
those who defend the interests of the groups; and the specialists, who offer their services, 
usually temporarily, to increase the group’s profits (interests)” [8].

Other experts argue that a single definition of organized crime should be aban-
doned and, instead, emphasis should be placed on specifying the fundamental structural 
characteristics of this phenomenon, which include: durability, continuity, hierarchy, di-
versity, violence, the threat of violence, and corruption [2].

French researchers acknowledge the existence of organized crime as an undeniable 
reality, but face difficulties in defining it, as organized crime is not regulated by any spe-
cific criminal offense under French special criminal law, nor does it fall within a clearly 
defined concept in general criminal law. As an initial approach, the term refers to a seri-
ous offense committed by several individuals acting within a hierarchical and structured 
organization [1, p.341].

Methods and materials applied. This study explores the major challenges faced by 
criminal law in the fight against transnational organized crime and proposes legal solu-
tions for the prevention and combating of this global phenomenon. Additionally, to pro-
vide a comprehensive overview, a comparative framework has been used to identify ef-
fective measures for tackling organized crime in different jurisdictions.

This methodology provides a solid foundation for the research and understanding 
of the challenges faced by criminal law in the field of combating transnational organized 
crime and proposes legal solutions for preventing and fighting this global phenomenon.

Discussions and results obtained. 1. The impact on contemporary societies. Trans-
national organized crime affects modern societies in a variety of direct and indirect ways. 
First, these criminal groups destabilize legal systems and state institutions by infiltrating 
political and economic structures, corrupting officials, and undermining law enforce-
ment. They also contribute to an increase in violence and social conflicts, destabilizing 
social cohesion and creating an atmosphere of fear and insecurity. Economically, organ-
ized crime undermines national economies through various illicit activities, such as mon-
ey laundering, tax evasion, or trafficking in counterfeit goods, leading to significant losses 
of financial resources.
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Moreover, these criminal groups jeopardize the safety of citizens through their vio-
lent activities, such as drug trafficking, human trafficking, and terrorist attacks. Transna-
tional organized crime also has a major impact on fundamental human rights, particularly 
on the most vulnerable segments of the population, such as women and children, who are 
often victims of human trafficking or sexual exploitation.

Typologies of organized crime offenses are following:
Drug trafficking. It is one of the most widespread and profitable forms of transna-

tional organized crime. Criminal groups control the global networks for the production, 
distribution, and sale of drugs, leading to an increase in consumption and addiction, as 
well as destabilizing communities through violence and conflict. Drug trafficking gener-
ates enormous profits, which are often reinvested in other criminal activities, including 
money laundering.

Human trafficking. This type of crime involves the recruitment, transportation, 
transfer, and illegal exploitation of individuals, usually for forced labor or sexual exploita-
tion. Transnational organized crime plays a significant role in these networks, with traf-
fickers exploiting the vulnerability of victims and the corruption or weaknesses of local 
authorities to carry out illegal activities on a large scale.

Money laundering. Transnational criminal groups generate substantial income from 
illicit activities, and money laundering is the process by which this money is integrated 
into the legal economic system. This activity is crucial for maintaining and expanding the 
power of these networks, allowing them to invest in various legitimate businesses, cor-
rupt officials, and obtain financial cover for their illegal activities.

Terrorism. Transnational organized crime is often interconnected with terrorist 
activities, being involved in financing and supporting terrorist groups through illicit ac-
tivities such as arms trafficking, smuggling, and money laundering. In many cases, crim-
inal groups and terrorist organizations collaborate to achieve their objectives, creating a 
complex network of violence and instability.

Smuggling and illegal arms trade. In some regions of the world, transnational crim-
inal groups are involved in the illegal arms trade, which contributes to the escalation of 
armed conflicts and violence in various parts of the world. These activities not only en-
danger the lives of citizens but also fuel both internal and external conflicts.

Transnational organized crime represents a major threat to global security and sta-
bility, having a direct impact on all aspects of contemporary society. To countering or-
ganized crime requires close collaboration between states, international authorities, and 
non-governmental organizations, as well as a constant adaptation of strategies and legis-
lation to address the evolution of these forms of crime.

2. Legal and law enforcement challenges in the face of transnational organized crime. 
Transnational organized crime presents a significant challenge for both national and in-
ternational criminal law due to its complexity and cross-border nature. In the face of this 
global phenomenon, legal systems in various countries encounter major difficulties in 
effectively combating criminal networks that operate across multiple territories, exploit-
ing gaps in legislation and weak coordination between authorities. Effectively combating 
transnational organized crime requires both tailored legislative measures and interna-
tional cooperation.

In most countries around the world, national criminal law addresses the phenome-
non of organized crime by criminalizing specific offenses and creating structures to com-
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bat them, such as agencies specialized in investigating large-scale crimes (e.g., combat-
ing drug trafficking, money laundering, or human trafficking). Additionally, national laws 
allow authorities to establish specialized units, adopt witness protection measures, and 
impose severe sanctions on individuals involved in such criminal groups.

However, the limits of national criminal law become evident when crimes commit-
ted by transnational networks involve multiple jurisdictions. For example, if a criminal 
group operates in several states, national authorities may face difficulties related to the 
extradition of criminals, the application of appropriate sanctions, and coordination be-
tween law enforcement agencies, as well as fully meeting the conditions for legal cooper-
ation in criminal matters, particularly the dual criminality requirement.

Although at first glance it may seem like a simple task, creating a criminal legislative 
system to combat organized crime is quite a complex process. This is especially diffi-
cult in the Republic of Moldova where the phenomenon of organized crime is relatively 
recent, and first, its trends and paterns must be understood. The main challenge lies in 
defining the concept of organized crime and integrating it both into criminal law and 
criminal procedure law.

Thus, even advanced countries with solid economic and social stability and resources 
for long-term criminological research have introduced criminal measures to combat or-
ganized crime later. So, most Western countries, starting with Italy, followed by France and 
England, have adopted coherent approaches to combating organized crime through crimi-
nal law in the last decade, while Japan, Germany, and Greece have done so in recent years.

The cross-border nature of organized crime requires, first and foremost, clarifica-
tion of the applicable law. An initial response comes from national legal norms regarding 
the effects of the application of criminal law in different territories, provisions that are 
found in all national criminal justice systems in one form or another.

Additionally, for certain offenses, even before addressing organized crime as a phe-
nomenon, international criminal law norms were necessary (such as for trafficking in 
women and children, piracy, drug trafficking, etc.), offenses that are sanctioned through 
treaties and conventions. Not least, intergovernmental norms agreed upon by the parties 
through common bilateral agreements are considered, which would allow for the appli-
cation of domestic criminal law, such as sanctioning, extradition, seizing, confiscation, 
and others.

The application of criminal law in space refers to the process of enforcing the pro-
visions of criminal law in relation to where the crimes are committed (within the country 
or abroad), whether by the state’s citizens or by foreign nationals [3, p.49].

Strict territorial application excludes certain acts from the scope of criminal law 
that affect or endanger the social values that this law is meant to protect. This application 
can, in certain situations, become an obstacle in the fight against crime, whether com-
mitted by the country’s own citizens or by stateless individuals residing in the Republic 
of Moldova. To ensure that such acts are not left unpunished and can be subject to the 
criminal law of the Republic of Moldova, the Criminal Code of the RM contains provisions 
regarding the application of criminal law in space [4, Art.11].

The principle of territoriality of criminal law, accompanied by the principle of per-
sonality of criminal law, although it significantly extends the scope of criminal law, is not 
sufficient to fully guarantee the achievement of the scope stated in Article 2 of the Crim-
inal Code of the Republic of Moldova.
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To fill this gap, the principle of the real applicability of criminal law was introduced 
into the criminal legislation. According to these provisions, criminal law applies in the 
case of specific offenses committed outside the national territory by a foreign citizen or 
a stateless person who does not reside in the territory of the RM, provided that those of-
fenses concern the safety of our state or one of its citizens [4, Art.11, para.(3)].

Thus, there is a connection between criminal law, the offense, and the place where 
the offense was committed, which also generates numerous and complex practical prob-
lems that need to be addressed specifically in the field of organized crime.

There are cases in which the offense begins, or in other words, is prepared, in one 
country and continues across the territory of one or more states, and the product of the 
act or the object involved transcends borders. Regarding participation, criminal groups 
are usually composed of citizens from several countries, and when it comes to applica-
ble sanctions, some legal systems are more lenient, which leads offenders to seek refuge 
in these areas. For example, in countries such as Germany, Austria, Switzerland, Czech 
Republic, Slovenia, Japan, and China, sanctions are much milder compared to the same 
offenses committed in other countries, where penalties are much harsher, such as in 
France, Romania, Arab states, and others. 

The application of criminal law by a state based on the place where the offense was 
committed generates numerous and complex issues, as mentioned earlier. However, it 
is widely accepted that the fundamental principle of applying criminal law in relation to 
space belongs to territoriality, which results from the expression of jurisdictional sover-
eignty.

We support the idea that the organization of crime-fighting activities both at the 
national and international levels must allow for the criminal accountability of offenders 
regardless of where the offense was committed, especially in matters related to organized 
crime. This should be the fundamental objective for applying criminal law in relation to 
space. These issues have mainly been addressed through the adoption of principles of law 
such as territoriality, personality, reality or real protection, and the principle of univer-
sality.

According to the criminal legislation of the Republic of Moldova in place, extradition 
may be granted or requested based on an international agreement due to the principle 
of reciprocity, and in the absence of these, in accordance with the law [4, Art.13]. The in-
stitution of extradition was established through agreements between states [5], with the 
role of supporting the common fight against crime at the international level, specifying 
the following: conditions related to the offense, conditions related to the offender, pro-
cedural conditions [3, pp.64-69.], and which find their legal foundation in material and 
procedural criminal law.

Subsequently, international criminal law addresses the phenomenon of organized 
crime through various international conventions and treaties which establish common 
norms and principles for combating criminal activities that transcend national borders. 
An important example is the United Nations Convention against Transnational Organ-
ized Crime (the Palermo Convention), which encourages cooperation between states in 
combating organized crime, as well as the Protocol on Trafficking in Persons. It should 
be noted that although the criminal legislation of the Republic of Moldova only imposes 
practical conditions regarding the number of participants in a criminal association, the 
convention establishes in Article 2 the precondition of having at least three participants, 
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and more, to meet the definition of an organized criminal group.
Next, some of the main provisions of the convention that are relevant from the per-

spective of material and procedural criminal law for combating international crime and 
that must be considered are:

International cooperation. The Convention emphasizes the importance of cooper-
ation between states for the prevention and countering transnational organized crime. 
This includes measures such as the exchange of information, judicial assistance, and co-
operation in extradition matters. States are encouraged to cooperate bilaterally, region-
ally and globally to combat criminal groups operating beyond national borders.

Prevention measures. The Convention provides for the adoption of measures to pre-
vent organized crime, including public education and training authorities to recognize 
the signs of organized criminal activities. It also promotes measures to strengthen do-
mestic legislation and to create effective control mechanisms.

Criminalization of criminal behavior. The Convention requires signatory states to 
adopt legislation that criminalizes specific behaviors of organized crime, such as the 
formation of organized criminal groups, human trafficking, drug trafficking, and money 
laundering. It also calls for the effective regulation of transnational crimes to ensure the 
prevention and proper punishment of criminal activities that affect multiple countries.

Victim protection. The Palermo Convention emphasizes the need for the protection 
of victims of organized crime, including those who are victims of human trafficking. States 
are encouraged to create mechanisms to protect and support victims, including offering 
asylum and witness protection, in order to encourage their cooperation with authorities.

Measures against money laundering. Within the Convention, money laundering is 
addressed as a major issue related to organized crime. States are encouraged to adopt 
measures to prevent the use of financial and economic systems for laundering money de-
rived from illegal activities, including the creation of financial authorities and regulations 
that allow for the monitoring and interception of illegal financial flows.

Measures on extradition and judicial assistance. The Convention provides measures 
to facilitate the extradition of criminals who have committed transnational crimes. It also 
promotes procedures for mutual legal assistance between states in the investigation and 
prosecution of organized crimes, including the exchange of evidence and the provision of 
technical assistance.

Protocol on human trafficking and victim protection. Within the Palermo Conven-
tion, specific protocols have been adopted to combat human trafficking, including the 
protection and assistance provided to victims of trafficking, especially women and chil-
dren. These protocols outline measures for preventing trafficking, identifying victims, 
and promoting cooperation between signatory states to combat this phenomenon.

Implementation and monitoring. The Convention emphasizes the need for signatory 
states to implement the agreed measures into their national legislation and to collaborate 
with international organizations, to assess and monitor progress in combating transna-
tional organized crime.

Overall, the United Nations Convention against Transnational Organized Crime 
provides an essential international legal framework for the prevention and combating of 
organized crime on a global scale, promoting effective cooperation between states and 
international organizations in this area.

International organizations such as Interpol, Europol, and SELEC also play a crucial 
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role in facilitating the exchange of information and coordinating actions between national 
authorities.

However, even within international criminal law, there are challenges related to the 
national sovereignty of states and the differences in legal regulations between different 
countries. Furthermore, the effective implementation of international standards depends 
on the political will and cooperation of member states, with some states hesitating to re-
linquish jurisdictional control over cases involving organized crime.

Some of the difficulties in coordinating and enforcing the law can be highlighted as 
follows:

Legislative and procedural differences. One of the main obstacles in combating trans-
national organized crime is the legislative disparity between states. Each country has its 
own laws and procedures regarding organized crime, and these differences can create 
gaps and conflicts in the application of the law. For example, certain offenses that are 
considered severe in some states may be regulated with more leniency in others. This 
makes it difficult to collaborate and prosecute criminal groups operating across multiple 
countries.

Limited cross-border cooperation. Although there are international mechanisms for 
cooperation in combating organized crime, the effective application of the law in transna-
tional cases often faces administrative, diplomatic, or legal barriers. Many of these crimi-
nal groups are highly mobile and can quickly relocate their operations from one territory 
to another, and national authorities do not always have the necessary resources to pursue 
criminals involved in operations across multiple jurisdictions. Furthermore, extradition 
procedures are sometimes slow and complex, and some states refuse to extradite indi-
viduals involved in crimes for various reasons related to human rights or political con-
siderations. Additionally, the differing regulation of tax and customs offenses, which are 
subsidiary to money laundering crimes, may create obstacles to cooperation, especially 
concerning the principle of double criminality.

Corruption and infiltration in institutions. In many cases, transnational criminal 
groups manage to corrupt officials from public administration or law enforcement agen-
cies, making law enforcement and evidence handling extremely difficult. Corruption can 
directly affect the efficiency of criminal investigations, allowing criminal networks to car-
ry out their activities without hindrances, while infiltration can delay or block the neces-
sary legislative measures for effectively combating organized crime.

Witness protection and lack of information. Another significant difficulty in combat-
ing transnational organized crime is the protection of witnesses and information sources. 
Often, witnesses or informants who could assist in identifying and capturing criminals 
fear for their lives due to violent reprisals from criminal groups. Inadequate protection 
can lead to a decrease in the availability of crucial information, making investigations 
much more challenging.

Finally, it should be noted that the importance of the constitutive elements of crimes 
within the scope of organized crime in different states cannot be neglected.

Thus, while the criminal legislation of the Republic of Moldova outlines participation 
forms in the general part of the Criminal Code, with distinct offenses criminalized in the 
special part of the Code, such as the creation or leadership of a criminal organization and 
joining such organization (presuming the division of functions within the organization 
and its structures, including administration, security, and execution of the organization’s 
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criminal intentions in order to influence or control the economic and other activities of 
individuals and legal entities, or to obtain advantages and achieve economic, financial, or 
political interests, as outlined in Articles 47 and 284 of the Criminal Code), or organizing 
armed gangs (Article 283 of the Criminal Code), or crimes with terrorist characteristics or 
those threatening national security – these crimes are often convergent with organized 
crime – could be excluded from international cooperation through the application of ex-
ceptions or might not necessarily have a corresponding form or content in the criminal 
legislation of other countries. As well, they could pose an obstacle to the effective preven-
tion and countering such criminal acts.

Conclusions. The fight against transnational organized crime represents one of the 
greatest challenges of contemporary criminal law, given the complexity and cross-border 
nature of this phenomenon. Although both national and international criminal law have 
evolved significantly to address this global threat, the effective application of the law re-
mains difficult due to legal differences between states, the diversity of organized crime 
forms, and the differences in national legislations.

Prevention measures, like strengthening international cooperation, harmonizing 
legislations, protecting victims, and prevention of illicit financial flows (i.e. combating 
money laundering), are essential to limit the negative impact of organized crime. Ad-
ditionally, legal solutions, including the use of international criminal law norms and the 
adoption of interstate agreements, enhances a more effective and coordinated response.

At the same time, the recovery of assets acquired by organized crime structures and 
hidden in other countries, such as non-cooperating states for tax purposes or secessionist 
“grey zone” territories, like Transnistria and Northern Cyprus, highlights the inefficiency 
of existing measures to combat this phenomenon. Discouraging this structures through 
the application of measures to deprive them of funds, such as special and extended con-
fiscation of assets derived from criminal activity, is one of the primary objectives of state 
authorities and law enforcement agencies.

From this perspective, international cooperation with the authorities of the states 
that effectively control these “grey zones” remains a priority [9], and deterring organ-
ized crime through effective prosecution and confiscation of criminal assets, identifying, 
locating, seizure, and holding accountable the members of such structures, even when 
they sometimes resort to various methods of identity modification (obtaining fake identi-
ty documents, seemingly legal but acquired through illegal methods, etc.), depends on the 
professionalism and dedication of those involved in the prevention and fight against this 
highly dangerous phenomenon.

Consequently, we believe that criminal legislation must be preemptively adapted 
through in-depth study and comparative legal analysis to effectively respond to the chal-
lenges in the field of organized crime, adjusted to encompass, as much as possible all 
current forms of criminal acts, from predicate offenses to the varying purposes of the as-
sociation. It should provide substantial criminal law tools that are dissuasive [7], allowing 
for prompt and simple intervention, especially at early stages when the scope of the cir-
cumstances is just beginning to emerge, and to contain measures that law enforcement, 
investigative, and security bodies can take to ensure their intervention is thorough and 
effective, commensurate with the scale and magnitude of the challenges.
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Summary
This article examines search operations from the perspective of a dual purpose: as a tactical and forensic 

tool for evidence gathering and, simultaneously, as an effective instrument for securing civil action and apply-
ing special confiscation measures. The analysis is conducted in the context of judicial practice in the Republic of 
Moldova, highlighting existing systemic shortcomings, such as the lack of a standardized procedure for damage 
assessment during searches and the insufficient preparedness of criminal investigation bodies in dealing with 
civil law aspects. Legislative and public policy recommendations are provided, including the introduction of 
methodological guidelines, the establishment of multidisciplinary teams, and the specialized training of in-
vestigators. Additionally, the article presents best practices from European jurisdictions that have recognized 
search as a key component in asset recovery and enforcement of confiscation measures. 

It concludes that the effectiveness of search procedures can be significantly enhanced through an inte-
grated approach that combines forensic tactics with civil and criminal asset recovery tools.

Keywords: search, civil action, criminal proceedings, forensic science, enforcement tool, damage, tactics, 
suspect, civil party, injured party, tactical method, documentation, special confiscation.

Introduction.Criminal proceedings can no longer be regarded solely as a mech-
anism for establishing guilt and imposing penalties for criminal offenses, but also as a 
system for restoring the violated rights of the parties involved. In this context, increased 
attention must be given to procedural-criminal measures that, beyond their evidentiary 
role, contribute to achieving the reparatory function of criminal justice.

Search, as regulated by Articles 125-128 of the Criminal Procedure Code of the Re-
public of Moldova (CPC RM) [1], is one such measure. Traditionally viewed as a means of 
obtaining evidence, search also plays a significant role in securing civil claims within crimi-
nal proceedings. According to the CPC RM, a search may be authorized by an investigating 
judge for the purpose of discovering and seizing objects or documents that may serve as 
evidence or aid in recovering damages caused by the offense. The law expressly provides 
for the possibility of securing assets during searches (Articles 127 and 128 CPC RM), thereby 
reinforcing the role of this measure in safeguarding the victim’s civil interests.
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The aim of civil action is to compensate for material, physical, or moral damage 
caused by a crime. Searches can assist in locating stolen goods, determining the value of 
the damage, uncovering the financial resources of the accused, and enabling the seizure 
of material assets that are subject to confiscation. As such, search becomes a preventive 
tool against the alienation of assets that could be used to redress the harm caused by the 
offense.

Discussions and results obtained. Through Law No.35 of March 13, 2025 [2], the 
legislator refines and enhances the mechanism for the confiscation of material assets ob-
tained as a result of criminal activity or of assets subject to confiscation for the purpose of 
securing civil action. Accordingly, amendments are made to the Criminal Code concern-
ing special confiscation, extended confiscation, and third-party confiscation.

By means of these regulations, the legislator aligns national legislation with Euro-
pean standards, in particular with Regulation (EU) 2018/1805 of the European Parliament 
and of the Council of 14 November 2018 on the mutual recognition of freezing and confis-
cation orders [3].

According to the Criminal Code of the Republic of Moldova (CC RM) [4], “special 
confiscation consists in the compulsory and gratuitous transfer of the assets indicated by 
law into the ownership of the state” (Art.106 para.(2) CC RM). In cases where such assets 
no longer exist, or cannot be found, or cannot be recovered, or their confiscation is oth-
erwise impossible, another asset of equivalent value shall be confiscated as a priority; in 
the absence thereof, their monetary equivalent shall be confiscated.

Extended confiscation, pursuant to Art.106¹ CC RM, refers to assets other than those 
specified in Art.106 and applies only in cases where the suspect, accused, or defendant 
has committed offenses expressly listed by the legislator (such as certain crimes against 
peace, security and humanity, war crimes, and certain offenses against the person, etc.). 
This list provided by the legislator is exhaustive.

According to Art.106² CC RM, third-party confiscation concerns assets subject to 
special or extended confiscation that were transferred by the suspect, accused, defend-
ant, or convicted person to third-party individuals or legal entities, or that were acquired 
by such third parties from the above-mentioned persons, where the third parties were 
aware of the illicit origin of the assets and how they were obtained by the offender.

The amendments to the criminal legislation also necessitated corresponding chang-
es to procedural criminal law. From a forensic tactical standpoint, the criminal investiga-
tion officer must be aware that the wording used by the legislator in Art.125 of the Crimi-
nal Procedure Code (CPC RM) – which states that a search shall be conducted to find and 
seize “instruments intended to be used or that were used in the commission of an offense, 
objects and valuables derived from the offense, as well as other items or documents that 
may be relevant to the criminal case and cannot be obtained by other evidentiary pro-
cedures” – has been significantly broadened under the aforementioned legal provisions.

For instance, in order to ensure the possibility of special confiscation, during a 
search, the investigating officer is now required to look for:

 – Items used or intended for use in committing the offense;
 – Assets resulting from criminal activity; any proceeds or benefits derived from such 

assets; 
 – Items given to induce the commission of a crime or to reward the offender;
 – Assets held in violation of legal provisions;
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 – Assets partially or fully converted or transformed from criminal proceeds or the 
benefits derived therefrom [5, p.530];

 – Assets that constitute the object of money laundering or terrorism financing of-
fenses.

Thus, the role of the search is strengthened as a tactical forensic tool for securing 
civil action, acquiring a dual character – evidentiary and patrimonial – which compels 
criminal investigation authorities to adopt an integrated approach that combines the ev-
identiary purpose with the objective of damage recovery.

For a search to be effective, meticulous preparation is essential [6, p.120]. In light 
of the new legal provisions concerning the confiscation of assets within criminal pro-
ceedings, the search assumes a key role not only in identifying and seizing material evi-
dence, but also in ensuring the enforcement of civil action, including special, extended, 
or third-party confiscation.

This complex dimension requires a reconfiguration of tactical planning, operational 
methodology, and interdisciplinary collaboration during criminal investigations.

The first step in efficiently organizing a search aimed at securing civil action lies in 
the clear and anticipatory definition of operational objectives. While the traditional con-
cept of search primarily targeted the discovery of instruments of the offense and direct 
evidence, under the new procedural paradigm introduced by the expanded confiscation 
framework, it must also focus on the identification, location, and preservation of assets 
linked to the damage caused by the offense, including those subject to special, extended, 
or third-party confiscation.

 – In this context, the criminal investigation officer is required to develop, from the 
earliest stage of the criminal proceedings, plausible forensic hypotheses regarding:

 – The manner in which assets were obtained through criminal activity (e.g., illicit 
income, bribes, profits from fraud);

 – Methods used to conceal their origin (e.g., registering assets under third-party 
names, creating front companies, use of cryptocurrencies);

 – The trajectory of potential transfers, including between bank accounts, digital 
platforms, or persons affiliated with the offender;

 – Forms of conversion and reinvestment (e.g., acquisition of real estate, vehicles, 
luxury items, shares, or cryptocurrencies).

This approach necessitates defining the types of assets being sought, such as:
 – Cash (domestic or foreign, hidden physically or in electronic systems);
 – Valuable movable property (jewelry, watches, artwork, high-end electronics);
 – Real estate (apartments, land, recently built constructions lacking economic jus-

tification);
 – Financial assets (stocks, bonds, bank accounts, virtual wallets);
 – IT equipment or storage media that may contain unofficial accounting records or 

passwords to digital funds.
Moreover, the assessment of the estimated damage caused in the case is essential 

to ensure the proportionality [7, p.37-42] of search and seizure measures. By correlating 
the assets being sought with the damage specified in the case file, it is ensured that the 
search operation is neither underestimated (allowing assets to be concealed or removed) 
nor excessive (which could lead to procedural nullities).

Another important tactical element is the anticipation of actions aimed at conceal-
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ing, dispersing, or disposing of assets by the offender or their close associates. In practice, 
it is common to encounter fictitious transfers to relatives or trusted individuals, the stor-
age of assets in locations not officially linked to the offender (such as residences, garages, 
rented storage units, or properties belonging to others), as well as the use of cryptocur-
rencies or offshore accounts to break the evidentiary chain.

To counteract these concealment strategies, tactical planning of the search must 
include, in addition to the primary location, other potential hiding places, including indi-
rectly controlled properties, commercial premises, vehicles, and digital media.

It is also advisable to obtain and analyze in advance land registry records, banking 
information, and digital traffic data, which may guide the search toward relevant assets.

This integrated, damage-oriented approach transforms the search into a genuine 
forensic tool for safeguarding civil interests, enhancing the efficiency of asset recovery 
and ensuring the coherent application of the principle of inviolability of property [8, p.173] 
within criminal proceedings.

The first step in organizing an effective search is the establishment of clear tactical 
objectives that go beyond merely identifying and seizing the instruments of the offense. 
These objectives must specifically aim at identifying, locating, and securing assets that 
may be subject to civil action or to special or extended confiscation.

The criminal investigation officer must, from the initial stage of the criminal in-
vestigation, develop forensic hypotheses regarding the manner in which the assets were 
acquired:

 – Whether the assets were obtained directly from the offense (e.g., money from 
fraud, bribery, or trafficking);

 – Whether were transferred to third parties in an attempt to evade confiscation;
 – Whether were concealed under other patrimonial forms (e.g., real estate pur-

chased in the name of another person);
 – Whether were transformed (for example: cryptocurrencies obtained through ille-

gal activities and converted into luxury goods or shares).
This approach requires identifying the types of assets being targeted: cash, movable 

or immovable property, bank accounts, securities, cryptocurrencies, artwork, vehicles, IT 
equipment, and more. Some of this information may become available at the planning and 
authorization stage of the search through the results of special investigative measures [9, 
p.414].

Estimation of the damage caused and its correlation with the value of the assets 
sought represents an essential component in planning the search as a forensic means of 
securing civil action. This process involves a rigorous and well-documented approach 
that allows for the identification and freezing of those assets that may cover, in whole or 
in part, the damage resulting from the offense. In criminal proceedings, determining the 
value of the damage caused is a key circumstance that relates not only to the legal classi-
fication of the act but also to the necessity of its recovery or the enforcement of special 
confiscation.

The estimation of damage is carried out based on accounting or financial docu-
ments (contracts, invoices, ledgers, bank statements), audit or valuation reports (particu-
larly in cases of economic or corruption-related offenses), statements of injured parties, 
and evaluations performed by authorized experts, if necessary (especially for high-value 
or difficult-to-assess items such as works of art, cryptocurrencies, software, etc.).
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This stage is crucial for determining whether the damage is recoverable, in what 
proportion, and what procedural measures (search, seizure) are justified. Once the dam-
age is estimated, the criminal investigation officer will direct the search toward identify-
ing assets:

– Obtained directly through the offense (e.g., stolen money, misappropriated goods);
– Acquired with resources originating from the offense (e.g., real estate purchased 

with illicit funds);
– Converted (for example: transforming cash into cryptocurrencies, jewelry, vehi-

cles);
– Concealed or disguised (for example: assets registered under fictitious third-party 

names, repeated transfers).
For example, if the estimated damage is €50,000, and assets (cash, car, luxury 

watches, jewelry, high-end branded items) worth approximately €45,000 are identified 
during the search, it can be considered that there is a justified proportionality between 
the damage and the value of the assets to be seized.

A key aspect in the preparation and execution of the search as a forensic means of 
securing civil action lies in the precise estimation of the damage caused by the criminal 
act and in the proportional relation of this damage to the value of the assets pursued. This 
aspect is not only of practical relevance but also holds important procedural and consti-
tutional value: the protection of the right to property and the prevention of dispropor-
tionate seizure measures.

The estimation must be performed from the earliest stage of the criminal investi-
gation, based on site investigation reports, statements from “injured” parties, accounting 
records, financial-expert assessments or audit reports (if available at that stage), and pre-
liminary investigations regarding money flows, property transfers, and asset conversions.

After determining the approximate value of the damage, the criminal investigation 
officer, at the stage of preparing the search, must identify and document assets suscep-
tible to confiscation (cash, real estate, vehicles, jewelry, cryptocurrencies, shares, equip-
ment, etc.), draw up a comparative table between the estimated value of each asset and 
the total damage, and establish a reference value threshold for the sought assets, so that 
the search does not target assets lacking economic or symbolic relevance in relation to 
the damage.

This assessment will enable justification before the court for requesting the search 
warrant and precautionary measures, proof of the reasonableness of the procedural in-
tervention on the property of the person concerned, and the safeguarding of the principle 
of proportionality, as provided both in the Constitution of the Republic of Moldova and in 
the case law of the European Court of Human Rights.

Modern forensic practice recommends establishing an estimated value threshold in 
relation to the damage, based on a tactical search plan, the use of documentation sheets 
indicating what assets were sought, identified, and seized, and cooperation with financial 
specialists or accredited evaluators for professional and documented estimations, espe-
cially in cases involving significant damage or assets with difficult-to-determine value.

In preparing for the execution of searches and the application of seizures, the crim-
inal investigation officer must anticipate the offender’s strategies. These refer to the 
concealment of assets through intermediaries (successive transfers or disguised invest-
ments), and the adaptation of the action based on the offender’s profile (type of offense, 
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patrimonial structure, personal and business connections).
Establishing these objectives enables the officer to plan the concrete directions of 

the search and to prioritize certain locations and types of assets, including identifying 
digital sources (laptops, phones, banking apps) that may provide relevant information 
about asset circulation or the intent to conceal them.

Thus, the search must be prepared not as a simple evidence-gathering activity, but 
as a systematic effort based on forensic hypotheses regarding the illicit economic flow 
generated by criminal activity.

To ensure the validity of the evidence obtained, it is essential that the search is 
meticulously documented, in full compliance with all procedural requirements. This in-
cludes:

– Detailed photography of each asset susceptible to confiscation or potentially sub-
ject to civil action;

– Meticulous drafting of the search report (which constitutes evidence [10, p.424]), 
clearly indicating the location where each asset was found, its condition, and any sup-
porting documentation;

– Separate labeling and sealing of the assets, accompanied by descriptive annexes;
– Audio-video recording, where possible, particularly in cases involving assets of 

particularly high value or contested ownership.
This stage holds dual evidentiary value: on the one hand, it confirms the illicit origin 

of the assets; on the other hand, it facilitates the recovery of damages through civil action 
within the criminal proceedings or through subsequent special confiscation.

Given the diversity of assets subject to confiscation or seizure for the purpose of 
securing civil action, the involvement of specialists becomes essential. These may include:

– Certified appraisers, in the case of high-value movable or immovable property;
– Forensic accountants, for identifying suspicious transactions and tracing financial 

flows;
– IT specialists, for analyzing electronic devices and recovering data that may reveal 

asset or cryptocurrency transfers;
– Art or antiquities experts, in cases involving valuable artworks [11, p.148].
This interdisciplinary collaboration strengthens the legal basis for requesting au-

thorization of searches, applying precautionary measures, and for the subsequent filing of 
a civil action within the criminal trial. In modern forensic practice, the search is no longer 
limited to the offender’s residence. It is recommended that it also target other locations 
relevant to the pursuit of damages or the identification of transferred or concealed as-
sets. These may include secondary residences, storage spaces, garages, business offices, 
safety deposit boxes, digital wallets and servers, online platforms or cloud services used 
for storing supporting documents or cryptocurrencies.

The evolution of asset-concealment techniques, the use of third parties, and digital 
technologies to hide illegally obtained assets require a broad, strategic, and anticipatory 
approach. The criminal investigation officer has a duty not only to verify the site of the 
alleged offense, but also to actively investigate all locations where crime-derived assets 
may be stored, transferred, hidden, or converted:

a) Secondary residences and alternative-use properties. It is common for offenders 
to own or use secondary properties (vacation homes, rented spaces, or homes belonging 
to relatives) to store valuable assets or compromising documents. These locations can be 
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easily overlooked in classic search planning; however, telephone records, utility bill pay-
ments, or social media activity may indicate relevant addresses.

b) Storage spaces, garages, and commercial premises. High-value assets (for ex-
ample: IT equipment, paintings, jewelry, luxury goods, cash) are often stored in garages, 
storage units, rented containers, or commercial spaces. In forensic practice, it is recom-
mended to request information from self-storage companies, property managers, or local 
authorities to identify such locations.

c) Bank safety deposit boxes. Extended confiscation often involves cash hidden in 
safety deposit boxes registered in the offender’s name or under proxies. Although access 
is strictly regulated, searches of such boxes may be conducted with a judge’s warrant. 
Under Moldovan law, particularly Articles 125 of the CPC and 106² of the Criminal Code, 
such actions are lawful when reasonable grounds exist.

d) Digital wallets and virtual assets (cryptocurrencies). A recent trend is the use 
of digital wallets (hot or cold) to store illegally acquired assets. These can be found on 
physical devices (USB sticks, smartphones, laptops, external drives) or in crypto exchange 
accounts. Therefore, the investigating officer should be assisted by IT specialists capable 
of identifying installed apps, saved login data, QR codes, seed phrases, etc.

e) Online platforms and cloud services. An increasing amount of supporting docu-
mentation is stored in cloud environments (Google Drive, Dropbox, OneDrive) or in CRM 
applications and online accounting software. To prevent data destruction, a synchronized 
digital search is required, including temporary account access blocking, cloning of rele-
vant content, and formal cooperation with service providers through legal channels (for 
example: MLA, international legal assistance).

f) Smart devices and digital infrastructure. It is essential to search smart devices – 
mobile phones, smartwatches, smart security systems, routers – which may contain data 
about suspicious transactions, encryption keys, photos of assets, scanned property doc-
uments, or screenshots of banking applications.

To ensure the efficiency and legality of an extended search, it is recommended to 
explicitly list all targeted locations and media in the search warrant, involve multidisci-
plinary teams (police officers, prosecutors, IT specialists, financial experts), document 
findings in real time, and prepare detailed written records with photo and video attach-
ments, while ensuring compliance with personal data protection regulations. Thus, the 
search becomes a flexible and complex instrument that supports both the public interest 
in criminal accountability and private interests related to damage recovery.

One of the key conditions for a search to fulfill its role in securing civil action is 
the rigorous and transparent handling of the discovered assets, so that they can be later 
monetized for the purpose of restitution. The tactical-procedural stages of this process 
must comply with the principles of legality, proportionality, and the integrity of evidence.

Prior to seizure, items should be recorded by photographing them in their original 
position and from multiple angles, video recording with timestamp (especially when large 
amounts of money, jewelry, or valuable goods are found), and by providing a detailed de-
scription in the search report (brand, serial number, color, condition, distinctive features, 
exact location of discovery). The report should indicate the presence of the owner (or 
representative), the suspect/accused, and/or the defense attorney if they are present 
during the search.

This stage is essential to later demonstrate the connection between the seized asset 
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and the criminal act, and to prevent any suspicion of substitution or damage. Items must 
be numbered and packaged individually, especially if they are fragile, valuable, or bear bi-
ological or substance traces. Seized items should be properly labeled, indicating the case 
file, date, and place of seizure. They are then attached to the case file [12, p.641].

To enable the use of assets for covering the damage, the physical and legal integri-
ty of the assets must be ensured (safe transport, storage in accordance with standards). 
Storage should be carried out in specially designated areas (for example: evidence rooms, 
safes), and detailed records must be maintained in an official register.

In the case of perishable goods or those at risk of deterioration, early liquidation 
may be ordered through auction or controlled sale, with the proceeds deposited into a 
bank account managed by the Agency for the Recovery of Criminal Assets.

In complex cases, it is recommended to prepare an inventory table attached to the 
search report, and detailed photographs should be saved on a digital medium and an-
nexed to the case file. Subsequently, a valuation expert appraisal may be ordered to de-
termine the current value of the seized assets.

An analysis of judicial practice in the Republic of Moldova reveals that search is fre-
quently used in the investigation of serious offenses such as corruption, drug trafficking, 
human trafficking, economic crimes, and embezzlement of funds. However, surprisingly, 
in numerous criminal cases, this procedural measure is not effectively correlated with the 
institution and enforcement of the civil action.

Conclusions. The search, as a forensic tool for securing civil action and potential 
special confiscation, holds significant potential in the recovery of damages caused by 
criminal offenses. To fully harness this function, it is necessary to:

– Integrate the objective of protecting patrimonial interests into the tactical plan-
ning of the search;

– Provide specialized training for criminal investigation officers in asset valuation;
– Develop practical guidelines on conducting searches in relation to civil action 

and/or special confiscation;
– Introduce legislative amendments to clarify the dual (evidentiary and reparatory) 

nature of this procedural measure.
In a society oriented toward restorative justice, the role of the search extends be-

yond the strictly criminal sphere, becoming an effective instrument for the fair recovery 
of damages.

This lack of correlation stems primarily from two structural deficiencies in the cur-
rent criminal process:

1. The absence of a standardized procedure for on-site assessment of material dam-
age during the search, and

2. The insufficient training of criminal investigation bodies in regard to the civil as-
pects of patrimonial liability, including the identification, documentation, and preserva-
tion of assets that may be subject to future claims for compensation.

In current practice, searches are often conducted with a predominant focus on ob-
taining evidence related to the criminal offense (for example: instruments of the crime, 
accounting documents, illicit substances), while evidence related to damages remains 
secondary or unexamined.

This approach significantly reduces the effectiveness of the search as a forensic 
instrument for ensuring the enforcement of potential civil claims within the criminal pro-
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ceedings. Furthermore, in the absence of precise methodological tools, the investigative 
body may fail to identify in a timely manner relevant assets (real estate, vehicles, bank 
accounts, cryptocurrencies, works of art, etc.) that could be seized or frozen to cover the 
damages suffered by the injured party or the state.

Thus, a reconceptualization of the search is needed beyond the strictly criminal 
framework, and its integration into an interdisciplinary mechanism that includes certi-
fied evaluators (for rapid estimation of asset value), financial, accounting, and civil law 
experts, forensic guides for identifying assets susceptible to extended confiscation. This 
approach would contribute not only to enhancing the evidentiary efficiency of the search, 
but also to strengthening the reparatory function of the criminal process, in line with new 
trends in European law, which emphasize the restitution of damages and the protection 
of the patrimonial interests of injured parties.
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Summary
The repeated nature of document fraud and its link with organised criminal groups that produce, sell 

and/or use fraudulent documents is a challenge for security and the fight against crime. In response, the added 
value of forensic intelligence is increasingly recognized. Using a forensic profiling method and a dedicated sys-
tem implemented in Switzerland, document examiners can detect series (i.e., documents that have a common 
source) of fraudulent documents conveniently and efficiently.

This detection can trigger or guide investigations, support crime intelligence efforts and facilitate inter-
jurisdictional cooperation. This study aims to assess the suitability of the forensic profiling system for inter-
national purposes and the efficiency of the cross-border series detection method. The forensic profiling system 
was implemented in France as part of a cross-border pilot project led by the School of Criminal Justice at the 
University of Lausanne and the French National Police (Division Nationale de Lutte contre la Fraude Documen-
taire et ‘a l’Identite) between July 2019 and May 2020.

Data from the Swiss Police and those from the French Police were compared with other cross-border 
profiling systems. The study aimed to create operating conditions as close as possible to the real conditions of 
the profiling systems. The results are extremely positive both quantitatively and qualitatively. They demon-
strate the benefit of establishing a systematic exchange of forensic data issued from fraudulent identity doc-
ument profiling systems between France and Switzerland, let alone between any other countries. The results 
open a very promising prospect for an operational implementation supported by the police services of both 
countries and the expansion of exchanges internationally.

Keywords: cross-border crime, forgery, counterfeit, forensic document examination, police cooperation, 
security.

Introduction. Fraudulent identity and travel documents (hereinafter referred to as 
DIF) are essential for criminals trying to conceal their identity and illegal activities. Indeed, 
the DIF facilitates a multitude of serious, organised and transnational forms of crime, 
such as terrorism, mafia-type activities, trafficking in human beings, migrant smuggling, 
drug trafficking and money laundering. Usually, documents are mass-produced by the 
same (same group of) forger(s) [1, p.70-84; 2, p.295-320; 3; 4, p.1-11]. The market for fraud-
ulent documents is punctuated by a small number of organised repeat offenders who are 
responsible for a disproportionately large number of products for sale [1, p.70-84; 5; 6], al-
though the methods most often used by police and security organisations to combat this 
criminal problem, suffer from a reactive and case-by-case attitude. Thus, common doc-
uments (the same type of fraud (counterfeit, fake, stolen blank, pseudo-document), the 
same category of documents (passports, identity cards, driver’s cards, residence permits 
or any other type of identity or travel document) and the same country of the document) 
produced by the same forger or group of forgers have common material characteristics 
(e.g. displacement of a text, spelling error, asymmetry). Based on these specific charac-
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teristics, a document examiner can detect and recognize a series of documents issued 
from a common manufacturing source. This is known as DIF forensic profiling and allows 
forensic information to be obtained to better understand and respond to crimes [7, p.618-
639]. Based on previous research, an innovative tool has been created to facilitate series 
detection based on digitized images of comparable quality [8, 74-84; 9; 10].

This online system known as the Interstate Database of Fraudulent Identity Docu-
ments (hereinafter referred to as ProDIF-CHE) was developed by the School of Criminal 
Justice at the University of Lausanne together with the Zakodium society and was im-
plemented in 2017 in Switzerland. For each DIF in the database, the forensic document 
examiner described forensic characteristics (such as document category, type of fraud, 
document number, printing techniques, type of substrate or reaction to UV light), confis-
cation-related information (such as circumstances or presumed nationality of the docu-
ment holder) and case-related information (a brief description of the event). This tool is 
combined with an efficient series detection method that was developed and tested in a 
previous study [6].

This four-step method begins with: 1) entering a DIF database; 2) analyzing it to 
highlight profile characteristics; 3) comparing the document with other documents; 4) 
reaching a decision between each comparison stage. This method focuses mainly on fo-
rensic features, including those visible on digitized images of DIF. Since some features 
or a combination of them are only found on documents produced by the same forger or 
group of forgers (misalignment, misspellings, syntax errors, quality defects, accidental 
presence of blemishes, etc.),  it is suggested that they belong to the same series of DIFDs 
or, in other words, that they have a common source. This approach has proven successful 
in Switzerland. The present study aims to assess the relevance of the implementation of 
the profiling system on an international scale and the effectiveness of the method in de-
tecting cross-border series.

Although ProDIF-CHE and ProDIF-FRA did not start operating at the same time (i.e. 
April 2017 for ProDIF-CHE and July 2019 for ProDIF-FRA), their operation overlapped. The 
environment in which the ProDIF-FRA and ProDIF-CHE profiling systems were imple-
mented is different between France and Switzerland. Thus, they are close to real condi-
tions and do not aim to optimise the chances of identifying links between DIFs detected 
in France and Switzerland.

ProDIF-FRA contains a significant proportion of DIFs stemming from seizures car-
ried out at major international airports in Paris (Roissy-Charles-de-Gaulle and Paris-Orly) 
or from large-scale investigations carried out in the Paris region or in other parts of the 
country. For ProDIF-CHE, the documents come from a region that does not have a ma-
jor international transit airport, Paris (Geneva airport, which mainly serves Europe) and 
only exceptionally from large-scale investigations. Most of the seizures come from rou-
tine street checks and border or administrative controls. Both systems include a certain 
proportion of DIFs detected in the administrative procedures for the exchange of foreign 
driving licences. The vast majority of fraudulent documents reported in ProDIF-FRA were 
not seized in French regions close to the Swiss border. In contrast, most of the docu-
ments reported in the ProDIF-CHE system were seized in Swiss states that either border 
with France or are close to this country.

This difference in the implementation environment influences the category of doc-
uments contained in the two systems.
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Statistical profiles of the two profiling systems. As of 14 May 2020, ProDIF-FRA con-
tained 434 fraudulent documents and ProDIF-CHE 2143. These were mainly counterfeits 
(ProDIF-FRA: 93.1 %, ProDIF-CHE: 83.2 %) and forgeries (ProDIF-FRA: 3.5 %, ProDIF-CHE: 
13.3 %), other types of DIFs being only marginal.

The French system contained a higher proportion of identity documents (34.1 % 
compared to 26.2 % in ProDIF-CHE) and passports (27.1 % compared to 12.3 % in ProDIF-
CHE), while the Swiss system contained more driving licences (41.0 % compared to 33.3 % 
in ProDIF-FRA). Travel documents issued to non-nationals, residence permits, visas and 
other types of documents each accounted for less than 4% of documents in both systems.

In addition, the most prevalent countries of documents seized in Switzerland and 
France are different, with the exception of the Italian DIF, which is most commonly rep-
resented in both systems. About half of the DIFs introduced into the profiling system in 
both France and Switzerland are part of a series. On the one hand, this means that the DIF 
market is highly structured. On the other hand, this means that when an operator enters 
a DIF into the profiling system, he has about a one in two chance of finding links to the 
documents in the database.

Method for detecting and assessing cross-border series. The relevance and added val-
ue of comparing Franco-Swiss data on the DIF profile were first assessed quantitatively. 
In order to detect cross-border series, the material characteristics of the documents are 
compared, such as images, printing techniques, defects or imitation of security features.

In order to compare the DIFs of the two PRODIF-FRA and ProDIF-CHE systems in 
a structured and efficient way, a working method was developed (in order to detect the 
cross-referencing of cross-border series between the DIFs in the two databases). From 
the second database of Indeed, the description of the series made by users provides the 
anchor points (or specific characteristics) (e.g. spelling mistakes, syntax errors, defects in 
the imitation of security elements) that will allow comparison in a targeted and system-
atic way. In this respect, the sequence of comparison steps has been defined as follows:

• Step 1: Comparison of the PRODIF-FRA series with those of Pro-DIF-CHE.
• Step 2: Comparison of orphan series from PRODIF-FRA with the isolated docu-

ments from ProDIF-CHE. An orphan series is a series that has not found a match in the 
other database after the series comparison stage and therefore remains to be compared 
with the isolated documents in the other database.

• Step 3: Comparison of the orphan series from ProDIF-CHE with isolated docu-
ments from PRODIF-FRA.

• Step 4: Comparison of the isolated documents from PRODIF-FRA with those from 
ProDIF-CHE remaining after step 3.

Although the above process theoretically detects all the links between the two sys-
tems, this is not completely true in practice. Indeed, if a document with the characteris-
tics of a series existing within the same system is not assigned to the latter, the link will 
remain undetected. However, this situation shapes what can happen in an operational 
environment and therefore leads to realistic rather than artificially optimized results.

A first operator made the comparisons following the stages of the working method. 
A second operator carried out an independent and targeted ‘quality control’ inspired by 
the Analysis, Comparison, Evaluation-Verification (ACE-V) process [11; 12; 13]. This stage 
can take the form of a discussion if the first operator has doubts about a possible match. 
The verification was not carried out exhaustively and completely blindly for reasons of 
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efficiency. By doing so, there was a risk of missing links (false negatives), but the addition 
of artificial links (false positives) was avoided. In this way, the results were not artificially 
optimized and were closer to real-life operations.

In addition to the quantitative evaluation, a qualitative assessment of the relevance 
and added value of cross-comparisons between ProDIF systems was carried out. To this 
end, two operators selected and analysed cross-border series to highlight their contribu-
tions to crime investigations and information.

Some problems arose in the comparisons made in this study. First of all, it seems 
that some series were not described in the first. When a user is faced with such a series, 
he has no choice but to analyze and compare all the documents in the series to highlight 
the anchoring characteristics of the series. Only then can it proceed to comparisons with 
the document of interest. On the other hand, when a series is described, users may also 
need to analyze and compare the documents in the series. Indeed, the quality of the de-
scriptions is just as important. For example, we should not limit ourselves to describing 
features that are only visible under UV light or on the inner pages of passports. Where 
these elements are necessary for the description of the series, it should be ensured that 
they are coherently integrated into the forensic profiling system so that they are com-
parable through the data available in the system. It is therefore advisable to focus on the 
features that are visible in the digitized images, making them available to all database 
users. In conclusion, time and effort should be invested in describing the series so as 
not to disadvantage future comparisons. On the other hand, the time spent on a better 
description of the series saves much more time for all the other operators who will make 
subsequent comparisons.

Another problem is encountered when only two documents share common charac-
teristics. In these cases, users do not always create a series, while it is essential to create a 
series when two documents have similar characteristics. Indeed, these series of two DTIs, 
the value of which in terms of criminal investigation and information may sometimes 
seem limited, become significant because they facilitate subsequent comparisons, on the 
one hand, and, on the other, lead to transnational links that can positively influence the 
assessment of interest in investigations and information. The systematic creation of these 
dyads ensures that links are not omitted. If documents A and B are similar, but operators 
do not link them in the profiling system, it will be more difficult to identify all links once 
a third document similar to C is entered into the system, as this requires detecting links 
A-B, A-C, and B-C at the same time.

Finally, these findings are all the more important when considering the pooling of 
more than two forensic profiling systems. It stresses the importance of using the same 
profiling doctrine between operators in the same country and, even more so, in both 
countries. This ensures optimal comparability of the respective data and thus the possi-
bility of detecting series under the best conditions.

Beyond the large number of transnational series detected, the qualitative question 
is whether at least some of these series may be of investigative interest, either for opera-
tional or tactical information. During the comparisons, several examples of series exem-
plified the operational contributions that can be expected from international cross-com-
parisons between ProDIF systems: highlighting the international dimension of a DIF 
network; suggesting an exchange between French and Swiss law enforcement agencies 
to raise awareness of a large-scale series and trigger cross-border cooperation;  estab-
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lishing a link between a counterfeit manufacturing workshop and production in several 
countries; exchanging data on investigations to allow investigations to progress in one or 
both countries. These examples are briefly presented below, as the authors did not have 
access to all the circumstantial information. It should be noted that the agreement estab-
lishing the cross-border pilot project was not intended for the exchange of information 
or data on investigations.

Counterfeit French national identity cards. A series of three documents detected 
in ProDIF-FRA was compared with two series in the ProDIF-CHE system, consisting of 
17 and 6 documents, respectively. These three series were of investigative interest both 
in France, where a potential forger was arrested and another 22 cases that were not re-
ported in ProDIF-FRA were also subsequently associated with this series, and in Switzer-
land, where the documents were used by criminals in North Africa to commit payment 
fraud. The links identified between ProDIF-FRA and ProDIF-CHE could have allowed for 
a real-time exchange of investigative information and a rapid understanding of the inter-
national nature of the criminal network in question. In addition to the link between the 
French and Swiss series, an international series alert, with a description of the series’ an-
choring characteristics, made it possible to establish a link between 350 additional docu-
ments seized in eight European countries.

Counterfeit Italian residence permits. A Swiss series containing 158 documents was 
linked to two series of ProDIF-FRA, one of 9 documents and the other of 3. The Swiss 
series has been the subject of substantial investigations, which have led to links to more 
than 1,000 cases across Europe and have made it possible to locate the source of manu-
facture in the Naples City in Italy. Some cases were related to internationally organized 
prostitution. Real-time detection of the relationship between ProDIF-FRA and ProDIF-
CHE would have allowed Swiss and French investigators to connect and confront their 
respective forensic information and investigative elements, which could have led to a 
joint investigation team that would also include other countries.

As part of an investigation, the French border police dismantled a workshop that 
produced false documents in the Paris region. Comparison of the documents found in 
the workshop during the search with ProDIF-FRA revealed three series, one of which 
contained forged Italian identity cards, and an initial link to an earlier French case. Subse-
quent comparison of these three series with ProDIF-CHE revealed in 5 minutes a link to a 
series consisting of two counterfeit Italian identity cards confiscated in two jurisdictions 
in Switzerland.

The documents seized in France and Switzerland had many forensic characteris-
tics in common, including the same barcode and a specific spelling mistake in the data 
pre-written as part of the document. This example demonstrates the speed with which 
documents can be compared between the respective national forensic systems, in par-
ticular through serial descriptions, thus facilitating and accelerating international police 
cooperation.

A series of 20 forged Slovenian passports detected in ProDIF-CHE was linked to two 
series detected in France with the help of PRODIF-FRA, involving 10 and 4 documents re-
spectively. All the documents came from the same network in the Balkans. More recently, 
there have been reports that Germany has detected more than a hundred cases with the 
same characteristics as these Franco-Swiss series.

Counterfeit driver’s licenses from the Democratic Republic of Congo. Switzerland 
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has been concerned about a series of 21 counterfeit Congolese driver’s licenses detected 
through ProDIF-CHE. On this basis, the Swiss authorities have carried out investigative 
actions to track down the organised crime group behind this action. The comparison 
between ProDIF-CHE and PRODIF-FRA established a link to a case in France, which in-
dicates that the network was active internationally, suggesting that Swiss police officers 
share their information with their French counterparts.

Conclusion. Through the study that was the basis of this article, a cross-border pilot 
project was created to assess the relevance of forensic profiling of fraudulent identity and 
travel documents (DIF) at international level. Cross-comparisons between forensic profil-
ing systems implemented in France and Switzerland, known as ProDIF-FRA and ProDIF-
CHE, were studied using quantitative and qualitative indicators. Also, the efficiency of the 
forensic profiling method proposed by Lugon Moulin et al.has [14, 610-620] been assessed 
in the context of the detection of cross-border series.

In addition to the ProDIF system operating in Switzerland, the School of Criminal 
Justice at the University of Lausanne has made this forensic profiling system (ProDIF-
FRA) available to the Division Nationale de Lutte contre la Fraude Documentaire et a’ 
l’Identite ́ of the French National Police. DIFs seized in France between July 2019 and 
May 2020 were supplemented with ProDIF-FRA as part of this cross-border pilot pro-
ject. The documents seized were mainly forgeries and forgeries of different categories of 
documents (e.g. identity documents, driving licenses, passports) and countries. The same 
applies to the 2143 documents included in the Swiss forensic profiling system, since its 
operational launch in 2017. This pilot phase aimed to model realistic operating conditions 
for cross-border comparisons, which were not aimed at artificially optimising or exag-
gerating the chances of detecting cross-border links. Data from the two forensic profiling 
systems were systematically compared to identify cross-border series. The comparisons 
were made using a four-step comparison method, developed specifically for this study, 
and by applying a peer-reviewed forensic profiling method. The results were extremely 
positive both quantitatively and qualitatively. 19% of profiled documents in Switzerland 
and France are linked to documents from the other country, in addition to the 50% of 
documents linked nationally in both Switzerland and France. Thus, 33 Franco-Swiss se-
ries could be detected, covering a total of 484 documents. These links and series indicate 
the existence of documents from a common source, namely the same criminal network 
and/or the same forgery shop.

Comparisons reveal cross-border links for both larger and smaller series and a prio-
ri isolated documents. The transnational links extended both the French and Swiss series.

Unexpectedly, this approach also makes it possible to identify series that have not 
been detected in national data. These series are highlighted by capitalizing on the series 
descriptions and anchoring features available in the forensic profiling system in the other 
country, revealing a symbiotic effect.

The comparisons also highlight that the choice and quality of descriptions and illus-
trations of safety features play a key role in the ability to detect links. This underlines the 
importance of strict adherence to the forensic profiling method [11].

The concrete examples present the transnational series detected that are to be of 
investigative interest and forensic information. On the other hand, cases or series with 
a low a priori potential for investigation become more interesting after the discovery of 
transnational links. These elements demonstrate that the cross-border forensic profile of 
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the DIF is likely to feed into and facilitate international police cooperation.
Our findings and observations resonate with those in other areas of forensic science, 

such as, for example, ballistic data, where pilots and prototypes also pave the way for a 
cross-border exchange of forensic data at European level [15; 16, p.237-242; 17, p.384-393].

In conclusion, the results obtained underline the enormous potential of the ProDIF 
forensic profiling system at the transnational level between the two countries. There is 
every indication that this conclusion will be valid a fortiori with a larger number of partic-
ipating countries. This perspective underpins the ISF ProDIF project, funded by the Inter-
nal Security Fund – Police of the European Commission (ISFP-2020 project - AGPOLCOP 
No.101036247). The objective of the project is to develop the forensic profiling system and 
implement it among law enforcement agencies across Europe.
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Summary
This paper provides a comprehensive approach to the subjective constitutive elements of organized crime 

offenses, employing specialized legal terminology and highlighting the interpretative and evidentiary challeng-
es arising from the complexity of the phenomenon. By integrating contemporary doctrinal perspectives and 
relevant case law, the article proposes concrete directions for the modernization of the legislative framework 
and the optimization of criminal investigation procedures, thereby contributing to the increased efficiency of 
combating organized crime within the context of a dynamic and interconnected legal system.
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Introduction. Organized crime constitutes a complex phenomenon which endan-
gers fundamental social values   in both Romania and the Republic of Moldova [1; 4]. It in-
volves a criminal structure that acts in a hierarchical and coordinated manner, with the 
aim of obtaining material benefits or illicit influence, through a series of serious offenses 
committed systematically and in a planned fashion [2; 7]. In order to effectively counter 
this phenomenon, well-defined legislative tools and a coherent interpretation of the con-
stitutive elements of organized crime offenses are essential [4; 6]. 

This synthesis aims to provide an integrated analysis of the theoretical and practi-
cal aspects regarding the subjective constitutive elements of organized crime offenses, 
taking into account the criminal law regulations of both Romania and the Republic of 
Moldova [5; 6]. In the Republic of Moldova, the offense of creating or leading a criminal 
organization is governed by Article 284 of the Criminal Code. It also highlights the specific 
characteristics of the active subject in the offense of creating or leading a criminal or-
ganization, as addressed in the legislation and doctrinal sources of both jurisdictions [15].

The essential mental elements on the basis of which the existence of the prejudicial 
degree specific to a criminal act is determined—and, consequently, the presence or ab-
sence of the constitutive elements of the offense—can be inferred from the corroboration 
of Articles 15 and 113 of the Criminal Code. In the context of Romanian legislation, the 
offense of establishing an organized criminal group is regulated under Article 367 of the 
Criminal Code, which outlines the framework within which such a hierarchical and coor-
dinated structure may be classified from a criminal law perspective.

Although specific norms are provided in both legal systems, with regard to the signs 
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of the subjective element of the offense, there is still a lack of in-depth research. This 
circumstance may lead to erroneous interpretations and, implicitly, to the incorrect ap-
plication of the legal norm, as emphasized in certain doctrinal views [15, pp.84-89].

1. The general framework of subjective elements in organized crime.
1.1. The relevance of the subjective element in the qualification of organized crime of-

fenses. In criminal doctrine [1; 2; 8], it has been established that the subjective element 
– expressed through the concrete form of guilt – constitutes the essential element upon 
which criminal liability is based, also determining the socially dangerous character of the 
act and, implicitly, the existence or nonexistence of the offense. In the case of offenses 
related to organized crime, it has been noted that direct intent is recognized, as a rule, as 
the form of guilt, since the commission of such acts is conditioned by thorough planning, 
hierarchical structuring, and persistent coordination of illicit activities [4; 9].

Such views are found in both legal systems (Romanian and Moldovan), which seek to 
criminalize association for the commission of serious offenses [5; 6]. In Romania, the central 
regulation is contained in Article 367 of the Criminal Code concerning the establishment of 
an organized criminal group, whereas in the Republic of Moldova, Article 284 of the Crimi-
nal Code addresses the creation, organization, or leadership of a criminal organization.

1.2. Definition of subjective elements: motive and purpose. It has also been empha-
sized in the doctrine that the criminal motive – understood as the internal impulse that 
determines illicit conduct – has been circumscribed, in the case of organized crime, al-
most exclusively to pecuniary considerations. This is because it has been observed that 
the main objective lies in obtaining substantial material profits or exercising control over 
the underground economy [4; 9].

From this perspective, the criminal purpose, viewed as the external and objective 
finality of the action, has acquired a distinct legal value, generally reflecting the desire to 
consolidate the group’s influence over illicit markets, to monopolize clandestine financial 
flows, and to ensure the continuity of the criminal structure through the reinvestment of 
illegal profits [2; 7].

The examination of the evidence capable of demonstrating these psychological mo-
tivations has been considered particularly demanding, given that criminal networks have 
been characterized by a high degree of professionalization and adaptability to contempo-
rary normative and technological exigencies. It has been noted that, in order to conceal 
the origin of assets, transnational money laundering schemes have been used, passing 
through jurisdictions with opaque fiscal regimes. Internal communication within these 
organizations has often been conducted via encrypted channels or ephemeral messaging 
systems, designed to prevent subsequent data recovery [4; 12].

In jurisprudence, it has been found that, in order to establish the motive and pur-
pose, it was necessary to resort to special investigative measures: electronic communi-
cations interception, real-time financial surveillance, forensic audits of financial circuits, 
infiltration of undercover agents, and the establishment of joint investigative teams with 
competent foreign authorities. Through these instruments, it was possible to corroborate 
technical data with witness statements and document analysis, thus providing the evi-
dentiary foundation required for proving the subjective element in court. It has also been 
held that the absence of such corroborating evidence inevitably leads to the impossibility 
of proving qualified intent and, consequently, to the inability to establish criminal liability 
for the offense of establishing or leading a criminal organization.

2. Introductory notions regarding the active subject of organized crime offenses. In 
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the legal literature [1; 2; 8], the view has been established whereby the quality of active 
subject of the offense is attributed to the entity to which the commission of the conduct 
typified by the incriminating norm has been imputed. In Romanian and Moldovan criminal 
law, it has been held that, as a general rule, this capacity may be attributed to any natural 
person who satisfies the general conditions of criminal liability—namely, the existence of 
discernment and the attainment of the minimum age prescribed by law [5; 6; 9].

However, under the influence of European trends aimed at extending criminal li-
ability beyond the individual – crystallized, inter alia, in Article 5 of Council Framework 
Decision 2008/841/JHA [17] and in Article 6 of Directive (EU) 2017/1371 (PIF Directive) [18] 
– the principle of criminal liability of legal persons for the offense of establishing, joining, 
or supporting an organized criminal group has been enshrined in both Romanian legis-
lation (Articles 135 and 367 (7) of the Criminal Code) and that of the Republic of Moldova 
(Articles 21 and 284 (3) of the Criminal Code).

It has been stipulated, therefore, that any legal entity, with the exception of public 
authorities, may be held criminally liable if it is established that the act was committed in 
its interest or for its benefit, through the decision or with the approval of its governing 
bodies or of individuals exercising de facto control over its activities [6; 10; 23; 24].

The doctrine has pointed out that the inclusion of legal persons as active subjects of 
the offense of establishing an organized criminal group has been justified by the need to 
fill legislative gaps exploited by economic entities used as vehicles for the concealment of 
criminal proceeds and for the financing of illicit operations. This extension has facilitated 
the application of extended confiscation of assets and the imposition of dissuasive pecu-
niary sanctions, deemed indispensable for deterring business-related criminality and for 
neutralizing corporate structures involved in organized crime.

Furthermore, the case law of the High Court of Cassation and Justice (Romania) 
(Criminal Decision No.566/2018) [19] confirmed the possibility of engaging the criminal 
liability of commercial companies under Article 367 of the Criminal Code, emphasizing 
that, by its nature, the offense of organized criminal group may be committed “through 
the decision-making acts of the statutory bodies of the legal entity, where such acts are 
directed toward achieving the criminal purpose. “The Supreme Court of Justice of the 
Republic of Moldova, through Decision No.41r211/2021 [20], has held that a limited liability 
company may be sanctioned for the creation of a criminal structure if the involvement of 
its management bodies in the design and coordination of illicit activities has been proven.

Accordingly, by embracing the criminal liability of legal persons, the normative 
framework for combating organized crime has been strengthened, allowing for the direct 
implication of economic entities involved in such conduct, alongside the natural persons 
who direct them. This dual liability generates a more effective penal response and dimin-
ishes the capacity of criminal networks to recycle illicit profits into the lawful economy.

2.1. Responsibility and Minimum Age. According to the provisions enshrined in the 
Criminal Codes of Romania and the Republic of Moldova [5; 6], the requirement has been 
consecrated that the existence of criminal liability must be primarily conditioned by the 
verification of the active subject’s criminal responsibility. In legal doctrine, the concept 
of responsibility has been defined, under Moldovan law, as “the psychological state of the 
person who is recognized as having the capacity to be aware of the illicit and prejudicial 
nature of their conduct, as well as the aptitude to exercise free will and to direct their 
actions in accordance with this awareness” [9; 6].

Therefore, it has been established that the absence of discernment, whether per-
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manent or existing at the time of the act, leads per se, to the removal of criminal liability.
The legal regime applicable to minors has been configured differently within the 

two normative systems. Thus, in the Republic of Moldova, it is provided that individuals 
who have not reached the age of 14 cannot be held criminally liable, in view of their ina-
bility to assess the consequences of their conduct. However, the legislator has permitted 
the engagement of criminal liability for minors who have attained the age of 14 in the case 
of exceptionally serious offenses, including the creation or leadership of a criminal or-
ganization, on the rationale that such a psychological maturity threshold suffices to allow 
comprehension of the heightened social danger posed by such actions [10].

In Romanian criminal law, the general rule has been established that criminal liabil-
ity becomes applicable only upon reaching the age of 16. In the 14-16 age range, liability 
may be engaged only if actual discernment at the time of the offense is proven, with the 
burden of proof resting on the judicial authorities [5; 13; 14].

Thus, it is observed that, in contrast to the Moldovan solution, the Romanian reg-
ulation institutes a rebuttable presumption of irresponsibility for minors within this age 
range, which may be overturned through conclusive evidence attesting to their capacity 
for understanding the implications of their conduct.

3. Specific features of the offenses concerning the creation or leadership of a criminal 
organization.

3.1. The special active subject. In comparative criminal legislation, namely Article 367 
of the Romanian Criminal Code and Article 284 of the Criminal Code of the Republic of 
Moldova, the normative focus is placed on the active subject to whom is imputed the 
initiation, organization, leadership, or support in the structuring of an organized crimi-
nal group. The Moldovan text expressly enshrines the hypothesis of leading a “criminal 
organization”, thereby placing additional emphasis on the pivotal role of the leader or 
organizer in the architecture of associative criminality. It has thus been held that criminal 
conduct acquires legal relevance not only through the material acts of commission, but 
also through the capacity to strategically coordinate and command the resources of the 
group.

Specialized studies by Gribincea and Cazacicov [15, pp.84-86] have shown that the 
precise delimitation of the active subject of the offense of creating or leading a criminal 
organization is of heightened practical significance, since the activation of criminal liabil-
ity against the leader is conditioned by proof, beyond a reasonable doubt, of awareness 
of the common criminal purpose, knowledge of the illicit activities undertaken by other 
members, and effective contribution to the formation, structuring, and perpetuation of 
the criminal network.

In the doctrine, it has been underlined that, in order to establish the quality of or-
ganizer, it is necessary to demonstrate genuine decision-making ascendancy over the 
group, manifested through the assignment of tasks, distribution of roles, management of 
funds, and adoption of protective measures against law enforcement intrusion. Thus, the 
subjective element materializes as qualified direct intent, characterized by acceptance of 
all illicit consequences deriving from the operation of the criminal entity, while the ob-
jective element is defined by conduct involving orchestration and oversight of the group’s 
operational mechanisms.

3.2. Members of criminal organizations: differentiated criminal liability. A particular-
ly relevant aspect of judicial practice concerns the clear distinction between categories 
of participants in a criminal organization, as regards the scope of their criminal liability. 
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Thus, under the relevant provisions of both Romanian and Moldovan legislation (Article 
367 of the Romanian Criminal Code and Article 284 of the Moldovan Criminal Code), a 
distinction is made between:

The organizer or leader of a criminal organization, who is generally deemed liable 
for the entirety of the criminal acts committed by the organization, insofar as such acts 
were committed either in the direct interest of the organization, or at their order or un-
der their coordination [6; 9; 10];

Ordinary members of the organization, whose criminal liability is strictly limited to 
the offenses in which they were actively involved, whether in the preparatory, execution, 
or support stages [6], [10].

In the scholarly literature and in national jurisprudence, a presumption has been 
highlighted regarding the active and continuous involvement of leaders in all relevant 
aspects of the organization’s illicit operations, which justifies the extension of their lia-
bility [4; 15, pp.88]. This conception is grounded in the central and decision-making role 
of the organization’s leader, who, by the very nature of their position, exerts control over 
subordinate members and over the general strategy of the criminal group. Within this 
framework, a form of functional-objective liability emerges, based on the capacity for 
command and systemic influence, rather than on direct involvement in every material act 
constituting the criminal conduct.

3.3. Voluntary withdrawal and its limits. The criminal provisions applicable in Romania 
and the Republic of Moldova provide, under certain conditions, the possibility of excluding 
criminal liability in cases where individuals voluntarily withdraw from participation in an 
organized criminal structure and actively contribute to the prevention of further offenses 
or to the identification of those already committed [6; 9; 15, pp.84-86]. However, Moldovan 
doctrinal analysis emphasizes that such a benefit is generally not extended to leaders or or-
ganizers of the group, whose role in the criminal infrastructure is considered irreplaceable.

The rationale behind this distinction lies in the dominant position of the organizer 
within the illicit entity, their active and decision-making involvement in the unfolding of 
criminal activities, and their essential role in maintaining and consolidating the organi-
zation’s functioning. Consequently, it is considered that simple voluntary withdrawal is 
not sufficient to justify the exclusion of liability in the case of such individuals. Instead, 
solid probative elements must also be produced, demonstrating that the subject not only 
ceased participation but also acted decisively to dismantle the organization or to inter-
rupt its criminal activity.

These doctrinal positions have found reflection in both national jurisprudences, 
with courts requiring a heightened evidentiary threshold in order to accept the hypothe-
sis of effective dissociation from the criminal milieu, particularly in cases where the sub-
ject held command functions or exercised informal leadership over substructures of the 
organization. Thus, voluntary withdrawal is conceptualized as a complex legal mechanism 
that can only operate in favor of those who, in addition to abandoning the illicit structure, 
have taken actions that substantially contribute to the suppression of its criminal aims.

4. Evidentiary challenges and special investigation methods.
4.1. Challenges in obtaining evidence regarding intent and participation. The phe-

nomenon of organized crime is characterized by a high degree of operational complexity, 
manifested through the use of sophisticated and adaptive methods of action. This reality 
compels judicial authorities to necessarily resort to special investigative techniques, le-
gally enshrined and validated through judicial practice. Among such tools are included: 
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communications interception, surveillance of banking transactions in real time, analysis 
of encrypted or ephemeral digital communications, undercover operations, and the de-
ployment of joint investigation teams in cross-border cases [6; 9; 15].

The doctrinal literature has stressed that, in such contexts, the subjective elements 
–particularly intent, motive, and common criminal purpose – are especially difficult to 
prove, given the deliberate fragmentation of criminal activities and the strategic use of 
legal business fronts. For this reason, the evidentiary process must be reinforced through 
the systematic integration of technical data (communications metadata, digital forensics, 
transactional analysis) with testimonial elements (statements from collaborators, pro-
tected witnesses, or law enforcement agents) [4; 12].

Romanian jurisprudence, as exemplified by the High Court of Cassation and Justice 
(Decision No.1019/2017) [19], has consistently emphasized that judicial bodies must care-
fully assess the coherence and corroboration of all indirect evidence, especially when the 
defendant held leadership roles or coordinated logistical or financial aspects of the or-
ganization. Similarly, the Supreme Court of Justice of the Republic of Moldova has recog-
nized the centrality of electronic surveillance and undercover operations in establishing 
the subjective elements of participation in organized crime.

4.2. Interaction with international norms. Both Romania and the Republic of Moldo-
va have ratified the United Nations Convention against Transnational Organized Crime 
(commonly referred to as the Palermo Convention) [7], an international instrument which 
recommends that signatory states adopt distinct criminalization provisions regarding 
participation in a criminal organization, expressly encompassing both acts of creation 
and leadership of such structures [4; 7]. In Romanian criminal law, this recommendation 
was implemented through Article 367 of the Criminal Code (Law No.286/2009) [5], and in 
the Moldovan legal system through the introduction of Article 284 of the Criminal Code 
(Law No.985-XIV/2002) [6], both norms explicitly regulating the legal framework appli-
cable to organized crime offenses.

5. Proposals for legislative and practical improvement.
5.1. Separate incrimination of participation. In the study authored by Gribincea and 

Cazacicov [15], the necessity of introducing a separate criminal offense for participation 
in a criminal organization, as distinct from its leadership or initiation, has been empha-
sized. The legal systems of most European states and the provisions of international con-
ventions advocate for a comprehensive legal framework that explicitly criminalizes active 
participation in group criminal activities, even when the person involved does not hold a 
leadership position [4; 7].

5.2. Witness protection and investment in investigative tools. Given the significant intimi-
dation factors and the considerable financial resources often available to criminal networks, it 
is imperative that the justice systems of both states develop effective witness protection pro-
grams [12]. Moreover, continuous investments are recommended in the professional training 
of prosecutors, police officers, and judges, as well as in the technological infrastructure re-
quired to intercept and decipher modern forms of illicit communication [9; 15].

5.3. Terminological unification and regional cooperation. The lack of a fully harmo-
nized terminology (e.g., “organized criminal group” vs. “criminal organization”) may gen-
erate practical difficulties, particularly in the context of cross-border investigations and 
mutual legal assistance. Therefore, it is suggested that efforts be intensified toward align-
ing legal language and definitions, possibly by adopting a common regional glossary and 
enhancing cooperation mechanisms through bilateral treaties and participation in joint 
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investigation teams under EUROJUST and EUROPOL mandates.
The subjective elements characterizing offenses associated with organized crimi-

nality – particularly direct intent, motive, and criminal purpose – constitute fundamental 
legal criteria in the qualification of facts and, consequently, in delineating the scope of 
criminal liability [9]. The subjective component is deemed indispensable in revealing the 
socially dangerous character of the conduct, and its assessment enables judicial bodies 
to distinguish between voluntary and conscious participation in a criminal structure and 
merely incidental or passive involvement. Within the same analytical context, the active 
subject of the offense – whether as principal perpetrator, leader, or contributing member 
– is identified based on criteria such as legal capacity, discernment, the attainment of the 
minimum age threshold, and the extent of actual involvement in the criminal organiza-
tion’s operational architecture [6; 10].

Conclusions. The subjective elements characterizing offenses associated with or-
ganized criminality – particularly direct intent, motive, and criminal purpose – constitute 
fundamental legal criteria in the qualification of facts and, consequently, in delineating 
the scope of criminal liability [9]. The subjective component is deemed indispensable in 
revealing the socially dangerous character of the conduct, and its assessment enables 
judicial bodies to distinguish between voluntary and conscious participation in a crim-
inal structure and merely incidental or passive involvement. Within the same analytical 
context, the active subject of the offense – whether as principal perpetrator, leader, or 
contributing member – is identified based on criteria such as legal capacity, discernment, 
the attainment of the minimum age threshold, and the extent of actual involvement in the 
criminal organization’s operational architecture [6; 10].

By comparing and integrating doctrinal perspectives with the legislative provisions 
in force in Romania and the Republic of Moldova, several convergent lines of interpreta-
tion have been identified:

– The leader or organizer of a criminal structure is held criminally liable for all of-
fenses committed in the name or interest of the entity they lead, since it is presumed that 
they exercise effective control and possess knowledge of the activities carried out [6; 15];

– Ordinary members of the criminal organization incur criminal liability only for those 
acts in whose preparation, commission, or facilitation they directly participated [6; 10];

– The lowering of the age of criminal responsibility to the threshold of 14 years (in 
the Republic of Moldova), with regard to exceptionally serious offenses such as the cre-
ation or leadership of a criminal organization, is considered doctrinally justified by the 
heightened degree of social danger these acts entail [10];

– The necessity of establishing a distinct incrimination of subordinate participation 
in the criminal organization is emphasized, along with the reinforcement of witness pro-
tection measures and the safeguarding of justice collaborators [15].

Both legal systems aim to implement the commitments assumed under the Palermo 
Convention, ratified by Romania and the Republic of Moldova, which stipulates the sepa-
rate sanctioning of participation in any form within a criminal organization [7]. Neverthe-
less, from the analysis of existing regulations and judicial practice, it emerges that joint 
legislative adjustments are required, including: the harmonization of legal terminology, 
the enhancement of evidentiary techniques employed in complex cases, and the insti-
tution of additional safeguards for the protection of vulnerable individuals involved in 
proceedings [12; 15].

Therefore, a coordinated and coherent approach to the subjective and institutional 
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components of criminal liability, within the framework of combating organized crime, 
may significantly contribute to strengthening the effectiveness of both substantive and 
procedural criminal law mechanisms in the two states.
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Summary
The present article is dedicated to the legislative initiative for the unification of the Anti-Corruption 

Prosecutor’s Office (PA) and the Prosecutor’s Office for Combating Organized Crime and Special Causes (PC-
COCS) into a single structure.

This study represents an approach to the necessity of reforming specialized Prosecutors’ Offices through 
unification and the establishment of a unified structure from the perspective of creating such a subdivision, 
the opportunity of the amendments approved at the level of the two institutions, the usefulness of establishing 
a specialized institution, the challenges encountered, and the impact on the activity of the Prosecutor’s Office 
system.

Keywords: Anti-Corruption Prosecutor’s Office, Prosecutor’s Office for Combating Organized Crime and 
Special Causes, competence, unification, specialized institution.

Introduction. The fight against the criminal phenomenon in general and especially 
against corruption and organized crime, the methods of committing which evolve from 
one year to the next, require a prompt but above all adequate reaction from the law en-
forcement agencies, especially from the Prosecutor’s Office which has the role not only of 
organizing and supervising the fight against this scourge but also of combating it directly.

It is true that an adequate response to crime is possible only from a fortified system 
that corresponds to current trends. That is why the reform of law enforcement agencies 
in general and the Prosecutor’s Office in particular is not only a necessity but also a con-
tinuous process, on the quality of which the efficiency of the fight against this dangerous 
scourge for modern society depends. Despite the permanent need to reform the Prose-
cutor’s Office system, changes at its level cannot and should not be of a formal nature. Or, 
the fight against the criminal phenomenon and its effective combat directly and immedi-
ately depend on their quality.

Methods and materials applied. Given the level of approach to the respective sub-
ject, when developing this article we were guided by the principle of objectivity, in other 
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words, the events were analyzed impartially and without subjectivity in presentation and 
interpretation. When using documentary sources, we applied the principle of ranking 
sources, so that international instruments, the Constitution of the Republic of Moldo-
va and the provisions of the Criminal Procedure Code, had a special value in relation to 
other organic laws. Additionally, the principle of dialectics was applied to the analysis of 
processes, events, facts, in the sequence of their procedure, revealing their causes and 
effects.

Discussions and results obtained. According to the Constitution of the Republic 
of Moldova [2] and Law No.3 of 25.02.2016 on the Prosecutor’s Office “The Prosecutor’s 
Office is an autonomous public institution within the judicial authority that contributes 
to the administration of justice, the protection of the rights, freedoms and legitimate 
interests of the individual, society and the state through criminal proceedings and other 
procedures provided for by law” [3].

The evolution of social relations, in the context of the democratization of Moldovan 
society and the need to align with European values, imposes the obligation to adapt and 
reform the judiciary, so that it can firmly respond to attacks against the rights and free-
doms of man, society and the state. However, this goal can only be achieved in the context 
of a process of continuous reform in this field.

The process of reforming justice in general, and the Prosecutor’s Office system in 
particular, does not involve making formal changes, but rather effective changes both at 
the level of the entire system and qualitative changes to the process itself.

So, reform does not imply any change but a change for the better [4, p.1652], these 
changes must aim to connect the field to the system of European values   and represent in 
themselves qualitative changes that rationalize the system, improve it and make it more 
loyal for those who benefit from its services and more equitable for those who bear the 
consequences of the act of justice.

In this context, the process of reforming the Prosecutor’s Office system was also 
initiated. A process that has begun in 2011 and continues in the present.

Thus, on November 25, 2011, the Parliament of the Republic of Moldova, through 
Law No.231 [5], adopted the Justice Sector Reform Strategy for 2011-2016, the general ob-
jective of which is to build an accessible, efficient, independent, transparent, professional 
and socially responsible justice sector that meets European standards, ensures the rule of 
law and respect for human rights, and contributes to ensuring society’s trust in the justice 
system” [6, p.2].

According to that strategy, it is noted that there is a need to carry out interventions 
in order to confer real internal independence on prosecutors, but most importantly, for the 
first time, the opportunity to request specialized prosecutors’ offices was discussed [5].

The process of reforming the Prosecutor’s Office took place with the adoption in 
2016 of Law No.3 on the Prosecutor’s Office [3], which focused on developing sustaina-
bility, ensuring the independence, accountability and transparency of the institution [8, 
p.16].

“At the same time, efforts were directed towards ensuring accessibility, increasing 
the efficiency and professionalism of prosecutors, in line with European standards and 
practices, promoting the rule of law in the Republic of Moldova and ensuring respect for 
human rights” [8, p.16].

Namely, in order to achieve these objectives, the Strategic Development Plan of the 
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Prosecutor’s Office for 2016-2020 was approved [8, p.16].
“In the context of ensuring the continuity of the implementation of the Prosecutor’s 

Office Reform, in 2017 several departmental acts necessary for regulating their organi-
zation and functioning were reviewed and adopted. In the reporting year, the aspect of 
prosecutor specialization was one of the priorities for the Prosecutor’s Office, being ex-
tremely necessary to ensure good performance in accordance with international stand-
ards and to the extent of citizens’ expectations. In this regard, simultaneously with the 
development of the capacities of the Anti-Corruption Prosecutor’s Office, the Prosecu-
tor’s Office for Combating Organized Crime and Special Cases was created. Moreover, in 
2017 in the context of developing the capacities of specialized Prosecutors’ Offices, the 
mechanism for seconding criminal investigation and investigation officers to these insti-
tutions was successfully implemented” [8, p.16].

The immediately following period was marked rather by the internal organization 
and streamlining of the Prosecutor’s Office’s activity with the following qualitative chang-
es being introduced and promoted: the statute of the Prosecutor General’s Office, which 
was criticized for inefficiency and the accumulation of the attributions of exercising crim-
inal prosecution with those of implementing policies and unifying practice, was revised. 
As a consequence of the change in the structure and the revision of the competence, 
prosecutors within the Prosecutor General’s Office, as a rule, no longer carry out criminal 
prosecution, their activity being oriented towards the development and implementation 
of policies and the unification of practice, with the provision of methodological assistance 
to other prosecutors [8, p.16].

“During 2019, the Prosecutor’s Office was effectively integrated into the process of 
implementing state policy documents in major areas, such as: respecting human rights, 
combating money laundering and terrorist financing, preventing and combating corrup-
tion, but also organized crime, etc.” [8, p.16].

However, during the reference period, the activity of the Prosecutor’s Office “...was 
also marked by the events that took place in society and in the political environment. The 
resignation of the Prosecutor General and the establishment of the interim of this posi-
tion, the establishment of the pre-selection mechanism for candidates for the position of 
General Prosecutor, as well as the establishment of a new mechanism for the dismissal 
of the General Prosecutor were just some of the challenges that the Prosecutor’s Office 
faced during the reporting period. It should be noted that, during 2019 the leadership of 
the Prosecutor’s Office was successively taken over by 3 teams of managers, which inevi-
tably influenced to some extent the activity of the institution’s employees” [8, p.20].

Certainly, one of the most resounding changes at the level of the Prosecutor’s Office 
was the arrival in 2022, at the head of the Anti-Corruption Prosecutor’s Office (PA), of Ms. 
Veronica Dragalin, who won the competition over 4 other candidates, being selected by 
the Superior Council of Prosecutors (SCP) [9], and, upon their proposal, appointed to of-
fice by the order of the Acting General Prosecutor of that date [10].

The appointment of this candidate to the head of the PA was conditioned by a num-
ber of factors. The most important being determined by the fact that the candidate comes 
from outside the Prosecutor’s Office system, and especially from outside the Republic of 
Moldova which led to the belief that he does not have all the “deficiencies” and “short-
comings” which were presumed to be inherent in local candidates.

Moreover, the candidate came as an exponent of one of the most democratic and 
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progressive legal systems in the world.
It is worth noting that during that period, the Anticorruption Prosecutor’s Office 

also supervised and led the criminal prosecution within the National Anticorruption 
Center (NAC), which, moreover, also provided analytical and informational support to the 
PA, as well as to other authorities at their request [11, p.12].

The appointment of a new chief prosecutor at the PA was supposed to consolidate 
and streamline the efforts of the subjects empowered with this right in the fight against 
the scourge of corruption. However, already in the first year of activity, significant dis-
agreements emerged between the PA and the NAC. A conflict which resulted in mutual 
accusations between representatives of the two institutions.

Even though it seemed that the conflict had been overcome [12], on 31.07.2023 the 
legislature decided to intervene with new amendments to the criminal procedure law 
[13], which not only delimited the material competence of the NAC and the PA but, most 
importantly, the latter was deprived of the right to lead criminal prosecution within the 
Center, this role being assigned to the territorial prosecutors’ offices.

According to the new paradigm the PA was to focus primarily on investigating cases 
of grand corruption which was difficult to achieve, given that the leadership of the crimi-
nal prosecution of cases under the jurisdiction of the NAC was maintained at the PA, and 
the NAC’s jurisdiction was not significantly reduced. This meant that half of the criminal 
cases sent to court by the PA were actually criminal cases regarding petty corruption 
handled by the NAC [14, p.12].

Even though, apparently, removing the NAC from the PA’s subordination was a jus-
tified change that would allow the PA to focus on grand corruption and not disperse its 
efforts on combating petty and systemic corruption, investigated by the NAC, in practice 
a series of difficulties arose.

On the one hand, the territorial prosecutor’s offices were neither professionally 
prepared nor had the number of specialists to assume the leadership of the criminal pros-
ecution in criminal cases investigated by the NAC.

On the other hand, with the removal of the NAC from the PA subordination, this 
institution was deprived of operational and logistical support, which made it difficult to 
fully, objectively and in a timely manner investigate the criminal cases assigned to the 
material competence of that institution. Therefore, with the withdrawal of the NAC from 
the PA subordination, the number of criminal prosecution support personnel consisting 
of criminal prosecution officers and seconded investigation officers was to be supple-
mented to procedurally support the activity of prosecutors called to exercise functional 
attributions in the name and in the interest of the PA.

At the same time, it was necessary to identify and assign a new headquarters, with 
the necessary technical and material equipment which would correspond to the profile of 
this institution and make it possible to carry out activities at the highest level. This desire 
was constantly reiterated by the people responsible for the administration of the PA [15].

Contrary to the development strategies of the Prosecutor’s Office system, on 
20.01.2025, the President of the Republic of Moldova convened a meeting of the Supreme 
Security Council (SSC) and, under the pretext of strengthening the fight against political 
corruption and increasing national security, proposed to consolidate the institutional ar-
chitecture of the bodies responsible for combating corruption and the legal framework, 
for harsher sanctions of actors involved in political and electoral corruption [16].
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Based on the recommendations of the SSC, on 29.01.2025, the Minister of Justice, 
during a press briefing, stated that “Republic of Moldova is facing increasingly complex 
forms of crime that affect national security, in particular corruption, including political 
and electoral corruption, with the involvement of organized criminal groups aimed at 
destabilizing the rule of law, treason, hybrid warfare”, which is why he announced the 
merger of the two specialized prosecutor’s offices – PA and PCCOCS, into a single struc-
ture [17].

In light of the above reported events, on 12.02.2025, the draft Law on the Prosecu-
tor’s Office for Anti-Corruption and Combating Organized Crime (PACCO) was registered 
in the Parliament of the Republic of Moldova [1].

It is not clear how quickly this project was developed and promoted, given that, as 
we will demonstrate below, the unification of the two specialized prosecutor’s offices was 
not anticipated by the Prosecutor’s Office Reform Strategy and does not correspond to 
the logical course of development of this institution.

As indicated above, the initiative to unify the two specialized structures was dis-
cussed and decided at the SSC meeting, but it did not represent a planned stage in the 
reform of the Prosecutor’s Office system.

We draw attention to the fact that “The Supreme Security Council is an advisory 
body that analyzes the activity of ministries and other central administrative authorities 
in the field of ensuring national security and defense and presents recommendations to the 
President of the Republic of Moldova on issues of internal and foreign policy of the state” 
[18].

“State security means the protection of the sovereignty, independence and terri-
torial integrity of the country, its constitutional regime, its economic, technical-scien-
tific and defensive potential, the legitimate rights and freedoms of the individual against 
the informational and subversive activity of special services and foreign organizations, 
against criminal attacks by particular groups or individuals” [19].

It is not clear to what extent the existence and functioning of two specialized pros-
ecutor’s offices with distinct material competences threatens the sovereignty, independ-
ence, territorial integrity, constitutional regime, economic, technical-scientific and de-
fensive potential of the Republic of Moldova.

Another argument in favor of unifying the two structures was the need to strength-
en the fight against electoral corruption.

In our opinion, this argument does not hold either, or the investigation of electoral 
corruption crimes is the exclusive material competence of the NAC, not of the PA or the 
PCCOCS. The NAC was not targeted by this legislative initiative which raises some as-
sumptions regarding the objective circumstances that were the basis for the development 
of this project.

This initiative seems all the more inopportune as it was not foreseen by the Prose-
cutor’s Office’s development strategy for 2021-2025 which continues to promote the need 
to consolidate the two specialized prosecutor’s offices, including by granting separate 
budgets and specialized personnel [8, p.30].

Moreover, the General Prosecutor’s Office itself expressed its negative views on the 
initiative to reorganize the two Prosecutor’s Offices, considering that this could have a 
significant impact on the terms of criminal prosecution and ongoing procedures [20].

Taken into account the initiative to unify and reform the two prosecutor’s offices 
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came from powers other than the judiciary, we believe that this fact categorically affects 
the principle of separation of powers in the state.

At least at this stage, the reasoning behind the unification of specialized prosecutors’ 
offices is not clear, given that the unification process itself involves a multitude of organ-
izational issues involving the approval of a new organizational chart, the secondment of 
prosecutors to the territory and the delegation of new prosecutors, a situation that will 
immediately lead to the delay of criminal prosecution of ongoing criminal cases, etc.

Considering the arguments presented in the explanatory memorandum to the Law 
on the Prosecutor’s Office for Anti-Corruption and Combating Organized Crime [1], it 
seems that these amendments were conditioned by the need to strengthen the fight 
against electoral corruption committed by criminal organizations, including cross-border 
ones.

We do not agree with the authors who insist on the fact that there is an indissoluble 
link between corruption and organized crime, which is why they consider it necessary for 
them to be investigated by a single authority. Basing their position on the simple fact that 
most of the components of the crime that incriminate acts of corruption contain as an 
aggravating factor the commission of the crime in the interest of an organized criminal 
group or a criminal organization.

This argument is of little relevance, or rather, not all corruption crimes, even elec-
toral corruption will necessarily be committed by organized criminal groups or criminal 
organizations.

On the other hand, organized crime is not limited to acts of corruption, but has a 
much broader spectrum, which is why, originally, it was considered necessary to establish 
an entity specialized in this field such as PCCOCS.

In another vein, there are numerous inaccuracies related to the provisions of the 
draft law under discussion and the establishment and further activity of this unique insti-
tution generically called ,,PACCO”, as follows.

According to Art.3 para.(2) of the Draft Law  discussed [1], PACCO is specialized, in-
ter alia, in the field of combating corruption crimes and acts related to corruption. Formu-
lations that create some confusion in the interpretation of the law as neither the criminal 
nor the procedural law operates with such formulations.

According to Art.44 parag.(1) of Law No.82/2017 [21], acts of corruption are to be 
understood as – crimes and contraventions, committed in the public and private sectors, 
the sanctioning of which is provided for by the Criminal Code and the Contravention Code.

After which, in paragraph (2) of the same norm, the following acts are listed as acts 
of corruption: a) active corruption; b) bribery; c) corruption of voters; d) passive corruption; 
e) taking bribes; f) receiving illicit remuneration for performing work related to serving the 
population; g) influence peddling; h) manipulating an event; i) fixed bets; j) illegal financ-
ing of political parties or electoral campaigns, violation of the management of the financial 
means of political parties or electoral funds; k) embezzlement of public assets; l) embezzle-
ment of funds from foreign funds; m) use of funds from domestic loans or foreign funds con-
trary to their intended purpose.

Subsequent, according to Art.45 of Law No.82/2017 [21], are acts related to acts of 
corruption – crimes committed in the public and private sectors, which were committed to-
gether or in direct connection with an act of corruption, as follows: exercising official duties 
in the public sector in a situation of conflict of interest; exercising official duties in the pri-
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vate sector in a situation of conflict of interest; abuse of power or abuse of office in the public 
sector; abuse of office in the private sector; excess of power or exceeding official duties; neg-
ligence in office; falsification of voting results; fraudulently obtaining means from external 
funds; forgery of public acts; forgery of accounting documents; concealment of assets and 
personal interests by declarants in the public sector; concealment of assets and personal in-
terests by declarants in the private sector; illicit enrichment; violation of the confidentiality 
regime of information from declarations of assets and personal interests; violation of lend-
ing rules, loan granting policies or rules for granting insurance compensation/indemnity; 
defective or fraudulent management of the bank; obstruction of banking supervision.

As can be seen from the analysis of the above-mentioned norm, acts of corruption 
and related acts not only exceed the number of crimes attributed to the material compe-
tence of PACCO, but also exceed the number of corruption and related acts incriminated 
by the current criminal law.

According to Art.11 para.(5) of the analyzed draft Law [1], upon the termination of the 
PA and PCCOCS activities, prosecutors, including chief prosecutors, will be proposed for 
transfer to other territorial prosecutor’s offices, according to the existing vacancies. We 
consider this provision to be at least unfounded given that according to Art.11 para.(3) of 
the same law, PACCO is the legal successor of PA and PCCOCS. The situation seems even 
more unusual given that the rest of the staff, including consultants, specialists, technical 
and administrative staff, and staff seconded from other institutions will continue to work 
within PACCO.

So, prosecutors, including chief prosecutors, will have to accept the transfer to any 
territorial subdivision of the Prosecutor’s Office, according to existing vacancies, and will 
receive the position-specific salary rights held within the PA and PCCOCS framework, 
until the positions are filled in the newly created entity.

We consider this provision to be at least unfounded, or at the moment, in the terri-
torial subdivisions of the Prosecutor’s Office there are not available the number of vacant 
positions that would correspond to the total number of prosecutors working in the PA 
and PCCOCS. Therefore, in order to be able to carry out this exercise, it is initially neces-
sary to fill the positions in the territorial prosecutor’s offices according to the number of 
prosecutors within the specialized prosecutor’s offices that are to be transferred.

This exercise clearly disadvantages the prosecutors subject to transfer, as the vast 
majority of the places proposed to be filled refer to territorial prosecutors’ offices, which 
do not correspond to the radius in which the respective persons reside, which imposes 
additional travel and living expenses for the respective persons and thus may put them in 
the position of giving up the prosecutorial profession.

In our opinion, the transfer of prosecutors from specialized prosecutor’s offices to 
territorial prosecutor’s offices is in fact nothing more than a demotion in position, which 
represents a disciplinary sanction.

In this regard, the provisions of Art.39 paragraph (5) of the Law on the Prosecutor’s 
Office [3] are relevant, according to which “relegation from office implies the transfer 
from the position of chief prosecutor to a prosecutor’s position or the transfer of the 
prosecutor from the General Prosecutor’s Office or from a specialized prosecutor’s office 
to a territorial prosecutor’s office. Relegation from office is made on the basis of the sanc-
tioning decision, by order of the General Prosecutor”.

On the one hand, prosecutors are obliged to accept the transfer under the condi-
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tions in which the two specialized prosecutor’s offices are reorganized through merger, 
and on the other hand, the transfer is to be carried out on equivalent positions that are 
even fewer than the vacant positions in the territory.

It should be noted that, interpreting the norm of Art.11 para.(3) and para.(6) of the 
criticized law as a whole, it can be deduced that the notification of the prosecutors who 
are to be transferred will be made within the term of 30 days from the date of entry 
into force of the respective law, which is in cardinal contradiction with the provisions 
of Art.88 para.(1) letter b) of the Labor Code [22], which stipulates that upon liquidation 
of the unit, the employer shall issue an order (provision, decision, ruling) regarding the 
prior notification, under signature or by another means that allows confirmation of the 
receipt/notification of each employee concerned, of the employees 2 months before the 
liquidation of the unit. Probably aware of this truth, the authors of the legislative initiative 
tried to circumvent the situation created by preserving the previous salary rights for all 
prosecutors subject to transfer, until the appointment of the last prosecutor in the newly 
created structure [1].

At the same time, this provision is discriminatory in relation to prosecutors within 
the territorial prosecutor’s offices who will receive salary rights specific to the position 
held under the conditions in which they will perform the same workload as prosecutors 
transferred from the two specialized institutions.

Another relevant aspect is the performance evaluation of the chief prosecutor of 
PACCO, which is carried out by an ad-hoc committee established by the Superior Council 
of Prosecutors [1].

Based on the wording of the norm in Art.6 of the draft Law under discussion [1], it 
can be deduced that this procedure limits the independence of the chief prosecutor and 
places him at the discretion of the General Prosecutor and the Superior Council of Prose-
cutors, who, every two years, can initiate his verification and, consequently, his dismissal 
for lack of performance.

In our opinion, the chief prosecutor of PACCO, after being evaluated and taking 
office, must receive the guarantee that he will organize and direct the activity of that in-
stitution without influences from outside the system.

Moreover, the composition of the evaluation committee which is made up of 5 
members, at least two of whom have at least 7 years of experience as a prosecutor raises 
doubts. The members will be proposed: one by the General Prosecutor; one by the Min-
ister of Justice; one by the Superior Council of Prosecutors; one by the Superior Council 
of Magistrates and one by the chief prosecutor of PACCO who is actually subject to eval-
uation [1].

First of all, the minimum of two members with at least 7 years of experience as 
a prosecutor is too few to objectively evaluate the activity of the chief prosecutor of a 
specialized prosecutor’s office. In our opinion, the designated prosecutors should have 
extensive professional experience in all subdivisions of the Prosecutor’s Office, including 
specialized prosecutor’s offices, but also in the positions of chief prosecutor, in order to 
objectively evaluate and appreciate the activity of the chief prosecutor of PACCO.

Secondly, we consider it absolutely inadmissible that the structure of this commis-
sion includes members appointed by the Minister of Justice and the Superior Council of 
Magistracy, because it violates the principle of independence, or “the Prosecutor’s Office 
is independent of the legislative, executive and judicial powers of any political party or 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 244
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

socio-political organization, as well as of any other institutions, organizations or persons. 
Interference in the activity of the Prosecutor’s Office is prohibited” [3].

Given that the new structure will not be able to be put into operation immediately, 
the opportunity has been foreseen for the appointment of an interim chief prosecutor 
of PACCO by the General Prosecutor, until the competition for the replacement of the 
chief prosecutor is organized. Already, the chief prosecutor will be able to constitute his 
“transition team” by proposing candidates for ordinary prosecutors who will be delegated 
by order of the General Prosecutor with the agreement of the Superior Council of Prose-
cutors for a period of up to one year [1].

Subsequently, the Superior Council of Prosecutors will initiate the competition for 
the position of chief prosecutor and prosecutors within PACCO and will immediately ap-
point them to office with the external evaluation [23] of the prosecutors in office to be 
carried out along the way.

In our opinion, this procedure of co-opting prosecutors within the new structure 
seriously affects the independence of the prosecutors who will take office. Or, the dele-
gation of prosecutors is made at the discretion of the General Prosecutor, based on the 
proposal of the interim chief prosecutor who was also appointed to office by the latter, for 
a limited term. Even after the eventual appointment of PACCO prosecutors, they will not 
be sure of the position they will occupy, as their external evaluation stage follows, which 
also “may disqualify them”.

The lack of predictability of the prosecutor’s mandate within this specialized struc-
ture may make them vulnerable to requests from hierarchically superior prosecutors on 
whom their further delegation depends.

In this regard, the assessments of the Venice Commission [24] are relevant, which, 
among other things, notes that “...the changes introduced as a result of the reorganiza-
tion of the judicial system should be carried out in such a way as not to pose a problem 
in terms of the administration of justice and the treatment of the prosecutors initially 
appointed. These changes must guarantee that the principle of the independence of each 
prosecutor is not affected. Prosecutors should always be treated with the respect due to 
their position within the prosecution service as such”.

Another issue that raises the confusion of practitioners and which may cause cer-
tain difficulties in the practical application of this normative act concerns the procedure 
for the secondment of criminal prosecution officers, investigation officers and informa-
tion and security officers.

According to Art.8 of the criticized draft Law [3], the delegation of criminal prosecu-
tion officers, investigation officers and information and security officers is made by order 
of the General Prosecutor, based on the prior approval of the head of the respective insti-
tution and the consent of the subject concerned. Which in our opinion contradicts legal 
logic, or the functional powers of the General Prosecutor do not extend to collaborators 
of other institutions.

We believe that the secondment of criminal prosecution officers, investigation of-
ficers, and information and security officers should be carried out by order of the head of 
the institution to which they belong, at the request of the General Prosecutor and with 
the consent of the subject concerned.

Finally, we consider the political decision to unify the two specialized prosecutor’s 
offices unfounded, given that they investigate distinct criminal phenomena that require 
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different approaches, specific professional training and particular approaches, which can 
only be carried out by structures specially established to investigate these phenomena.

This initiative does not correspond to the spirit of reforming the Prosecutor’s Office 
system. It was not even anticipated by the Prosecutor’s Office development strategy [8, 
p.20] for the reference period. This speaks not only of the inopportuneness of this reform, 
but also of the fact that this change was not previously sought and prepared for its im-
plementation.

The Venice Commission’s assessments expressed in its opinion on the draft law on 
the abolition of the section for investigating crimes in the judiciary will be taken into 
account, which stated that “While recognizing that the organization and structure of a 
criminal prosecution service is a matter for the authorities to decide, the Venice Com-
mission has consistently supported institutional specialization in the fight against cor-
ruption” [25]. This indicates that the institution called upon to fight corruption must be a 
specialized and distinct institution.

We draw attention to the fact that, even “in Romania there are two specialized pros-
ecutor’s offices (the equivalent of the Moldovan Prosecutor’s Office) – the National An-
ticorruption Directorate (DNA) and the Directorate for the Investigation of Organized 
Crime and Terrorism Offenses (DIICOT). Both exercise exclusive jurisdiction over the en-
tire territory of the country and organize their own territorial structures” [14, p.4].

Therefore, we consider it appropriate to continue to operate two distinct entities 
on the territory of the Republic of Moldova, one specialized in combating grand corrup-
tion and the other in combating organized crime. It does not matter whether these two 
structures will be established as specialized prosecutor’s offices or will be organized in 
the form of sections and directorates of the General Prosecutor’s Office.

Another aspect with which we disagree is related to the fact that by virtue of the 
criticized law, the suspension of the terms of criminal prosecution [3] was ordered, in-
cluding the limitation periods regarding the holding of the person to criminal liability for 
the formulation of complaints and the exercise of appeals. Or, according to the provisions 
of Art.7 para.(1) of the CPC, “the criminal trial shall be conducted in strict accordance with 
the unanimously recognized principles and norms of international law, with the inter-
national treaties to which the Republic of Moldova is a party, with the provisions of the 
Constitution of the Republic of Moldova and of this Code”. Therefore, other normative 
acts cannot intervene to complete, supplement or suspend the provisions of the criminal 
procedural law.

The Constitutional Court itself ruled that “in order to unify the legal procedural 
framework and exclude confusing and contradictory provisions, in order to respect the 
fundamental rights and freedoms of all persons involved in the criminal process, the leg-
islator stipulated that the legal norms of a procedural nature from other national laws may 
be applied only on condition that they are included in the Criminal Procedure Code. Such 
a legislative technique is likely to ensure the elimination of inconsistencies between the 
provisions of the Criminal Procedure Code and the criminal procedural norms contained 
in other laws, the coherent, certain and uniform application of the respective norms, so 
that full respect for the fundamental rights and freedoms of man can be guaranteed” [26].

The Court emphasizes that “the Criminal Procedure Code determines the procedur-
al order, the limits and the modalities of the activity of the judicial bodies on the territory 
of the republic. Being an organic law from the point of view of the general constitutional 
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provisions established by Art.72, the Criminal Procedure Code does not have priority over 
other organic laws, but as a special law, according to the general rules of law, regardless 
of the date of adoption, it acquires superiority over other organic laws according to the 
principle of lex specialis derogat generali. Therefore, the legislator, in order to achieve the 
constitutional principles of the rule of law, to ensure the legality and protection of the 
fundamental rights and freedoms of the person in the sphere of criminal justice, codifying 
the norms that regulate the manner of conducting criminal prosecution and adjudicating 
the criminal case in court, was entitled to legislate the priority of the Criminal Procedure 
Code over other laws that regulate relations of the same nature” [26].

It is true that the respective draft law does not affect the deadlines for preven-
tive measures applied to criminal cases within the two specialized prosecutor’s offices, 
but these deadlines may be affected by the extension of the procedure for transferring 
criminal cases from the PA and PCCOCS to the PACCO and the delegation of prosecutors 
within the new structure.

At the same time, it is not clear, under what conditions and what will be the proce-
dure for withdrawing criminal cases from the PA and PCCOCS and transmitting them to 
the General Prosecutor’s Office, so that they can subsequently be returned to the newly 
established entity. Will handover-reception documents be drawn up, will the criminal 
cases be submitted by simple correspondence, or will orders for withdrawal and trans-
mission of criminal cases be drawn up, in accordance with the provisions of Art.271 para.
(7) of the CPC [28]?

In another context, in this “journey of files” there is a risk of information leakage, the 
confidentiality of the criminal prosecution may be affected, given that other people may 
also have access to the criminal case materials.

Another aspect that raises some suspicions is related to the ,,rush” with which this 
draft law was drafted and proposed without a detailed analysis of the situation in the 
field, without public consultations, without the opinions of the institutions concerned 
and, most importantly, without the opinion of the Venice Commission.

Conclusions and recommendations. Generalizing the information discussed above, 
we can conclude on the following relevant aspects. The reform of justice in general and 
the prosecution in particular is a necessary and continuous process, but it must corre-
spond to development strategies in the field, be carefully developed by working groups 
that know the specifics of the field and only after studies and analyses of the situation in 
the field, including in relation to other states that have registered successes (an example 
to follow in this regard is Romania).

The fight against political corruption is not a sufficient reason to merge two special-
ized prosecutors’ offices into a single unit. Given that these two structures are not even 
the main subjects in the fight against political corruption. The competence to investigate 
political corruption crimes belongs primarily to the National Anticorruption Center.

In another vein, reforming an institution that is intended to be the main subject in 
the fight against electoral corruption on the eve of parliamentary elections is, at the very 
least, a risky change that can make this process even more difficult given the organiza-
tional problems that can spread over time.

The unification of the two prosecutors’ offices will cause a series of organizational 
problems, many of which could not even be anticipated at this stage, which will seriously 
and irreparably affect the criminal prosecution in criminal cases pending in the two insti-
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tutions and which will result not only in the unfounded delay of the criminal prosecution, 
but also in the violation of procedural deadlines, which in the future may condition the 
impossibility of holding the responsible persons criminally liable.

Given the specific nature of the criminal cases being processed, the confidentiality 
of the criminal prosecution may be affected in the process of transmitting criminal cases 
from old structures to new ones.

The start of the procedure for unifying the specialized prosecutors’ offices will not 
only jeopardize their activity, but also constitute an exercise that affects the independ-
ence of prosecutors, as on the one hand the staff of the two specialized prosecutors’ 
offices will be relegated to the territorial offices, and other prosecutors will be delegated 
to PACCO for a limited period of 6 to 12 months, who will not necessarily participate or. 
If they do participate, will not necessarily pass the competition to fill the positions within 
the newly created structure, and even if they do take up the position, there is a risk that 
they will not be promoted later in external evaluations. This may affect the motivation of 
prosecutors to get involved and to undertake the investigation of large-scale cases in-
volving a large volume of work and a longer term of criminal prosecution.

Also, the transfer of all PA and PCCOCS prosecutors to the territory is impossible 
given that at the moment, within the specialized prosecutor’s offices, there are not a suf-
ficient number of vacant positions.

The implementation of such a reform can only be achieved within the framework 
of a development strategy of the respective institution and only with the coordinated 
approval of all relevant institutions, but especially with the positive approval of European 
development partners.

What matters is the common interest, not the departmental or personal, group 
comfort. Society needs a truly functional Prosecutor’s Office that will not be influenced 
by any political force or power, be it the executive or the legislative. Only then the citizens 
will have confidence in it. The population needs a Prosecutor’s Office that responds to its 
pressing needs, not one that serves group or party interests. A Prosecutor’s Office that 
functions democratically, that makes sure that the rule of law works for everyone, but not 
selectively [27. p.15].

Perspectives. Given the different material competence of the two specialized pros-
ecutor’s offices, we consider it appropriate to strengthen and consolidate them as sepa-
rate structures (specialized prosecutor’s offices or departments, sections within the Gen-
eral Prosecutor’s Office), with a clear delimitation of competence.

In order to strengthen the two institutions, it is necessary to amend the normative 
acts regarding specialized prosecutors’ offices in the sense that they are granted a higher 
degree of autonomy in the hierarchy of the Prosecutor’s Office system, with the approval 
of separate budgets, technical and material endowments according to the needs and ac-
tivity profile.

With reference to the PA, given that the NAC was removed from its subordination, 
it is necessary to increase the number of criminal investigation officers and seconded in-
vestigation officers to assist prosecutors in carrying out criminal investigations.

Indeed, the PA is going to channel its efforts into the fight against grand corruption, 
including electoral corruption, only when it is committed by various criminal groups or 
organizations.

Given that the NAC was removed from the PA’s subordination, in order to, on the 
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one hand, the circumstances established in this study, and, on the other hand, the special 
role that specialized prosecutors’ offices have in combating the criminal phenomenon, 
as a series of crimes with a high degree of complexity and difficulty have been attributed 
to their competence, the proper investigation of which requires the cooperative effort of 
several procedural actors: prosecutors, criminal investigation officers and investigation 
officers. We consider it necessary for the present study to be continued, especially from 
the perspective of evaluating the possibilities of organizing specialized prosecutors’ of-
fices within autonomous structures with diverse personnel that would include not only 
prosecutors with a certain level of training, but also their own criminal investigation of-
ficers and investigation officers who in the future would not have to be delegated from 
other structures. 
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Summary
The primary purpose of criminal proceedings is to establish the truth concerning the commission of a 

criminal offence, in order to hold the person responsible criminally liable. The establishment of the truth occurs 
either during the pre-trial (investigative) phase, conducted by the prosecutor, or during the trial phase, specifi-
cally within the evidentiary proceedings carried out by the court, where the evidence is examined and assessed.

In the investigation of criminal cases-particularly those related to drug trafficking, economic crimes, 
corruption, and other latent offences-detection, the investigations are conducted primarily by criminal inves-
tigation officers through the use of special investigative measures.

In this context, during the judicial examination of such offences, the court, when issuing its judg-
ment, does not rely solely on witness testimonies and/or victim statements as evidence, but places significant 
weight-pursuant to Article 93(2)(8) of the Criminal Procedure Code on the results of special investigative meas-
ures. These results are formally recorded in an official report drafted by the designated investigating officer.

Special investigative measures must be conducted in accordance with the provisions of the Criminal 
Procedure Code and Law No.59 of 29 March 2012 on special investigative activities.

During the conduct of such activities, the violation of fundamental human rights and freedoms is strict-
ly prohibited. Any information or evidence obtained in breach of these rights shall be declared null and void, 
deemed non-existent, and may not serve as the basis for a conviction or for the termination of criminal pro-
ceedings on non-rehabilitative grounds.

Keywords: special activity, special  measures of investigations, investigative officer, evidence, criminal 
trial, judicial examination, court, sentence.

Introduction. The primary objective of criminal proceedings is to establish the truth 
regarding the commission of an offence, an aim which necessitates the implementation 
of various measures intended to identify the perpetrator, demonstrate their guilt, and 
ensure their criminal liability.

The investigation of criminal cases classified as serious, particularly serious, or ex-
ceptionally serious is, where appropriate, conducted with the involvement of investigat-
ing officers who carry out special investigative measures. The results of these techniques 
are recorded in an official report on the findings of the special investigative measure 
which pursuant to Article 93(2)(8) of the Criminal Procedure Code constitutes evidence. 
When corroborated with other evidence administered during the criminal proceedings, 
such results serve as the basis for establishing the truth, as ultimately determined by the 
judgment rendered by the court.

The investigative actions must be carried out with particular caution so as not to 
exceed legal limits, especially considering that the right to private life, respect for hu-
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man dignity, and the inadmissibility of interference in personal life have reached the high 
standards enshrined in international instruments ratified by the Republic of Moldova [3].

Methods and materials applied. This article employs traditional legal research 
methods, including the logical, grammatical, historical, and observational methods, as well 
as the systemic and comparative approaches. The foundation of this study is grounded in 
doctrinal concepts concerning the nature of investigative measures and the evidentiary 
value of the results obtained through special investigative measures. The analysis draws 
primarily on legal scholarship in this field, with particular reference to the works of Boris 
Glavan and Ion Covalciuc.

Discussion and results obtained. The primary objective of criminal proceedings is 
to establish the truth regarding the commission of a criminal offence, in order to ensure 
that the person responsible is held criminally liable.

Criminal proceedings are initiated to determine both the existence of the offence 
and the identity of the person responsible, with the aim of achieving criminal liability 
through the fair and proper application of criminal law. This is considered the immediate 
goal of any criminal proceeding [1].

Thus, criminal proceedings represent an organized activity that must be regulated 
in accordance with its established objectives and guided by certain general rules and fun-
damental principles, so that the entire procedural framework is directed toward achiev-
ing the goals of justice in line with the overarching directives of criminal policy [11].

The establishment of the rule of law and the transition toward new democratic 
forms of conducting criminal proceedings are taking place under extremely difficult con-
ditions, which are particularly reflected in the rising crime rates and the increasingly 
adverse qualitative characteristics of criminality.

This situation clearly hinders the fulfillment of the long-standing and ever-relevant 
objective of effectively combating crime, or at the very least, maintaining it at a level that 
does not undermine the normal functioning of essential social structures [6].

The establishment of the truth may occur during the criminal investigation phase, 
upon the issuance of an order to discharge the person from criminal investigation (Article 
284 CPC), the termination of the criminal investigation (Article 285 CPC), or the dismissal 
of the criminal case (Article 286 CPC).

During the trial of a criminal case, the judicial phase which constitutes the cen-
tral and most significant stage of criminal proceedings, the court examines the case in a 
public hearing with the participation of the parties and as a result delivers a judgment. 
This judgment is the judicial act through which the court determines whether or not 
the accused is guilty of the offence as outlined in the indictment submitted to the court. 
However, pursuant to Articles 325 and 326 of the Criminal Procedure Code, the indict-
ment may be modified during the judicial examination, either to aggravate or mitigate the 
charges, if the findings made during the trial justify such a modification. Although the trial 
is based on the indictment, it is not strictly limited by its content. 

According to Article 53(1) and Article 366(4) of the Criminal Procedure Code, after 
reading out the charges, the prosecutor presents the evidence for the prosecution to be 
examined during the court hearing. In criminal proceedings, evidence includes factual 
elements that are admissible and administered in accordance with Article 93 CPC [4].

According to the provisions of Article 93 CPC, evidence consists of factual elements 
obtained in the manner prescribed by this Code, which serve to establish the existence 
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or non-existence of a criminal offence, to identify the person responsible, to determine 
their guilt, and to ascertain other circumstances relevant to the fair resolution of the case.

A similar definition of the concept of evidence is provided in Article 6(33) of the 
Criminal Procedure Code, which states that evidence consists of factual elements ob-
tained in the manner prescribed by this Code, serving to establish circumstances that are 
relevant to the fair resolution of the criminal case [7].

Thus, during the criminal investigation phase, the prosecutor, or during the trial – 
the court, with the participation of the parties, verifies and examines all evidence in pro-
cedural forms strictly prescribed by law. This includes both the evidence collected and 
submitted by the criminal investigation body (the prosecution), as well as any additional 
evidentiary material presented directly by the parties during the court hearing. In this 
way, the adversarial nature of criminal proceedings is ensured [12].

Based on the evidence and arguments submitted by the parties during an adversar-
ial process, the court must examine the case on the merits, applying the standard of the 
absence of reasonable doubt.

The judicial examination is carried out through the verification and assessment of 
the evidence presented by the prosecution, as well as that submitted by the defense. 
The judicial examination constitutes the most important and fundamental part of the 
trial. During this stage, with the participation of the parties and in full observance of all 
democratic principles of due process, the court examines all the circumstances of the 
case, verifies all the evidence collected, both that submitted by the prosecution and that 
introduced additionally at the request of the parties, in order to establish the truth in the 
criminal case, deliver a lawful and well-founded judgment, and fulfill its educational and 
punitive functions.

Judicial examination involves verifying the evidence collected by the criminal inves-
tigation body, and where necessary, administering new evidence in order to clarify the 
case in all its substantive aspects.

The judicial examination has as its object the re-administration and verification of 
all evidence gathered by the criminal investigation authorities. In doing so, the principle 
of immediacy is observed, as the evidence is perceived directly and firsthand by the court. 
It also includes the administration of any additional evidence. Only in this manner the 
court can establish the truth and form its conviction regarding the judgment it will render 
in the case. All evidentiary material produced during the criminal investigation phase is 
reintroduced under conditions of publicity, orality, immediacy, and adversariality.

During the judicial examination, the entire body of evidence is reviewed and as-
sessed, and this evidentiary material serves as the foundation for the court’s final judg-
ment [10].

In the investigation of serious criminal cases – particularly those concerning drug 
trafficking, economic crimes, corruption, and other offences falling within the category 
of latent criminality – detection and investigation are carried out exclusively by investi-
gation officers through the use of special investigative measures.

The use of special investigative measures and the involvement of investigation of-
ficers in detecting such offences has significantly increased, especially since the beginning 
of the current millennium when criminal activity began to fully exploit the opportunities 
provided by modern technologies introduced during the Fourth Industrial Revolution, 
marked by the emergence and widespread use of the internet, social networks, and mo-
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bile communications.
In the context of increasingly sophisticated and organized criminal methods, there 

arose a need for new means of proving criminal acts. Traditional evidentiary procedures 
soon proved less effective in documenting the emerging forms of crime, such as acts 
of corruption, terrorism, economic fraud, and the illegal trafficking of persons, weap-
ons, drugs, pharmaceuticals, radioactive substances, and others. The aspiration to align 
with the standards and requirements of the European Union Member States led several 
countries from the post-Soviet space to adopt the experience and European model for 
addressing this issue [9].

Under these circumstances, one of the fundamental forms of knowledge acquisition 
in the public domain is the special investigative measures which are used to obtain in-
formation from areas that are otherwise inaccessible to the general public. These meas-
ures often entail interference with fundamental human rights, as guaranteed both by the 
Constitution of the Republic of Moldova and by international legal norms set forth in the 
treaties to which the Republic of Moldova is part [6].

The inclusion of special investigative measures in the provisions of the Criminal Pro-
cedure Code in 2012 represented a novelty and marked an attempt to obtain evidentiary 
material during the course of the criminal investigation through the implementation of 
such measures, particularly in situations where the purpose of the criminal proceedings 
could not be achieved by other means and/or where the process of evidence collection 
could have been significantly impaired.

Thus, in 2012, Chapter III – Means of evidence and evidentiary procedures of the 
Criminal Procedure Code, Section 5, was supplemented with a new subsection entitled 
Special Investigative Measures, which includes three-quarters of the total twenty special 
investigative measures (SIMs) provided for under Law No.59/2012 on special investigative 
activity [9].

Since 2012, following the amendments and additions subsequently made to the 
Criminal Procedure Code, it has been unequivocally established in the provisions of the 
Code that special investigative measures are to be carried out by investigation officers 
during the criminal investigation, under the conditions and in the manner prescribed by 
the Code.

According to Article 57/2 CPC, the investigation officer is the authorized person 
who, on behalf of the law and within the limits of their competence, carries out special 
investigative measures within the framework of criminal proceedings [1].

Thus, special investigative measures are carried out by investigation officers from 
specialized subdivisions within, or subordinated to, the Ministry of Internal Affairs, the 
Ministry of Defence, the National Anticorruption Center, the Security and Intelligence 
Service, the State Protection and Guard Service, the Customs Service, the State Tax Ser-
vice, and the National Administration of Penitentiaries. The conduct of special investiga-
tive measures by authorities other than those listed is strictly prohibited [2].

We firmly believe that, without the application of special investigative measures, it is 
not possible to suppress offences at the preparatory or attempted stages, nor to prevent 
or detect crimes that threaten social relations whose existence and normal functioning 
depend on the safeguarding of state sovereignty, territorial integrity, and both external 
and internal security.

The essence of special investigative measures lies in the determination of the truth. 
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In other words, through special investigative activity – distinct from procedural criminal 
law instruments but conducted through legally authorized actions – without violating hu-
man rights, and by means that may be covert, encrypted, or public, it becomes possible to 
identify those responsible for committing the unlawful act, to reconstruct the sequence 
of criminal events, and to clarify the possible avenues for obtaining evidence related to 
the offence.

When analyzing issues related to special investigative activity, it is most often the 
special investigative measures themselves that are the subject of examination, namely, 
the tools used by investigation officers to fulfill the objectives of special investigative ac-
tivity [5].

At present, the prosecutor is, in practice, the only actor legally empowered to par-
ticipate not only in all stages of criminal proceedings, but also in the conduct of special 
investigative activity. This leads to the conclusion that the prosecutor bears a particular 
responsibility for ensuring that special investigative measures are carried out in strict 
compliance with the rule of law. Currently, the prosecutor is practically the only legally 
authorized subject – apart from the court – who may intervene in the process of special 
investigative activity, including having the competence to assess the results of such ac-
tivity.

At the same time, in accordance with Article 39 of Law No.59 of 29 March 2012 on 
special investigative activity, oversight of the enforcement of the legal provisions is car-
ried out by the prosecutor, either on the basis of complaints submitted by individuals 
whose rights and legitimate interests are alleged to have been violated, or ex officio, in 
cases where the special investigative activity was authorized by the prosecutor or where 
authorization was requested by the investigating judge [6].

At the pre-trial stage, the court, through the investigating judge, verifies the legal-
ity of the special investigative measures. Subsequently, at the trial stage, it examines the 
procedural documents recording the results of those measures, in conjunction with other 
evidence as provided under Article 93 of the Criminal Procedure Code, with a view to de-
termining whether such evidence may serve as a basis for the judgment.

In this context, it is important to emphasize that the essence of the judicial exam-
ination in such cases does not lie in the hearing of witnesses and/or the injured party, 
but rather in the examination of the results of special investigative measures. Article 93(2)
(8) CPC stipulates that, in criminal proceedings factual elements established through the 
following means shall be admissible as evidence: procedural documents recording the 
results of special investigative measures and their annexes, including transcripts, photo-
graphs, recordings, and other such materials.

According to the provisions of Article 22 of Law No.59 of 29 March 2012 on special 
investigative activity and Article 136 of the Criminal Procedure Code of the Republic of 
Moldova, the means of evidence through which the results of special investigative meas-
ures are made available to the judicial authority is the official report documenting the 
execution of the special investigative measure [2].

The official report documenting the special investigative measure must first and 
foremost comply with the formal requirements, and it must include, as indicated by the 
investigation officer, the following:

1) The place and date of the drafting of the official report;
2) The place, date, and time of commencement and completion of the special inves-
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tigative measure;
3) The position, full name of the investigation officer designated to carry out the 

special investigative measure and who drafted the report, except for the data of persons 
whose identity and status constitute state secrets;

4) The full names and status of the persons who participated in the execution of the 
measure, and, if necessary, their addresses, objections, and explanations, except for the 
data of persons whose identity and status constitute state secrets;

5) The number of the criminal case within which the special investigative measure 
was carried out;

6) A reference to the procedural orders issued by the criminal investigation officer 
or, where applicable, by the prosecutor, and to the authorizations granted by the prose-
cutor or, where applicable, by the investigating judge;

7) Identification data and other relevant information concerning the person in re-
spect of whom the special investigative measure was carried out, if known;

8) A detailed description of the facts established, as well as the actions undertaken 
during the execution of the special investigative measure;

9) A mention of the use of technical means during the execution of the special inves-
tigative measure, the objects to which such means were applied, the results obtained, and 
the identification details of the data storage device where the information was recorded; 
and any other relevant information obtained as a result of carrying out the special inves-
tigative measure. 

The official report shall be accompanied in a sealed envelope, by the data storage 
medium containing the results of the special investigative measures [1].

The results of special investigative measures may acquire the status of evidence only 
after they have been verified by the prosecutor or, as the case may be, by the investigating 
judge, in terms of legality, compliance with human rights and fundamental freedoms, and 
adherence to the conditions and grounds on which the special investigative measure was 
carried out. A corresponding ordinance or judicial ruling shall be issued to this effect [9].

During the judicial examination, the state prosecutor is required to play an active 
role in supporting the prosecution and presenting the prosecution’s evidence. According 
to Article 373 CPC, the law provides a specific procedure for the examination of official 
reports documenting special investigative measures, stating that these documents may 
be read in full or in part. However, in many cases, the state prosecutor merely reads the 
title of the procedural act, the date it was drafted, the name of the person who prepared 
it, and where applicable, brief elements related to the accused’s guilt without engaging 
in a full analysis of the document. This practice benefits the defense, as in most cases 
the defense challenges not only the formal aspects of the report, but also its substantive 
content.

In numerous cases, it has been found that the information contained in the tran-
scripts contradicts the data stored on the optical media, or that the optical media contains 
files saved in different electronic formats, particularly those files containing the most 
important information. In some situations, phonographic expert examinations could not 
establish the identity of the persons whose voices appeared in the recordings, or explain 
why the voices differed from those in other files. Moreover, the information reflected in 
the procedural documents sometimes exceeded the time limits set by the investigating 
judge’s ruling that authorized the execution of the special investigative measure. As a 
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result, the official report documenting the special investigative measure was drawn up in 
breach of procedural requirements, which benefits the accused. In such cases, the provi-
sions of Article 94(1)(1-12) of the Criminal Procedure Code must be applied, provisions that 
stipulate which types of information are inadmissible as evidence [8].

Subsequently, the state prosecutor must also take into account that, in criminal 
cases where the evidentiary basis relies primarily on the results of special investigative 
measures, consideration must be given to the provisions of Article 93(4) CPC. This article 
stipulates that factual data obtained through special investigative activity may be admit-
ted as evidence only if such data were administered during the criminal investigation and 
verified by means provided under paragraph (2), in accordance with the procedural law, 
with due respect for the rights and freedoms of the person, or where the restriction of 
such rights and freedoms was authorized by the court.

In such situations, during the criminal investigation phase, evidence must be admin-
istered through the conduct of criminal investigative actions by the criminal investigation 
body, including direct evidence that corroborates the results of the special investigative 
measures.

Moreover, it must be taken into account that the execution of special investigative 
measures must be carried out without infringing the rights of the defendant. According 
to Article 385(4) of the Criminal Procedure Code, if during the criminal investigation or 
the trial, violations are found that have seriously affected the rights of the defendant aris-
ing from their procedural status, the court shall examine the possibility of reducing the 
defendant’s sentence as compensation for such violations. In such cases, courts may also 
apply the provisions of Articles 251-251/2 by declaring the evidence administered to be 
null and void.

Conclusion. In this regard, we conclude that the role of special investigative meas-
ures in criminal evidence-gathering is indisputable. Without the application of special 
investigative activity it would not be possible to suppress offences at the preparatory or 
attempted stages, nor to prevent or detect offences falling within the category of serious, 
particularly serious, or exceptionally serious crimes.

A key role in the conduct of special investigative activity is played by investigation 
officers, who are legally authorized individuals acting on behalf of the law and within 
the limits of their competence, and who carry out special investigative measures within 
the framework of criminal proceedings. These actions must be conducted in strict com-
pliance with the law and must not result in violations of the defendant’s procedural or 
constitutional rights. Otherwise, the court may apply the provisions of Article 94, Articles 
251-251/2, or Article 385(4) of the Criminal Procedure Code.

Moreover, during the judicial examination, the state prosecutor must play an active 
role and, in accordance with Article 373(2) of the Criminal Procedure Code, is required to 
thoroughly examine the procedural documents recording the results of the special in-
vestigative measures and their annexes – including transcripts, photographs, recordings, 
and other materials – and to highlight those circumstances that may subsequently serve 
as the basis for a conviction.

Subsequently, it must also be emphasized that a conviction cannot be based solely 
on the results of special investigative measures, an aspect expressly provided for in Arti-
cle 93(4) of the Criminal Procedure Code. Additional, evidence must also be administered 
and relied upon in the judgment, such evidence being the result of criminal investigative 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 258
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

actions conducted for the purpose of evidence gathering, in accordance with Article 93(2) 
of the Criminal Procedure Code.
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Summary
The rapid development of today’s society has significantly reduced the quality of life and more and 

younger people are faced with a variety of social, economic, psychological, moral and other problems. The num-
ber of young people who commit crimes is increasing day by day, becoming criminals being influenced by psy-
chosocial factors and negative behavioral patterns. The social reintegration of young prisoners, the resumption 
of prosocial behavior by them is currently a segment that requires increased attention. For this process to be 
successful, there must also be a social environment open to socialization, resocialization.

Keywords: detention, socialization, education, resocialization, young prisoners, norms, values, person-
ality of young prisoners.

Introduction. The drastic developments taking place in contemporary society se-
verely reduce the quality of life, so that more and more young people are faced with a 
multitude of social, economic, psychological, moral, etc. problems. Every day the number 
of young people who commit crimes increases, becoming professional criminals because 
they are not professionally oriented and motivated, do not have a well-paid job and, re-
spectively, financial resources with which they could support themselves or their family. 
These young people do not share the general human values, which guide prosocial be-
haviors and are constantly influenced by psychosocial factors and negative behavioral 
models, which determine them to obtain sources of income in easier ways for them.

Methods and materials applied. To analyze the process of resocialization of young 
prisoners, we used a multidisciplinary approach, combining methods from the fields of 
psychology, pedagogy and sociology. Case studies of young detainees from various pen-
itentiaries in Romania and the Republic of Moldova were complemented with theoreti-
cal research on the socialization and resocialization of young offenders. Also, the works 
of the most important researchers in the field were consulted, including Gh. Florian, S. 
Rusnac and V. Plămădeală, who have significantly contributed to the understanding of the 
resocialization process.

Research purpose. The main purpose of the research was to analyze and identi-
fy the most efficient mechanisms for the resocialization of young detainees, in order to 
reduce the recidivism rate and facilitate their reintegration into society. In particular, it 
was desired to investigate the factors that influence the success of this process and the 
necessary educational, psychological and social methods.

Discussions and results obtained. Disagreement with existing social norms, lack of 
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morality, relationship problems, poverty, the tendency to have an easy life without mak-
ing an effort, provoke young people to criminal behaviors that increasingly often lead to 
conviction or, more extreme, end in detention.

Detention is a criminal punishment that deprives someone of their freedom for a 
given period of time [6, p.292]. Detention of young people in prisons is a harsh, extreme 
measure with considerable repercussions in their lives. And the biggest problems that 
young prisoners face upon release are resistance and prejudices existing in the social en-
vironment that refuses to accept them, integrate them, and repress them.

The social reintegration of young prisoners, the resumption of prosocial behavior 
by them currently represents a segment that requires increased attention. For this pro-
cess to be successful, there must also be a social environment open to socialization and 
resocialization.

Knowing and carrying out a process of resocialization of young prisoners is inevita-
ble without exposing the concept of socialization, which essentially generates the con-
cept of resocialization.

The concept of “socialization” is broadly defined as a process through which a hu-
man being becomes a member of a society. This learning process makes it possible for a 
human individual to accumulate knowledge, skills, norms, values, traditions, etc.

According to the pedagogy dictionary, the term “socialization” is derived from 
the Latin “social” and from the English “socialization”. This implies a long-term process 
through which individuals obtain satisfaction of their daily needs, balanced relationships 
through rules specific to the culture. Acquisition of the most appropriate behaviors, es-
sential means of understanding, repertoire of attitudes and models of behavior with fam-
ily and others [5, p.251].

O. Paladi characterizes socialization as a process of operational mastery of a set of 
activity programs and behaviors characteristic of a certain cultural tradition, as well as 
the process of internalization by an individual of the knowledge, values, and norms that 
express them [12, p.9].

Socialization is one of the processes absolutely necessary for the normal function-
ing and development of society and the individual. The process of socialization trains the 
individual for social stimuli and develops his/her skills and awareness of assuming social 
obligations.

In the understanding of researcher S. Cemortan [3], the qualitative socialization 
of any personality is achieved by combining the processes of adaptation, integration, 
self-development, self-actualization. The success of this process depends on the active 
position of the individual and his/her assimilation of social experience. In the research-
er’s opinion, human socialization has two essential stages:

• Initial, primary socialization, which begins in the family, childhood;
• Continuous socialization, which is carried out throughout life [3, p.7].
According to O. Bejan’s vision: “socialization as a process of internalizing prosocial 

norms and values has become the main object of numerous studies, both theoretical and 
experimental, especially for pedagogy, psychology, sociology, philosophy, anthropology, 
criminology. Personality formation is the result of a complex process of socialization, 
in which personal, environmental and cultural factors interact. Socialization, in a broad 
sense, means transforming an individual from an asocial being into a social being, incul-
cating in him ways of thinking, feeling, acting” [1, p.54]. As an independent scientific di-
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rection, socialization took shape only at the end of the 19th century, being studied mainly 
by two scientific fields – sociology and anthropology. Representatives of these fields of 
knowledge tried to describe, explain and scientifically apply this concept for research 
purposes. Among the first works in which the concept of socialization is attested are 
those of E.A. Ross “Social control” (1896); F.G. Gooddins “Theory of Socialization” (1897); E. 
Burgess “The Significance of Socialization in the Social Revolution” (1916), where the au-
thors express the conviction that through the process of socialization, society exercises 
considerable power over its new members, whom it teaches how they should behave [17].

The process of socialization has become the main object of numerous studies, both 
theoretical and experimental, starting more with the 50s of the last century, and the in-
creased interest in this phenomenon contributed to the addition in 1956 of the term “so-
cialization” to the register of the American Sociological Association. Studies on the social-
ization of young people in different cultures (R. Benedict, F. Boas, M. Mead) aimed at the 
analysis of social processes, invoking the fact that socialization is influenced by the class 
structure, religion, social castes, the value system, and the morality of the individual [17].

A special contribution to the study of the socialization process of young people can 
be found in the Russian researchers B.G. Ananyev, A.G. Asmolov, L.I. Bozhovich, I.S. Kon, 
M.I. Lisina, A.A. Rean, Ya.L. Kolominsky, N.M. Platonova who treat this concept as: the 
process of assimilation by a person of the experience and social relations of the environ-
ment in which he was born and grows up; the assimilation of elements of culture, social 
norms and values, on the basis of which personality traits are formed; the assimilation of 
social experience through involvement in the social environment, in the system of social 
relations; the process of assimilation of social norms that have become an inevitable part 
of life as a result of the internal need to follow them [17].

Researcher G.M. Andreeva approaches socialization as a process of an individual 
entering the social environment, assimilation by him of social influences, his introduction 
into the system of social ties [18, p.15].

In his works, B.G. Ananyev [19], evokes the fact that socialization is broadly a two-
way process, that is, it forms the individual as a person and as a subject of activity. The 
ultimate goal of this socialization process focuses on several aspects:

 – formation of knowledge about people, society and about oneself;
 – development of practical skills;
 – development of norms, roles, positions;
 – development of attitudes, value orientations;
 – inclusion in practical activities [2, p.45].

Socialization of youth is the process and result of the individual’s active assimilation 
and subsequent reproduction of social experience. The content of the socialization pro-
cess of youth consists of values, norms, attitudes, social skills, behavioral patterns. Thus, 
we can conclude that the socialization of young people is a process that includes in itself, 
the internalization of values and norms, knowledge of the elements of culture.

In order for the socialization of young people to be successful, it is necessary to take 
into account the following aspects:

• the present sociocultural indicators, the values and norms transmitted to those 
around them;

• the hierarchy and priority of certain social values;
• the attitudes of young people towards social norms, rules and values (acceptance, 
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manipulation, rejection, etc.);
• the sociometric status in the peer group, communication with them;
• social maturity, responsibility, patience, self-development;
• critical thinking, positive thinking;
• the level of development of self-esteem and claims;
• the interdependence of ideal and real goals;
• the hierarchical structure of value orientations;
• the level of adaptation of young people to the norms of social behavior.
In organizing the socialization process of young people, the methods of communi-

cation and interrelationship, of motivational-affective modeling of the individual are of 
great importance. As has been established, the mechanisms of socialization are: modeling, 
learning and social control.

Social modeling is based on the need to belong to a group. Through modeling, social 
skills, attitudes, habits, and behaviors are formed.

Social learning is a form of human learning, through which the young person ac-
quires the values and norms of the social group.

Social control is a relationship of the young person to social norms and values. The 
relationship to the social environment, the projection towards others lead to the accept-
ance and internalization of norms, values, standards, which the young person transforms 
into rules of personal behavior and which facilitate not only self-understanding, but also 
knowledge of others and communication with them.

Due to social transformations and cultural changes of today’s youth, the use of edu-
cation in their socialization is the main condition for ensuring the development of person-
ality in the process of becoming fully human. The phenomenon of becoming fully human 
is defined by socialization as a process of transmission, assimilation of attitudes, values, 
and behavioral patterns specific to a group or community in order to adapt and integrate 
a person socially. In this sense, socialization is an interactive process of communication, 
a personal way of interpreting messages and social influences.

The relationship between the concepts of “socialization” and “education” is quite 
complex.

Education is understood as “the impact on a person of the entire system of social 
relations in order to assimilate social experience, which is socialization” [5, p.234].

In the understanding of S. Cristea “education as a product reflects a necessity of a 
social nature, which guides the activity of formation-development of the human person-
ality. Education appears as a product of social relations” [4, p.108].

Education, in the opinion of researchers E. Zolotariov and M. Mihailov is a deliber-
ate, formalized and controlled process of socialization. Thus, education represents the 
regulation and orientation towards specific goals of the socialization process, including 
specific mechanisms for accelerating the socialization process. With the help or through 
education, the negative consequences of socialization are overcome or mitigated and re-
ceive a humanitarian orientation [17, p.7].

Education contributes to the socialization of the individual in the real world and is a 
way to achieve it. Education is a key component, a fundamental constituent of socializa-
tion, because it allows for a faster acquisition of the complex of the most important social 
values and norms. According to scientists A.A. Rean, I.L. Kolominsky, there is a difficulty in 
delimiting the concepts of socialization and education, they actually cannot be separated. 
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The authors reveal that education, in essence, is a controlled and intentional process of 
socialization, and socialization is possible both as an intentional process and as an uncon-
trolled, unregulated process [22].

Socialization of the individual is a broader process than the process of education.
Education, in the view of G.M. Andreeva, can be understood as a process of inten-

tional influence on a person by the subject of the educational process in order to transfer, 
instill in him a certain system of concepts, norms, values, etc. [18, p.335].

Fulfilling the relationship between socialization and education is quite difficult, but 
it allows establishing achievable delimitations of these processes and concretizing their 
roles. Thus, taking into account various points of view and ways of relating one concept 
to the other, it can be noted that socialization and education differ in that:

education is not reduced only to the results of socialization, but also aims at the 
optimal development of the individual in relation to his native or acquired potentialities;

education targets several aspects of personality development, sometimes less im-
portant in terms of the social development of individuals (for example, general culture 
acquisitions, factual data, cultivation of independent study skills, cultivation of aesthetic 
taste, etc.), while socialization targets those contents and capacities with explicit rele-
vance in social interactions. However, we can say that the purpose of socialization, that of 
integrating the individual into the community, is achieved through education. The more 
effective the education is, the better the individual is integrated into the value universe of 
the social space in which he lives. The ineffectiveness of education, its artificiality, gener-
ates difficulties in adaptation and social integration, dissatisfaction and exposure to the 
risk of social failure [12, p.36].

Education thus contributes decisively to the achievement of socialization, respec-
tively to the process of transmission and assimilation by the individual of attitudes, values 
and behaviors specific to the conditions of social existence, being one of the most impor-
tant mechanisms of socialization.

As a component of the continuous process of socialization is resocialization.
Youth socialization is a process through which the individual acquires and inter-

nalizes social norms and values, prosocial behavioral models, and respective attitudes, 
becoming members of a community or a social group, while resocialization has more dif-
ficult tasks and faces major problems.

Detaining young people (18-25 years old) in prisons is an extreme measure, as it 
has major psychological and social consequences in their lives. This is why restoring lost 
social status, as well as reorienting towards prosocial behavior, is the primary goal of 
resocialization.

For a better clarification of the concept of resocialization, we propose a synthesis 
of significant contributions to the evolution and approach of the concept in various ac-
ademic spaces, highlighting the opinions of the authors representative of our research.

Table 1.1. Evolution and relevant approaches in the development of the concept of resocialization

Year / author Conceptual definitions
Approach to the concept of resocialization international academic 
space
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1973
A. Kennedi,
D. Kerber

[26]

For the first time they include the concept of “resocialization” in 
their work “Resocialization: An American Experiment. New York: Be-
havioral Publications” from 1973, with reference to the integration of 
an individual into the sociocultural environment, as a result of the 
lack of socialization (resocialization of prisoners in places of depriva-
tion of liberty), or a change in the sociocultural environment.

1976
A. Bandura

[25]

Describes the concept of “resocialization” as a process that strongly 
profiles the manifestation of prosocial behavior, the expression of 
values, knowledge and social experience held.

1979
L. Sechrest,
S.O. White,
E.D. Brown

[26]

Estimates “resocialization” as a consequence of intentional, pro-
grammed interference, which aims to mitigate the corrective con-
duct of a person, achieved by changing the personality traits, values, 
and behavior.

2004
E. Goffman

[10]

Presents “resocialization” as a radical process of shaping and rebuild-
ing the roles of an individual and his socially constructed self, which 
requires control, since it often takes place in strictly controlled so-
cial systems.
Approach to the concept of resocialization in the Russian academic 
space

1992
А.В. Пищелко

[21]

Exposes “resocialization” as a complex means of social control used 
in specialized institutions and groups associated with some punitive 
sanctions on those who have violated socially desirable norms and 
values.

1993
Т.Г.Татидинова

[24]

Appreciates “resocialization” as an adjustment of the prisoner’s be-
havior to various environments with observance of the law and so-
cially recognized norms.

1998
В.И. Поздняков

[22]

Considers “resocialization” as a process by which an individual as-
similates the rules of social behavior, expressing expansive qualities 
that he did not previously become aware of and manifest, or that he 
did not fully possess.

2005
H. Крайнова

[20]

Defines “resocialization of the prisoner” as a process of restoring the 
individual as an integrated member of society, following the applica-
tion of a complex of legal, social-organizational, psycho-pedagogi-
cal, educational measures in order to prevent the commission of new 
illegal acts”.

2005
В.И. Дробышев,
A.B. Чернышева 

[19]

Examines “resocialization” as a means aimed at combating the aso-
cial degradation of the prisoners’ personality.

Approaching the concept of resocialization in Romania
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1995
R.M. Stănoiu

[16]

Describes “resocialization” as a process that aims to reform the pris-
oners’ personality, improve their reactionary tendencies, restore 
motivation, change attitudes in order to prevent recidivism and fa-
cilitate the prisoners’ social reintegration into the social environ-
ment.

1999
Gh. Florian

[8]

Presents “resocialization of prisoners” as the acquisition of prosocial 
norms and values where values occupy a central position in the pris-
oners’ personality structure.

2000
Gh. Nistoreanu,

C. Păun
[11]

Approaches “resocialization” as a process of crime prevention, which 
involves the application of a set of measures of a social, cultural, eco-
nomic, political, administrative and legal nature, intended to prevent 
the commission of antisocial acts, by identifying, neutralizing and 
eliminating the causes of the criminal phenomenon.

2005
M. Foucault

[9]

Approaches “resocialization” as the purpose of applying punishment 
that goes beyond the stage of a correction applied to the offender, 
aiming to achieve an objective with long-term results, namely the 
individual’s abandonment of a way of life based on breaking the law 
and achieving important psychological transformations.

2009
I. Durnescu

[7]

Considers “resocialization” as a process of correcting the convict 
(detainee) by cultivating a respectful attitude towards legal and mor-
al norms.

Approaching the concept of resocialization in the Republic of Moldova

2000
S. Rusnac

[14]

Presents “resocialization” as a process that involves the assimilation 
of social values, norms and insertion into the system of social roles, 
which transforms the individual into a social agent, into a person 
who treats reality adequately to the demands of the community and 
behaves in accordance with social expectations.

2010
O. Rusu

[15]

Considers “resocialization” a process of reorientation and integra-
tion into social life of individuals who have promoted marginal or 
deviant behaviors, with the aim of recovering and reintegrating de-
linquents into society and assimilating accepted norms, values and 
attitudes by them.

2017
V. Plămădeală

[13]

Approaches “resocialization” as support for a good social and profes-
sional reintegration of prisoners, as an aid in self-actualization and 
solving problems related to their social situation or personal life.

The concept of resocialization is also approached through the lens of scientific 
fields, emphasizing several theoretical perspectives.

From a psychopedagogical point of view – resocialization involves a deliberate, com-
plex system of educational influence aimed at overcoming asocial behaviors by the individ-
ual with social maladjustment and acquiring moral models of prosocial behavior and activ-
ity, resulting in the conscious modification of behavior in a new socio-cultural situation, 
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achieved through the integration of the individual with behavioral problems into society.
From a social pedagogy point of view – resocialization signifies a transition from an 

antisocial state to a state of social adaptation, being associated with the search for insti-
tutions and agents that allow optimizing this process as much as possible.

From a legal point of view – resocialization is understood as a process of re-engaging 
the former prisoner in a system of values that exists in society.

In order to avoid recidivism, the resocialization of prisoners is needed.
Resocialization through education is aimed at prisoners whose personality has suf-

fered a maladjustment to the system of norms and values generally accepted by society.
The resocialization of young prisoners is a complex process, which involves several 

stages of intervention: educational, psychological and social. The research results showed 
that, in order to be effective, resocialization must include an integrated program that 
takes into account the following aspects:

– Education and vocational training. Young prisoners must have access to education 
and vocational training, in order to be able to build an independent and respectable life 
after release. Studies have shown that young people who benefit from such programs 
have much greater chances of successfully reintegrating.

– Psychological support and counseling. Psychological factors are essential in the 
resocialization process. Many young prisoners suffer from traumas from childhood or 
from their life before detention, which affects their perception of society and their be-
havior. Therefore, psychological counseling is a key element in the reintegration process.

– Post-detention social support. After release, young people face significant barriers 
in the process of social reintegration. Prejudice and discrimination are important barriers 
that must be overcome by creating reintegration programs and community support.

– Positive behavioral models. Another important aspect is the use of positive role 
models, either from other prisoners who have managed to reintegrate, or from educators 
and counselors who play a crucial role in the resocialization process.

Conclusions. The resocialization of young prisoners is an essential process for pre-
venting recidivism and facilitating their reintegration into society. The implementation of 
an integrated system of education, psychological counseling and social support can sig-
nificantly contribute to the success of this process. It is imperative that society reconsid-
er its attitude towards young people in detention and assume responsibility in providing a 
conducive framework for their reintegration. Only through a concerted and sustained ef-
fort, both by state institutions and by the community, can sustainable results be achieved 
in the process of resocializing young prisoners.
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Summary
In criminal proceedings, non-custodial preventive measures represent the expression of respecting the 

principles of proportionality and the presumption of innocence. This paper analyzes the legal regulation, con-
ditions of application, and effectiveness of such measures, highlighting problematic aspects in judicial practice 
and emphasizing the need to improve the current normative framework. Concrete lege ferenda proposals and 
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Keywords: preventive measures, judicial control, bail, proportionality, liberty, criminal proceedings, 
fundamental rights, non-custodial, criminal procedure, jurisprudence.

Introduction. In the architecture of the criminal process, preventive measures are 
intended to prevent the suspect or defendant from evading criminal prosecution, to en-
sure the proper conduct of the criminal proceedings, or to prevent the commission of 
new offenses. While custodial measures represent the ultima ratio, contemporary legisla-
tion places particular emphasis on the application of non-custodial preventive measures 
to guarantee respect for the fundamental rights of individuals.

The importance of non-custodial preventive measures derives both from the per-
spective of the principle of humanism and the protection of human dignity, as well as from 
the application of the principle of subsidiarity.

Methods and materials applied. The study on non-custodial preventive measures 
was conducted using a complex methodological approach, based on a comparative anal-
ysis of national and international legislation, as well as a theoretical and practical exami-
nation of the applicability of these measures in the criminal justice system of the Republic 
of Moldova.

The following research methods were used in this study:
• Legal analysis method – used to examine the normative framework in the Republic 

of Moldova regarding non-custodial preventive measures, as well as to compare it with 
other European legal systems.

• Comparative method – allowed the identification of strengths and limitations of 
existing regulations by referencing legislative models from the European Union and other 
relevant jurisdictions.

• Sociological method – statistical data were analyzed regarding the application of 
non-custodial preventive measures in the Republic of Moldova and their impact on recid-
ivism rates.
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• Empirical method – involved investigating judicial practices, including the study of 
relevant court decisions, to observe trends and the effectiveness of the applied measures.

• Historical method – used to analyze the evolution of regulations on non-custodial 
preventive measures in the Republic of Moldova and other European states.

• Inductive and deductive methods – enabled the formulation of general conclusions 
on the effectiveness of alternative custodial measures, based on specific cases and regu-
lations.

Materials used. To develop this study, multiple relevant sources were analyzed, in-
cluding:

• Normative acts – The Criminal Procedure Code of the Republic of Moldova, Euro-
pean and international legislation on preventive measures;

• Doctrinal works – monographs, treatises, and scientific articles by experts in crim-
inal and procedural law;

• Judicial decisions – relevant rulings from national and international courts regard-
ing the application of non-custodial preventive measures;

• Studies and reports – statistical analyses and studies published by national and 
international legal research institutions;

• International regulations – conventions and recommendations from the Council 
of Europe and other international organizations relevant to human rights and criminal 
justice.

The use of these methods and materials allowed for an in-depth approach to the 
topic, facilitating the proposal of viable solutions for the development of the legislative 
framework and judicial practices in the field of non-custodial preventive measures.

I. Regulation of non-custodial preventive measures. Non-custodial preventive 
measures represent a crucial legal mechanism in the architecture of criminal proceedings 
and are provided for in the Criminal Procedure Code of the Republic of Moldova under 
Article 191 and subsequent provisions [1]. These measures reflect compliance with the 
fundamental principles of criminal procedural law, such as the presumption of innocence, 
proportionality, necessity, and subsidiarity [2].

1. Types of non-custodial preventive measures. According to current regulations, 
Moldovan criminal procedural legislation establishes two types of non-custodial preven-
tive measures:

 – Judicial supervision;
 – Judicial supervision on bail.

These measures are applicable both during the criminal investigation phase and the 
trial phase, upon the proposal of the prosecution authorities or ex officio by the court, 
being ordered through a reasoned ruling. They involve certain restrictions on the defend-
ant’s rights without depriving them of liberty and are applied only if the objectives of the 
criminal proceedings cannot be achieved through other less restrictive means.

2. General conditions for the application of non-custodial preventive measures. 
For a non-custodial preventive measure to be imposed, the legislator requires the cumu-
lative fulfillment of the following conditions:

• There is evidence or reasonable suspicion that the defendant has committed a 
crime;

• There is a concrete risk that the defendant may evade prosecution or trial, ob-
struct the proper conduct of the criminal process, or commit other crimes;
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• The measure must be proportional to the seriousness of the offense and the de-
gree of social danger posed;

• No other sufficient, less restrictive measures exist.
It should be emphasized that the current regulations align with the provisions of 

Article 5 of the European Convention on Human Rights (ECHR), which guarantees the 
right to liberty and security and obliges judicial authorities to apply custodial preventive 
measures only as an exceptional measure [3, pp.7-9].

3. Judicial supervision – content and regulation. Judicial supervision is regulated 
under Articles 192-193 of the Criminal Procedure Code. This measure consists of impos-
ing certain obligations on the defendant without depriving them of liberty but enforcing 
necessary restrictions.

Among the main obligations that may be imposed on a defendant under judicial su-
pervision are:

 – To appear before the prosecuting authority or the court whenever summoned;
 – To notify any change of residence;
 – Not to leave the locality or country without judicial authorization;
 – To avoid contact with witnesses, other defendants, or persons involved in the case;
 – Not to practice the profession or activity through which the crime was committed.

The legislator has granted the court or the prosecution body a certain margin of dis-
cretion in determining these obligations, adapting them to the specific circumstances of 
each case. Additionally, according to Article 194 para.(3) of the Criminal Procedure Code, 
the defendant may request the removal or modification of the imposed obligations.

The duration of judicial supervision is a maximum of 60 days, which can be succes-
sively extended, without exceeding the general term established for preventive measures 
(one year or two years, depending on the severity of the offense).

4. Judicial supervision on bail – regulation and particularities. Regulated under 
Articles 195-197 of the Criminal Procedure Code, judicial supervision on bail essentially 
involves the same category of obligations as standard judicial supervision, with the key 
difference being that the defendant must also provide bail.

Bail serves as a financial guarantee and can be deposited either as a sum of money 
or through real guarantees (assets). The amount of bail is determined by the judicial au-
thority, taking into account the circumstances of the case, the nature of the offense, the 
defendant’s financial situation, and the degree of social danger posed.

If the defendant complies with the imposed obligations, the deposited bail amount 
is refunded at the end of the criminal proceedings. Conversely, non-compliance results 
in the forfeiture of the bail and, where applicable, the replacement of the measure with a 
more severe one.

Judicial supervision on bail reflects a modern approach to criminal proceedings, 
offering a balanced mechanism between preventing potential abuses and ensuring the 
defendant’s freedom.

5. Characteristics and advantages of non-custodial preventive measures. The ap-
plication of non-custodial preventive measures offers numerous advantages:

• Respect for the presumption of innocence – the individual is not deprived of liberty 
before conviction;

• Reduction of costs for the penitentiary system – avoiding the overcrowding of de-
tention centers and prisons;
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• Avoidance of negative effects of detention – on the personal and social life of the 
defendant;

• Adaptability – through the possibility of adjusting the imposed obligations during 
the proceedings.

Legal scholars have emphasized that the predominant application of non-custodial 
preventive measures reflects the level of humanism in the criminal procedural system and 
its alignment with the requirements of a democratic rule of law [4].

6. Compliance with European standards. It is important to note that the European 
Court of Human Rights (ECtHR) consistently emphasizes that custodial preventive meas-
ures should be applied only exceptionally, with the state being required to justify the ne-
cessity and proportionality of each measure imposed. In this regard, non-custodial pre-
ventive measures align with ECtHR jurisprudence, particularly with the rulings in Letellier 
v. France and Mooren v. Germany [5; 6].

II. Judicial practice and problematic aspects regarding the application of non-cus-
todial preventive measures. The analysis of national judicial practice reveals both posi-
tive aspects and deficiencies that require correction to ensure the efficient and uniform 
application of non-custodial preventive measures. Despite the clear legal framework pro-
vided by criminal procedural legislation, certain tendencies and inconsistencies in prac-
tice jeopardize the purpose of these measures and, consequently, the fundamental rights 
of individuals.

1. Excessive preference for custodial measures. A primary issue observed in judi-
cial practice is the predominant application of custodial preventive measures (especially 
pre-trial detention), even in cases where legal conditions would allow for non-custodial 
measures, such as judicial supervision or bail.

This practice is fueled by the perception that deprivation of liberty is a “safer” option 
for ensuring the proper conduct of criminal proceedings. However, such an approach 
contradicts the principles established by the European Court of Human Rights (ECtHR), 
which states that pre-trial detention should be a last resort, justified only when other 
measures have proven insufficient [7].

In several recent cases, courts have justified the extension of pre-trial detention 
through generic references to the severity of the offense or the presumed risk of witness 
tampering, without concretely assessing whether judicial supervision or bail would be 
sufficient to mitigate these risks.

2. Formalistic justification of imposed measures. Another problematic aspect is 
the superficial or formalistic reasoning in court rulings ordering non-custodial preventive 
measures. In many instances, judicial decisions merely reiterate the legal text without 
conducting a detailed analysis of:

• The personal circumstances of the defendant (age, occupation, family situation, 
criminal record);

• The severity and concrete nature of the offense;
• The actual and justified risk that the defendant might commit other crimes or ob-

struct the proceedings.
• This lack of individualization contradicts both the principles of a fair trial and the 

requirements established by the Decision No.213 of June 2, 2020 of the Constitutional 
Court of the Republic of Moldova, which mandates detailed and specific justification of 
preventive measures.
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3. Lack of predictability in setting bail amounts. Regarding judicial supervision on 
bail, judicial practice reflects a lack of coherence and predictability in determining the 
amount of bail. In some cases, the imposed sums are excessive relative to the defendant’s 
financial situation, effectively rendering the measure inapplicable and amounting to a de 
facto denial of this option.

Legal scholars have emphasized the need for clear criteria in evaluating bail amounts, 
ensuring they remain accessible, are not prohibitive, and serve their preventive rather 
than repressive purpose [8].

4. Lack of effective alternative measures. Compared to other European legal sys-
tems, the legislation of the Republic of Moldova does not provide for modern alterna-
tive preventive measures, such as electronic monitoring (electronic bracelet), location 
restrictions, or mandatory participation in social reintegration programs.

This legislative gap limits the options available to courts, forcing them to choose 
between restrictive or custodial measures without access to flexible tools adapted to the 
defendant’s actual social danger level.

5. Deficiencies in monitoring non-custodial preventive measures. Another issue 
identified in judicial practice is the inadequate monitoring of compliance with obligations 
imposed under judicial supervision or judicial supervision on bail. In some cases, ineffec-
tive collaboration between courts, prosecutors, and law enforcement agencies has led to 
delays or the inability to promptly and effectively sanction breaches of these obligations.

III. Proposals for the unification and efficiency of judicial practice. Given the iden-
tified deficiencies, we consider it necessary to:

 – Provide continuous training for judges and prosecutors on ECtHR standards ap-
plicable to preventive measures and promote relevant case law;

 – Introduce clear legislative criteria for determining bail amounts, taking into ac-
count the defendant’s income and actual assets;

 – Diversify non-custodial preventive measures by adopting regulations on electron-
ic monitoring, mandatory treatment, or specialized counseling obligations;

 – Strengthen cooperation between courts, prosecutors, and law enforcement agen-
cies to ensure effective monitoring of compliance with imposed measures;

 – Mandate concrete and detailed reasoning for each court ruling imposing a pre-
ventive measure, ensuring compliance with the principles of legality, necessity, and pro-
portionality.

 Conclusions and proposals de lege ferenda. In modern criminal proceedings, 
non-custodial preventive measures must take a central place, as they represent an ex-
pression of a fair, balanced, and efficient criminal justice system that respects fundamen-
tal human rights. The study of the regulation and practice of applying these measures in 
the Republic of Moldova highlights both considerable progress and multiple shortcom-
ings, requiring a coherent and systemic legislative and practical revision.

Based on the conducted analysis, we reach the following conclusions:
• Non-custodial preventive measures are essential for respecting the presumption 

of innocence and reducing the excessive application of pre-trial detention, which should 
be a measure of last resort, in accordance with the jurisprudence of the European Court 
of Human Rights.

• Judicial control and bail-based judicial control provide authorities with efficient 
and flexible tools to ensure the proper conduct of criminal proceedings without dispro-
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portionately affecting individual freedom.
• However, current judicial practice presents significant deficiencies, including an 

unjustified preference for custodial measures, brief reasoning for imposed measures, a 
lack of clear criteria regarding bail, and insufficient monitoring of compliance with obli-
gations.

• Additionally, the absence of modern alternative measures, already successfully 
used in other European systems, limits the courts’ options and hinders the application of 
a modern and humane criminal policy.

Considering the above, we propose the following concrete directions for legislative and 
practical reform:

1. Introduction of alternative preventive measures. We propose supplementing the 
Criminal Procedure Code of the Republic of Moldova by expressly regulating alternative 
preventive measures, such as:

• Electronic monitoring (tracking the accused using electronic devices – ankle 
bracelet);

• Prohibition from accessing certain places or participating in specific events;
• Mandatory participation in rehabilitation programs, psychological counseling, or 

treatment (especially in cases of offenses committed under the influence of alcohol or 
narcotic substances).

• The introduction of these measures would contribute to a more flexible criminal 
justice response and a reduction in the number of individuals placed in pre-trial deten-
tion.

2. Establishment of objective and predictable criteria for bail. Legislation should es-
tablish clear factors to be considered when determining the amount of bail:

• The defendant’s income and real assets;
• The nature and severity of the offense;
• The risk of flight or committing other offenses;
• Ensuring that the amount serves as a real guarantee but is not excessively prohib-

itive.
Additionally, we recommend introducing a simplified procedure for reviewing bail 

amounts at the defendant’s request when significant changes occur in their financial sit-
uation.

3. Obligation for detailed and personalized reasoning. A more rigorous regulation is 
needed to require judges to provide concrete, precise, and individualized reasoning for 
each imposed preventive measure, including non-custodial measures. The current formal 
reasoning model, based on mere repetition of legal provisions, must be eliminated, as it 
contradicts both national principles and the standards of the ECHR [9].

4. Strengthening interinstitutional cooperation. We propose consolidating coopera-
tion and communication between courts, prosecutors, and law enforcement authorities 
to ensure strict monitoring of compliance with obligations imposed through non-custo-
dial preventive measures. A uniform procedural framework should be developed for rapid 
reporting of non-compliance, allowing judicial authorities to respond promptly.

5. Awareness campaigns and continuous professional training. To change the cultur-
al perception of preventive measures, periodic seminars and training courses should be 
organized for judges, prosecutors, and defense attorneys, aimed at:

• Familiarizing them with best European practices;
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• Promoting the use of non-custodial preventive measures as the general rule;
• Emphasizing the importance of detailed reasoning and compliance with the prin-

ciple of proportionality.
Conclusion. Improving the regulation and application of non-custodial preventive 

measures is imperative for modernizing criminal proceedings and aligning them with Eu-
ropean and international standards on human rights protection.

Implementing the proposed reforms will contribute to the development of an ef-
ficient, humane, and fair criminal justice system, which protects both the interests of 
society and individual rights.
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This article examines arrest as an exception to the right to liberty and security, as guaranteed by Arti-

cle 5 of the European Convention on Human Rights (ECHR), through the lens of the European Court of Human 
Rights’ (ECtHR) jurisprudence. It outlines the legal standards developed by the Court to prevent arbitrary and 
unlawful detention, focusing particularly on the requirements of lawfulness, necessity, proportionality, and 
judicial oversight. The research pays special attention to the exhaustive and strictly interpreted exceptions 
permitted under Article 5 § 1, the requirement of reasonable suspicion under Article 5 § 1 (c), and the guarantee 
of a speedy judicial review under Article 5 § 4. The analysis is grounded in the detailed study of the ECtHR judg-
ment in the case of O.P. vs. Republic of Moldova, where the Court found multiple violations of the applicant’s 
rights due to insufficient evidence for arrest, failure to ensure procedural guarantees, and delays in judicial 
review. The case exemplifies systemic shortcomings in domestic detention practices.
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Introduction. Individual liberty represents a supreme value of contemporary soci-
ety and the foundation for the exercise of other rights and freedoms, guaranteeing the 
individual’s ability to act autonomously and free from any form of excessive or repres-
sive control. Individual freedom is the basis of democratic society and is incompatible 
with totalitarian or authoritarian rule. It protects the individual from abuse and excessive 
control of authorities and is a characteristic feature of the rule of law in the democratic 
democracy. At the same time, individual liberty makes possible the realization of other 
constitutional rights, such as the right to the free development of human personality, the 
right to work, the right to education, the right to rest, the right to private and family life, 
etc. The importance of the right to individual liberty cannot be overestimated.

Individual liberty is proclaimed and protected by universal and regional human 
rights standards, and is governed by Art.3 of the Universal Declaration of Human Rights 
(1948) [1], Art.9 of the International Covenant on Civil and Political Rights (1966) [2], Art.5 
of the European Convention on Human Rights (ECHR, 1950) [3], and Art.6 of the Charter 
of Fundamental Rights of the European Union (2000) [4]. The Constitution of the Republic 
of Moldova guarantees the right to individual liberty and security of person in Art.25 [5].

Unlike other human rights standards, the exercise of the right to liberty and secu-

* The article is developed within the research subprogram: 01.05.01 National Security of the Republic of Moldo-
va in the context of the European Union accession: legal, political and sociological approaches, performed by the 
Institute for Legal, Political and Sociological Research of the Moldova State University.
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rity of person, in accordance with the provisions of the European Convention on Human 
Rights, may be limited in certain cases expressly provided by the Convention. According 
to the Convention’s provisions, this right could be limited in the certain circumstances: 
detention of a person after conviction by a competent court (Art. 5 (1)(a)); non-compli-
ance with a lawful court order or to fulfill an obligation prescribed by law (Art.5 (1)(b)); 
preventive detention of a person reasonably suspected of having committed an offense 
or to prevent their committing an offense or fleeing after having done so (Art.5 (1)(c)); 
detention of a minor by lawful order for educational supervision or for bringing him be-
fore a competent authority (Art.5 (1)(d)); detention of persons for the prevention of the 
spreading of infectious diseases, of persons of unsound mind, alcoholics, drug addicts, 
or vagrants (Art.5 (1)(e)); lawful detention of a person to prevent their unauthorized entry 
into the country or of a person against whom deportation or extradition proceedings are 
pending (Art.5 (1)(f)) [3].

We could conclude that ECHR regulates different cases that permit the restriction 
of the exercise of the right to liberty of person. In this article we would like to analyze the 
arrest as an exception from the exercise of the right to liberty and security in the light of 
the European Convention of Human Rights and ECtHR jurisprudence.

Methods and materials applied. This research adopts a qualitative, doctrinal legal 
methodology, aiming to analyze the legal standards governing the right to liberty and 
security under Article 5 of the European Convention on Human Rights, with a particular 
emphasis on the conditions under which arrest may be considered lawful and proportion-
ate as interpreted by the European Court of Human Rights (ECtHR). The study is struc-
tured around the normative and jurisprudential analysis of the legal framework and its 
application in practice. The research method involves normative framework analysis, pre-
senting a comprehensive examination of Article 5 of the ECHR, particularly paragraphs 1 
(c), which establishes the right to liberty and the exceptions permitting lawful arrest and 
detention. The analysis is supported by relevant provisions of the Convention, general 
principles of human rights law, and interpretative guidance from the ECtHR.

The core of the research lies in the jurisprudential analysis of the European Court 
of Human Rights’ interpretation of Article 5. This includes the identification of key legal 
standards and principles established in ECtHR case law (e.g., requirements of legality, ne-
cessity, proportionality) and examination of how these standards are applied in practice, 
especially regarding arrest as an exceptional measure in a democratic society governed 
by the rule of law.

In this study, we analyzed one ECtHR judgments against the Republic of Moldova 
– Case of O.P. vs. the Republic of Moldova (Application No.33418/17) [6]. This decision is 
selected because it is the most recent one, in this cases Court established the violation 
of the Art.5 para.(1) let.(c) by the Moldovan authorities and its relevance in illustrating 
deficiencies in domestic arrest practices. This case is analyzed to assess the factual back-
ground, legal arguments, and findings of the Court, identify how the ECtHR applied Arti-
cle 5 criteria to the specific context of Moldova.

Discussions and results obtained. According to the provisions of the Convention, 
the Art.5 para.(1) let.c) could be applied in the three different circumstances: 1. Preven-
tive detention of a person reasonably suspected of having committed an offense, which 
refers to the arrest of the person suspected of committing a crime; 2. To prevent the 
person to commit an offense, in this case being presented the evidence the this person 
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plans to commit another crime; 3. To prevent the person to flee after committing the 
offense, being presented the evidences that the person plans, for example, to go abroad 
to avoid criminal liability for committing the crime. So, the authorities have the right to 
limit the liberty of person, if reasonable suspect he or she committed the crime. The na-
tional authorities examine this case and present evidence that this crime was committed 
by this person. At the same time, the arrest could be applied where no offense has been 
committed, but the authorities have real evidence that this person planned to commit 
the crime, know the victims, the modality to commit the offence and the period of time, 
when it should be committed. Another case in which authorities could arrest the person is 
the person’s attempt to hide after committing the crime to avoid criminal liability. In this 
case, authorities should prove that person has planned, for example, to go abroad, or try 
to illegally change the documents in order not to be identified by criminal investigation 
bodies.

According to the jurisprudence of the ECtHR, the limitation of the right to liberty 
and security of the person, under the provisions of the Art.5 para.(1) let.(c) could be real-
ized “for the purpose of bringing him before the competent legal authority” qualifies all the 
three alternative bases for arrest or detention under Article 5 § 1 (c) [7]. The ECtHR has 
clarified that this purpose clause is essential. Arrest or detention under this provision is 
not legitimate in the abstract; it must be linked to a concrete legal process aiming to hold 
the person accountable for an actual or suspected criminal offense.

A person may be detained under the first limb of Article 5 § 1 (c) only in the context 
of criminal proceedings, for the purpose of bringing him before the competent legal au-
thority on suspicion of his having committed an offence [8]. This reinforces the idea that 
Article 5 para.(1)(c) is intrinsically tied to criminal proceedings. The “reasonable suspicion” 
of having committed a criminal offense is the minimum threshold for lawful arrest or 
pre-trial detention. The suspicion must be objective and based on specific facts or infor-
mation. Vague accusations, general preventive reasons, or administrative convenience 
are not sufficient grounds under Article 5 para.(1)(c).

Pre-trial detention is capable of operating as a preventive measure only to the ex-
tent that it is justified on the grounds of a reasonable suspicion concerning an existing 
offence in relation to which criminal proceedings are pending [9]. So, pre-trial detention 
may have a preventive function, but that function is strictly subsidiary to the core re-
quirement: a reasonable suspicion regarding a specific, existing criminal offence. States 
cannot justify pre-trial detention solely on preventive or speculative grounds and there 
must be an existing criminal case and a legitimate intention to proceed with criminal jus-
tice measures. According to this provision, detention becomes unlawful if it serves other 
purposes, like general deterrence, political pressure, or administrative ease.

According to the Convention, arrest as the restriction of humans’ right could be 
applied based on the following principles: the limited aim of the arrest, which refers to 
the bringing the person before a court; the presence of the legal authority that order the 
application of deprivation of liberty to the person; the connection to criminal proceeding.

The second alternative of that provision (“when it is reasonably considered neces-
sary to prevent his committing an offence”) does not permit a policy of general preven-
tion directed against an individual or a category of individuals who are perceived by the 
authorities as being dangerous or having the propensity to commit unlawful acts. This 
ground of detention does no more than afford the Contracting States a means of prevent-
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ing a concrete and specific offence as regards, in particular, the place and time of its com-
mission and its victim(s). In order for a detention to be justified under the second limb of 
Article 5 § 1 (c), the authorities must show convincingly, that the person concerned, would 
in all likelihood have been involved in the concrete and specific offence, had its commis-
sion not been prevented by the detention [10].

This means that preventive detention cannot be based on vague suspicions, stere-
otypes, or general beliefs about an individual’s character, reputation, or past behavior. 
States are not permitted to detain someone simply because they are seen as “potentially 
dangerous”. Instead, Article 5 para.(1)(c) requires that the threat of offending must be 
concrete and specifically related to an identifiable future offence, at a specific place and 
time, and even concerning specific potential victims. Preventive detention is only justified 
if the state can credibly demonstrate that the individual would almost certainly commit 
a specific offence, if he is not detained. The burden of proof is high: speculative risks or 
hypothetical dangers are not sufficient. This is a crucial safeguard against arbitrary de-
tention and abusive practices such as preventive arrests during protests, elections, or 
public unrest, based on mere assumptions about future behavior.

At the same time, the object of questioning during detention under sub-paragraph 
(c) of Article 5 § 1 is to further the criminal investigation by way of confirming or dispelling 
the concrete suspicion grounding the arrest [11]. Any detention under Article 5(1)(c) must 
serve a legitimate procedural function, such as verifying or dispelling the reasonable sus-
picion that gave rise to the arrest. The authorities cannot use detention for punitive or 
administrative purposes (e.g. to intimidate or silence someone).

It is incumbent on the domestic authorities to convincingly demonstrate that de-
tention is necessary. Where the authorities order the detention of an individual pending 
trial on the grounds of his or her failure to appear before them when summoned, they 
should make sure that the individual in question had been given adequate notice and 
sufficient time to comply and take reasonable steps to verify that he or she has in fact 
absconded [12]. The necessity test under the second limb of Article 5 § 1 (c) requires that 
measures less severe than detention have to be considered and found to be insufficient 
to safeguard the individual or public interest. The offence in question has to be of a seri-
ous nature, entailing danger to life and limb or significant material damage. In addition, 
detention should cease as soon as the risk has passed, which called for monitoring, the 
duration of the detention being also a relevant factor [13].

Authorities must justify why detention is strictly necessary, meaning they should 
prove that the individual knew about the summons (if detained for failure to appear), 
should prove that less intrusive measures (e.g. bail, house arrest, surveillance) were con-
sidered and found to be insufficient, and should demonstrate that the offence in question 
is serious (threatening life, health, or causing serious damage). This reflects the principle 
of proportionality: detention should be a last resort, not a first or routine measure. Even 
where preventive detention is justified, it must not be indefinite. Its duration must be 
monitored and linked to the actual risk. If the risk of the individual committing the offence 
diminishes or disappears, detention must end immediately.

At the same time, a “reasonable suspicion” that a criminal offence has been com-
mitted presupposes the existence of facts or information which would satisfy an objec-
tive observer that the person concerned may have committed an offence [14]. Detention 
under Article 5(1)(c) – even for prevention – must still meet the threshold of “reasonable 
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suspicion” that a criminal offence has been or will be committed. The suspicion must be 
objective and based on verifiable facts, not mere intuition, assumptions, or personal opin-
ions of the authorities.

In this study we would like to analyze the ECtHR decision O.P. vs. the Republic of 
Moldova (Application No.33418/17)[6]. In this case, the applicant, a former marketing em-
ployee at a private bank, was arrested in January 2017 on charges of abuse of office, later 
reclassified as fraud, in connection with a scheme involving false payment orders alleg-
edly used by a law firm to initiate court proceedings on behalf of the bank without paying 
fees. The domestic courts repeatedly ordered her pre-trial detention, citing reasonable 
suspicion and flight risk, without providing detailed reasoning or ensuring access to the 
materials justifying her detention. The primary evidence included vague statements by a 
lawyer and a Skype message referencing the applicant’s name, though the falsified pay-
ment orders were not proven to have been issued during her employment period. Her 
detention was prolonged multiple times until her conviction in January 2018. In 2020, the 
Prosecutor General launched revision proceedings, citing concerns of politically moti-
vated convictions, and the applicant was released pending review. Proceedings remain 
ongoing.

The basic principles of the application of the Art.5 para.(1) let. c) of Convention. Ac-
cording to Court Decision, Article 5 of the Convention is, together with Articles 2, 3 and 
4, in the first rank of the fundamental rights that protect the physical security of the in-
dividual, and as such its importance is paramount. Its key purpose is to prevent arbitrary 
or unjustified deprivations of liberty [6]. So, the Court places Article 5 alongside Articles 
2 (Right to life), 3 (Prohibition of torture), and 4 (Prohibition of slavery) as part of the 
core set of non-derogable rights that are crucial for human dignity and physical security. 
The primary aim of Article 5 is to protect individuals from being deprived of their liberty 
arbitrarily, without legal justification or due process. The provision sets out exhaustive 
grounds on which a person can be lawfully detained (e.g., after conviction, for non-com-
pliance with a court order, on reasonable suspicion of having committed an offence, etc.), 
and any detention outside of these grounds is illegal under the Convention.

This principle reflects a central value in democratic societies: that liberty is a funda-
mental human right, and that the state’s power to detain individuals must be controlled. 
Arbitrary detention is a feature of authoritarian regimes, and Article 5 aims to prevent this 
abuse of power. By placing Article 5 in the same category as the rights to life, protection 
from torture, and freedom from slavery, the Court underscores that freedom from unjust 
imprisonment is vital not just for the individual, but for the functioning of the rule of law.

The Court highlighted the exhaustive nature of the exceptions, which must be inter-
preted strictly, and which do not allow for the broad range of justifications under other 
provisions (Articles 8 to 11 of the Convention in particular); the repeated emphasis on 
the lawfulness of the detention, both procedural and substantive, requiring scrupulous 
adherence to the rule of law; and the importance of the promptness or speediness of 
the requisite judicial controls [6]. Article 5 §1 sets out a limited and closed list of situa-
tions in which a person may lawfully be deprived of liberty (e.g., after conviction, pre-trial 
detention based on reasonable suspicion, to prevent spreading infectious disease, etc.). 
These exceptions are exhaustive, so no other grounds are permitted, and they must be 
interpreted narrowly. This is unlike Articles 8-11 ECHR, which protect rights that can be 
balanced against other legitimate interests (like national security or public order). Article 
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5 does not permit such balancing: either the detention is covered by one of the listed 
grounds or it is unlawful.

According to the standards of the ECtHR, detention must comply with both proce-
dural legal standards, such as proper arrest warrant, timely judicial review and substan-
tive legal standards, for example, genuine suspicion, proportionality. The respect of the 
principle of rule of law requires that any deprivation of liberty follows legal procedures 
and is justified in fact and in law. Even a small procedural irregularity may violate Article 
5. This article demands speedy judicial oversight. Judicial control must occur promptly 
after arrest (Article 5 §3) and be available regularly and quickly during detention (Article 
5 §4). Delays in reviewing the lawfulness of detention, or in holding hearings, undermine 
the protection against arbitrary detention.

Court explained that under the first limb of Article 5 § 1 (c) of the Convention, a 
person may be detained, in the context of criminal proceedings, only for the purpose 
of bringing him or her before the competent legal authority on reasonable suspicion of 
having committed an offence. The “reasonableness” of the suspicion on which an arrest 
must be based forms an essential part of the safeguard laid down in Article 5 § 1 (c). Having 
a reasonable suspicion presupposes the existence of facts or information which would 
satisfy an objective observer that the person concerned may have committed the offence. 
What may be regarded as reasonable will, however, depend on all the circumstances [6].

So, according to Court interpretation of Convention it is not enough that a person is 
merely suspected of wrongdoing. The specific purpose of the detention must be to bring 
him before a judge or judicial authority. There must be objective evidence or informa-
tion justifying the suspicion. It is not a subjective belief of the police or prosecutor, but 
a standard assessed from the viewpoint of a neutral observer. What qualifies as “reason-
able” can vary depending on the facts of the case (e.g., seriousness of the alleged crime, 
urgency, complexity of investigation, etc.). The Court accepts that authorities may not 
have full evidence at the point of arrest. But there must be enough to satisfy an impartial 
observer that the person may have committed a crime.

The court mentioned that Article 5 § 1 (c) of the Convention does not presuppose 
that the investigating authorities have obtained sufficient evidence to bring charges at 
the time of arrest. The purpose of questioning during detention under Article 5 § 1 (c) is 
to further the criminal investigation by confirming or dispelling the concrete suspicion 
grounding the arrest. Thus, facts which raise a suspicion need not be of the same level as 
those necessary to justify a conviction or even the bringing of a charge, which comes at 
the next stage of the process of criminal investigation [6]. So, the purpose of pre-charge 
detention is to allow the authorities to investigate further, by interrogating the suspect 
and gathering evidence. The threshold of suspicion required for arrest is lower than the 
level of proof needed for formally charging a person or securing a conviction in court. It 
is important to note that an arrest can be lawful even if the case is not yet fully developed 
as long as there is a concrete, reasonable suspicion.

This interpretation reflects the Court’s balancing act between the State’s interest in 
effective law enforcement, and the individual’s right to liberty and protection from arbi-
trary detention. At the same time, this rule prevents states from abusing pre-trial deten-
tion as a form of punishment or intimidation and encourages transparency and urgency 
in criminal investigations. Court standards claim that pre-trial detention is exceptional, 
not routine measure. Importantly, continued detention must still meet higher standards 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică281
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

over time – reasonable suspicion at the point of arrest is not enough to justify keeping 
someone detained indefinitely.

The violations committed by the Moldovan authorities. In this case, the European 
Court of Human Rights found that the Moldovan authorities violated Article 5 § 1 of the 
Convention by detaining the applicant without a reasonable suspicion of her having com-
mitted an offence. The domestic courts justified her pre-trial detention primarily on two 
pieces of weak and misrepresented evidence: 1) A message exchange between a bank 
owner and a lawyer, which, contrary to the Government’s claims, contained no mention 
of false stamps or tax evasion; and 2) The testimony of another lawyer, which failed to link 
the applicant to any criminal activity. Furthermore, an expert report confirmed that no 
falsified payment orders existed during the applicant’s employment period. As a result, 
the Court concluded that the evidence presented could not have persuaded an objective 
observer that the applicant had committed a crime, rendering her year-long detention 
arbitrary and unlawful under Article 5 § 1 of the Convention.

The European Court of Human Rights found a violation of Article 5 § 4 of the Con-
vention in the case concerning the applicant’s pre-trial detention. This provision guar-
antees both the right to challenge the lawfulness of detention and to receive a speedy 
judicial decision. The Court emphasized that the domestic courts failed to indicate any 
concrete reasons for the applicant’s detention, and the defense was initially denied access 
to the evidence submitted by the prosecutor. These deficiencies rendered the situation 
particularly urgent. Despite this, the 14-day delay in examining the applicant’s habeas 
corpus request was deemed excessive and incompatible with the requirement of prompt 
judicial review. Therefore, the Court concluded that the applicant’s procedural rights un-
der Article 5 § 4 were violated.

Conclusions. The right to liberty is a fundamental right regulated and guaranteed 
by the ECHR. According to the Court jurisprudence, this right has an absolute nature and 
could be limited only in its exercise, being positioned in the ransom of absolute rights 
such as the right to life, prohibition of torture and freedom from slavery. The absolute 
nature of this right determines the fact that any deprivation of liberty must be narrowly 
interpreted and strictly justified under one of the exceptions listed in Article 5 § 1. Ar-
rest and pre-trial detention, as exceptional measures, must comply with both procedural 
and substantive safeguards established by the European Court of Human Rights. The EC-
tHR has developed clear and binding standards concerning the lawfulness of detention, 
the requirement of a “reasonable suspicion” under Article 5 § 1 (c), and the obligation of 
prompt judicial control under Article 5 § 4. These standards aim to protect individuals 
from arbitrary or abusive deprivation of liberty.

The analysis of the case O.P. vs. Republic of Moldova reveals serious violations of the 
applicant’s rights. The Moldovan authorities failed to demonstrate a reasonable suspicion 
justifying the arrest, relied on weak and misrepresented evidence, and did not ensure 
timely judicial review or full access to case materials. These failures led to breaches of 
both Article 5 § 1 and Article 5 § 4 of the Convention. The case underscores persistent 
structural problems in Moldova’s criminal justice system, including poor evidence stand-
ards for detention, limited procedural transparency, and inadequate judicial scrutiny.
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Summary
Cybercrime has increased significantly recently, as a result of individual and group criminal practice, 

and now poses a threat to individuals, organizations, and democratic systems around the world. However, 
cybercrime poses two main challenges for legal systems: first, because cybercriminals operate online, cyber-
crime extends beyond the borders of specific jurisdictions, which constrains the functioning of the police and, 
subsequently, the conviction of perpetrators; second, since cybercriminals can operate from anywhere in the 
world, law enforcement agencies struggle to identify the origin of communications, especially when obfuscation 
strategies are used, e.g., dark web forums.

However, cybercriminals inherently use language to communicate, so linguistic analysis of suspicious 
communications is particularly useful in deterring cybercriminal practice. This article reports on the potential 
of forensic translation in the fight against cybercrime. Although the term ‘forensic translation’ is commonly 
understood as synonymous with ‘legal translation’, it is argued that the implications of forensic translation go 
beyond those of legal translation, to include analyses of language rights, the right to interpretation and trans-
lation in legal proceedings (in the EU) or even investigative and information practices. Translation is a ubiq-
uitous activity that is carried out not only by professional translators but also by lay speakers of the language, 
often using machine translation systems. The latter’s ease of use makes it particularly suitable for criminal 
cross-border communications (e.g. extortion or fraud) and cybercrime (e.g. cybertrespass, cyberfraud, hacking, 
cyberporn or online child pornography, cyberviolence or cyberstalking).

This article presents the results of the analysis of cybercriminal communications from the perspective of 
forensic translation. It demonstrates that translation is frequently used to spread cybercriminal communica-
tions and that reverse engineering the translation procedure will help law enforcement agencies narrow their 
number of suspects and, consequently, deter cybercriminal threats.

Keywords: forensic linguistics, cybercrime, language crimes, translation studies, translingual plagiarism.

Introduction. Cybercrime has increased significantly in the last few years, largely 
due to technological advances in recent decades [41]. The massification of mobile devices 
and the possibility of using these devices almost at any time and in any place, has allowed 
citizens to instantly post and publish the information they value most [37]. However, this 
broad access to and use of connected devices to change, publish, and post whatever they 
want, has also exposed users to several cyberattacks. From this technological possibility, 
new opportunities for cybercrime have emerged, which are being exploited by criminals. 
As increasingly sophisticated technologies are introduced, cybercriminals are dedicated 
to exploring three types of weaknesses: system, process, and user vulnerabilities.

It is not surprising that cybercrime remains a threat to individuals, organizations, 
and democratic systems around the world, and can be undertaken either by individuals, 
independently, or collectively, by organized and unorganized groups. Individual cyber-
criminal activities are usually undertaken by a single person, a hacker acting in own name 
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for personal purposes and for own reasons. Cybercriminal activities undertaken collec-
tively usually target organisations, societies or individuals, based on their class character-
istics. An example is ransomware which consists of installing a type of cryptovirological 
malware in the victim’s system and threatening to publish the victim’s personal data or 
permanently blocking access to the data or destroying it (in this case, through cryptoviral 
extortion) until an amount is paid.

Indeed, cybercrime is largely a form of transnational crime, as cybercriminals often 
operate from one country to prey on victims who may be located in different countries 
around the world. This makes it significantly more difficult to investigate by the police 
and deter these threats and activities, as well as to convict the perpetrators, because, on 
the one hand, the different levels of communication make it very difficult and complex 
to positively identify offenders, and, on the other hand, legal cooperation between juris-
dictions at a transnational level, poses particular challenges for jurisdictions that are, in 
several cases very difficult to overcome. Second, because cybercriminals operate in the 
cyber world – a world without jurisdiction – they have the potential to operate geograph-
ically from any part of the world, which gives them a competitive advantage over law 
enforcement.

Linguistic analyses have tremendous potential to support the fight against cyber-
crime. This is based on the assumption that cybercriminals inherently use language to 
communicate, whether for extortion, fraud, ransomware, or other purposes. Therefore, 
linguistic analysis of suspicious communications is particularly useful in deterring the 
practice of cybercrime, as it has the potential not only to attribute the authorship of a dis-
puted anonymous text to a specific author from a group of suspected authors, but also to 
establish the linguistic profile of the anonymous author, if there is no group of suspects. 
In this case, forensic linguistic analysis has the potential to establish the sociolinguistic 
characteristics of the perpetrator(s) of the criminal text in order to determine the type 
of person who wrote the text based on the language they use. The sociolinguistic profile 
includes determining whether the authors are native speakers of the language and, if 
not, determining their mother tongue. This methodology is essential in cybercrime cases 
because, as will be shown, a significant volume of cybercrime consists of cross-border 
criminal activities and is currently carried out transnationally.

Therefore, this article introduces the new concept of forensic translation and dis-
cusses its potential for investigating and deterring cybercrime. In the next section, a defi-
nition of cybercrime is presented, followed by a discussion of linguistic analysis in the 
context of cybercrime deterrence. The following section presents the arguments in fa-
vour of forensic translation. Next, three applications of forensic translation are present-
ed: a case of translinguistic plagiarism detection and analysis, a case of sociolinguistic 
profiling and an example of forensic translation, sociolinguistic profiling and cybercrime.

Definition of cybercrime. Cybercrime can be briefly defined as a type of technolo-
gy-facilitated (online) crime that has been treated over the years as traditional crime, ex-
cept that it takes place online. In this sense, cybercrime has traditionally been considered 
to be part of the binomial of Virtual vs. Real Criminal Practices, and therefore as a type of 
cybercrime that mimics and adapts reality, despite the fact that it cannot be considered 
that it simply imitates the real. In contrast, activities that take place in the virtual world 
clearly have an impact on physical and geographical reality [16, 17]. A notable example of 
this impact is the case of the exchange of dangerous information and materials. Consider 
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a case where cybercriminals share information online about how to produce improvised 
explosive devices (IEDs). If someone uses this information to produce material a bomb 
and make it explode, then sharing illegal content online cannot be considered a simple 
online activity, as the impact of the explosion will demonstrate. This clarification is essen-
tial to address cybercriminal activities in all their complexity.

In the European Union, the Directorate-General for Migration and Home Affairs 
recognises that as many types of traditional crimes, including terrorism, trafficking in hu-
man beings, drug trafficking and child sexual abuse, have either moved or are facilitated 
online, most criminal investigations require a digital component. As a result, the Europe-
an Union has developed laws and adopted actions aimed at improving the prevention and 
encouraging the investigation and prosecution of cybercrime, so far, with a focus on the 
sexual exploitation of children. To this end, the Union has adopted measures to promote 
the strengthening of law enforcement and judicial capacities and has encouraged collab-
oration with industry to empower and protect citizens.

In this context, the European Commission’s Directorate-General for Migration and 
Home Affairs defines cybercrime as “criminal acts committed online through the use of 
electronic communications networks and information systems”, and stresses that cy-
bercrime is a problem without borders, which can be structured into three categories: 
(a) internet-specific crimes – this includes attacks against computer systems, as well as 
spoofing and phishing activities, e.g. providing fake banking websites to illegally obtain 
users’ personal data, in particular usernames and passwords, and thus gain access to vic-
tims’ bank accounts; (b) online fraud and forgery – this category of cybercrime consists 
of large-scale fraudulent activities, including, but not limited to, identity theft, phishing, 
spam and malicious code; (c) illegal online content – this category of cybercrime includes 
material on child sexual abuse, racial hate speech, incitement to terrorist acts, and hate 
speech, including glorification of violence, terrorism, racism, and xenophobia.

The behavior of cybercriminals of this type is largely encouraged by technology, 
since online interaction frequently gives users the impression that they are not interact-
ing in the “real” world, but somewhere in a virtual space that allows them to “hide” behind 
a computer screen or smartphone and, accordingly, post, publish, comment, to offend, 
harass, intimidate, or procrastinate in a way that most would hesitate to do in cases of 
face-to-face communication. In addition, online interaction is no longer limited by lan-
guage borders.

Whereas in the past, users could only communicate in a language they could speak 
or minimally understand, today’s language technology, based on sophisticated machine 
translation engines, allows users to communicate with anyone, even other users who do 
not have the same language skills. This translation technology is not exclusively reserved 
for online applications, but can also be used in live, in-person contexts.

For example, anyone can use a smartphone app to record what their interlocutor 
says, transcribe their words, translate them into their own language, respond, translate 
the response back into the interlocutor’s language, and reproduce the response so that 
the interlocutor can listen to them. However, this technology is easier to use in online sce-
narios, as platforms (e.g., social media) allow users to automatically translate the messag-
es, posts, and publications of the users they interact with. The mere fact that this proce-
dure is easier and less awkward than that required in face-to-face interaction encourages 
a higher degree of engagement and therefore interaction between users. Consequently, 
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language plays an essential role, not only in monolingual communication contexts, in the 
same language, but also in multilingual communication contexts. Thus, another level of 
complexity is added to cybercrime investigations, as technology moves from the status of 
a means of committing cybercrime activities to that of an active role in the production of 
cybercrime. This is a framework that law enforcement has overlooked, neglected and/or 
underestimated until now.

Linguistic analysis to deter cybercrime. Judicial linguistics, which consists of the ap-
plication of linguistic analyses in judicial contexts, has been a central topic of research in 
the field of linguistics, especially in the last four decades and especially in English-speak-
ing countries, although this field has reached maturity in several other countries. The 
term ‘judicial linguistics’ has been used in both a narrow and broad sense, although some 
linguists prefer to use the term in a narrow sense, while retaining the term ‘language and 
law’ to refer to judicial linguistics in a broad sense.

Therefore, in a broad sense, judicial linguistics usually subsumes three subfields: 1) 
the written language of the law; 2) the study of interaction in the legal process; 3) lan-
guage as evidence [7; 22]. Alternatively, some authors divide the discipline into the fol-
lowing three subdomains: 1) the language of the law; 2) the language of the court; 3) the 
judicial language evidence [12].

The narrow definition of forensic linguistics limits the discipline to only the third 
subfield, language as evidence, i.e. to cases where linguistic analysis is used to support 
the investigative or evidentiary process. Thus, forensic linguistic analysis is used both 
to assist law enforcement agencies in their investigations and to provide evidence in the 
courts. However, forensic linguistic analyses are also common outside the courts and law 
enforcement agencies. A notable example of this is its potential to help universities deter-
mine if someone has plagiarized.

In the context of cybercrime, the sub-field that is most relevant is the third, lan-
guage as evidence (i.e. judicial linguistics in the narrow sense). Linguistic evidence, in par-
ticular paternity analysis, sociolinguistic profiling and analysis of controversial meanings, 
will help law enforcement, both by providing useful information for the investigation and 
by providing evidence in the courts. By establishing the sociolinguistic profile of anony-
mous authors, linguists carry out an analysis of the language used in the respective texts 
in order to provide clues to the investigation as to the type of sociolinguistic person who 
wrote the text. Sociolinguistic profiling, which is different from psychological profiling, 
does not aim to determine the psychological state or characteristics of the authors of 
anonymous texts, but rather to identify features of the text that can be used as an indi-
cation of socio-demographic characteristics of the author, including age group, level of 
education, socio-economic status, gender/gender, geographical origin or whether the 
author is a native speaker of the language, and,  if he is not a native speaker, his moth-
er tongue. The sociolinguistic profile is particularly useful for the investigation process 
because it allows investigators to narrow down the group of suspects, in the absence of 
specific suspects, and to steer the investigation in the right direction.

Another application of forensic linguistics is the analysis of controversial meanings. 
It is known that criminals traditionally used a coded language to communicate, but over 
time, as the codes became easier to decipher, communication between criminals became 
more sophisticated, subtle and volatile. In addition, although speakers of a language are 
trained from a very young age to extract the meaning of words, in social contexts, cre-
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ating meaning is much more complex, as is understanding meaning. First, words fre-
quently have several different meanings, represented by different entries in dictionaries. 
Therefore, the meaning extracted from such words does not necessarily correspond to 
their predominant meaning. Secondly, in social interaction, it is common for meaning to 
be deduced only from context, which requires an assessment of the interlocutors, the 
context, the communication situation, as well as aspects such as context and social dis-
tance, among other elements. A linguistic analysis based on the principles of pragmat-
ics is therefore essential in order to establish not only the communicative intentions of 
the interlocutors, but also the intended and/or apparent meaning of the disputed text. 
Forensic linguistic analysis of controversial meanings is highly relevant, for example, in 
cases of incitement to hatred, defamation, cyberbullying or incitement to hatred, violence 
or terrorism.

Overall, these three applications of forensic linguistics are essential for investigat-
ing and presenting evidence in cybercrime cases. However, given the changes in cyber-
crime in recent years, which have made it an increasingly transnational and cross-border 
problem, forensic linguistic analyses alone are likely to have a limited impact on the in-
vestigative and evidentiary process. Due to the use of translation methods and translation 
systems, traditional monolingual approaches to cybercrime texts are no longer sufficient. 
Instead, a forensic approach to translation is needed.

Sociolinguistic profile and cybercrime. The principles used to establish the socio-
linguistic profile of perpetrators can also be applied to the investigation of cross-border 
cybercrime practices. Figures 3 and 5 (written in English) and 4 and 6 (written in Portu-
guese) illustrate an example of fraudulent and misleading messages sent to citizens for 
the purpose of extortion.

In the two messages, the recipient is informed that a parcel could not be delivered 
to him because the delivery address is missing or incomplete. The recipient is then in-
vited to take action by providing the necessary details for the successful delivery of the 
package. Information is also provided on how the recipient can track the package. This, 
together with the fact that the information on the local parcel service is localized (i.e. 
adapted to the recipient’s locality), increases the credibility of the message in the eyes of 
the inattentive recipient.

 Fig. 3 Fraudulent message
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Fig. 4 Fraudulent message (in Portuguese)

Fig. 5 Ransomware message
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Fig. 6 Ransomware message (in Portuguese)

A close examination of the two messages shows that, except for the language used 
(English in Figure 3 and Portuguese in Figure 4), they are very identical in structure and 
content. In addition, linguistic wording, while not perfect, is fully functional, unlike the 
overly simplistic and grammatically incorrect basic language used in misleading messages 
that were prevalent in the past. Therefore, as the quality of the language currently used 
in misleading messages has improved, compared to those disseminated in the past, recip-
ients can no longer rely on the low quality of the language as indices of deception. Con-
sequently, the deceptive potential of these messages is currently comparatively higher.

Similarly, Figures 5 and 6, which come from a case of attempted ransomware, are 
used to inform the recipient that they have been videotaped while watching pornography 
on their computer screen and warn them that if they do not transfer a significant amount 
to a bitcoin account, the video will be broadcast publicly. The message includes important 
information on consistency, which could indicate its misleading nature: 1) implies that 
the recipient has two screens, which, of course, is not always the case; 2) asserts that the 
recipient has watched porn, information the veracity of which the victim will know better 
than anyone else. Obviously, these are aspects that the recipient may overlook, not least 
because they may believe that criminals could edit real videos with the intention of falsely 
accusing them. Linguistically, the two messages show identical structural patterns and 
only minor linguistic problems (most likely resulting from machine translation errors), 
which are very likely to go unnoticed by most recipients.

The two cases illustrated in messages 3 and 4 and 5 and 6 suggest that cybercrimes 
such as extortion and ransomware are “language crimes” [32] because they are commit-
ted, to a significant extent, through the use of language – they are largely dependent on 
machine translation. The generalization of machine translation engines allows any cyber-
criminal operating from anywhere in the world to act transnationally and therefore im-
poses crimes on victims who may be geographically removed or even located in another 
jurisdiction. More importantly, the sophistication of these engines allows cybercriminals 
to spread their crimes, even when they don’t speak the victims’ native language.

In this context, forensic translation approaches are doubly useful: on the one hand, 
identifying patterns used in cybercrime communications will allow national and interna-
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tional authorities to inform citizens about how to protect themselves from these cyber-
crime attacks (companies around the world have tried to inform their customers about 
these cybercrime attacks,  but the fact that they present mostly illustrative examples, in 
addition to the fact that the form of the messages changes with technological develop-
ments, reduces the effectiveness of the campaigns); On the other hand, the details ob-
tained from the forensic analysis of the translations not only allow states to adopt systems 
to combat cybercrime, but also help law enforcement agencies to establish the sociolin-
guistic profile of criminals, in particular the origin of attacks, and ultimately contribute to 
bringing them to justice.

The field of forensic translation is a promising field of research, despite the fact that 
it has two main challenges arising from technological developments: machine translation 
(MT) and generative artificial intelligence (AI). As machine translation systems evolve, the 
quality of translation improves, and even though this quality may in many cases be lower 
than the quality of human-made translation, it is likely that machine translation systems 
will increasingly and successfully be used for deceptive purposes. The same is true for 
AI-generated text: although AI-generated text appears to be good at first glance, a closer 
look shows that it has linguistic imperfections, as demonstrated by previous empirical 
observations. Therefore, despite the likelihood that such defects will be overlooked by lay 
users of the language, they do not currently go unnoticed by trained linguists. 

However, it is likely that the formation of new large language models will allow ar-
tificial intelligence to mimic human-produced text more competently, which in turn will 
make it more difficult to distinguish between AI-generated and human-generated text. In 
addition, preformed generative transformation (GPT) systems are increasingly integrated 
into TM systems, thus adding another layer of complexity to forensic linguistic and trans-
lational analysis. Given the nature of today’s language technology, any prediction is largely 
speculative. However, if we consider the very nature and complexity of human language, 
including the biological characteristics involved in language production, such as homeo-
stasis, in principle, linguistic analysis will remain essential in establishing the difference be-
tween AI-generated and human-generated text. However, research in the field of forensic 
translation will need to be continued to stay one step ahead – rather than keeping up with 
the rapid evolution of language technology. This is especially true in cybercrime scenarios.

Conclusions. The term “court translation” has been used rarely. However, on occa-
sions when it has been used, the term has been used as a synonym for “legal translation”. 
Although the two terms have in common the fact that they can be used in and by the 
courts (forum, in the traditional sense), in this article we have argued the need to make a 
clear distinction between the two. While legal translation is limited to the translation of 
texts relating to legal issues and courts, judicial translation should be used more broadly 
to include all applications where translation theories, methods and techniques can help 
courts, law enforcement agencies and organisations in general to apply legal practices 
and standards,  ethics and morals. Thus, judicial translation can be defined as the inter-
disciplinary branch of judicial linguistics that applies knowledge and expertise in the field 
of translation in judicial contexts. In support of this claim, three illustrative examples 
were presented that demonstrate the relevance of forensic translation: 1) detection and 
analysis of translinguistic plagiarism; 2) sociolinguistic profiling; and 3) detecting and de-
terring cybercrime.

Data analysis and subsequent discussion show that machine translation is increas-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică291
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

ingly used and widespread, both by the general population and by cybercriminals. There-
fore, as technological developments allow for high-quality translation systems, cyber-
criminals’ communications are likely to become more sophisticated, and it will therefore 
become relatively more difficult to distinguish between deceptive and genuine commu-
nications. In this context, it has been argued that further developments in the field of 
forensic translation analyses will enable legal, law enforcement and official institutions 
to develop appropriate methods and systems to ensure the safety and security of citi-
zens and, ultimately, to strengthen democratic systems, fully respecting subjectivities, 
and freedom of choice.

The relevance of the field of forensic translation will increase in the future. With the 
technological advancements of artificial intelligence (AI) systems, cybercriminals will be 
able to multiply their attacks, doing so at a higher speed, by automatically generating text 
at a speed that is impossible from a human point of view. Therefore, generative artificial 
intelligence systems, which are trained on large language models (LLMs) built primarily 
for English, in combination with increasingly powerful and sophisticated machine trans-
lation systems, will provide criminals with unprecedented opportunities for cybercrime 
practice within jurisdictions, across the border.

In this context, forensic translation approaches will have the potential to combine 
the ability to distinguish human-produced text from machine-produced text, while cre-
ating the sociolinguistic profile of the text producer. Research is already underway in this 
direction.
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Summary
The article explores the role of typical investigative situations in money laundering cases, with a specific 

focus on their applicability in the Republic of Moldova. The study begins by analyzing doctrinal approaches 
to the definition and structure of investigative scenarios and highlights the necessity of aligning these mod-
els with evolving criminal realities and international regulatory standards. Various typologies encountered 
during the initial phase of criminal investigations are examined, classified according to evidentiary features, 
concealment methods, and the complexity of illicit operations.

The article proposes a classification tailored to Moldova’s context, including mechanisms such as the 
use of cryptocurrencies, falsified financial records, and offshore networks. Emphasis is placed on adapting in-
vestigative strategies to recurrent scenarios in order to enhance procedural effectiveness. The conclusions un-
derscore the need for a dynamic, interdisciplinary approach to support law enforcement in the identification, 
documentation, and prosecution of this category of financial-economic crime.

Keywords: typical investigative situations, money laundering, forensic methodology, reasonable suspi-
cion, financial investigation

Introduction. In the context of intensified financial crime and the globalization of 
illicit capital flows, the investigation of money laundering offenses calls for a reevaluation 
of forensic methodology. Investigative situations – especially those characteristic of the 
initial phase – are becoming essential tools in shaping operational strategies and guiding 
judicial decisions. Specialized literature provides a wide range of perspectives on the na-
ture, structure, and classification of such situations, highlighting the need for their adap-
tation to new financial concealment techniques and to the requirements of international 
regulatory frameworks.

This article operates on the hypothesis that, within the conditions specific to the 
Republic of Moldova, defining and applying recurrent investigative typologies can signif-
icantly improve the efficiency of documenting money laundering cases. By correlating 
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doctrinal theories with recent judicial practice and with the requirements of legislative 
harmonization, the research aims to offer a coherent analytical framework applicable at 
both strategic and tactical levels.

The adopted methodology combines a comparative analysis of doctrinal sources, 
national jurisprudence, and European legal instruments, alongside critical observations 
on investigative practice. The study is structured around several core themes: the con-
ceptual delimitation of investigative situations, a presentation of relevant classifications 
in the context of money laundering investigations, and the proposal of operational mod-
els adapted to the national context. The conclusions aim to highlight the necessity of 
developing a flexible methodological framework and of strengthening inter-institutional 
cooperation in combating this complex criminal phenomenon.

Methods and materials applied. This research is based on a doctrinal-theoretical 
analysis, correlated with the examination of judicial practice in the Republic of Moldova 
and relevant national and European legislation. Comparative, systemic, and interpretive 
methods were employed to highlight investigative typologies applicable to money laun-
dering offenses. The materials analyzed include doctrinal studies, court rulings, docu-
ments issued by competent authorities, and data drawn from investigative practice. The 
focus was placed on identifying typical initial situations and their relevance in enhancing 
the efficiency of the criminal investigation.

Research objective. The main objective of this study is to identify, analyze, and clas-
sify typical investigative situations in money laundering cases, with the aim of developing 
a methodological framework applicable in the practice of law enforcement bodies in the 
Republic of Moldova. The research seeks to contribute to the development of a coherent 
tactical and operational approach adapted to the specific characteristics of this complex 
type of crime.

Discussions and results obtained. Over time, investigative situations have attract-
ed the interest of numerous scholars; however, to date, there is no universally accepted 
concept regarding their definition, structure, and significance. The diversity of opinions 
in this area reflects the complex and constantly evolving nature of criminal proceedings.

According to the theorist A.N. Colesnicenco, “an investigative situation may be 
defined as a distinct stage of the investigation within the examination of criminal acts, 
marked by the presence of concrete evidence and information, as well as by specific tasks 
related to the acquisition and verification of probative material” [29, p.16].

According to Professor M. Gheorghiță, “an investigative situation must be under-
stood as the factual context – the actual circumstances in which the criminal investi-
gation body operates at a specific point during the inquiry. These circumstances deter-
mine a particular mode and sequence of action required to successfully fulfill the assigned 
tasks” [2, p.312].

Rightly so, authors Dinu Ostavciuc and Lilia Popa note that “for each type of offense, 
typical investigative situations can be identified from the initial stage of the investiga-
tion. These situations are determined by the manner in which the offense is committed, 
the methods used to conceal it, as well as the nature and amount of information avail-
able to the criminal investigation body at the early stage of the inquiry” [32, p.37]. The 
same authors also emphasize that “the emergence of typical investigative situations can 
be explained by the fact that, although each offense has an individual character, offenses 
within the same category often share common features. These recurring characteristics, 
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specific to a particular type or group of offenses, provide criminal investigation bodies 
with a reference framework. This framework can be utilized in situations where specific 
information about the offense in question is lacking, thus allowing authorities to apply 
standardized and effective investigative methods based on these recurring typologies. 
Since typical investigative situations are shaped by the analysis of practices carried out 
by investigative authorities in relation to certain groups or categories of crimes, it is to 
be expected that these situations carry a subjective element. This subjectivity stems from 
the way criminal investigation bodies perceive and correctly interpret the information 
received during the investigation. Such perception is influenced not only by the profes-
sional knowledge and competencies of investigators but also by their psychological and 
intellectual traits, which play an important role in assessing and managing the case. At the 
same time, the objective aspect in formulating typical investigative situations cannot be 
excluded. As they are common to a particular group or category of offenses, their formu-
lation is based on certain objective circumstances (...)” [32, p.37].

M. Gropa stated that “(...) the criminal investigation plan must be adaptable to the 
changing situations encountered during the case inquiry” [3, p.22]. In other words, the 
author considers that investigative situations – or those related to the case inquiry – may 
undergo changes. We do not agree with this position, as we believe that such develop-
ments pertain not to the investigative situations themselves, but to the circumstances 
discovered at a given moment during the course of the criminal investigation. These cir-
cumstances influence the planning and organization of the investigation, demonstrating 
the dynamic nature of this process. Therefore, once new circumstances are established, 
the investigative body must adjust and modify the sequence of procedural actions and 
special investigative measures, particularly during the initial stage of investigating a spe-
cific offense.

“The process of investigating any criminal act is determined by the content and 
volume of initial information, on the basis of which the criminal investigation is initiated 
and the circumstances to be proven are established, taking into account the specific in-
vestigative situations identified. (...) The initial investigative situations, which arise during 
the primary phase of the investigation, are also typical. These two terms do not contradict 
each other; on the contrary, they complement this group-based classification – typical 
and initial situations. (...) It is precisely the dynamic nature of these situations and the 
specifics of their evolution that define the particularities of fulfilling the core tasks and 
functions of law enforcement bodies, especially in the preliminary stage of investigating 
crimes” [1, p.59].

“The accurate determination of the investigative situation constitutes an impor-
tant practical exercise carried out by the criminal investigation officer, which allows for: 
selecting the appropriate direction of the investigation, formulating plausible versions, 
organizing and effectively ensuring cooperation between the criminal investigation body 
and the investigative or fact-finding authority, conducting procedural actions in an opti-
mal sequence, and adopting timely and well-grounded decisions” [35, p.477].

“The organization and planning of the investigation as a whole, as well as the tac-
tics of conducting specific investigative actions—particularly the selection of the most 
effective tactical methods – depend to a great extent on the investigative situation that 
develops prior to the formal initiation of criminal proceedings. The structure of the initial 
stage of the investigation covers the period from the moment the complaint regarding the 
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commission of the offense is received and preliminarily verified, up to the execution of 
the entire range of initial procedural actions and special investigative measures” [4, p.83].

Investigative situations hold a distinct trajectory and position within forensic doc-
trine, and the theory of such situations has become a fundamental doctrinal element in 
modern criminalistics. This theory emphasizes the possibility of developing effective in-
vestigation programs tailored to the specific conditions of a given investigative situa-
tion. Consequently, as the product of an independent theoretical framework, this forensic 
category – initially of a theoretical-methodological nature – has gradually acquired the 
status of a structural component within the forensic methodology applied to the inves-
tigation of certain categories of offenses [36, p.21-26]. It should be recalled that most 
researchers understand an investigative situation as a dynamically determined objective 
reality in which the investigation unfolds, shaped through the interaction of a specific set 
of factors and components.

Researchers Iu.V. Craciun [31, p.122] and D.B. Jambalov [5, p.9] define the typical in-
itial investigative situation as “a recurring set of information about a committed offense, 
contained in the primary materials, which determines the system and sequence of solving 
the investigative tasks”.

This interpretation is accurate, and we consider that the initial investigative situa-
tion does not emerge with the formal initiation of the criminal investigation, but rather 
during the preliminary verification of the crime report. This is particularly important in 
money laundering cases, where the information from submitted complaints, the findings 
contained in reports drawn up by competent institutions, materials provided by the Ser-
vice for the Prevention and Combating of Money Laundering, as well as documents for-
warded by other entities that have conducted verifications, must be thoroughly analyzed.

This verification is a legal requirement imposed by Article 274(1) of the Criminal Pro-
cedure Code, which provides that criminal prosecution may be initiated only if there is rea-
sonable suspicion and if no circumstances excluding criminal liability are present. In other 
words, establishing reasonable suspicion is mandatory prior to the formal initiation of crim-
inal proceedings, and the verification of the crime report plays a crucial role in this regard.

Moreover, in situations where the elements of the offense are directly identified by 
the criminal investigation body, the argument for mandatory prior verification becomes 
even more compelling. In such cases, the investigative authority is already managing a 
criminal case concerning the predicate offense, and in order to establish reasonable sus-
picion of money laundering, it has analyzed, verified, and administered relevant evidence 
within the underlying case. This approach reflects the logical and procedural nature of 
the investigation process, confirming that the initial investigative situation is formed dur-
ing the verification phase of the complaint, rather than at the formal commencement of 
criminal prosecution.

Researchers specializing in the methodology of investigating money laundering have 
proposed various approaches regarding the identification and classification of typical in-
itial investigative situations encountered in criminal cases of this nature. The differences 
stem from the primary criteria used to structure these situations, with each perspective 
reflecting the specifics of evidentiary elements, the characteristics of suspicious transac-
tions, and the concealment mechanisms employed by offenders.

Thus, some classifications emphasize how the offense is discovered—for example, 
through reports from financial institutions, analyses by financial intelligence units, or in-
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vestigations initiated within already existing criminal proceedings. Other approaches fo-
cus on the techniques used to integrate illicit funds into the legal economy, distinguishing 
between methods such as the use of offshore companies, layered international transac-
tions, luxury asset purchases, or the conversion of funds through cryptocurrencies.

Additionally, another classification criterion may be the complexity of the criminal 
scheme, differentiating between individual money laundering operations and organized 
criminal networks operating at the transnational level. This diversity in defining typical 
initial investigative situations highlights the need for a flexible and adaptable method-
ological approach that considers both the evolving patterns of financial crime and the 
prevention and investigative mechanisms available at national and international levels.

In this context, researcher M.V. Saltevski outlines the following situations that may 
arise at the outset of criminal prosecution: “The first situation: there is information re-
garding acts and indicators of laundering; the offender is known (caught in the act; an 
audit or inspection revealed the existence of illicit profits – financial means or assets), but 
the direct executor and the laundering method are unknown. The second situation: ille-
gal money laundering operations are identified within a specific structure (for example, a 
corruption or bribery case is under investigation), but the source of the ‘dirty money’ and 
its owner – the offender – are unknown. The third situation: there is information about 
laundering acts committed, and the corrupt offender is known, but other individuals in-
volved in the laundering method are unknown” [33, p.11].

E.V. Selianina considers that a typical investigative situation at the initial stage of a mon-
ey laundering investigation is characterized by the following features: “t here is justified in-
formation indicating money laundering; the individuals committing this offense are identi-
fied; the location of the financial means (or other assets) is known (or unknown)” [34, p.25].

A.V. Koliada identifies the following types of investigative situations specific to the 
initial stage of the investigation: “it has been established that a crime was committed, 
resulting in the acquisition of significant amounts of money; during a non-criminal audit, 
tax authority employees discover that the revenues of a legal entity clearly exceed what 
it could have earned based on its economic indicators; signs of the offense are identified 
only after all stages of money laundering have been completed; a person is identified 
whose income clearly exceeds what could be obtained through official earnings; within 
operational activities, all elements confirming both the commission of the money laun-
dering offense and the involvement of certain individuals have been established” [30].

D.B. Jambalov presents his own list of typical initial investigative situations: “money 
laundering acts are discovered in the course of investigating the predicate offense; the 
acts of legalizing illicit proceeds are mentioned in a notification from financial monitoring 
authorities regarding suspicious financial transactions or operations; money laundering 
activities are uncovered as a result of operational activities carried out by law enforce-
ment agencies” [5, p.8].

Continuing the analysis of typical initial criminal investigation situations in cases of 
money laundering offenses, it is relevant to note that, prior to the opinions of the afore-
mentioned authors, Zlochenko Yakov proposed a list of typical situations that serves as 
an important reference point in the development of the investigative methodology for 
this category of crimes. These situations offer a structured approach to the conduct of 
criminal investigations and establish key tactical directions in uncovering the legalization 
of illicit funds.
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Thus, “the first typical situation involves the initiation of the preliminary investi-
gation by proving the facts of the legalization (laundering) of criminal proceeds, even if 
operational data already exists regarding the acquisition of illicit income by certain indi-
viduals. This approach is applied when there is sufficient information about the money 
laundering activities, and the focus of the investigation is on documenting and substanti-
ating these actions, regardless of the timing of the predicate offense.

The second typical situation refers to a preliminary investigation that begins by 
proving the episodes of obtaining illicit income, even when there are operative insights 
indicating possible acts of legalization either by the beneficiaries of the illegal funds or by 
third parties. This strategy is applied when the priority of the investigation lies in iden-
tifying the unlawful source of the funds, with the subsequent investigation focusing on 
their laundering.

The third typical situation entails a simultaneous investigative process along two 
tactical directions. The first direction involves an investigation that moves from the pred-
icate offenses to the laundering activities, while the second direction seeks to identify the 
acts of legalization and correlate them with the predicate offenses. This approach allows 
for a broad and concurrent investigation, facilitating the establishment of links between 
the predicate crimes and the laundering actions.

The sixth and seventh typical situations, applied in the initial stage of the investi-
gation, represent a methodological continuation of the first two situations, but each is 
structured in two distinct sub-stages. In the sixth situation, the first sub-stage focuses 
the investigation on the laundering actions in order to prove the predicate offenses, while 
the second sub-stage shifts the focus to identifying new cases of laundering criminal 
proceeds. Methodologically, this situation combines procedural and operational actions 
specific to the first two typical situations, incorporating established investigative meth-
ods for tracking suspicious financial flows.

In the seventh situation, the direction of the investigation is reversed. In the first 
sub-stage, the investigation moves from the predicate crimes toward the laundering ac-
tivities, while in the second sub-stage, it aims to identify new acts associated with the 
predicate offenses. This methodology ensures a logical connection between the initial 
criminal activity and the mechanisms used to legalize proceeds, contributing to the iden-
tification of the entire criminal structure” [37, p.109-126].

Iurie Craciun [31, p.123] proposes the following typical initial criminal investigation 
situations: “indications of money laundering are established in the course of investigat-
ing the predicate offense; indicators of money laundering are identified simultaneously 
with signs of the predicate offense; signs of money laundering are established through 
the analysis of information obtained from operational activities conducted by specialized 
units within the limits of their competences; indicators of money laundering are identi-
fied through the verification and analysis of data provided by state authorities vested with 
registration, authorization, control, or supervisory powers”. In continuing the analysis of 
typical initial investigative situations, the aforementioned author further develops and 
elaborates each of these situations, providing a more precise methodological framework 
for conducting investigations.

We fully support these typical investigative situations, as the analysis of criminal 
cases in which the prosecution was initiated for money laundering confirms the same 
typology of investigative scenarios. However, considering the human factor and the evo-
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lution of the regulatory and institutional framework in the Republic of Moldova, we con-
sider it necessary to adapt these models to national realities and to the practical needs of 
law enforcement professionals.

In recent years, the Republic of Moldova has undergone a broad reform process and 
alignment with international standards in the field of anti-money laundering (AML). The 
Financial Intelligence Unit (FIU) of Moldova has recently become a member of the FATF, a 
development that imposes higher standards of supervision and international cooperation. 
Furthermore, the country has ratified European Union directives and adopted multiple 
legislative acts aimed at strengthening AML measures, thereby providing a clearer and 
more effective framework for law enforcement in this field.

Another essential element is Moldova’s specific context, which has been marked by 
serious issues involving banking fraud and money laundering operations. Cases such as the 
massive embezzlements from the national banking system and the use of Moldova as a con-
duit for suspicious international transactions have revealed vulnerabilities in the financial 
infrastructure and emphasized the need for more robust investigative mechanisms.

In this regard, we consider it appropriate to develop typical investigative situations 
with broader applicability in practice, especially for young professionals and those con-
fronting the complexity of the money laundering phenomenon. Such an approach would 
enable a clearer understanding of the mechanisms through which these crimes are com-
mitted, with an emphasis on specific methods of fund concealment, the networks in-
volved, and the ways in which they can be identified and documented. It is essential that 
these typical situations are not only theoretically grounded but also adapted to opera-
tional realities so that investigators can employ effective methods for evidence collection, 
financial flow analysis, and inter-institutional cooperation.

Moreover, such a reformulation would contribute to better training of criminal in-
vestigators in the field of financial and economic crime, enabling them to gain a deeper 
understanding of the links between money laundering and predicate offenses, to antic-
ipate criminal strategies, and to respond effectively to new methods of concealing illicit 
funds.

In this context, we propose the following typical criminal investigation situations 
specific to the Republic of Moldova, developed on the basis of judicial practice [6-28]:

Use of cyber fraud mechanisms and digital technologies in the processes of gen-
erating, transferring, and concealing illicit funds. This typical situation reflects the use 
of information systems and digital technologies to generate illicit revenues, followed by 
the concealment of their origin through a chain of transactions intended to give them 
a semblance of legality. The evolution of digital platforms, cryptocurrencies, and online 
payment systems has facilitated the development of sophisticated fraud mechanisms, 
allowing offenders to bypass regulatory surveillance and transfer illicit funds through 
channels that are difficult to monitor.

Use of falsified accounting and tax documents to conceal illicit income. This typ-
ical situation involves the use of document falsification and manipulation techniques to 
disguise the unlawful origin of funds. The fraudulent alteration of financial records ena-
bles offenders to lend an appearance of legality to illegally obtained sums, thereby avoid-
ing detection by competent authorities. This method entails various forms of accounting 
and tax fraud, contributing to the concealment of suspicious financial flows and the eva-
sion of legal responsibility.
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Money laundering through international networks and offshore companies. The 
transfer of illicit funds across multiple jurisdictions constitutes a complex method of con-
cealing their origin, aimed at fragmenting the financial trail and preventing the identi-
fication of ultimate beneficiaries. Exploiting regulatory and supervisory gaps in certain 
jurisdictions facilitates such operations by shielding them from monitoring by competent 
authorities.

Use of cash in the money laundering process to avoid electronic traceability. Laun-
dering illicit funds through cash conversion represents a method intended to eliminate 
the electronic traceability of financial transactions and to hinder the rapid identification 
of their origin. This strategy is favored due to the difficulty of monitoring cash flows and 
the ease of subsequently integrating such funds into the formal economy. By fragmenting 
withdrawals and moving funds outside the banking system, the ability of authorities to 
track their path is significantly reduced, thereby ensuring the concealment of the illicit 
origin of revenues.

Conclusions. The analysis of money laundering offenses highlights the need to es-
tablish recurring typologies to guide the actions of law enforcement authorities. These 
investigative patterns enable the prompt identification of key elements such as the struc-
ture of criminal networks, methods of fund concealment, and techniques used to evade 
detection. A standardized approach based on the classification of typical criminal inves-
tigation situations ensures the efficiency of investigations by allowing for the application 
of methods tailored to each identified scenario. Without such a framework, investigating 
each case individually would delay evidentiary proceedings and limit the authorities’ ca-
pacity to uncover complex money laundering schemes.

The complexity of money laundering offenses requires the use of investigative 
methods that combine traditional criminal investigation techniques with advanced finan-
cial and digital analysis tools. The structured nature of typical criminal investigation sit-
uations allows for the integration of methods such as financial flow analysis, electronic 
monitoring, and document forensics to identify illicit transfers and the entities involved 
in the concealment of funds. Moreover, the use of advanced technologies such as artifi-
cial intelligence and algorithmic analysis of suspicious transactions may aid in detecting 
highly sophisticated criminal schemes.

Typical criminal investigation situations in money laundering cases are character-
ized by a high degree of variability, stemming from the diverse methods employed by 
offenders to hide the origin of funds. The rapid evolution of criminal mechanisms neces-
sitates the continuous updating of investigative strategies, so that authorities can effec-
tively respond to new challenges. Flexibility in adapting investigative methods to current 
economic and technological realities is essential for prosecutorial effectiveness, allowing 
for swift responses to changes in the financial and legal domains. In this regard, the devel-
opment of a dynamic analytical framework based on the continuous updating of criminal 
typologies contributes to optimizing the process of identifying and investigating money 
laundering offenses.
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Summary
In the current conditions, international and internal armed conflicts are becoming more widespread. 

Crimes committed during armed conflicts horrify by their scale and cruelty. They are unlikely to leave anyone 
unconcerned. Not only war crimes cause huge suffering to the mostly civilian victims, but they also have a dev-
astating impact on the entire society, undermining the fundamental values   of human rights and international 
order. The new extreme circumstances have forced law enforcement authorities to actively seek new organiza-
tional and legal forms of activity, since due to a number of objective and subjective factors, the usual organi-
zation of the work of law enforcement agencies, the system and order of investigating war crimes are outdated 
and unacceptable at the present time.

Besides, the scientific and legal literature currently lacks a fundamental theoretical concept with respect 
to the organization of the work of law enforcement agencies in war conditions and in what concerns the peculi-
arities of investigating war crimes. However, we also note a sharp lack of scientific research in this area, which 
prompted the development of this article, dedicated to criminal prosecution situations and main directions of 
the initial stage of investigation of the war crimes. 

Keywords: war crime, criminal prosecution situation, criminal prosecution body, special investigative 
activity, evidentiary items, circumstances of the criminal case, tactics, methodology.

Introduction. During the investigation of crimes, various circumstances appear hav-
ing diverse and complicated nature, substituting, complementing each other, thus their 
analysis and assessment allow for making optimal tactical, procedural and organizational 
decisions, selecting the appropriate means, procedures and methods for investigating 
and establishing the truth in the case. M. Gheorghita claims “The state of affairs that is 
created at a certain moment of the investigation of a specific case is called in forensics a 
criminal prosecution situation” [3, p.310].

The diversity of opinions of criminologists on the concept of ‘criminal prosecution 
situation’ can be divided into two groups. A group of researchers considers the criminal 
prosecution situation as an informational model for the investigation of a specific crimi-
nal case; another group characterizes it as an ‘entirety of information significant for the 
criminal prosecution’, as ‘an entirety of circumstances in which the criminal prosecution 
is carried out’ or as ‘forensic information obtained in the process of investigating criminal 
cases’ [8, pp.91-92; 11, p.52].

In the opinion of M. Gheorghita, by “the criminal prosecution situation must be un-
derstood the state of affairs i.e. the real circumstances in which the criminal prosecution 
body acts at a certain moment of the investigation, the circumstances that determine a 
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certain order and mode of action with a view to successfully accomplish the tasks set” [3, 
p.312].

The author S.N. Churilov consistently and in a well-argued manner develops the idea 
that the criminal prosecution situation represents “the totality of conditions and circum-
stances in which the criminal-procedural evidence is carried out”. S.N. Ciurilov believes 
that a criminal prosecution situation is a specific reality, but not an informational model 
of it, which is true in our opinion. This reality comprises the sources of information, its 
specific carriers, with all their quantitative and qualitative characteristics [13, pp.143-144].

The most exhaustive set of components of the criminal prosecution situation is of-
fered by R.S. Belkin, who supports the following principle: to consider only those factors 
that significantly influence the content of the criminal prosecution situation at the time 
of conducting the investigation. His proposal for highlighting in the content of the crim-
inal prosecution situation the components of a psychological, informational, procedur-
al-tactical, material and technical-organizational nature is a very productive one.

Full type assignment of criminal prosecution situations based on all their compo-
nents is impossible, in the opinion of R.S. Belkin. However, a criminal prosecution situa-
tion, in his opinion “is always individual and, therefore, the type assignment of criminal 
prosecution situations in all their entirety of content is impossible. Criminal prosecution 
situations can be type assigned only based on one of their components...”. He mentions 
the existence of information about the event and its participants as the object of type 
assignment [8, pp.95-96].

As it is argued by M. Gheorghita, the formation of the criminal prosecution situa-
tion is influenced by two categories of factors: objective and subjective. Objective factors 
reflect the condition in which the investigation process is carried out and which does 
not depend on the actions of a specific person (stages of the investigation, sources of 
information, the ability of evidence to retain information, applied technical and scientif-
ic means, collaboration with operational and investigative bodies, etc.). Subjective fac-
tors derive from the actions of the criminal prosecution officer and the behavior of the 
persons involved in the investigated case (qualities of the criminal prosecution officer, 
behavior and position of the person held accountable, optimal distribution of forces and 
their use in order to organize the prosecution of the perpetrators, etc.) [3, pp.313-314].

Forensic science has accepted that the determination of the main directions of 
criminal prosecution is based on the classification of the initial data, which characterizes 
the information component of the criminal prosecution situation. Based on the available 
information and guided by typical versions, the criminal prosecution body sets the direc-
tion of the investigation in general terms even before the start of criminal prosecution 
actions, and on its basis, plans and outlines its further activity [8, p.192].

This direction can be called the main (major), since it refers to the vector of the en-
tire investigation, while during the criminal prosecution, in the event of the need to pri-
oritize a certain fact and focus criminal prosecution actions on it (for example, to discover 
the weapon of the crime, etc.), specific directions of investigation may arise.

In the legal literature, attempts have been made to determine the typical directions 
of criminal prosecution at the initial stage in the event of its conduct in ordinary circum-
stances. In particular, certain recommendations are known making reference to directing 
the criminal prosecution into three segments, depending on the initial materials admin-
istered in criminal cases.
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A.N. Vasiliev proposed expanding this type assignment of groups of criminal prose-
cution situations at the initial stage of criminal prosecution, in order to bring them clos-
er to the diversity of situations that arise in practical activity. He identifies six typical 
criminal prosecution situations and the main directions of investigation corresponding to 
them [9, pp.41-43].

Methods and materials applied. The methodological foundations of the research 
are represented by the dialectical method of knowledge, as well as logical, comparative 
and legal, systemic and structural, and other specific methods of scientific research. 
Moreover, emphasis was placed on some fundamental provisions of the forensic science, 
criminal law and criminal procedure law.

In the framework of the scientific research of this topic and the exposition of the 
content of the article, the works of many authors in the field of forensic science were 
widely used, criminal procedure legislation was analyzed along with the regulations in the 
field of special investigative activity.

Discussions and results obtained. The principles and provisions of the methodol-
ogy for investigating crimes described above are also acceptable for crimes committed 
in conditions of combat and war. However, they are applied here at later stages, when 
the criminal prosecution group (consisting of criminal prosecution officers, investigation 
officers and prosecutors) focuses entirely on the analysis of the factual circumstances of 
the committed crime.

At the initial stage, other principles and provisions come to the fore, reflecting the 
specificity of the situation that is taking shape in the conditions of combat as a whole. It is 
characterized by a number of features that determine a qualitatively different approach to 
setting up its particular manifestations and the corresponding directions of investigation. 
Among these features are, in particular, the short duration of the initial stage of criminal 
prosecution, the complex conditions of the combat situation, the legal regime of the state 
of emergency, insufficient technical, material and logistical provision, and others.

In the legal literature, attempts have been made to identify criminal prosecution 
situations arising in exceptional conditions, in combat conditions, and to setting up the 
corresponding directions of investigation of war crimes. In characterizing these criminal 
prosecution situations, the author V.E. Sidorov used two different signs (criteria). The 
first characterizes the general criminogenic situation in exceptional and combat condi-
tions, considering which can represent a fundamental premise for determining typical 
directions of the investigation in this context.

The second sign refers to individual episodes of specific crimes and, in this sense, 
does not reflect the specificity of the investigation of crimes in exceptional and war con-
ditions. It is part of a series of features determining criminal prosecution situations and 
the main directions of investigation in ordinary conditions.

This theoretical construction reflects the situations existing in reality. It uses both 
features (signs): initially, it divides all situations based on one of them – whether excep-
tional circumstances are maintained or not, and then, in each of these resulting situations, 
and based on the second sign, it identifies, in turn, a number of additional situations, on 
the basis of which it sets up the actions of the criminal prosecution bodies, aimed at find-
ing out the specific circumstances of the case and administering the necessary evidence. 

The author V.E. Sidorov, in general, does not aim to determine the main directions 
of investigation in exceptional and wartime conditions. He limits himself only to identify-
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ing typical variants of action of investigative units, criminal prosecution bodies, aimed at 
revealing the perpetrators in the initial period of the investigation [12, pp.155-157].

However, the general approach he uses in solving the problem, which consists of 
determining the situations of criminal prosecution and the directions of action derived 
from them, based on the successive use of the targeted characteristic features, is a pro-
ductive one.

The use of such an approach allowed us identifying the following main directions 
of investigating crimes in combat and war conditions: carrying out urgent criminal pros-
ecution actions to discover, collect, preserve and research traces of the crime; actions 
of investigators in military operations; organization and conduct of search activities; or-
ganization of activity regarding the commission of specific criminal acts. However, these 
directions of investigation sufficiently reflect the specific nature of the activity of criminal 
prosecution bodies in the conditions of combat and war.

Given the above, it can be concluded that, as a basis for characterizing criminal 
prosecution situations and determining the main directions arising from them at the in-
itial stage of investigating crimes in combat conditions, such a sign as the continued ex-
istence of exceptional circumstances (combat actions) should be placed as a result of 
exceptional conditions that have been formed (combat situation).

This largely determines the characterization of the criminal prosecution situation, 
as well as the main directions of the efforts of the operational and investigative subdivi-
sions, and criminal prosecution bodies. The consistent use of this sign will allow us con-
sidering to a certain extent the specific nature of activities in combat and war conditions 
[10, p.124]. In parallel with the above, in practice we encounter other additional features 
that influence the situation and determine the specific directions of the investigation. 
Based on these features, a diversified system of situations is formed, which conditions the 
different directions of the initial stage of the investigation of crimes in combat and war 
conditions.

For this reason, in addition to the usual methodology for investigating certain types 
of crimes, a non-traditional and a rather general methodology has been formed, based 
precisely on the specificity of the armed conflict situation and combat conditions.

This is part of the category of relatively new methodologies, which cover several 
types of military crimes committed in special conditions of place and time, or against 
certain categories of persons, etc. An example of such methodologies is the methodology 
for investigating crimes related to the conduct of combat actions, which led to significant 
material and human losses, those regarding the justification of the use of heavy weapons 
and certain methods and means of combat, etc.

The volume of circumstances that must be proven in these criminal cases is difficult 
to imagine. Determining the number of victims during the fighting is also a considerable 
difficulty. The investigation of such large-scale criminal cases in itself, and in conditions 
of combat and war, presents a high degree of difficulty. Such large-scale criminal cases 
can be investigated only by applying the group investigation method, with the forces of 
joint criminal prosecution and operative-investigative teams [10, pp.125-126]. However, 
the combination of the means, forces and specialized intelligence of the two bodies is 
able to significantly increase the efficiency of their activity and, consequently, the ability 
to combat the criminal phenomenon [1, p.292].

The problem that is solved by applying interaction within the criminal trial is the 
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elimination of organizational gaps for the efficiency of investigations. At the same time, 
due to the flexible nature of this process, interaction can be occasionally adjusted to the 
specific situations that the criminal prosecution body is faced with [6, p.124].

One of the positive premises of interaction arises from the principle of free mu-
tual subordination of criminal prosecution bodies and special investigative bodies, each 
of them exercising different attributions, using different legal methods and procedures, 
tactical and organizational combinations, which only in combination lead to the discovery 
of the crime. Strict adherence to the principles of interaction is an unavoidable solution 
for the elimination of conflict situations that have a negative impact on the achievement 
of the tasks of the criminal trial, in the context of the existence of multiple gaps [6, p.193]. 

Criminal prosecution, having as its task the discovery of the circumstances in which 
the criminal act was committed, represents a specific form of the process of knowledge 
of the objective reality related to the commission of a crime. Representatives of criminal 
prosecution bodies, through the activities carried out in order to administer evidence, 
in fact, cross the known path of the dialectics of the cognitive process: from the direct 
perception of facts and elements of fact, of the objects and persons involved, of their 
characteristic features and signs, to their legal analysis and practical verification of the 
discovered facts [1, p.511].

Successful investigation of such criminal cases is only possible under the condi-
tions in which representatives of the criminal prosecution bodies, having the ability to 
understand the tactical-operational situation, will fully perceive the general goals of the 
operation and the specifics of its conduct. Before starting the criminal prosecution, it is 
necessary familiarizing oneself with the operational situation and the operational doc-
umentation of the combat under the management of the higher command, a picture of 
the operational situation at the time of the start of the military operation, its content and 
goals, the means available to the command and the measures undertaken by it to achieve 
the intended tasks, the causes of the failure of the combat operation and its consequenc-
es. For this reason, the investigation plan must comprise the verification of all the basic 
elements that, according to the rules of war, materialize the content of the actions of the 
military command during an armed conflict.

In addition, representatives of the criminal prosecution bodies must also consider 
the impact that the criminal prosecution actions will have on the results of the criminal 
trial. Moreover, the order of carrying out criminal prosecution actions that cannot be 
postponed at the initial stage of the investigation depends on the circumstances of the 
case.

However, in any case, at the beginning, it is most expedient to carry out the follow-
ing activities:

1) Getting familiarized with the combat documentation and attach it to the materials 
of the criminal case;

2) Conducting an investigation of the crime scene;
3) Determining the circle of witnesses and carrying out their interrogation [10, p.126].
However, when getting familiarized with the combat documents, certain difficulties 

may arise. One should not rely too much on their accuracy, since quite often there is a 
tendency to ‘embellish’ reality during the drafting of combat reports. Moreover, often 
the information necessary for the investigation of war crimes cannot be found in combat 
documents.
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When the situation allows, representatives of criminal prosecution bodies conduct 
an on-site (battlefield) investigation, with the mandatory involvement of appropriate mil-
itary specialists. In this process, the peculiarities of investigating the crime scene under 
the impact of enemy fire must be considered (choosing the moment for examination, dis-
cretion, waiving field measurements, etc.), peculiarities that are described in detail in the 
specialized literature [5, pp.62-150].

It is also important to pay attention to the selection of relevant witnesses from a 
large number of eyewitnesses, since their statements represent the most frequent form 
of evidence, in this category of criminal cases as well. However, often the only informa-
tion that the judicial body can accumulate comes from various people who by chance saw, 
heard or know something about the commission of the crime or about the criminals [4, 
p.501].

Representatives of the criminal prosecution bodies must organize the interrogation 
during the battle in a way that does not distract the commander from the management 
of the combat operation and, at the same time, obtain the statements necessary for the 
criminal case.

The author S.V. Malicov recommends interrogating witnesses and suspects with a 
map in front of them or asking those interrogated to draw up corresponding schemes 
during the interrogation. A map with the marked situation must be attached to the file, 
and each interrogation report, which describes the actions of the units on the ground, 
must be illustrated with appropriate schemes.

After analyzing the initial data collected, the representative of the criminal prosecu-
tion body clarifies the previous versions and plans next activities within the criminal case. 
During the subsequent investigation, the need for an operational military-tactical expert 
examination usually arises in order to assess the correctness of the decisions made by 
the commander. In this context, the direct superiors of the suspect (accused), as well as 
direct superiors from higher commands and other persons who participated in the devel-
opment of the military operation, cannot be invited as experts.

In order the experts to be able to provide an objective assessment of the combat 
situation, to carry out calculations regarding military equipment, armament, manpower, 
methods and means of combat applied, it is important making available to them the neces-
sary combat documents, maps and other types of information together with the materials 
of the criminal case. However, representatives of the criminal prosecution bodies must 
approach the conclusions of the expert report with a critical attitude, compare them to 
the specific conditions in which the event occurred, with other evidence collected in the 
case file and conscientiously verify the calculations of the expert report in relation to the 
existing operational situation [10, pp.128-129].

Further, the main direction of investigations in conditions of combat and war con-
cerns the performance of criminal prosecution actions that do not suffer postponement 
for the discovery, seizure, preservation and investigation of traces of crimes: on-site in-
vestigation, interrogation of victims and witnesses, ordering and conducting judicial ex-
pert examinations, searches, seizures, etc. These actions are essential for identifying the 
facts and the persons involved in the commission of the crime, even in conditions of 
combat and war.

Within this direction of investigation, various situations of criminal prosecution can 
be identified, having specific signs and requiring corresponding directions of concentra-
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tion of efforts of the criminal prosecution bodies. Thus, depending on the starting point, 
two situations are distinguished: in one of them, criminal prosecution actions that do not 
suffer postponement begin from the scene of the crime, and in the other – from the per-
son suspected of committing the crime.

The work of representatives of criminal prosecution bodies is often complicated 
by the fact that, in case of delay, the operational situation changes fast, redeployment of 
units and subdivisions occurs, witnesses are often killed or injured, and the conditions of 
the crime scene change due to shelling or the place is occupied by the enemy, etc. There-
fore, one should not act with delay in the investigation of criminal cases in conditions 
of combat and war, but at the same time, everything must be done to high standards, in 
order to fully investigate the circumstances of the case. It is also important to consider 
the influence of the general political and social context in the area of   armed conflict on 
the representatives of the criminal prosecution bodies, as well as the way in which the 
events, especially the ongoing investigations, are perceived by the local population. These 
factors can affect both the conduct of the criminal prosecution and the relations between 
the investigative authorities and the local community [10, pp.129-130].   Besides, the pos-
sible resistance to the criminal prosecution bodies should be considered, as the criminal 
prosecution activity is always opposed by certain individuals or groups of individuals. 
In the opinion of M. Gheorghita “it is well known that no person who has committed a 
harmful act wants to be held criminally liable for the actions committed. The perpetrators 
strive to evade responsibility or bear less responsibility, and therefore, even if they are 
not detained at the time of committing the crime or immediately after it, practically the 
majority of them either hide some circumstances of the crime or minimize their role in 
the preparation and commission of the illicit act” [2, pp.80-81].

After the completion of the criminal prosecution actions that do not suffer post-
ponement, the team consisting of criminal prosecution and investigation officers pro-
ceeds to the next stage of the investigation, where a review of the previously collected 
materials is carried out. The need for this review is determined by the unavoidable diffi-
culties, specific to the conditions of war and armed conflict, by certain difficulties in or-
ganizing the obtaining of results in an operative manner, in analyzing and accounting for 
the work carried out by the joint working teams, consisting of representatives of criminal 
prosecution bodies and investigation officers.

In conditions of combat and war, a specific direction of investigation also appears, 
namely the participation of representatives of criminal prosecution bodies in military op-
erations, with the aim of documenting the circumstances of combat actions; discover-
ing, recording, collecting, preserving and researching traces of crimes committed within 
them. This type of activity is essential for ensuring complete and correct documentation 
of the facts in order to conduct an efficient criminal prosecution.

The selection and content of the actions of criminal prosecution bodies also depend 
on the specifics of particular criminal prosecution situations, which are determined by the 
type of military operation (to suppress armed resistance, to destroy illegal armed groups, 
etc.), the object of interest of the criminal prosecution bodies, the legal and organizational 
forms of documenting the circumstances of the case, and others. All these factors influ-
ence the way in which investigations are conducted, thus ensuring an efficient adaptation 
to the context of the military operation and the specificity of the investigated case [10, 
p.131]. However, the discovery and sanctioning of criminal acts presuppose, first of all, 
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a complete criminal prosecution, the sole purpose of which is to find the truth. The full 
clarification of the facts and circumstances can lead either to the confirmation of the ac-
cusation or to its removal, the truth being one [7, p.363].

Another specific area of   investigations in conditions of combat and war is the or-
ganization and conduct of search activities, with the aim of finding perpetrators avoiding 
criminal prosecution or hiding certain stolen goods, etc. Such activities are often carried 
out to search for missing persons, to identify graves or mass graves with the bodies of 
captured civilians or soldiers. All these operations are essential for the management of 
evidence and for clarifying the circumstances in which various events took place during 
the armed conflict. Within the framework of search activities, there can also be identified 
some more specific situations and directions of investigation. They vary depending on the 
place of search, the objects searched, the forces and means involved, etc. Each of these 
factors influences the way in which search operations are organized and carried out.

A substantial impact on the investigation of war crimes is exerted by forensic re-
cords, which present a scientifically substantiated system of recording, classifying, sys-
tematizing, preserving and using data pertaining to persons and objects that have forensic 
importance and can be used for the purpose of clarifying the circumstances of criminal 
cases. Their purpose is to provide law enforcement agencies with the official information 
necessary to identify persons and objects, as well as to contribute appropriately to the 
verification of facts and circumstances that constitute the truth [3, p.130].

Organization refers, on the one hand, to the creation of working conditions, the 
preparation and distribution of the forces and means available to the respective bodies, 
and, on the other hand, to the ordering, based on the work plan, of the activities and 
measures necessary to achieve the proposed goal, which is the full clarification of the 
facts and circumstances that may contribute to finding out of the truth in a criminal trial.

Planning, in turn, represents the most important aspect of the organization of the 
investigation of criminal acts, ensuring its conduct in accordance with legal requirements, 
in a thorough, objective and complete manner. However, the investigation of criminal 
acts is inconceivable except on the basis of a work plan, a well-thought-out program and 
based on a deep analysis of the data provided by the act at a certain stage of criminal 
prosecution [1, pp.280-281].

Planning, as a complex mental activity, represents the basic condition and method 
of rational organization of the investigation of the criminal case. Unplanned and improp-
erly organized investigation turns into a disorderly and chaotic activity with an unpre-
dictable outcome [4, p.53].

In all situations, the investigation is aimed at carrying out enormous criminal pros-
ecution actions. However, one should not neglect the opportunities for rapid discovery 
of certain criminal acts. Therefore, an essential direction of the investigation should be 
the organization of the activity of discovery of certain crimes. This includes the conduct 
of criminal prosecution actions that do not suffer postponement (on-site investigation, 
interrogations, body examinations, searches and detentions, ordering and conducting ju-
dicial expert examinations, lineups) and the transition, without interruption, to the next 
stage of the investigation, until the full identification of the perpetrators, the completion 
of the criminal prosecution and the referral of criminal cases to the courts, competent for 
their examination.

The traditional methodology of investigating certain types of crimes, adapted for 
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ordinary conditions, is used in these cases to a significant extent. Within the analyzed 
direction of investigation, situations prevail in which there is information about the event 
of the crime and about the guilty person. These situations allow the application of stand-
ardized investigative procedures, which include the collection of evidence, the interroga-
tion of witnesses and suspects, as well as carrying out other investigative actions aimed 
at finding out the circumstances of the case.

At later stages, this direction of investigation becomes predominant. At the initial 
stage, however, it is combined with other main directions of investigation: top-priority 
investigative actions – the activities within military operations or search activities [10, 
p.132]. This combination allows for adapting to the specific circumstances of the case, 
thus ensuring a comprehensive and effective approach at each stage of the investigative 
process.

Conclusions. The system of investigative directions for crimes committed in com-
bat and war conditions is formed from both main directions and specific directions that 
relate to the main ones. The main investigative directions vary depending on whether the 
circumstances that led to the exceptional conditions have been eliminated or not. These 
differences determine the approach and strategy adopted in each case, considering the 
specificity of the operational context and the evolution of the situation on the ground. 
Within the main directions mentioned, depending on the specific situations that arise un-
der the influence of certain factors, specific directions of investigation of war crimes are 
identified. These specific directions are adapted to the particularities of each individual 
situation, thus allowing representatives of criminal prosecution bodies to respond effec-
tively to the challenges encountered in the process of investigating crimes committed in 
conditions of combat or war.

In practice, the above-mentioned directions of investigation are quite rarely en-
countered in a “pure” form. Usually, the criminal prosecution situation is made up of a 
complex of components that impose (require) simultaneous actions in several directions. 
In order to cover several directions of investigation, specialized criminal prosecution 
teams are often formed, such as filtering teams, documentation teams, teams for con-
ducting on-site investigations, search teams, etc. These groups allow for a coordinated 
and efficient approach, thus ensuring that all aspects related to the investigation of war 
crimes will be dealt with appropriately.

The organization and tactics of the initial criminal prosecution actions carried out 
by representatives of criminal prosecution bodies in combat and war conditions, within 
each of the mentioned directions, are characterized by a series of essential features, the 
knowledge of which will allow for a significant increase in the efficiency of the work of 
investigating this category of criminal acts. However, all these features include fast adap-
tation to changes in the combat environment, appropriate management of the resources 
available for investigating crimes in war conditions, considering the risks and prioritizing 
actions depending on the specific circumstances of the criminal cases, thus ensuring an 
efficient and complete investigation, even in difficult conditions of war crimes.
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Summary
The present article analyzes the procedures of clarification of an essential element of the crime of money 

laundering – the legal object, with an emphasis on the special legal object of this crime. Considering the com-
plexity and dynamics of money laundering, the grounds of its criminalization and the definition of its legal 
subject have undergone significant development. A correct definition of the specific legal subject of money laun-
dering contributes to the effective protection of social values, thus ensuring a legal circulation of assets and a 
sustainable economy as a whole.

The study outlines the legal perspectives on the specific legal subject of money laundering, including 
aspects of international regulation of the specific legal subject of money laundering, which allow us to get a 
comprehensive picture of the subject.

Keywords: specific legal object of the money laundering offense, social values, legal circuit of goods.

Introduction. One of the primary tasks of any researcher in the legal-criminal char-
acterization of a crime is to determine its legal object. The author Al. Boroi argues that 
“in order to defend social values, the state, through the legislative body, has regulated by 
organic law numerous social relations that relate to the behavior of people towards these 
values. If a human manifestation, in the form of an action or inaction, harms a social re-
lationship concerning a social value protected by the criminal law, the act committed is 
criminal, and if it meets the other conditions provided by the law, it is considered a crime 
having as its object the social relationship in question” [1].

The object of the crime is formed by the social values and the social relations creat-
ed around these values, which are damaged or violated by the criminal act [2].

According to authors Alexandru Borodac and Marian Gherman, the object of the 
crime is an obligatory element inherent to every crime, because there can be no crimes 
without an object of the crime.

A summary of the relevance of determining the object of the crime was also de-
scribed by V.I. Tații, who argues that it is essential to understand the concept of social 
values protected by criminal law and the object of attention in the case of a crime and the 
difference between them [3].

In Romanian doctrine, the object of the offense is defined in terms of the social val-
ue and the social relations formed around and because of this value, distinguishing two 
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categories of object. In concrete terms: a legal object, i.e. the values and social relations 
effectively threatened or harmed, and a material object of the offense, which means the 
material object (an object or a thing, an animal, a person’s body), through which the social 
relations formed around them are threatened or harmed [4].

The topicality of the research lies in the fact that the clarification of the social rela-
tions that form the legal object of the offense allows to understand the content of the of-
fense, to determine the degree of the offense and to determine the degree of the damage 
and makes it possible to frame it in a correct methodical legal method.

The methodology underlying the study is a combination of methods specific to the 
legal sciences: method of logical analysis, focused on the idea of logical reasoning, the 
application of which allowed the legal argumentation of the opinions, theses and findings 
made, including legal interpretations related to the legal object of the crime; comparative 
method, a method that allowed the synthesis and examination of the regulations in the 
field, based on the similarities, differences identified; theoretical method, used to develop 
or examine legal theories related to the special legal object of the crime of money laun-
dering and explore new directions of thinking in the field, etc.

The criminal doctrine divides the object of the crime into 2 distinctive categories: 
the legal object of the crime – as an expression of the insensible aspects of the values and 
social relations protected by the law; and the material object of the crime – as a material-
ized expression of the protected social values [5].

The legal object of an offense is represented by the social values and relations 
threatened or attacked, against which the specific harmful act is directed. Segmentation 
of the legal object is understood as: the general legal object, the generic (group) legal ob-
ject and the special legal object.

The general legal object of the offense is the totality of social relations related to the 
rule of law, i.e. relating to all the social values protected by criminal law. The social values 
thus protected by the criminal law against offenses are expressly listed in Article 2 of the 
Criminal Code, and are: “the person, his rights and freedoms, property, the environment, 
the constitutional order, the sovereignty, independence and territorial integrity of the 
Republic of Moldova, the peace and security of mankind, and the entire order of law”.

The generic (group) legal object, as an integral part of the general legal object, is 
made up of a group of homogeneous social relations [6], dependent on each other, which 
are attacked by a homogeneous group of offenses [5, p.140]. Determination of the generic 
legal object of the offense is made according to the name of the chapter of the special 
part of the Criminal Code, and it is the marginal name of the chapter that determines the 
criteria for grouping offenses within it. The list of generic objects is not exhaustive. It is 
established and modified by the legislator in accordance with the importance of a group 
of social relations recognized at that time and due to the emergence of new social cate-
gories that need to be protected by criminal law.

Consequently, we can deduce that the general legal object of the money laundering 
offense (Article 243 of the Criminal Code) is determined by the totality of values and social 
relations established around it, protected by the criminal law against offenses.

Discussions an results obtained. The rationale of criminalization and the deter-
mination of the legal object protected in the case of the money laundering offense have 
sparked wide-ranging doctrinal discussions in several countries of the world. The diffi-
culty in determining the protected social value is generated by the fact that the offense 
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was originally regulated with a view to combating drug trafficking, this being the only 
predicate offense at that time, which later, the scope of application was extended, so 
that currently, any profit-generating crime may constitute a predicate offense for money 
laundering.

The problem in determining the legal subject matter is also highlighted by the fact 
that states have integrated the criminalization norm into their legal system as cover-
ing different social values. For example, the Swiss Criminal Code [7, Art. 305bis and Art. 
305ter] criminalizes money laundering as an offence against the administration of justice, 
while the Spanish Criminal Code [8, Art. 301] criminalizes it as an offence against property 
and the socio-economic order. Money laundering is criminalized in the Italian Criminal 
Code and in the French Criminal Code in the same way as an offence against property. In 
the German Criminal Code, money laundering is criminalized in the same section as the 
offences of aiding and abetting and concealment, which would suggest that it is a crime 
against the administration of justice, but this is only one of the widely divergent doctrinal 
opinions on the subject [9].

Moreover, it has been argued that the doctrinal controversy is subjective, because it 
attempts to legitimize criminalization by attributing protected social values ex post fac-
to [10, p.105], whereas the construction of the incriminating norm should start from the 
social value it is meant to protect and not the other way around, from the incriminating 
norm to the protected social value.

On the whole, it has been identified that the protected legal object constitutes the 
social relations through which the state protects the legal circuit (financial, banking, eco-
nomic, commercial and civil) in order to prevent and combat the illegal circuit of the as-
sets derived from the commission of crimes [11, p.285], either patrimonial relations for the 
normal course of which it is necessary not to conceal the illegal origin of the proceeds of 
crime in order to prevent the authorities from identifying the illicit source and to ensure 
that criminals control the illegally obtained profits [12] or to protect the financial sector 
and other vulnerable activities from the harmful effects of the proceeds of crime [13, p.43].

As can be noted, all these ideologies have in common the idea that the criminaliza-
tion of the crime is intended to protect the economic-financial system against the inte-
gration of “dirty money” into the legal circuit, an idea that is also found in the preamble 
of the European directives adopted in this area. At the same time, the provisions of Art.6 
para. (2) lit. (c) of the European Convention on Laundering, Search, Seizure and Confisca-
tion of the Proceeds from Crime [14], according to which “knowledge of the illicit origin 
of the property may also be inferred from the specific circumstances of the commission 
of the act”.

As well, it is argued that in addition to the social value described above, the crime 
also protects a secondary social value, namely the realization of justice, since the acts of 
disguising the proceeds of crime prevent the truth from being uncovered and thus un-
dermine social relations regarding the realization of justice. In a different vein, some legal 
scholars hold the view that the secondary legal object of the crime of money laundering is 
the protection of social values relating to a person’s assets [15, p.181]. However, this inter-
pretation is not shared by the national legislator, since the criminal actions of committing 
the crime of money laundering are not directed against the person or his property, there 
is no victim by committing the crime of money laundering.

In the context of the above, the doctrine emphasizes that the criminalization of 
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money laundering is intended to protect the economic-financial system. Although the 
opinions of experts differ, the common ideological idea is that the criminalizing norm 
protects the social relations within the economic-financial circuit.

In Spanish doctrine on this issue, it has been noted that money laundering under-
mines the transparency of the financial system, discredits financial institutions and other 
bodies operating in the economic circuit, essentially affecting the security of commercial 
relations, aspects which together distort competition between market players, which is 
why it was necessary to criminalize it [16, p.129]. In Germany, the protection of the eco-
nomic-financial system is only one of the opinions expressed on the legal object. It is con-
sidered that the criminalization rule, by protecting the economic-financial system against 
infiltration of “dirty” money, in fact defends the confidence of citizens in this system, in 
which the need for protection of the single market is emphasized [17].

The reasoning is invulnerable to criticism, arguing that the concept is vague and 
does not explain the connection between the existence of illicit goods in the economy 
and the damage to public trust, and that public trust would no longer be affected if the 
proceeds of the crime are no longer “contaminated” by a transaction with a bona fide 
person [18, p.92]. At the same time, it has been argued in foreign doctrine, specifically in 
German and Italian, that the offense of money laundering, by distorting economic rela-
tions, diminishes the individual’s ability to develop economically. The argument is since in 
Italy the offense is included among those against property. Thus, the notion of patrimony 
is reinterpreted as a dynamic concept involving tangible and intangible assets, as well as 
economic relations aimed at human development [18, p.93]. Consequently, the money 
laundering offense would impair the individual’s capacity to develop economically. In the 
same vein, it has been argued that fair competition would be impaired, as the individu-
al acting in accordance with the law will be disadvantaged compared to market players 
profiting from the offenses [19].

In retrospect, we note that some CIS states, for example Belarus, Georgia, Kazakh-
stan, Kyrgyzstan, have criminalized money laundering, the generic, similar legal object of 
which is the social relations concerning the normal conduct of economic activity.

The Romanian legislator shares the opinion that the legal object of the money laun-
dering offense is a complex one, the social values protected by the criminalization norm 
being, on the one hand, the protection of social relations regarding the financial system 
through the natural and lawful conduct of the flows of goods and values through financial 
institutions, while protecting it from the harmful effects of the gains derived from crimes, 
and, on the other hand, the protection of social relations that ensure the proper admin-
istration of justice [20].

An interesting approach to the legal object of the money laundering offense is that 
it coincides with the legal object of the predicate or predicate offense.

In German law it is argued that since the money laundering offense has a deterrent 
role, namely, to combat other crimes by depriving offenders of illicit proceeds, it would 
protect the same social values as the crimes from which the laundered proceeds originate 
[21, p.63, p.89]. The objection to this theory is that the legal subject matter becomes too 
broad, considerably extending the limits of criminalization [22, p.90], and this together 
with the equally narrow definition of the material element may give rise to abuses, as it 
provides an unlimited power to prosecute and charge a person [23]. Moreover, it has been 
suggested that there would be no causal relationship between the conduct that would 
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constitute the money laundering offense and the damage to the legal subject matter of 
the predicate offenses, the relationship appearing to be at least indirect [23, p.90].

In Spanish law, this doctrinal thesis has been transposed in relation to money laun-
dering, as follows: drug trafficking is a series of activities, beginning with the cultivation 
and obtaining of prohibited substances and ending with the laundering of the proceeds. 
Thus, all conduct relating to drug trafficking, including money laundering, harms the same 
social value – public health [24, p.113, p.125]. Therefore, even though money laundering 
may be an important tool in the fight against drug trafficking, it cannot be confused with 
the protected legal object. The fight against drug trafficking or other offenses appears as 
a purpose of the criminalization rule and not as a protected social value [25, p.127].

We can state that this doctrinal reasoning arose because money laundering has a 
strong deterrent character, contributing to the fight against crime by depriving criminals 
of illicit proceeds. Subsequently, we consider that this does not lead to the conclusion 
that it would protect the legal object of the predicate offenses, since the fight against 
crime appears as an indirect effect, not as the basis of criminalization. Subsidiarily, ac-
cording to the principle of offensiveness, for criminal liability to arise, it is not sufficient 
that an act is provided for by criminal law, moreover, it is necessary that it harms a social 
value [26, p.345]. As a result, the introduction into the legal circuit of the proceeds of drug 
trafficking no longer affects public health except in an extremely indirect way, by arguing 
that criminal activity relating to drug trafficking could possibly be continued in this way. 
Thus, if the criminal activity relating to drug trafficking ceases and the proceeds of drug 
trafficking continue to be lawfully available, it in no way harms public health.

Therefore, in accordance with the aforementioned doctrinal viewpoint, we consider 
that protecting the legal object of the predicate offenses is an indirect effect of the criminali-
zation rule, but not its legal object.

Just as the establishment of the criminal norm in the legislation of the Republic of 
Moldova was dictated by the need to harmonize national legislation with international 
legislation in order to prevent and combat money laundering, the Republic of Moldova 
has also followed this divisive path in determining the legal object of the crime of money 
laundering.

The Moldavian legislator categorized the crime of money laundering in Chapter X 
Economic Crimes, thus considering as the generic legal object of the crime of money 
laundering, the protection of values and social relations whose proper functioning is con-
ditioned by the economic activity of the state.

In this context, according to the authors Al. Barbăneagră, V. Berliba, C. Gurschi, in 
the primary drafting of the Criminal Code [27], it is stated that the object of the money 
laundering offense is formed by the relations that ensure the normal conduct of econom-
ic activity and the functioning of the financial system. The authors have not commented 
on the category of the legal object – is it generic or specific. In other words, it can be con-
cluded that the criminal doctrinal experts consider the legal object elucidated above to 
be special and complex. Thus, the correlation between the notions of economic activity, 
financial activity and banking activity is to be established.

In this vein, we conclude that the generic legal object of the money laundering of-
fense consists of all social relations whose existence and normal development is condi-
tioned by the protection of the state’s economic activity.

In the following presentation, we argue that the special legal object has the char-
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acter of concretization of the generic object of the offense, it presupposes specific social 
relations that are subsumed to fundamental social values or relations.

Literally, a few years later, the legal substantiation presented above by the national 
scholars was materialized under the following sentence, the direct object of the crime is 
the social relations whose existence and normal development are conditioned by the legal 
circulation of goods [28]. We conclude the authors’ opinion on the protection of values 
and social relations related to the legal circulation of goods, considering them as an inte-
gral part of the specific legal object of the money laundering crime.

A similar approach is also supported by the legislation of the Russian Federation 
[29], so that the special object of the composition of the offense of money laundering 
(Легалилизация (отмывание) денежных средств) is formed by social relations ensuring 
the credit-money circuit in the sphere of economic activity. In particular, the Russian 
legal framework, illustrates the special legal object of the money laundering offense (both 
in Art.174 and 1741 of the Russian Criminal Code) as “the procedure established for the 
implementation of entrepreneurial or other economic activities, reflected by the mate-
rial object – money or other property acquired by criminal means” [30]. Considering the 
modern understanding of the legal object not only as a social relation, but also as a legal 
good, А.Э. Жалиннским defines the special legal object related to “the economic security 
of the state, the stability of the financial system and the interests of justice, which is to 
prevent evading criminal liability by using criminally acquired property/assets” [31].

The Romanian doctrine states that the special legal object of the money laundering 
offense is a complex one, which concerns both the social relations relating to the legal 
circuit of assets and those relating to the administration of justice, in the latter case be-
cause the commission of money laundering creates difficulties in the discovery of the 
primary offense [32]. We can agree in part with the Romanian legislator, since all types of 
offenses interconnected or dependent on the commission of the predicate/predicate/
principal offense create difficulties in the discovery of the primary offense, affecting more 
or less the administration of justice. In this regard, we agree with the opinion that the 
special legal object of the money laundering offense is represented, on the one hand, by 
the social relations and values regarding the legal circuit of assets.

According to the authors S. Brânză, V. Stati, the special legal object of the offense 
provided for in para. (1) Article 243 of the Criminal Code of the Republic of Moldova is 
formed by the social relations regarding the lawful source and origin, as well as the cor-
rect circulation in financial transactions of funds, goods or income [33]. We note that the 
notorious expression of the perpetrators related to the special legal object of the crime of 
money laundering is based on the materialization of the harmful act through alternative 
methods provided for in para. (1) of Article 243 of the Criminal Code. At the same time, 
we will try to support this opinion in accordance with the most recent amendments to 
the relevant legislation, which operates with the notion of “source of the goods”, so that 
the notions rendered by the doctrinal scholars of the source and origin of the goods are 
stratified. In the same context, the legislator has regulated the concept of property, which 
includes in the category of property also money means (funds) and income, as well as 
other types of property.

In conclusion, in accordance with the national regulations, we can state that the 
special legal object of the money laundering offense is represented by the social relations 
regarding the source of the goods and the legal circulation in the financial operations of the 
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goods.
Consistent with the understanding of the legal object of the money laundering of-

fense, we distinguish the scope of the “property” that may form the subject matter of 
the money laundering offense is determined by reference to the special normative act 
on the matter, which defines this concept, implicitly determining its scope. From this 
perspective, the material object of the offense under investigation is determined by the 
composition of the incriminating norm (Art. 243 of the Criminal Code) and the content of 
the special law on the matter – Law No.308/2018 on preventing and combating money 
laundering and terrorism financing, including international regulations and standards to 
which the Republic of Moldova has aligned itself.

In this sense, pursuant to Art.3 of Law No. 308/2017, assets are financial means, vir-
tual assets, funds, income, any category of tangible or intangible, movable or immovable, 
tangible or intangible values (assets), as well as documents or other legal instruments in 
any form, including electronic or digital form, which attest a title or right, including any 
share (interest) with respect to these values (assets). A similar regulation concerning the 
definition of the concept of property and the categories to which it belongs is contained 
in Art.1321 of the Criminal Code.

Conclusions. The prevention of criminal activities, including money laundering, in 
the most effective and timely manner is determined by determining those actions that 
should be covered by the objective side of the offense. In this regard, elucidation of the 
legal object of the offense is a mandatory prerequisite for the correct legal classification 
of the offense in strict compliance with the principle of legality of incrimination [34].

The determination of the specific legal subject matter of the money laundering of-
fense is interpreted differently in different countries around the world, depending on the 
specific legal, economic, and social context of each country. Thus, in some legal systems, 
the legal object may be seen as the social relations regarding the dispensation of justice, 
since money laundering affects the ability of the authorities to apply and enforce the 
law, including by obstructing judicial mechanisms and investigative processes. In other 
jurisdictions, it can be argued that the crime affects wealth and the socio-economic order, 
as illicit financial flows destabilize markets, undermine national economies, and affect 
the integrity of the financial system. In many cases, the legislator considers that money 
laundering has a direct impact on the state economy, in that the funds derived from illegal 
activities distort the development of the state economy and create conditions for paral-
lel or underground economies. In other countries, the special legal object of the offense 
concerned can be defined in terms of the legal circuit of assets in the financial system, as 
money laundering involves complex operations, which affect the fairness and transpar-
ency of the financial market.

In the local conception, we can state that the generic legal object of the money 
laundering offense is the protection of values and social relations whose proper develop-
ment is conditioned by the economic activity of the state. With reference to the specific 
legal object of the money laundering phenomenon, in the context of the legal aspects re-
searched in this paper, in accordance with the national legal system, we conclude that it is 
determined by the social relations regarding the source of goods and the legal circulation 
in the financial operations of goods. Ensuring social relations on the source of goods and 
their legal circulation is essential for protecting the economic and financial integrity of a 
society.
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Summary
The right to apply protective measures, essential for protecting victims, often leads to a violation of 

the right to privacy. Protective measures correspond to the safety of all those persons who have been victims 
as a result of the commission of crimes or abuses. The purpose of protective measures as a whole is to prevent 
re-victimization, but also to protect the rights of victims and to provide them with support for their recovery. 
In this regard, the importance of the study is determined precisely by the need to identify legislative gaps that 
affect this right to privacy.

The study conducted allows to establish the directions and trends of criminal procedure in the line of en-
suring and realizing the right to privacy from the point of view of protective measures for victims of domestic vi-
olence and victims of sexual nature. Practical aspects of respecting the right to privacy from this point of view are 
also addressed, in order to highlight the technical and procedural difficulties faced by law enforcement agencies, 
in order to ensure respect for the right to privacy in the practice of applying criminal procedure norms.

Keywords: protection measures, right to privacy, victims of domestic violence, victims of sexual nature.

Introduction. The importance and necessity of the study, to identify the shortcom-
ings in the legislation regarding the protection measures for victims of domestic violence 
or victims of sexual crimes, causes of respect for the right to privacy. Thus, the present 
study imposes precisely the need to offer such suggestions to obtain an adequate social 
reaction regarding such situations.

Methods and materials applied. The research methods include the logical method, 
using the induction technique, by identifying the shortcomings, as well as the deduction 
technique, to clarify the current situation, both through own documentation and through 
the norms that lead to the non-respect of the right to privacy of victims of domestic vio-
lence or victims of sexual crimes; of the denouncing witnesses in the criminal prosecution 
phase, but also the analytical method of the aspects identified with an analysis of the laws 
in force. Also, the empirical method (presentation of practical situations) is applied to this 
study.

Discussions and results obtained. Measures to protect victims of domestic violence 
or victims of sexual crimes are legal mechanisms and actions implemented to ensure the 
safety and well-being of such victims. These measures aim to protect their right to priva-
cy, to provide them with recovery support and, last but not least, to prevent re-victimi-
zation, through psychological counseling services, physical protection, safe shelters, legal 
support and other interventions tailored to the specific needs of the victims. In Romania, 
such measures are regulated by the legislation in force, such as the Law on the Prevention 
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and Combating of Domestic Violence. Even if the protection measures include the tem-
porary evacuation of the aggressor from the shared home, regardless of ownership, the 
prohibition of approaching the victim, her family members or places frequented by the 
victim, the prohibition of contact with the victim, including by telephone or other means 
of communication, these essential measures, considered protective, regulated by legis-
lation, are not sufficient for their protection, since the applied measure creates a state 
of discomfort for the aggressor that cannot be controlled in the future, and there is no 
other form of verification and protection of the victims during the period of the measure. 
Why do we mention it? The simple protection measure not followed by a control of the 
verification may lead to the aggressor violating the measure and the impossibility of pre-
venting the victims. These aggressors must also be applied, as a result of the protection 
measure, psychological counseling, as a complementary measure to the aggression or 
the commission of the crime in sexual life, which may lead to the perpetrators giving up 
the commission of the acts when they are thinking of committing it. Also, as a measure, 
the psychologist, when counseling the perpetrators, when he discovers the intention and 
thought of the perpetrators to continue committing the crimes, should be obliged to noti-
fy the competent authorities. Not infrequently, victims of domestic violence or victims of 
sexual crimes have been victims of other abuses subsequent to the application of protec-
tive measures by the perpetrators, without being able to prove them. The moments not 
covered by Romanian legislation are created as a result of the application of the measure, 
from that moment until the moment, when applicable, of the commission of another sub-
sequent crime, are due to the lack of monitoring imposed and applied by the legislation.

As an example identified following our own investigations, of a violation of the right 
to privacy, and identification of the lack of application norms in the legislation, in the 
aforementioned interval, after the application of the protection measure, we mention 
the criminal file 973/290/P/2025 of the Prosecutor’s Office [1], victim M.E., perpetra-
tor P.G. In fact, the said P.G., in cohabitation for 12 years with the said M.E.’s daughter, 3 
years ago, raped M.E.’s mother-in-law. He was sentenced to a 4-year prison sentence and 
conditionally released in January 2025, with a remainder of the sentence of 510 days. The 
court prohibited the said P.G. as an accessory measure the right to communicate with 
the injured person M. E., or to approach her for a period of 2 years from the execution or 
consideration as executed of the main sentence.

Offenders who commit sexual crimes, according to Romanian law, enter the sur-
veillance program, according to Law No.118/2019, respectively in the National Automated 
Registry of Persons Who Have Committed Sexual Crimes. Since his release, the said P.G. 
periodically reports to the police every 3 months to sign a schedule. Checks are made on 
the home, living environment, without any checks, since he knows the victim M.E.

In March, the said M.E. contacted the police on a certain date and reported that the 
said P.G. who raped her 2 years ago, was released from prison and was knocking on her 
apartment window. It was established that the said P.G. had sent her messages both on 
the social network Facebook Messenger and text messages. In these messages, he told 
her that he was in front of the injured person’s apartment building and that he wanted 
to talk to her. He wanted the injured person to call him urgently. The injured person did 
not answer either the calls or the messages. Also, since she lived on the ground floor, at 
around 8:00 p.m., she heard knocks on the balcony, kitchen and bedroom windows. Then, 
she heard the access door to the apartment building. She looked through the peephole 
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and recognized him. The said P.G. was found by the police near the injured person’s home. 
It turned out that the said P.G. did not comply with the accessory measure of communi-
cating with the injured person and approaching him, ordered by the court, following the 
conviction. The measure of detention was taken. The author mentioned that he wanted 
to talk to his ex-mother-in-law because he had to come to an agreement with her re-
garding the amount of money imposed by the court. Understanding the effect of the vio-
lation of the accessory measure, the said P.G. no longer acted visibly, the authorities not 
having the possibility to monitor him and since there was no measure, e.g. psychological 
counseling, the author depending on the way of thinking, can commit a crime against the 
victim, this time hidden. Problems can arise at any moment, the victim not being able to 
control a possible protection measure. We ask ourselves whether we can consider the 
need for ex officio application and introduction into a protection program, only for the 
violation of the accessory measure to communicate with the victim and make contact 
with him, ordered by the court.

The protection order is a legal measure through which a person in danger, especial-
ly due to domestic violence, can request the court to impose restrictions on the aggres-
sor. This measure must prevent physical, psychological, sexual or economic abuse, but 
also ensure the safety of the victim.

Also, the case Munteanu v. Republic of Moldova, from June 3, 2012, is eloquent in this 
sense. “The applicants are a mother and son. Shortly after the first applicant’s husband 
lost his job, he began to drink heavily, became violent towards the applicants and sold 
household goods in order to buy alcohol. In 2007, he severely beat the first applicant, who 
was hospitalized for 3 weeks. The violence, both verbal and physical, continued there-
after. The second applicant was also repeatedly beaten and insulted and often went to 
friends’ houses to prepare for school or to avoid domestic scandals and other violence. 
The applicants complain in particular that the authorities tolerated the abuses by the first 
applicant’s husband and that, by failing to enforce the protection order, they created an 
impression of impunity” [2].

The case of Eremia and Others v. the Republic of Moldova, of 28 May 2013, is also el-
oquent for the violation of the right to private life. “The first applicant and her two daugh-
ters complained that the Moldovan authorities had failed to provide them with protection 
against the violent and abusive conduct of their husband and father, a police officer. The 
Court held that there had been a violation of Article 3 (prohibition of inhuman or degrad-
ing treatment) of the Convention in the case of the first applicant, in that although they 
were aware of the acts of violence to which she was subjected, the authorities had failed 
to take effective measures against her husband and to prevent the continuation of the 
domestic violence. It also held that there had been a violation of Article 8 (right to respect 
for private and family life) of the Convention in respect of the daughters, given that, de-
spite the negative psychological effects on them of witnessing the violence to which their 
father subjected their mother in the family home, little or no measures had been taken 
to prevent the recurrence of such conduct. Finally, the Court held that there had been 
violated Article 14 (prohibition of discrimination) of the Convention, taken in conjunction 
with Article 3, in respect of the first applicant, finding that the authorities’ actions had not 
merely constituted a simple failure or delay in responding to the acts of violence to which 
she had been subjected, but had also amounted to a tolerance of such repeated acts of vi-
olence, reflecting a discriminatory attitude towards the first applicant as a woman. In this 
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regard, the Court observed that the conclusions of the United Nations Special Rapporteur 
on violence against women, its causes and consequences did nothing more than support 
the impression that the authorities did not fully appreciate the seriousness and extent of 
the problem of domestic violence in the Republic of Moldova and its discriminatory effect 
on women” [3].

In Romania, the term of the protection order is considered essential for the pro-
tection of victims of domestic violence or victims of sexual crimes. In this sense, we say 
that the order is essential only to the extent that they are effectively protected, not when 
there is a possibility of violation of the measure.

Although the court may decide on certain obligations and prohibitions applied to 
the aggressor, expressly provided, such as: temporary eviction of the aggressor from the 
shared home, regardless of whether he is the owner; reintegration of the victim and chil-
dren into the family home, after the aggressor’s eviction; limitation of the aggressor’s 
right to use a part of the shared home, in order to avoid contact with the victim; accom-
modation of the victim and children in an assistance center, if necessary; obligation of 
the aggressor to maintain a minimum distance from the victim and his family members; 
prohibition of traveling to certain localities or areas frequented by the victim; prohibition 
of any contact with the victim, including by telephone or by correspondence; surrender 
of weapons held to the police; establishing the residence of minor children and entrusting 
them to a parent; and other obligations, which are expressly provided for by Art.38 para. 
(3-5) of Law No.217/2003 [4] RO; supporting the rent and/or maintenance of the tempo-
rary housing where the victim and children are moved; obliging the aggressor to psycho-
logical counseling or psychotherapy; monitoring compliance with the order through pe-
riodic reports to the police and spontaneous checks, the application of other unforeseen 
situations not expressly provided for and applied at any time depending on the situation 
leading to the immediate protection of the right to private life is not provided for.

The protection order is practically the legal instrument that protects victims of do-
mestic violence or victims of sexual crimes, also from the point of view of the right to 
private life, through correct application. The purpose of the order being compliance for 
“prevention of recurrence” and thus guaranteeing the safety of those affected. In this 
regard, victims of domestic violence or victims of sexual crimes should be encouraged to 
seek the support of the authorities and use all legal means to protect themselves against 
aggressors, and the authorities should be given greater discretion to apply protective 
measures and introduce obligations in the Criminal Code for possible acts that may sub-
sequently lead to abuse or violence against these categories of victims.

In Romanian Law No.26/2024 [5] establishes the legal framework for issuing a pro-
tection order in all situations of violence that may endanger the life, freedom or physical 
and mental integrity of a person. Thus, the violence that may constitute grounds for re-
questing a protection order includes: physical aggression, sexual violence, threats that 
instill fear, repeated stalking of a person, telephone calls or other forms of remote com-
munication with an intimidating effect, online harassment, coercion or intimidation of 
the victim so as not to notify the authorities, abusive use of information to humiliate and 
silence the victim, attempts to influence statements or to determine a person to provide 
false testimony, as well as any other manifestations of physical or psychological violence.

Although the Protection Order can be issued immediately by the police officer only 
if, following the assessment of a situation, it is found that there is an imminent risk of vi-
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olence that may endanger the life, freedom or physical and mental integrity of the victim, 
it is not and should not apply only if there is a risk because this risk can be triggered later, 
prevention in this regard should also include in the possible situation, even if it may be an 
extreme measure, but certainly for the safety of the victims. The procedure in Romania 
establishes the existence of a real risk by the police officers, who analyze the situation 
based on the available evidence and the risk assessment form. If the conditions for issuing 
the order are not met, the victims are informed about the possibility of requesting a pro-
tection order through the court, not in the probable situation.

If, following this analysis, the necessary conditions for issuing a protection order are 
not met, the police officer is obliged to inform the victim about the possibility of request-
ing such an order through a written request. The necessary form is also made available by 
the police officer, and once the application is submitted, the provisional order is issued on 
the spot, with a validity of no more than five days. This method can ensure the protection 
of victims from possible aggression, abuse, etc. The advantage of applying it is that any 
violation of the measures established by the provisional protection order constitutes a 
crime and can attract severe legal sanctions.

If the aggressor has nowhere to live after the eviction, he is informed and directed to 
homeless accommodation centers or night shelters managed by the local authorities. At 
the aggressor’s request, he can be taken to such a center by the mobile social assistance 
team.

The order becomes enforceable immediately, without notice or delay, and the 5-day 
period is calculated exactly, i.e. 120 hours from the moment of issuance. It is communicat-
ed to both the aggressor and the victim.

After issuance, the police transmit the order to the competent prosecutor’s office, 
within 24 hours, for confirmation. The prosecutor decides, within 48 hours, whether the 
protection measures should be maintained or terminated. If the measures are considered 
necessary, the prosecutor applies an administrative resolution and submits the order to 
the competent court, together with the supporting documents and a request for the issu-
ance of a protection order valid for up to 6 months.

During the judicial proceedings, the initial 5-day duration of the provisional order is 
automatically extended. The aggressor is informed of this extension.

Victim protection measures are legal, social and institutional actions and proce-
dures intended, as mentioned, to provide safety, support and assistance to persons who 
have been affected by crimes or abuses. These measures may include:

1. Legal interventions: issuing protection orders to prevent the perpetrator from 
contacting the victim.

2. Psychological support: counseling and therapy to help victims recover emotionally.
3. Safe havens: providing places of refuge for victims who are in immediate danger.
4. Legal aid: informing victims of their rights and supporting them in legal proceed-

ings.
5. Education and awareness: creating public campaigns to prevent abuse and sup-

port victims.
The aim of these measures is certainly to protect victims of domestic violence or 

victims of sexual crimes, to facilitate their reintegration into society and to provide them 
with a sense of safety and dignity.

The specific legal procedures involved in protecting victims of domestic and sexual 
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crimes must include several stages, designed to ensure their safety and rights, including:
1. Filing a complaint. The victim can file a complaint with the police or the prose-

cutor’s office, detailing the facts and requesting the intervention of the authorities. The 
authorities must intervene and present this right to protection to the victims, as an obli-
gation.

2. Requesting a protection order. The victim can request a protection order that pro-
hibits the aggressor from approaching, communicating with or having any contact with 
her. The order can be issued on an emergency basis.

3. Investigating the case. The authorities (police or prosecutor’s office) conduct an 
investigation to gather evidence and establish the circumstances of the crime.

4. Criminal trial. After the investigation is completed, the case can be sent to court, 
and the aggressor will be subject to judicial proceedings.

5. Access to support services. The victim should have the right to psychological coun-
selling, free legal aid and, in certain cases, shelter in a specialised centre.

With regard to protection measures, the margin of manoeuvre enjoyed by the victim 
is considered to be when requesting the issuance of a protection measure, since the vic-
tim himself, together with his family, the prosecutor, the police and any relevant authority 
must be able to request a protection order.

The protection order can be used to stop a wrongful act, such as domestic violence 
or a sexual offence. As part of the criminal procedure, a protection order can also be 
issued as a complementary instrument or condition for the suspension of a prison sen-
tence. During the trial phase, a protection order can be imposed to prevent any contact 
between the offender and the victim as an alternative to preventive detention.

As part of the sentence, the competent judicial authorities can impose a measure 
restricting the person’s freedom. In the post-trial stage, a protection order may be im-
posed as a precondition for granting conditional release. This means that the latter may 
be associated with specific requirements, for example, that the convicted person cannot 
contact or communicate with the victim, their relatives, or any other persons, determined 
by the judge. The existence of emergency protection measures is also uneven across the 
selection of cases examined.

Restraining orders are, however, crucial in cases of immediate danger, to guarantee 
the protection of victims of domestic violence or victims of sexual crimes. Romania and 
the Republic of Moldova have included in their legal systems protective measures, which 
apply from the moment a risk has been identified, not in possible cases. The variations in 
the protection regimes in these situations depend on how the crimes have been defined 
and addressed. Gender-based violence, however, deserves great attention.

The right to privacy can also be violated by the opposing party, by people who sim-
ulate domestic violence. This aspect is due to the interest produced as a result of family 
conflicts, one of the spouses or partners disturbed, often acts to distort the truth in order 
to obtain a protection order, with the aim of removing the other partner or spouse from 
the marital home. This form of distortion of the truth is often used by female persons. Let 
us take as an example the specifications of the author Valentina Elena Preda who men-
tions a classic scenario, “the one in which the victim provokes her aggressor, who records 
the audio-video without her knowledge, or the making of undated photo plates, in which 
the victim appears with messy hair, red ears, pinched arms or scratched fingers, claim-
ing to have been a victim of domestic violence. Minors are also included in this scenario, 
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the objective being to prevent the realization of the personal bond program between the 
child and the parent from whom he was separated. That is precisely why the courts ana-
lyze these requests very carefully, by reporting on the concrete and objective evidence 
presented by the victim” [6].

The author took over from the practice of the courts the analysis of the protection 
order. In this regard, the court opined that “issuing a protection order implies restrictions 
on the rights and freedoms of the person, so that it can only be established in the event 
that there is unequivocal proof of the exercise of acts of violence of a certain gravity to-
wards the victim, likely to put her in imminent danger, which would make it necessary 
to remove the aggressor from her, in order not to endanger her life, physical and mental 
integrity or freedom”.

Therefore, the premise for issuing a protection order, an essentially exceptional 
measure, is the existence of a state of danger, the applicant being obliged to prove the ful-
fillment of several admissibility conditions, including the serious, current and imminent 
danger to which his life, health or physical and mental integrity would be exposed in the 
absence of the police body or the court ordering this measure to restrict the rights and 
freedoms of the person accused of aggression” [6].

At the same time, as has been held in the jurisprudence of national courts, “the pro-
tection order, given its restrictive nature of rights, can only be issued on the basis of solid 
evidence that shows a state of danger and to remove a state of danger. In order to issue 
the protection order, it is necessary to meet the conditions regarding the existence of 
acts of violence, regardless of the form of manifestation and the state of danger generated 
by a genuine conflict report, which must meet the requirement of actuality” [6].

In the same vein, the power of the protection measure can be disposed of in var-
ious forms. For example, in Romania, a prosecutor obtained a protection order against 
the ex-wife of her current partner, with whom she had come to pick up her husband’s 
two daughters, on the occasion of which she mentioned that the ex-wife of her current 
partner “filmed her while she was in her car (...) with her 2-year-old son, became verbally 
aggressive, screaming and swearing, creating a very high state of panic in him, and the 
2-year-old minor was very scared, crying hysterically”. As a result, the protection order 
produced consequences in that the ex-wife of the partner no longer had the right to ap-
proach even her two daughters [7].

The absurd aspects and the interest, as well as the knowledge of the effects of the 
measures of the protection order of the prosecutor were later annulled in court, the right 
to privacy being thus violated.

Conclusions and recommendations. The study includes legal means of protection 
that also suffer interference in implementation. In this regard, we recommend that the 
application of protection measures be carried out urgently and immediately and expand-
ed depending on the establishment of risks and on the possible risks that may arise.

Additionally, public information is more strongly required regarding such protec-
tion measures, as a form of prevention among the population, but also the introduction of 
new criminal sanctions on persons who simulate serious and imminent danger, with the 
aim of producing a consequence.

Last but not least, the introduction of a single notification system at national level, 
which could also consist in discouraging criminal elements in committing the acts.
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Summary
The article analyzes the key challenges in the field of crime prevention and law enforcement at the interna-

tional, national, and local levels. The main threats discussed include transnational organized crime, cybercrime, 
corruption, and terrorism. Criminal groups operate across borders, making international cooperation essential 
in combating drug trafficking, human trafficking, and financial crimes. The rise in cybercrime requires strength-
ened cybersecurity policies, information literacy, and the use of AI to detect threats. Corruption undermines trust 
in public institutions, necessitating stricter anti-corruption measures and transparency in governance. Terror-
ism continues to evolve, demanding advanced intelligence strategies and programs to prevent radicalization. The 
article explores effective methods of fighting crime, including legislative reform, the implementation of Big Data, 
blockchain, and artificial intelligence, as well as improvements to the penitentiary system.
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Introduction. Crime remains one of the key threats to public safety, economic de-
velopment, and political stability. Dynamic changes in the world related to globalization, 
digital technologies, economic crises, and military conflicts affect the nature of crime, 
making it more complex and sophisticated. This requires states not only to react firmly 
but also to develop preventive strategies aimed at minimizing the risks and consequences 
of criminal activity.

The significant growth of organized crime has become a serious challenge for law 
enforcement agencies around the world. This phenomenon encompasses a wide range 
of illegal activities, from drug and human trafficking to financial fraud and cybercrime. 
Modern criminal groups operate through a clearly structured organization resembling 
large corporations, where each member performs a specific role. They use widespread 
corruption networks, advanced digital technologies, and complex financial mechanisms 
to legalize illegally obtained profits. In particular, many criminal organizations involve 
professional financiers, lawyers, and IT specialists to develop sophisticated money laun-
dering schemes, which complicates their detection and prosecution.

One of the most developed areas of organized criminal activity is the drug trade. 
Drug cartels, which previously operated only through physical supply channels, now ac-
tively use the Darknet to sell narcotic substances. The anonymity provided by encrypted 
platforms and cryptocurrency payments makes such operations almost invisible to tra-
ditional law enforcement systems. This significantly complicates the work of police and 
investigative bodies, as most transactions occur without physical contact between the 
seller and buyer, and drug supply routes increasingly involve unmanned aerial vehicles 
and other modern technologies.
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In addition, international terrorist organizations are often financed through the ille-
gal trade in weapons, drugs, and other illicit operations. For example, there are confirmed 
cases in which radical groups received funds via cryptocurrency transfers, allowing them 
to bypass financial oversight by banking institutions. At the same time, organized crimi-
nal groups and terrorist networks often cooperate, exchanging resources, logistics, and 
financial channels. This creates additional challenges for law enforcement, as countering 
one threat is often inherently linked to combating another.

Beyond traditional spheres of activity, organized crime is increasingly penetrating 
the digital economy. Cybercriminals use advanced methods to attack financial institu-
tions, government bodies, and major corporations. By using social engineering, malicious 
software, and exploiting system vulnerabilities, they steal large volumes of data and finan-
cial assets. According to expert estimates, global losses from cybercrime are measured in 
hundreds of billions of dollars annually.

Given the scale and complexity of modern organized crime, effective counteraction 
is impossible without close international cooperation. Intelligence sharing, joint opera-
tions between law enforcement agencies of various countries and the development of a 
unified system for combating organized criminal networks are key success factors. For 
instance, the work of Europol and Interpol demonstrates the effectiveness of coordina-
tion across jurisdictions, enabling the detection and dismantling of major international 
criminal networks.

Cybercrime has grown significantly over the past decade. Offenders use sophisti-
cated techniques such as phishing, social engineering, and hacking attacks on financial 
institutions and government entities. Cryptocurrencies which were originally promoted 
as tools of financial freedom, have now become means of money laundering and financing 
terrorist organizations. Therefore, combating cybercrime requires not only the imple-
mentation of advanced information security technologies but also the improvement of 
digital security legislation, which will enable more effective investigation and prosecution 
of such crimes.

However, the fight against organized crime must be comprehensive. In addition to 
law enforcement measures, social, economic, and legal reforms are necessary to reduce 
the attractiveness of a criminal lifestyle. Improving the standard of living for the popu-
lation, creating economic opportunities for young people, ensuring effective justice, and 
implementing anti-corruption initiatives are integral components of a successful strategy 
to combat this phenomenon.

Corruption remains one of the greatest barriers to fighting crime. It not only un-
dermines trust in state institutions but also weakens the effectiveness of the law enforce-
ment system, creating conditions for impunity for criminals. According to Transparen-
cy International, corruption actively interacts with organized crime, creating a situation 
where criminals can act with impunity, bolstering their activities through corrupt ties in 
state bodies. For instance, in India and Mexico, where corruption in the police and courts 
has become systemic, criminal groups effectively control local law enforcement. Studies 
show that in these countries, some law enforcement officers may be directly or indirectly 
involved in organizing drug trafficking, extorting bribes, etc.

In countries where corruption has become an almost inseparable part of the state 
apparatus, criminal groups can effectively control specific state bodies. This complicates 
the fight against them, as law enforcement agencies can either be neutralized through 
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corrupt connections or even collaborate with criminals. According to Global Financial 
Integrity, corruption can distort the functioning of justice, making it impossible to fairly 
punish individuals engaged in organized crime. In such conditions, combating criminals 
requires not only criminal sanctions but also radical reforms in public administration and 
law enforcement activities [1].

One of the promising ways to fight corruption is the implementation of anti-cor-
ruption mechanisms. For example, the use of electronic document circulation can signifi-
cantly reduce the number of bribery cases by ensuring an automatic and transparent pro-
cess for handling state documents. Another important element in fighting corruption is 
the use of blockchain technology in public administration. Blockchain ensures complete 
transparency of financial transactions, preventing the possibility of data falsification or 
concealment. For example, in some European countries, blockchain solutions are already 
actively implemented for registering real estate and land plots, significantly reducing the 
level of corruption in these areas.

Another important initiative is the creation of independent anti-corruption bod-
ies with the authority not only to conduct investigations, but also to have access to key 
state data, allowing for effective detection of corruption schemes. Such bodies, like the 
National Anti-Corruption Bureau of Ukraine have proven their effectiveness in fighting 
high-level corruption, though in practice, they require further strengthening of their in-
dependence and access to funding.

According to the Transparency International Report for 2024, corruption remains 
a serious issue in many countries, including Ukraine, where the Corruption Perceptions 
Index has remained at 35 out of 100 points. This indicates that despite successes in com-
bating corruption, significant progress has not yet been achieved, and countries need to 
make more efforts to create effective control and transparency mechanisms in all areas 
of state activity [2].

Modern technologies and bodies created to fight corruption undoubtedly contrib-
ute to reducing its scale. However, their application requires continuous improvement 
and international support to ensure not only national security, but also the creation of 
conditions for the sustainable development of democratic institutions.

One of the key aspects of modern crime fighting is the implementation of advanced 
technologies that significantly change the approaches to law enforcement and criminal 
investigations. With the development of digital technologies and the increasing volume of 
information, law enforcement agencies have gained new tools for fighting crime. The use 
of technologies such as big data analysis, artificial intelligence, and recognition systems 
has been a significant step forward in improving the effectiveness of crime prevention. 
These technologies allow not only the improvement of existing methods of combating 
crime, but also create new opportunities for predicting and preventing criminal actions.

One of the main tools actively used in the fight against crime is big data analysis. 
Thanks to this tool, law enforcement agencies can process huge volumes of information 
from various sources and identify patterns that might have remained unnoticed using 
traditional investigation methods. Data analysis allows law enforcement officers to pre-
dict potential crimes, detect behavioral patterns of suspects, and identify connections 
between criminal groups. For example, in large cities, where a significant number of of-
fenses are recorded daily, such technologies can help identify high-crime areas or predict 
the time and place of potential crimes, allowing for preventive measures to be taken.
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Thanks to technologies such as PredPol, which use machine learning algorithms 
to predict crimes, it has become possible to significantly reduce crime levels. PredPol 
analyzes data on crimes that occurred over a certain period and, based on this data, de-
termines where and when the next crime might occur. This allows the police to direct 
their resources to the most crime-prone areas, thereby increasing the effectiveness of 
operational measures. For example, in California, after the introduction of this program, 
street crimes decreased by 20%. Thanks to this method, law enforcement agencies can 
make more accurate predictions, reducing crime and increasing public safety [3].

Equally important is the use of artificial intelligence in criminal investigations. With 
the development of this technology, it has become possible to automate many processes 
that previously required human labor, such as video and audio analysis. AI systems allow 
automatic face and voice recognition which significantly speeds up the identification of 
suspects. This is especially important for law enforcement agencies, as it reduces inves-
tigation time and increases their efficiency. For example, the automatic facial recognition 
system is actively used in countries with high levels of video surveillance, such as China, 
where this technology has helped significantly reduce crime rates in large cities.

One important area where AI can be useful is in the fight against phone fraud. Voice 
recognition allows not only the identification of a criminal, but also the gathering of ad-
ditional evidence for an investigation. Using voice recognition technologies, law enforce-
ment can identify individuals calling from suspicious numbers used for fraud and quickly 
initiate an investigation.

Another example of successful use of modern technologies is the Automatic Number 
Plate Recognition (ANPR) system. This technology helps quickly detect stolen vehicles, 
allowing law enforcement agencies to respond promptly to vehicle theft-related crimes. 
ANPR systems are used to automatically scan vehicle number plates on roads. This not 
only helps detect stolen vehicles, but also allows authorities to determine whether certain 
vehicles are connected to other crimes, such as transporting illegal goods.

In the UK, where this system is an integral part of police work, 522,214 stolen vehi-
cles were registered from 2009 to 2018, of which 236,636 were returned, accounting for 
approximately 45% of the total number of stolen vehicles [4].

This also allows for the identification of vehicles involved in crimes, including theft 
or the transportation of illegal goods. License plate recognition is not only an effective 
tool in combating car thefts, but also contributes to investigations in broader criminal 
cases.

The success of implementing cutting-edge technologies in the fight against crime is 
confirmed by the significant number of positive outcomes. For instance, Gartner reported 
in 2022 that over 40% of major law enforcement agencies worldwide are already actively 
using Big Data technologies for crime prediction [5]. This shows that the application of 
these technologies has become an important tool in the fight against organized crime 
and terrorism. At the same time, according to the International Association of Chiefs of 
Police (IACP), more than 60% of Police Departments in the United States plan to integrate 
artificial intelligence technologies and facial recognition into their operational processes 
within the next 5 years [6].

Technologies actively used in modern law enforcement not only enhance the effec-
tiveness of crime fighting, but also open up new opportunities to improve citizens’ safety. 
They allow law enforcement to significantly accelerate investigations, increase the accu-
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racy of crime prediction, and reduce the number of offenses.
To strengthen the effectiveness of the fight against crime, it is necessary to reform 

the legislative system so that punishments for criminals become more just and to ensure 
preventive measures to prevent offenses. One important direction is the improvement 
of the criminal code, which includes the introduction of harsher sanctions for economic 
and cybercrimes. The improvement of legislation also implies simplifying procedures for 
international cooperation within the justice framework, which will significantly enhance 
the efficiency of law enforcement activities. At the same time, it is important to maintain 
a balance so that the fight against crime does not lead to the violation of fundamental 
human rights and freedoms.

Currently, the national legislations of many countries need adaptation to modern 
challenges, especially in the context of transnational crime. Within these changes, it is 
particularly important to integrate provisions of international agreements, such as the 
Rome Statute of the International Criminal Court, which defines the rules for criminal 
liability for international crimes. Additionally, the improvement of the criminal code is 
necessary for better combating economic crimes, which cause serious harm to the na-
tional economy, as well as cybercrime, which is increasingly becoming a global problem. 
Reforms in this area will ensure that law enforcement can conduct investigations more 
effectively and apply punishments appropriate to the severity of the crimes committed.

Crimes related to economic fraud and cybercrime tend to develop quickly, as the 
growth of technology provides new opportunities for abuse. Therefore, one priority is the 
introduction of stricter sanctions for such offenses. In this context, international stand-
ards, such as the EU General Data Protection Regulation (GDPR), serve as an example of 
how strict measures can help reduce offenses related to the processing of personal data. 
The imposition of high fines for violations of this regulation encourages businesses and 
organizations to strictly comply with security standards, which ultimately reduces the 
level of cybercrime.

In the context of the globalization of crime, it is important to ensure effective co-
operation between countries, which will allow them to fight organized criminal groups in 
a coordinated manner. Simplifying procedures for international cooperation in the legal 
field, particularly in the framework of mutual recognition of verdicts and the extradition 
of criminals, will significantly enhance the efficiency of investigations and punishments. 
Such cooperation is especially relevant in the fight against transnational crimes, such as 
drug trafficking, terrorism, corruption, and others, which have no borders. As a result, the 
operational response and effectiveness of law enforcement in responding to crimes will 
increase.

Despite the importance of fighting crime, it is necessary to ensure the protection of 
human rights so that this fight does not infringe on fundamental freedoms. All actions of 
law enforcement and judicial bodies must comply with international human rights stand-
ards, ensuring that all individuals, even those accused of crimes, enjoy the right to a fair 
trial and humane treatment. Ensuring a balance between the effectiveness of the fight 
against crime and the protection of human rights is an important aspect of the stability of 
the legal system of any country.

The reform of the penitentiary system is also an important element of a comprehen-
sive strategy for combating crime. The outdated punishment system, based primarily on 
imprisonment, is not always effective.
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In some countries, the introduction of alternative methods of punishment, such as 
probation, electronic monitoring, and rehabilitation programs for convicted persons, has 
significantly reduced recidivism rates. One of the most successful examples is the use of 
probation in the UK. After the introduction of the probation program, the country saw a 
14% reduction in recidivism within the first three years of its operation [7]. This demon-
strates the effectiveness of such alternative methods, allowing convicted individuals to 
avoid long-term imprisonment while still being monitored and given the opportunity to 
integrate into society. Probation not only reduces the burden on the penitentiary system, 
but also decreases the likelihood of a convict reoffending. The success of this program 
can be measured by the reduction in recidivism and the improvement of the resocializa-
tion level of offenders.

The implementation of electronic monitoring is also an important step in reducing 
recidivism. In the United States, the use of electronic bracelets allows authorities to track 
the movements of convicts and ensure their supervision, which significantly reduces the 
risk of reoffending. Studies show that as a result of using this technology, the recidivism 
rate among participants in the program was reduced by 30% compared to those who were 
not subject to electronic monitoring [8]. This allows convicts to fulfill their obligations, 
work, attend educational courses, or participate in rehabilitation programs without the 
need to stay in closed facilities, significantly reducing the costs of maintaining prisoners.

Moreover, improving conditions in correctional facilities is an important element 
in the process of resocializing offenders. For example, a study in Sweden showed that 
improving detention conditions, including access to education, vocational training, and 
psychological support, led to a 20% reduction in recidivism [9]. It is important to note 
that such improvement of conditions is not limited to the material support of inmates, 
but also provides access to social and educational programs that foster the development 
of new skills and positive habits among offenders. This helps them adapt to society after 
release and significantly reduces the likelihood of reoffending.

Alternative punishment methods and the improvement of conditions in correctional 
facilities also contribute to the humanization of the criminal justice system. They provide 
convicted individuals with a real chance to change their behavior and reduce the risk of 
recidivism without excessive pressure and the need for long-term imprisonment. Fur-
thermore, such methods help reduce the burden on the penitentiary system, which is 
economically efficient and allows resources to be focused on the most dangerous crimi-
nals.

The implementation of these methods is an important step toward reducing crime 
and increasing public safety, as well as promoting the creation of an effective, just, and 
humane criminal system. Given the positive experience of countries such as the UK, the 
USA, and Sweden, it is crucial to actively incorporate these methods into national criminal 
justice systems to achieve sustainable results in the fight against recidivist crime.

Equally important is the prevention of crime by raising the legal awareness of the 
population. Information campaigns, educational programs for youth, social initiatives to 
prevent violence and drug addiction contribute to reducing crime levels in the long term. 
The experience of developed countries shows that involving the public in shaping securi-
ty policies, active cooperation between the police and the public, and the implementation 
of early intervention programs help create a safer environment.

Conclusions. Therefore, crime prevention and fighting require a comprehensive ap-
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proach that combines legal, technological, and social mechanisms. The use of innovative 
technologies, strengthening international cooperation, reforming law enforcement agen-
cies and the penitentiary system, as well as increasing citizens’ legal awareness, are key 
areas for effectively combating crime. In modern conditions, only the combined efforts 
of the state, society, and international partners can ensure security and law and order in 
a country.

Only through the integration of all the aforementioned factors can true success be 
achieved in the fight against criminal activity, ensuring citizens reliable protection and 
favorable conditions for the country’s development. Only by the joint efforts of the state, 
the public, and international partners can a fair legal system be created where each crime 
receives appropriate punishment and potential crimes are timely prevented through 
technological and legal innovations.
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Summary
The objectives of this investigation consist in analyzing the theoretical and practical aspects of the appli-

cation of criminal liability for the offense provided for in Article 257 of the Criminal Code of the Republic of Mol-
dova. Also, this paper examines the constitutive elements of the offense of improper execution of constructions, 
highlighting the particularities of the special subject, object, objective and subjective sides of it. In the given con-
text, the normative acts, national and other states’ doctrine, as well as the relevant judicial practice are analyzed, 
in order to provide the interpretation and qualification applied in accordance with the criminal norm.

At the same time, the investigation includes the analysis of comparative aspects of similar regulations 
in other jurisdictions, which reveal similar aspects and differences in criminal legislation, as well as the impact 
and effectiveness of mechanisms of criminal liability, including proposing solutions for improving the legal 
framework in terms of preventing and combating the crime of improper execution of construction.

Keywords: qualification of the offense, construction, improper execution, offense, objective side, subjec-
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Introduction. According to Art.257, which provides for criminal liability for unsatis-
factory execution of construction works, which more precisely provides for “the letting for 
use of residential houses, industrial sites, transport and energy constructions, other con-
structions in an unsatisfactory state, unfinished or not in accordance with the project con-
ditions by the heads of construction organisations, site managers and persons with respon-
sibility exercising quality control in construction”. Including provides for, the continuation 
by the responsible persons of works improperly executed and stopped by control acts [1].

Design, checking, expertise, realisation by the responsible persons of an urban de-
velopment or construction or execution of modifications there to without complying with 
the provisions of normative documents on safety, strength and stability, if this has result-
ed in: a) serious injury to the bodily integrity or health of the person or loss of the person’s 
capacity to work; b) total or partial destruction of the construction; c) destruction or fail-
ure of important installations or machinery; d) damage on a large scale, including, actions 
that caused the death of the person.

In the given context, the offence of improper execution of constructions, in the light of 
the development of infrastructure and the construction sector, generates problems of a tech-
nical, social and legislative nature, which leads to the generation of obstacles in the evolution 
of this field, as well as to the commission of illegal acts in both the public and private sectors.
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Through the provisions of the Urban Planning and Building Code adopted in 2023 
[2], the quality of construction is understood as: “the result of the totality of the building’s 
performance in terms of behaviour in service, with the aim of satisfying the fundamental 
requirements throughout its entire lifetime”. Similarly, the present code provides for the 
notion of construction, which means: “building, civil engineering construction or special 
construction, the realisation of which consists in the execution of any structure fixed in or 
on the ground, of a permanent or temporary nature and conceived, designed and executed 
for the fulfillment or provision of technical, economic, social or environmental functions, 
regardless of its specificity, purpose, category and class of importance, including the instal-
lations, equipment and technological and functional machinery related thereto”.

In order to obtain quality construction, the design and quality execution of the con-
struction shall be carried out in such a way that, throughout the entire lifetime of the con-
struction, the fulfillments of the fundamental requirements applicable to construction 
is ensured. And, according to Article 335 of the Town Planning and Building Code of the 
Republic of Moldova, it is necessary that they fulfill the following requirements:

 – Structural integrity of buildings;
 – Protection of buildings against fire;
 – Protection of workers and building users against negative effects on hygiene and 

health conditions caused by the construction;
 – Protection of workers and users of construction works against personal injuries 

caused by construction works;
 – Resistance to sound propagation and acoustic properties of constructions;
 – Energy efficiency and thermal performance of buildings;
 – Prevention of hazardous emissions into the environment from buildings;
 – Sustainable use of natural resources from which buildings are made.

In total, all non-conformities which lead to a lowering of the prescribed level of the 
fundamental requirements applicable to buildings are considered as serious defects. And, 
the factors involved in the conception, design, execution, operation and post-use of con-
structions bear criminal liability, as the case may be, for the realisation and maintenance, 
throughout their entire lifetime, of constructions of adequate quality, on which we will 
elaborate further in this study, which involves the analysis of criminal liability for the sub-
standard execution of constructions.

Methods and materials applied. Following the elaboration and research of the sub-
ject of the study, the following research methods specific to the legal-criminal analysis 
and criminal liability in the context of special offences under Article 257 of the Criminal 
Code of the Republic of Moldova, were used the methods of analysis, deductive and in-
ductive methods, comparative method and synthesis method, which contributed to the 
investigation of the subject of the research. The concept of the applied materials includes 
the theoretical-legal and practical bases, which involve doctrinal materials, the domestic 
criminal legal framework, the international legal framework, in particular the specialised 
doctrinal literature, which directly addresses the essence of criminal liability for the un-
qualified execution of constructions.

Discussions and results obtained. The offence provided by Article 257 of the Crimi-
nal Code of the RM, under Chapter X “Economic Offences”, is a complex offence that has a 
special legal object and a secondary legal object, which are to be elucidated in accordance 
with the standard variants of the offence. Thus, the special legal subject-matter of the 
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offence is the social relations concerning the compliance of the building use with quality 
requirements. According to the author V. Stati “the improvement of the quality of con-
struction depends on the scientific technological progress, which consequently leads to 
the increase of production efficiency. As well as, the achievements in science, engineer-
ing, organisation of production ultimately reflect the quality of products and services” [2, 
p.633]. In the case of the offence referred to in paragraph (2) Art.257 of the RM CP, the 
special legal object is the social relations with regard to the continuation by the responsi-
ble persons of improperly executed works stopped by acts of control [3, p.637]. 

We are in the presence of a special legal object of a complex nature, which has as its 
primary legal object, the social relations concerning the safety, resistance and stability of an 
urban complex or of a construction, and in the case of a secondary legal object, constitutes:

• Paragraph (3) letter a) Art.257 CP of the RM – has as secondary legal object, social 
relations with regard to the health and integrity of the person or the integrity, substance 
and potential utilisation of the construction, important installations or machinery;

• Paragraph (3) letter b) Art.257 CP – has as secondary legal object, the social rela-
tions with regard to the integrity, substance and potential use of the construction;

• Paragraph (3) letter c) Art.257 CP – has as secondary legal object, social relations 
with regard to the integrity, substance and potential utilization of important installations 
or equipment.

According to Article 257 para.(4) of the Criminal Code of the Republic of Moldova, 
the offence referred in this article, has a complex main legal object: the main legal object 
is formed by social relations regarding the safety, resistance and stability of an urban 
complex or a construction, and the secondary legal object is formed by social relations 
regarding the life of a person.

In the following, we will discuss the material (immaterial) object of the offence of 
improper use of constructions specified in paragraph (1) of Article 257 СРР RМ, as the case 
may be: 1) residential houses; 2) industrial facilities; 3) transport and energy constructions; 
4) other constructions. And, these must be in an unsatisfactory state, unfinished or not 
complying with the conditions of the project [4, p.314]. In the case of paragraph (2) Art.257 
CP of the RM, we are in the presence of the immaterial object which is the works improperly 
executed and stopped by control acts [4, p.317]. According to paragraph (3) letter a)-c) and 
paragraph (4) Art.257 CP, the material object is also a complex as in the case of the special 
legal object, having as main material object the urban complex or the construction, and the 
secondary material object which constitutes the urban complex or the construction:

• Paragraph (3) letter a) Art.257 CP of the RM – has the person’s body as secondary 
material object;

• Paragraph (3) letter b) Art.257 CP – has as secondary material object the building 
totally or partially destroyed;

• Paragraph (3) letter c) Art.257 CP – has as secondary material object the plant or 
machinery which is of importance;

• Paragraph (4) Article 257 CC – has as secondary material object the person’s body.
At the same time, the offence referred to in paragraph (1) Article 257 of the Criminal 

Code of RM, has as a victim, the investor of the construction put into use in an unsatis-
factory, unfinished or inadequate state, or in a state that does not comply with the con-
ditions of the project.

In this respect, in accordance with the legislation regulating the construction sector, 
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such as Law No.163 on the authorisation of the execution of construction works, according 
to which the investor is the natural or legal person who finances the construction works and 
who may be the holder of the construction authorisation or the beneficiary of the construc-
tion. In the case of Romanian legislation, i.e. Law No.50/1991 on the authorisation of con-
struction works [5], the investor is defined as the natural or legal person who provides the 
financing for the construction of a building, being the holder of a real right over the land or 
the existing building, or the beneficiary of the investment. The offence referred to paragraph 
(2) Article 257 of the Criminal Code of the Republic of Moldova, also victimises the investor 
of the construction whose resistance and stability may be affected as a result of the contin-
uation by the perpetrator of the works improperly executed and stopped by control acts.

The victim of the offence stipulated in letter a), paragraph (3) Art.257 CC is: 1) the inves-
tor of the urban complex or of the construction that was either designed, checked, assessed 
or built by the perpetrator, or was subject to modifications by the perpetrator without com-
plying with the provisions of the normative documents on safety, resistance and stability; 2) 
the person who suffered serious injury to the body or health or loss of working capacity.

According to the author Gh. Gladchi [6, p.73], states that the notion of victim, in the 
components of those offences by which the person is harmed, more precisely expresses 
the qualitative framing of the victim as a special social conflict, i.e. as a victim of the of-
fender, in the respective offence.

According to the offence subject to legal-criminal analysis, the victim is also the 
natural person who has suffered serious injury to the bodily integrity or health or loss of 
working capacity, in this regard we refer to the explanations of the analysis of the material 
object of the offence provided for in letter a) paragraph (3) Art.257 of the Criminal Code 
of the Republic of Moldova.

In the case of offences referred to in letters b), c) and d) paragraph (3) Art.257 CP, 
the victim is the investor of the urban development complex or of the construction that 
either were designed, checked, expert-assessed or built by the perpetrator, or were sub-
ject to modifications by the perpetrator without complying with the provisions of the 
normative documents on safety, resistance and stability.

The victim of the offence referred to in paragraph (4) Article 257 (4) CC is: 1) the 
investor of the urban complex or of the construction that was either designed, checked, 
appraised or built by the perpetrator, or was subject to modifications by the perpetrator 
without complying with the provisions of the normative documents on safety, resistance 
and stability; 2) the deceased person. In this regard, we refer to the analysis of the mate-
rial object provided for in paragraph (4) Art.257 CC.

The objective side of the offence consists of the actions or inactions that led to 
the non-compliant execution of the construction. These include giving an unfinished or 
incomplete construction for use and continuing work without complying with technical 
standards. The objective side implies that the offence is consummated when the con-
struction is handed over or used, irrespective of whether or not there have been immedi-
ate material consequences, such as the collapse of the construction.

The subjective aspect of the offence provided for in paragraph (1) of Article 257 CC 
is characterised by direct intention. The subjective aspect of the offence provided for in 
paragraphs (2), (3) letter a)-c) and para.(4) of Article 257 is characterised by direct or indi-
rect intent. The motive of the offence in question consists, in the most frequent cases, in 
the superficiality manifested in relation to the fulfillment of the obligations undertaken.
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In this regard, the subject of the offence provided for in Article 257 of the Criminal 
Code of the Republic of Moldova is: 1) the responsible person who at the time of commit-
ting the offence has reached the age of 16; 2) the legal person (except public authorities). 
The subject of the offence referred to in paragraph (1) and paragraph (2) of Article 257 of 
the Criminal Code of the Republic of Moldova, i.e. the subject of improper execution of 
constructions may be: the responsible natural person who at the time of committing the 
offence has reached the age of 16 years; the legal person (except public authorities). The 
natural person [5] must have one of the following three special qualities: head of the con-
struction organisation; site manager (site supervisor); person with a responsible position 
exercising quality control in construction.

From a comparative point of view, the criminal legislation of various countries reg-
ulates the offence of non-compliant construction, taking into account the risks to public 
safety. In Romania, Article 31 of Law No.10/1995 on quality in construction makes it an 
offence to design, check, appraise or execute constructions without complying with the 
technical rules on stability and resistance, if they are likely to cause loss of human life, 
personal injury, destruction of the construction or other serious consequences. The ac-
tive subject of the offence can be both natural and legal persons, including specialists 
such as designers, verifiers and certified experts [7]. Also, Ordinance No.2/2002 regulates 
the activity of judicial and extra-judicial technical expertise, establishing that criminal 
liability also applies to legal persons involved in this field.

In the Russian Federation, Article 216 of the Criminal Code [8], provides sanctions 
for violation of safety rules during the execution of construction, mining or other works, 
if they cause serious injury, death of a person or death of two or more persons.

The German Criminal Code regulates criminal liability in relation to the execution 
of construction works in Section XXVIII entitled “Offences endangering public safety”, 
Art.319 – “Endangerment of construction works” [9]. Thus, the German criminal law pro-
vides that: a person when designing or executing a construction or demolition of a con-
struction, violates recognised general rules of technology, thereby endangering the phys-
ical integrity and life of another person; likewise a person who, in the exercise of a trade 
or profession, violates recognised general rules of technology when designing, directing 
or executing a project to equip a construction with technical equipment or to modify such 
equipment, thereby endangering the physical integrity and life of another person.

In Portugal, Article 277 of the Criminal Code provides for “Breach of building regu-
lations, damage to installations and disruption of services”[ 10], criminalising actions that 
affect the safety of buildings, installations and essential public services. 

The Criminal Code of Croatia [11] by Article 221 regulates “Dangerous execution of 
construction works” and stipulates that: whoever, in the course of designing, carrying out 
specialised supervision of a construction, execution of certain works or demolition of a 
building, acting contrary to generally recognised professional regulations or rules, causes 
a state of a danger to human life or property of significant value.

Conclusions. In conclusion, the present study reflects the analysis of the offence 
provided for in Article 257 of the Criminal Code of the Republic of Moldova, which reveals 
a high social danger of improper execution of constructions, with serious consequences 
on public safety and integrity of persons and their property. Ensuring compliance with 
safety, resistance and stability standards is essential for the prevention of such offences, 
and improving the legal framework and their practical application is essential in the con-
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text of preventing and combating the offence of unqualified building work. The offence 
analysed has a complex legal subject matter, including both the protection of human 
health and life and the integrity of buildings and infrastructure.

At the same time, a comparative analysis of the criminal legislation of other coun-
tries shows similarities in the regulation of criminal liability for non-compliant construc-
tions, but also differences in terms of sanctions and subjects of the offence. Moreover, 
the criminal liability for this offence lies mainly with the heads of construction organisa-
tions, site supervisors and other persons in charge of controlling the quality of works. The 
comparative study indicates that national criminal legislation can be improved by adjust-
ing sanctions and clarifying certain provisions relating to the criminal liability of persons 
involved in the construction process. In this respect, it is important to strengthen the 
mechanisms for verifying the quality of construction, by intensifying state controls and 
imposing stricter requirements for the certification and authorisation of builders.

Furthermore, it is recommended to update and supplement the criminal law rules 
by defining more precisely the aggravating circumstances and the criteria for assessing 
the quality of construction, with a view to uniform application of the law. It is recom-
mended to align national regulations with international standards in the field of con-
struction safety, taking into account good practices in other jurisdictions and European 
building regulations.
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Summary
The normative framework regulating judicial ballistics expertise is the basis of judicial expertise activ-

ity as a whole, and the quality of legislative regulations has a direct impact on practical activities and institu-
tional capacities in the field of judicial expertise, crime prevention and combating, as well as on the quality of 
activities in the field of control of the legal arms circuit in the Republic of Moldova.

The legal provisions have an impact on the process of training judicial experts, the form and content 
of the judicial report, the way in which judicial ballistic expert reports are used as scientific evidence on the 
basis of which illegal acts are assessed, and also determine the possibilities for using ballistic judicial reports in 
crime prevention and in carrying out rigorous control of the civilian circulation of weapons.

This article addresses the following issues: special legislation in the field of judicial expertise; criminal 
liability for firearms offenses; procedure for ordering ballistic judicial expertise; regulatory framework in the 
field of civilian weapons.

Keywords: judicial expertise, ballistics, judicial expert, firearms, offenses, ammunition, law, criminal.

Introduction. Judicial ballistics expertise is a fundamental tool in the investigation 
of firearms offenses and in the criminal justice process. It helps to establish essential 
aspects such as identifying the weapons used, determining the trajectory of projectiles 
and analyzing the traces on bullets and cartridge casings. Another area in which ballistics 
knowledge is used is the civilian weapons and ammunition regime. In the Republic of Mol-
dova, the activity of ballistics expertise is regulated by a complex regulatory framework, 
which ensures that it is carried out in accordance with the requirements of legality, ob-
jectivity and professionalism.

Among the main normative acts that establish the legal framework for ballistic ju-
dicial expertise is the Criminal Procedure Code of the Republic of Moldova, which sets 
out the conditions under which expertise, including ballistic expertise, may be ordered 
in criminal proceedings. An essential role in the organization and functioning of judicial 
expertise is played by Law No.68/2016 on judicial expertise and the status of the judicial 
expert, which regulates the status of the judicial expert, his/her rights and obligations as 
well as the requirements for the conduct of the expertise activity; Government Decision 
No.195 of 24.03.2017 on the approval of the nomenclature of judicial expertise; as well as 
Law No.130/2012 on the regime of weapons and ammunition for civilian use, which uses 
the knowledge of judicial ballistics to perform the control of legal weapons.

This article aims to analyze these regulations in detail, highlighting how the national 
regulatory framework contributes to ensuring effective ballistics judicial expertise in line 
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with international standards. The paper also highlights current challenges and possible 
directions for improvement of the legal framework to ensure an effective application of 
ballistic judicial expertise in justice. The article reviews the relevant national legislation, 
highlighting the legal and technical aspects governing the work of judicial ballistics experts.

Methods and materials applied. In the presented study, the normative framework 
was examined in a complex, objective and multi-aspectual way, by applying the following 
research methods: analysis, synthesis, comparison, deduction, induction, historical, sys-
temic.

Discussions and results obtained. The national framework regulating judicial ex-
pertise includes the Law No.68 of April 14, 2016 on judicial expertise and the status of the 
judicial expert, which entered into force on December 10, 2016, the Criminal Procedure 
Code, the Civil Procedure Code and the Contravention Code.

Section 7 of the Criminal Proceedings Code, entitled Conduct of judicial expertise, 
contains regulations on the grounds for ordering and conducting judicial expertise (Ar-
ticle 142), the cases when the conduct of judicial expertise is mandatory (Article 143), the 
procedure for ordering the conduct of judicial expertise (Article 144), commission, com-
plex, supplementary and repeated expertise. The legislator also refers to the carrying out 
of judicial expertise both inside and outside the judicial expertise institution. Article 151 
contains provisions on the drafting and presentation of the report, its structure (intro-
ductory part, descriptive part and conclusions), what each part contains, and annexes to 
the report.

Analyzing the mentioned legal provisions, we note that according to para.(1) of 
Art.142 “expertise shall be ordered in cases where specialized knowledge in science, tech-
nique, art, craftsmanship or other fields is necessary for the ascertainment, clarification 
or evaluation of circumstances that may be of probative importance for the criminal case. 
The possession of such specialized knowledge by the person conducting the criminal 
prosecution or by the judge, does not exclude the need to order a judicial expertise” [1]. 
At the same time, Article 148 of the Civil Proceedings Code stipulates that “In order to 
elucidate aspects of science, art, technique, craftsmanship and other fields, arising in the 
trial, which require special knowledge, the court shall order an expertise to be conducted, 
at the request of the party or another participant in the trial, and in cases provided by law, 
ex officio” [2].

In this context, the doctrine also shares the same ideas, which are reflected in the 
legislation, or, according to the definition in the specialized literature, judicial ballistics 
is defined as a branch of forensic technique which, by using specific technical-scien-
tific methods and means, deals with the forensic examination of firearms, ammunition, 
ammunition elements and traces created during the shooting, in order to identify the 
firearm and clarify the aspects related to the circumstances in which it was used in the 
commission of an act [3, p.12].

At the same time, in accordance with Article 143 of the Criminal Procedure Code, 
expertise is ordered and obligatory in cases related to persons and corpses (cause of 
death, bodily injuries, mental state, etc.), but also in other cases when the truth cannot be 
established by other evidence [1].

Analyzing the above, we can conclude that the criminal procedure does not ex-
pressly indicate that ballistics expertise is mandatory, but only when the truth cannot be 
established by other evidence. In cases in which illegal weapons manufactured industrial-
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ly or handmade objects similar to weapons are found, the prosecuting authority needs the 
conclusion of a judicial ballistics expert to establish whether the weapons or objects are 
firearms, in working order and suitable for shooting. In situations related to legally owned 
firearms seized in the framework of criminal prosecution, let us admit for negligent keep-
ing of firearms (Article 291 of the Criminal Code), there are no obvious circumstances that 
would make it obligatory or necessary to have a ballistics expert’s report, or the individual 
legally owns the firearm on the basis of a firearms license. However, based on the prac-
tice of carrying out forensic ballistic examinations, there is a multitude of cases in which 
legally owned firearms have illicit modifications in their construction, either by changing 
the firing regime (from semi-automatic to automatic fire), or by modifying the barrels 
(shortening, threading, etc.), or other construction modifications provided for by Law 
No.130/2012 on the regime of arms and ammunition for civilian use, considered unlaw-
ful modifications to the construction of weapons. Also, within the framework of ballistic 
expertise of legal weapons, as a result of checking the ballistic collection of bullets and 
cartridge casings collected from undiscovered crimes, there is a possibility of establishing 
that a legal weapon was used in the commission of a crime.

Practical examples are judicial expertise reports carried out within the Forensic 
and Judicial Expertise Center of the General Inspectorate of Police. In the ballistic ju-
dicial expertise report No.R-2588 of 07.11.2023 the weapon seized during a search for a 
drug-related offense, as a result of the examinations it was found that it refers into the 
category of lethal firearms, it is a weapon handmade modified from a long riffled rimfired 
semi-automatic carbine, model “BROWNING SA 22”, caliber 22LR (5.6x15mm), industrially 
manufactured at the ‘Fabrique Nationale d’Herstal’, or. Herstal, Belgium, by sawing the 
barrel to a length of 31.1mm.

In the judicial ballistic expertise report No.R-3713 of 17.12.2024 the weapon seized 
during a search for the crime of theft, as a result of examinations it was found that the 
weapon with obliterated serial numbers, seized during the search, refers to the catego-
ry of lethal firearms, is a machine pistol handmade modified from machine pistol mod-
el “АКМ”, with a rifled barrel, caliber 7. 62x39mm, industrially manufactured in 1969 at 
the “Ижевский Механический Завод” plant, or. Ijevk, Russian Federation, by cutting the 
barrel up to 256mm in length, cutting the gas piston and bolt carrier up to 255mm in 
length, cutting the stock up to 10mm in length and adapting the barrel by threading the 
front-outer thread for the mounting of devices to reduce the noise of the shot during 
firing.

In the judicial ballistic expertise report No. R-3501 of 27.11.2024 the weapon seized 
during a search for the crime of hooliganism, as a result of the examinations it was found 
that the weapon with serial number “C 75491”, seized during the search on 17.05. 2024, 
refers to the category of lethal firearms, is a handmade weapon, modified from a long 
firearm of the model “IJ-18-Е” (“ИЖ-18-E”), with smooth bore, caliber 16x70, industrially 
manufactured at the “Ижевский Механический Завод” plant, or. Ijevsk, USSR (Russian 
Federation), by cutting the barrel to a length of 371mm and replacing the stock with a 
home-made pistol grip. The weapon is designed for firing 16x70 caliber ammunition.

Therefore, we think it is appropriate to analyze the criminal procedure regarding 
the mandatory order of ballistic expertise and to ascertain whether an object belongs to 
the category of firearms or ammunition, or to ascertain the presence of unlawful modifi-
cations to the construction of weapons.
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In para.(1) of Art.146 CPC, it is stipulated that “The more complex or voluminous 
expert opinions shall be carried out by a commission of several experts of the same spe-
cialization or, where appropriate, of different specializations. At the request of the par-
ties, experts invited (recommended) by the parties may be included in the commission of 
experts”. Also, in para.(2) it is provided that “At the end of the investigations within the 
framework of the judicial expertise in commission, a single report of judicial expertise 
shall be drawn up and signed by all the experts of the commission” [1].

At the same time in Article 33 of Law No.68/2016 on judicial expertise and the sta-
tus of the judicial expert, in para.(1) it is stipulated that “Judicial expertise in commission 
is the expertise carried out by judicial experts from the same or different fields of judi-
cial expertise”, and in para.(4) stipulates that “At the end of the investigations within the 
framework of the expertise in commission, a single expert report shall be drawn up and 
signed by all the experts who are members of the commission” [4].

Analyzing the provisions related to the expertise in commission, the deficiencies of 
the formulated rules are obvious, or on the one hand it is indicated that the report of the 
expertise in commission is signed by all the experts of the commission, and on the oth-
er hand it is indicated that in commission there can be experts from different domains, 
which is inadmissible, because the expert who does not have knowledge in a certain field 
cannot sign the part of the report in which the research was done for the given field.  It 
is also worth mentioning that the Criminal Procedure Code uses the terms of “same spe-
cialization or, as the case may be, different specializations”, and Law No.68/2016 uses the 
terms of “same domain or from different domains”, which creates confusion regarding 
the judicial experts who can participate in the expertise in commission. However, they 
hold a judicial expert license with annexes in which the specialties in which he is licensed 
are written, in accordance with the nomenclature of judicial expertise approved by Gov-
ernment Decision No.195 of 24.03.2017.  Additionally, we mention that the statement in 
the CPC “or, as the case may be, of different specializations” and the statement in Law 
68/2016 “or from different domains” are inappropriate for the expertise in commission, 
or they are specific to complex expertise. And if necessary, a complex expertise in com-
mission can be ordered, which may involve several forensic experts who have licenses in 
one specialty and several experts who have licenses in another judicial expertise specialty.

At the same time in para.(1) of Art.147 CPC, it is stipulated that “If the ascertainment 
of any circumstance that may have evidentiary importance in the criminal case is possible 
only after investigations in different fields, a complex judicial expertise shall be ordered”, 
and in para.(2) it is provided that “Complex judicial expertise may be carried out either 
by a commission of experts qualified in different types of judicial expertise or by a single 
expert qualified in several types of judicial expertise” [1].

At the same time in Art.35 of Law 68/2016, para.(2) it is stipulated that “complex 
expertise may be performed either by a commission of experts qualified in different types 
of expertise, or by a single expert qualified in several types of expertise” [4].

We also note shortcomings in the provisions on complex expertise, or in para.(1) 
of the Criminal Procedure Code uses the terms “different domains”, while in para.(2) the 
terms “different fields” are used. We emphasize that the nomenclature of judicial exper-
tise approved by Government Decision No.195 of 24.03.2017 classifies judicial expertis-
es into domains (e.g., Traditional Forensic, Chemical-Forensic, Forensic-Medical, etc.), 
which include in themselves one or more fields (e.g., Fingerprint Forensics, Ballistic Fo-
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rensics, Material and Substance Forensics, etc), which in turn include one or more judicial 
specialties (e.g., Fingerprint, Palmprint and Footplant Examination; Crestoscopic Exam-
ination; Firearms and Ammunition Examination; Examination of Psychotropic Narcotic 
(Drugs) Substances and Precursors) [5]. This legislative deficiency creates shortcomings 
for both the ordering officer and the judicial expertise institutions at the stage of appoint-
ing judicial experts to carry out judicial expertise in commission or complex.

Even if in the case of ballistic expertise in the commission the situation is not so 
confusing, and the Ballistic Expertise genre includes only one specialty, Firearms and Am-
munition Examination, in the case of other genres of expertise, for example Materials 
and Substances Expertise, with 15 different specialties of judicial expertise, the situation 
is much more complex and critical, or there could be cases when in the commission of 
experts carrying out the Examination of petroleum products and lubricants, the author-
izing officer appoints experts holding a license in the specialty of Examination of narcotic 
substances (drugs) and psychotropic substances of vegetal origin, and both specialties are 
included in the field of Examination of materials and substances of the Chemical-forensic 
domain.

With reference to the Criminal Code, in Chapter XIII Offenses Against Public Securi-
ty and Public Order, Article 290 exhaustively lists the offenses related to weapons, which 
constitute crimes, namely: illegal carrying, keeping, procuring, manufacturing, repairing, 
modification of construction or marking or illegal sale of weapons or ammunition, of es-
sential components of weapons, as well as their theft [6].

In para.(1) penalties are foreseen for non-lethal weapons (prop weapons, airsoft rep-
licas, pneumatic weapons, Flaubert weapons, gas, starter, signal weapons) and old weap-
ons, but only for carrying, keeping or procuring them, and only for the purpose of trans-
forming them into firearms, as well as for their transformation.

In para.(2) penalties are provided for weapons and ammunition prohibited in the 
civilian circuit or those subject to authorization, as well as for essential components of 
firearms. The actions listed here are more numerous and include, in addition to carrying, 
storing and procuring, the actions of manufacturing, repairing, altering the construction 
or marking, illegal sale, and for their theft.

The current amendments to Article 290 were made by the Parliament Act No.136 of 
06.06.2024, in force 07.09.2024, with the purpose of correlating the given article with the 
provisions of Law No.130/2012 on the regime of weapons and ammunition for civilian use, 
which contains the definitions for the concepts used in the Criminal Code (illicit manu-
facturing of firearms, illicit modification of the construction of weapons or of the mark-
ing, essential firearm component), as well as definitions and classifications of different 
types of weapons and ammunition (weapon, firearm, ammunition, prohibited weapons 
and ammunition, lethal weapon and ammunition, non-lethal weapon and ammunition, 
prop weapon, antique weapon, gas weapon, etc) [7].

It is obvious that in order to legally categorize an illegal act, it is mandatory to order 
a judicial ballistic expertise to determine whether an object constitutes a weapon, what 
kind of weapon it is (non-lethal, lethal, pneumatic, gas, firearms, etc.), how it was man-
ufactured (industrial or handmade), whether it is in working order or not and whether 
there are any changes in the construction or marking.

As for the use of judicial ballistics in the control of weapons in the civilian circuit, the 
modality is also provided for in Law No.130/2012, but the law does not use the expression 
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“forensic ballistic expertise”, but “technical-scientific ballistic report” [3]. The reason is 
obvious, as judicial expertise is carried out in the framework of a judicial process (civil, 
contravention or penal), and the Law 130/2012 regulates the categories of weapons and 
ammunition for civilian use, as well as the conditions under which the procurement, al-
ienation, possession, carrying, use of these weapons and ammunition and operations with 
them are allowed on the territory of the Republic of Moldova [7].

In para.(3) of Art.3 of Law No.130/2012 stipulates that the Ministry of Internal Affairs 
is the competent authority that carries out the technical-scientific ballistic report, peri-
odic technical examination, traceability marking, test firing of weapons with the inclusion 
of cartridge casings and fired bullets in the collection of cartridge casings and fired bul-
lets of the Ministry of Internal Affairs, systematized by type, make, model, caliber, series, 
number, by year of production and by batch.

In para.(4) of Art.511 it is provided that the traceability marking of weapons provided 
for in paras.(1), (2) and (3) shall be carried out by the central police body authorized to 
carry out ballistic examinations.

In para.(2) of Art.67 it is stipulated that unsuitable for use are considered to be weap-
ons with falsified, destroyed, removed or modified markings, which after ballistic exami-
nation, if they do not constitute corpus delicti, shall be sent to the State Commission for 
the evaluation, bonification and destruction of weapons for their cassation.

In para.(4) of Art.68 stipulates that the deactivation of a firearm by modifying and 
irreversibly transforming it into a permanently non-functional one is attested by a tech-
nical-scientific ballistic report issued by the authorized service of the Ministry of Internal 
Affairs, which serves as a basis for its removal from the register.

Therefore, we can conclude that the knowledge of judicial ballistics is used in the 
control of weapons from the civilian circulation, to determine the operational condition 
of weapons, to certify that a weapon is permanently deactivated, and legal weapons can 
be removed from the civilian sector and transferred to the State Commission only after a 
ballistic examination. It is also important to mention the process of test firing from rifled 
weapons and the inclusion of cartridge cases and bullets in the Ministry of Internal Affairs’ 
Collection, which is used in judicial ballistic expertises for the detection and prevention 
of crimes.

Regarding the Contravention Code, Article 390 stipulates in paragraph (1) that “the 
judicial expertise is carried out by the judicial expert registered in the State Register of 
Judicial Experts” [8]. In paragraph (21), it is provided that “the expert, in the contravention 
process, has the rights and obligations set out in Article 88 of the Criminal Proceeding 
Code, applied accordingly, as well as other rights and obligations provided by this Code”. 
Simultaneously, according to paragraph (1) of Article 142 of the Criminal Proceeding Code, 
“the ordering of judicial expertise is made, at the request of the parties, by the criminal 
prosecution body, prosecutor, or by the court, as well as ex-officio by the criminal prose-
cution body or the prosecutor”. Examining these provisions, it is noteworthy that, on the 
one hand, the procedure for appointing the expert to carry out the judicial expertise is 
indicated, while on the other hand, the constating agent is not indicated as an authority 
that can order the performance of a judicial expertise.

Conclusions. In conclusion, we mention that, although the legislative framework 
regarding judicial expertise provides a detailed and complex system for carrying out ju-
dicial expertise, including in the field of judicial ballistics, there are deficiencies in the 
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regulations concerning complex expertises and those carried out by a commission. Ad-
ditionally, the recent changes in legislation, especially regarding the Criminal Code and 
legislation related to firearms in the civilian sector, highlight the need for judicial ballistic 
expertise to determine the operational condition, suitability for firing, and the presence 
of modifications in their construction. It is also evident that there is a gap in the rights of 
the constating agent to order a judicial expertise.

Thus, for a better clarification and optimization of the judicial expertise process, 
we consider it imperative to amend the Criminal Proceeding Code and Law No.68/2016 
regarding commission and complex expertises, so that the term specialties of judicial 
expertise to be used, as well as to clarify the distinction between commission expertises, 
which are carried out by experts in the same specialty, and complex expertises, which are 
carried out in different specialties, either by a single expert holding licenses in the neces-
sary specialties or by multiple experts holding licenses in different specialties of judicial 
expertise. It is also evident that there is a need to amend the Criminal Proceeding Code 
to provide the constating agent with the possibility to exploit the institution of judicial 
expertise in the investigation of contraventions.
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Summary
Currently, in connection with significant changes in the procedural regime for conducting a body search, 

the subject of procedural regulation of the involvement of specialists in this criminal prosecution action at-
tracts the attention of researchers and practitioners. The relevance of the research topic is determined by a 
number of features of the procedure for conducting a body search, which, in turn, are determined by the specific 
object in relation to which this criminal prosecution action is carried out - the body of a living person. During 
the body search, an intrusion into the sphere of personal rights and freedoms of the citizen occurs, including 
the right to physical inviolability.

In practice, when conducting a body search, a whole complex of problems is identified, related, among 
other things, to the application of criminal procedural norms regarding the participation of specialists in this 
criminal prosecution action. In this context, an additional and thorough analysis of the regulation and possi-
bilities of using the knowledge of specialists participating in the body search is necessary. These issues require 
detailed scientific research. The analysis of the theoretical material on the participation of specialists in car-
rying out body search allows arguing that an improvement of theoretical approaches in this field is necessary.

Keywords: body search, criminal prosecution action, suspect, accused, injured party, witness, expert 
examination, specialized knowledge, particular signs, traces.

Introduction. The knowledge available to criminal prosecution bodies is not always 
sufficient for the discovery and use of certain evidence, and the reporting and interpre-
tation of important facts for the case, which is why it is necessary involving competent 
persons from different fields of human life in the criminal prosecution activity [3, p.466]. 
By ‘specialized knowledge’ is meant a system of professional theoretical knowledge 
and practical skills in a specific field of science, technology, art or profession, acquired 
through special training and professional experience [4, p.690]. The application of spe-
cialized knowledge is characterized by the emergence, development and termination of a 
system of complex legal relations both between the subjects of specialized research and 
between the persons whose interests are affected (suspect, accused, defendant, injured 
party, etc.) [1, p.190].

The notion of ‘specialist’ is regulated in the criminal procedure law. The procedural 
status of the specialist is also regulated here, while the notion of ‘physician’ and his/her 
procedural status are not explained. Given that the legislator speaks about the possi-
bility of involving ‘a physician or other specialist’ in performing the body search, it can 
be concluded that the physician is considered by the legislator as a specialist. Several 
researchers in the field of criminal procedure, analyzing the procedure for conducting 
a body search, consider the physician as a specialist. For example, V.K. Lisichenko notes 
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that “body search, performed exclusively by a physician, is an auxiliary form of applying 
specialized knowledge in criminal prosecution actions, and the physician’s activity is a 
specific form of mandatory participation of the specialist in body search” [20, p.16].

The author N.A. Marks uses the term ‘specialist’ as equivalent to the term ‘physician’. 
In Article 119 of the Criminal Procedure Code of the Republic of Moldova [2] (unlike other 
articles where the term ‘specialist’ appears) the profession of the person whose special-
ized knowledge can be used in the body search is directly indicated. The identification of 
the function of a physician with that of a specialist is based on their same procedural po-
sition, since the main characteristic of a specialist is the possession of specific knowledge 
in the field of science, technology and other fields [21, p.41].

Researcher Iu.G. Torbin notes that, in the case of the participation of a specialist 
other than a physician in the body search, the procedural status of the invited specialists 
is also regulated by other criminal procedural norms (in the case of the Criminal Procedure 
Code of the Republic of Moldova, by Article 87 – n.n.). That is, literally, Iu.G. Torbin distin-
guishes between the procedural figures of the specialist and the physician [28, p.128]. It 
seems that this point of view is not entirely correct. However, physicians, in this case, 
act as specialists in the criminal procedural sense and the provisions of Article 87 of the 
Criminal Procedure Code of the Republic of Moldova apply to them, but, at the same time, 
the law defines the nature and content of the specialized knowledge possessed by this 
person – special medical knowledge.

In this context, from our point of view, it is necessary clarifying certain terminolog-
ical issues. In the opinion of V.N. Makhov, the foundations were laid for “three intercon-
nected forms of using specialized knowledge, which represent the core of the institution 
of specialists in the criminal trial: 1) participation of specialists in criminal prosecution 
actions; 2) judicial expert examination; 3) interrogation of specialists” [22, p.24].

The author M. Gheorghita argues that in criminal prosecution and judicial practice 
specialized knowledge is used in three forms: 1) participation of the specialist in carrying 
out procedural actions; 2) technical-scientific or forensic findings; 3) carrying out judicial 
expert examination [4, p.691].

In the theory of criminal procedure law there is no unified opinion on the designation 
of subjects possessing specialized knowledge – specialists or competent persons. Substitu-
tion (replacement) of the concept, in this case, as V.N. Makhov emphasizes, has not only a 
theoretical, but also a practical significance; it leads to an incorrect perception of the sta-
tus of competent persons and specialists and the relationship (correlation) between them 
[22, p.51]. In a broad, everyday sense, all persons possessing specialized knowledge can be 
called specialists. However, the term ‘specialist’ is regulated in the legislation in relation 
to persons possessing specialized knowledge and who are involved in criminal prosecu-
tion and judicial actions. The law defines a specialist as a person who possesses specialized 
knowledge and is involved in procedural actions in accordance with the procedure set by 
the Criminal Procedure Code, to assist in the discovery, recording and collecting of objects 
and documents, the application of technical means in the investigation of criminal cases, 
the formulation of questions for the expert, as well as for the clarification (explanation) to 
the parties and the court of questions within their competence.

Thus, the law establishes that the professional competence of a specialist includes 
the knowledge and skills to apply technical means for the discovery, recording and col-
lecting of objects and documents, as well as the knowledge necessary for the investiga-
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tion of the materials of the criminal case with the guidance of representatives of the crim-
inal prosecution bodies, for the formulation of questions addressed to the expert in the 
event of ordering a judicial expert examination, as well as for the resolution of questions 
that the parties to the criminal trial and the court have, questions that require specialized 
knowledge [26, pp.188-189].

The law gives the specialist two main features. A specialist, like an expert, is, on the 
one hand, a person who possesses specialized knowledge in various fields (except for legal 
ones); on the other hand, a specialist should not be interested in the outcome of the crim-
inal case [17, p.81]. Specialized knowledge is recognized as knowledge obtained by certain 
subjects in the process of practical activity through special training or professional expe-
rience they possess, based on a system of knowledge in the respective field [1, p.183]. Spe-
cialized knowledge, which is mentioned in the Criminal Procedure Code [2], is knowledge 
specific to various types of professional activities, except for those that are professional 
for representatives of criminal prosecution bodies and judges, used in the investigation of 
crimes and in the examination of criminal cases in court, in the cases and in the order es-
tablished by law. Knowledge in the field of forensics is considered professional knowledge 
of representatives of criminal prosecution bodies. However, it is important to note that, 
in the field of specialized knowledge of forensic specialists, representatives of criminal 
prosecution bodies need knowledge that would provide them with an understanding of 
the possibilities of forensic scientists involved in criminal prosecution actions, as well as 
the knowledge necessary for the correct assessment of the conclusions of forensic expert 
examinations. The specialist must not only possess specialized knowledge, but also have 
skills in applying them [23, p.149].

Methods and materials applied. The methodological basis of the research is the 
general method (dialectical method of scientific knowledge), general and particular sci-
entific methods: the method of analysis and synthesis, the systematic-structural, for-
mal-legal, comparative-legal method, etc. The scientific article uses works in the field of 
criminal procedure law, forensic science and judicial expert examination. The normative 
basis of the research is the norms of criminal procedural legislation and normative acts 
regulating the possibilities of using the knowledge of specialists involved in conducting 
a body search. As for the peculiarities of the participation of specialists in conducting a 
body search, special attention was paid to the analysis of the criminal procedural and tac-
tical-forensic aspects of this activity.

Discussions and results obtained. The specialist may be a person who is not inter-
ested in the case. Previous participation in the case as a specialist is not a reason to reject 
his/her participation (recusation). As for the regulation of the physician’s activity during 
the body search, the Criminal Procedure Code of the Republic of Moldova [2] (Article 119, 
para.(3) and (4)) only establishes that the physician either participates in the examination 
in case of necessity, if invited by the representative of the criminal prosecution body, or 
carries out the body search, if it involves the undressing of the body of a person of a dif-
ferent sex from that of the representative of the criminal prosecution body. The author 
Iu.G. Torbin, characterizing the physician’s activity during the body search, emphasizes 
that he/she uses medical knowledge for the purpose of discovering, recording and col-
lecting particular signs, traces of the crime, bodily injuries, properties and features that 
are relevant to the criminal case [28, p.128].

As indicated by L.V. Vinitsky, and we fully agree with him in this regard, in the case of 
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a body search carried out only by a specialist, which involves the undressing of the body 
of a person of a different sex from that of the representative of the criminal prosecution 
body, it is necessary to thoroughly and in detail regulate the activity of the specialist [13, 
p.30]. In legislative acts, the term ‘physician’ is frequently used, and some authors men-
tion that by ‘physician’, referred to in paragraphs (3) and (4) of Article 119 of the Criminal 
Procedure Code of the Republic of Moldova, the legislator understands a person who 
holds a certain position within medical institutions and, accordingly, has the legal status 
of a physician [27, p.455]. At the same time, it should be noted that, along with the term 
‘physician’, the terms ‘medical worker’ or ‘specialist physician’ are also used. A physician 
is a person who carries out medical activity.

The right to practice medicine is granted to persons who have obtained higher or 
secondary medical education, who hold a diploma and a special title, as well as a specialist 
certificate and a license to practice medicine. A specialist certificate is issued on the basis 
of postgraduate professional education (PhD, residency), additional education (profes-
sional development, specialization) or a verification exam organized by the commissions 
of professional medical associations, in the field of theory and practice of the chosen spe-
cialty, as well as legislation on the protection of citizens’ health.

Thus, a physician is a position, but not a procedural status of a person. The use of 
the term ‘physician’” in the framework of Article 119 of the CPC [2] is not entirely correct, 
since, from a procedural point of view, a physician, as mentioned above, is a specialist. 
However, medical science is called upon to support and guide the act of justice where the 
training and knowledge of legal sciences, by themselves, cannot solve the problems facing 
it [5, p.21]. Each physician has a distinct specialty. For example, for the position of sector 
therapist, specialists with higher medical education in the specialties of ‘General Medi-
cine’ or ‘Pediatrics’ and a specialist certificate in ‘Therapy’ are designated. In the course 
of performing the body search, usually not just any specialist is involved, but a specialist 
in the field of legal medicine. The position of a specialist in legal medicine corresponds to 
the specialty of ‘Forensic Expert Examination’. As a specialty bordering on social and legal 
sciences, legal medicine has the task of correctly advancing the legislative incrimination 
of certain types of crimes [12, p.3]. The legislator in Art.119 CPC of the Republic of Mol-
dova, established that, if necessary the representative of the criminal prosecution body 
may involve a physician or other specialist in conducting the body search. In connection 
with this, the question arises: can ‘another specialist’ be involved alongside the physician 
in the body search; or, if we interpret this norm literally, did the legislator consider that 
only one specialist can be involved in the body search: either the physician or ‘another 
one’? What ‘other’ specialties can be involved in conducting the body search? L.V. Vinit-
sky emphasized that, in addition to the physician, another specialist such as a forensic 
scientist can also participate in the body search. Moreover, “depending on the type of 
expert examination to be carried out subsequently, in case of discovery of traces on the 
body or clothes, it would be rational to invite other specialists to participate” [13, p.29]. 
L.M. Isaeva indicates that, depending on the circumstances of the case and the nature of 
the crime, different specialists may be required – biologists, chemists, forensic scientists, 
etc. “For example, a forensic specialist may be involved when he/she is entrusted with 
taking photographs, video recordings, as well as in cases where the discovery of traces, 
their search and recovery require special forensic knowledge. For example, the search for 
micro-objects, fibers, hairs, etc., which confirm contact with the victim (in cases of rape, 
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serious bodily harm, murder); soil, paint, plant pollen, fibers, which indicate the presence 
of a person at the scene of the crime; weapon lubricants, gunpowder particles, explosive 
substances, drugs, which indicate the conduct of actions related to the crime. In certain 
cases, other specialists like biologists, chemists, ballisticians, etc., may be invited to per-
form similar work” [17, p. 47]. Iu.G. Torbin emphasizes that “in some cases, it is very appro-
priate to decide on inviting not one specialist, but several specialists – representatives of 
different fields of science and technology” [28, p.131].

Moreover, the possibility of involving another specialist besides the physician in the 
body search involving the undressing of the body of a person of a different sex from that 
of the representative of the criminal prosecution body is not clearly regulated. In connec-
tion with this provision, A.V. Kudryavtseva mentions that “another specialist can only be a 
person of the same sex as the person being examined, but it is desirable that such an ex-
amination be carried out only by the physician” [18, p.248]. Regarding this possibility at the 
stage of criminal prosecution, some authors consider that, in such circumstances, if the 
representative of the criminal prosecution body cannot be present, and the body search is 
carried out by the physician, the forensic specialist cannot be present either [17, p.147].

Given that the law does not stipulate conditions regarding the sex of the physician 
who may be involved in conducting a body search involving the undressing of the body 
of a person of a different sex than that of the representative of the criminal prosecution 
body, the question arises about the need of introducing such a condition. The introduc-
tion of such an examination rule is related to the fact that the person being examined may 
have a feeling of embarrassment associated with the undressing of the body. As indicated 
by A.V. Kudryavtseva, this feeling is mitigated “in the presence of a person whose profes-
sion is medicine, minimizing the psychological discomfort of the person being examined” 
[18, p.248]. In practice, in the case of a body search involving the undressing of the body, 
priority is given to a specialist of the same sex as the person being examined. It is also 
necessary analyzing the issue of the conditions for the application of specialized knowl-
edge by the representative of the criminal prosecution body during the body search: in 
which cases should he or she seek the help of a specialist, and in which cases is his/her 
own knowledge sufficient? The use of specialized knowledge during the body search can 
be both mandatory and optional. The Criminal Procedure Code of the Republic of Moldo-
va [2] (Article 119, para. (3) and (4)) provides for the mandatory involvement of a medical 
specialist only when the body search involves the undressing of the body of a person 
of a different sex, otherwise, the need for the specialist’s involvement is determined by 
the representative of the criminal prosecution body. However, the situation seems to be 
more complex, and setting the mandatory involvement of the specialist only on the basis 
of moral and ethical aspects is not entirely correct [26, pp.196-197].

In the legal literature, the forms of use of specialized knowledge are frequently 
classified depending on the subject applying them, namely: the application of special-
ized knowledge by the persons conducting the criminal procedure (representative of the 
criminal prosecution body, prosecutor, judge), the specialist and the expert [15, pp.112-
113]. A.M. Goldman noted that although usually for the investigation of the circumstances 
to be proven in criminal cases, related to the use of specialized knowledge necessary for 
the study of facts and phenomena of the material world, which helps establishing the 
truth, competent persons trained in the relevant fields are involved, this knowledge can 
also be possessed by employees of judicial and criminal prosecution bodies [14, p.27].
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However, in theory, certain conditions are established under which the representa-
tives of the criminal prosecution body can apply own specialized knowledge. In particular, 
A.M. Goldman believes that the subjects of evidence have the right to apply specialized 
knowledge themselves when the properties and characteristics of the identified objects 
are obvious, do not require a specialized assessment and do not imply interpretation by 
persons with specialized knowledge [14, p.33]. Yu.D. Livshits and A.V. Kudryavtseva indi-
cate that the representative of the criminal prosecution body may possess certain foren-
sic knowledge and apply it in the framework of criminal prosecution actions, but their use 
in the framework of criminal prosecution action is permitted only under two conditions. 
First, the result of the application of specialized knowledge must be not a conclusion, 
but an objective fact, perceived visually, for example, a trace that cannot be seen without 
special processing with the help of chemicals or other means. Second, the established 
fact must be accessible to the public, represent an obvious result of the research carried 
out for all participants in the criminal prosecution action who do not possess specialized 
knowledge, including witnesses [19, pp.8-9]. A similar opinion is expressed by Yu.K. Or-
lov regarding the use of specialized knowledge in the framework of criminal prosecution 
actions [25, p.8]. V.N. Makhov believes that the use of forensic knowledge by the rep-
resentative of the criminal prosecution body without the help of a specialist is possible 
only under the following conditions: “1) when he/she masters this knowledge for sure, 
without the risk of destroying or damaging the traces of the crime; 2) when this does not 
involve excessive distraction of his/her attention from the performance of his/her direct 
functions, where he/she is indispensable” [22, p.48]. N.A. Marks indicates that one of the 
most widespread and effective method used during the body search is identification. In 
some cases, this is carried out directly by the representative of the criminal prosecution 
body, and in others, special scientific and technical methods are required, as well as the 
involvement of specialists [21, p.39], in order to ascertain any states or changes, produced 
directly or indirectly, by an action, if they turn out to be somehow related to the investi-
gated act [6, p.6].

The specialist is involved in body search “when it is necessary to have a clear pic-
ture of the structure of the object to be identified and the laws of its reflection in traces, 
when professional knowledge of the methodologies for discovering and collecting mate-
rial evidence and the use of scientific and technical means is required”. The identification 
actions of the representative of the criminal prosecution body during the body search 
consist in the application of specialized knowledge directly in order to establish the iden-
tity of material objects on the basis of factual data obtained by examining the body of the 
persons and recorded in the procedural sources (for example, the statements of the party 
about the presence of a scar on the suspect’s face, which are subsequently confirmed by 
examination and recorded in the minutes of this criminal prosecution action). The repre-
sentative of the criminal prosecution body can use own specialized knowledge during the 
body search and to create a basis for subsequent identification research in the framework 
of forensic examinations (for example, during the examination of the suspect’s body, trac-
es of blood, particles of lime or paint are discovered, which must be removed and which 
will constitute objects of research for subsequent forensic examination). The author N.A. 
Marks concludes that “in some cases, when the representative of the criminal prosecu-
tion body solves identification issues by conducting a body search, special regulation is 
not required” [21, pp.39-40].
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Apparently, it is necessary establishing stricter limits for the participation of the 
specialist in the body search. Undoubtedly, agreeing with the fact that in the case of the 
use of specialized knowledge by the representative of the criminal prosecution body dur-
ing the body search, the result of their application should be an objective fact, and not a 
conclusion, we must limit the establishment of visually perceived facts to the framework 
of visual observation. If the “objective, visually perceived fact” is not visible “without spe-
cial processing by chemical or other means”, then a specialist must be invited. This limita-
tion is connected with the special object of the body search - the body of a living person, 
as well as the complexity of the actions aimed at discovering and recording, and especially 
at collecting traces [28, p.134].

Despite the optional nature of the participation of a specialist in the body search, 
a number of researchers emphasize that in the process of body search, in order to dis-
cover, record and collect distinctive signs, traces of the crime or bodily injuries, the need 
to use specialized knowledge often arises. The author Yu.G. Torbin emphasizes the ad-
visability of the participation of a specialist in the body search. The appropriateness of 
participation, “especially of a physician, is determined by the specificity of the object of 
examination, the diversity of material manifestations that can be located on the body of 
a living person, the objective difficulties in discovering, recording and collecting them, as 
well as certain moral and ethical considerations [28, p.127]. L.V. Vinitsky indicates that, 
in a situation where persons subjected to body search may offer physical resistance, it is 
necessary establishing the mandatory presence of a physician, regardless of whether the 
examination will involve the undressing of the person’s body or not [13, p.27].

We must also remember that body search, as a criminal prosecution action, should 
not be confused with forensic medical examination. The first is a form of judicial inves-
tigation, and the second is a type of forensic medical expert examination [8, p.879]. We 
also believe that the mandatory participation of a specialist in forensic medicine should 
be established or, in the case of where this is not possible, of another physician, during 
the body search, because: firstly, in the case of a body search of a person, his/her position 
may change during the examination, i.e. initially the person agreed with the examination, 
and later changed the opinion and no longer agrees; secondly, this would allow guaran-
teeing an acceptable limitation of the personal inviolability of persons subjected to body 
search, since the specialist can determine the nature of actions that could pose a danger 
to the health of a living person and which are prohibited by law; thirdly, this will create, 
in many cases, an atmosphere of psychological comfort for persons subjected to body 
search. It is also appropriate to agree with the opinion of Yu.G. Torbin according to which 
in the case of body search of minors, the presence of a physician should be considered 
mandatory [28, p.131] for the purpose of providing the necessary assistance to the body 
carrying out the criminal prosecution action, creating a fair and safe environment for 
carrying out the criminal prosecution action [9, p.112].

Regarding the procedural activity of the specialist during the body search, the fol-
lowing should be noted: the direct participation of the specialist is characterized as an 
activity that is an integral part of the criminal prosecution action, being a procedural and 
tactical means of it, and is expressed in the preparation for the conduct of a specific crim-
inal prosecution action, through actual involvement in the respective action and through 
the subsequent technical processing of its results [24, p.23]. The specialist may partici-
pate in the preparation for the body search. Thus, many authors emphasize that the per-
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son conducting the criminal prosecution action may consult the specialist regarding the 
place where the body search will take place, as well as the conditions that must be met for 
it to be carried out correctly [13, p.31; 19, p.69]. The forensic specialist must be informed 
in advance about the tasks of the body search. This provides the opportunity to select the 
necessary equipment, packaging materials, as well as to conduct a self-assessment of own 
qualifications by the specialist [17, p.147]. L.V. Vinitsky, analyzing the problems of prepa-
ration for the body search, emphasizes that “since the examination, accompanied by the 
undressing of the body of the examined person, can be carried out not only by a specialist 
in forensic medicine, but also by a physician with another specialization, it is important to 
train him/her in forensic methods of detecting and collecting various traces...” [13, p.31].

During the body search, the specialist performs a number of actions: “discovers 
traces of the crime and characteristic features; records these traces to attach them to 
the report (photographs, draws, records them on video); assists the representative of the 
criminal prosecution body in describing the characteristic features and bodily injuries in 
the minutes of the criminal prosecution action; picks up and packs traces and other dis-
covered objects; selects samples for comparative research and other objects of biological 
origin for comparative research; determines how the bodily injuries were caused and 
their sequence; identifies traces related to the investigated event; conducts preliminary 
research on objects; provides assistance in formulating versions” [13, p.39; 19, p.69].

Some problems arise in connection with the process of procedural documentation 
of the results of a body search, which is accompanied by the undressing of a person of the 
opposite sex to that of the representative of the criminal prosecution body and carried 
out by a physician. In the forensic literature, there are various opinions on the peculiari-
ties of the body search of a person of the opposite sex, which involves the undressing of 
that person and is carried out by a physician. Some authors believe that the physician, as 
a person who directly performs this action, should perform the function of a person con-
ducting the criminal prosecution action during this activity. For example, G.I. Gramovich 
considered that, given that the representative of the criminal prosecution body does not 
directly observe the facts and does not document them, the physician, in this case, does 
not play the role of a specialist or expert, but acts as a person performing a criminal pros-
ecution action instead of the representative of the criminal prosecution body [16, p.72].

Other authors emphasize that, although in these conditions the direct examination 
is not carried out by the representative of the criminal prosecution body, he/she still 
retains the leadership role. The author N.A. Marks mentions that the main features of 
conducting a body search exclusively by a physician are the following: he/she receives 
certain powers to essentially perform procedural actions that would be performed by the 
representative of the criminal prosecution body, which must be mentioned in the order 
for conducting the body search; the physician performs the body search independently, 
not because of the lack of specialized knowledge of the representative of the criminal 
prosecution body, but for ethical reasons; the physician has the freedom to choose the 
means, methods and techniques to perform the same tasks that the representative of the 
criminal prosecution body would solve [21, p.39]. Yu.G. Torbin emphasizes that, despite 
the involvement of the specialist in the process of examining the body or clothing of the 
person undergoing examination, the representative of the criminal prosecution body re-
mains the main responsible and executor of this criminal prosecution action. He sets the 
specialist specific tasks, such as discovering, recording and collecting traces of the crime 
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and other evidentiary information, sets the task of preliminary investigation of the dis-
covered traces. In addition, it is the representative of the criminal prosecution body who 
assesses the results, quality and veracity of the actions performed by the specialist [28, 
p.132].

In the process of conducting a body search, it is important to clearly distribute re-
sponsibilities between the representative of the criminal prosecution body and the spe-
cialist, and the representative of the criminal prosecution body retains the leading role 
even in cases where the examination involves the undressing of the body of the person 
being examined and when the action is performed by a physician. At the present stage, a 
stable opinion has been formed in theory that, when the body search is carried out exclu-
sively by a physician, the representative of the criminal prosecution body performs pro-
cedural functions: issues an order for the body search, selects participants in the criminal 
prosecution action (including the physician), informs them of their rights and obligations, 
establishes the tasks for the body search of the person and draws up the report. The phy-
sician performs only discovery actions, at the request of the representative of the crim-
inal prosecution body: conducts a body search, identifies traces, injuries and distinctive 
signs, etc. [13, p.26]. Drawing up a report on the body search is within the competence of 
the representative of the criminal prosecution body even when he personally did not ex-
amine the body of the person under investigation, but delegated this task to the physician 
[28, p.132].

A separate area of     activity of the specialist is the taking of photographs and video 
recordings. During the body search, according to the criminal procedure legislation, it 
is possible using photography and video recording to document the conduct and results 
of the criminal prosecution action. Forensic photography significantly facilitates the ef-
ficiency of the investigation, accelerating and facilitating the process of identifying the 
perpetrators [10, p.201]. For the documentation of the body search which is not distin-
guished by special dynamics and its results, it is recommended to limit ourselves to tak-
ing photographs. In this regard, it is suggested as a recommendation to record the key 
moments of the action, as well as the traces found on the body, which are related to the 
crime, distinctive signs, tattoos, etc.

Video recording is applied when it is necessary documenting the entire process of 
the body search, and not just its key moments. This is carried out according to traditional 
rules, considering the above-mentioned peculiarities. The use of video recording is wel-
come when the body search is related to the application of coercion. Documenting the 
body search process with the help of video recording guarantees the possibility of subse-
quent control over the way in which it was carried out [17, p.148]. Due to the fact that vid-
eo recordings are able to reproduce the facts in all their complexity and dynamism, they 
will constitute an excellent means of verifying all other means of evidence and an element 
that the suspect, the accused will very difficultly decide to contest – in case it proves his/
her guilt [7, p.62; 11, p.147]. Filming the examined person during the undressing is carried 
out only with the consent of the person in question. The fact of using technical means for 
the purpose of discovering, recording and collecting traces of the crime, identifying and 
recording distinctive signs, body injuries, other characteristics and signs relevant to the 
criminal case is reflected in the minutes of the body search.

A translator may also be invited to the body search when the person involved in 
the case does not sufficiently know the language in which the trial is being conducted. 
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Such persons may be the suspect, the accused, the injured party, the witness, and others. 
Through the translator, the right of this person to testify and explain, to make requests, to 
file complaints, to familiarize with the materials of the case file, to participate in the court 
hearings using the native language or any other language the person knows [26, p.206].

A person who does not know or knows insufficiently the language in which the trial 
is being conducted has the right to benefit from the services of a translator free of charge, 
in accordance with the procedures established by the Criminal Procedure Code. The par-
ticipation of the translator in the body search is reflected in the minutes of the criminal 
prosecution action, which are signed by the person after becoming aware of its content.

Conclusions. The body search performed by a physician should not be considered 
a forensic medical examination. Both the body search and the forensic medical exami-
nation of living persons have a common object – the body of a living person. However, 
the forensic medical examination of living persons and the body search are different in 
their content and the procedural order in which they are performed. The tasks, subjects, 
procedural grounds, terms and place of these criminal prosecution actions are also dif-
ferent. In this context, carrying out a body search should not replace the investigations 
performed with the help of judicial expert examination.

If necessary, the representative of the criminal prosecution body may involve in the 
body search specialists from various fields. Several specialists of different specializations 
may also participate in the body search. It is justified and correct that the criminal pro-
cedure law provides for the involvement of a physician specializing in forensic medicine 
in performing the body search, and only in the event of his/her inability to participate, 
another physician. 

We believe that the mandatory participation of a specialist in the field of forensic 
medicine in the body search or, in case of impossibility of his/her participation, of a gen-
eral practitioner should also be regulated, for the following reasons: 1) First, in the case of 
a body search of a person, his/her position may change over time, that is, initially the per-
son may agree with the examination being carried out, and later may change own opinion, 
expressing the disagreement in this regard; 2) Second, this will guarantee the acceptable 
limitation of the personal inviolability of the examined persons, since the specialist can 
determine the nature of the actions that could pose a danger to the health of the living 
person and the conduct of which is prohibited by law; 3) Third, this will create, in many 
cases, an atmosphere of psychological comfort for the persons subjected to body search.

Also, as a matter of lex ferenda, we propose:
1) Amending paragraph (3) of Article 119 of the Criminal Procedure Code of the Re-

public of Moldova, which shall be set out in the following wording: “The body search shall 
be carried out by the representative of the criminal prosecution body with the participation 
of a specialist in forensic medicine, and in case of impossibility of his participation, with the 
participation of another physician. If necessary, other specialists may be involved in carry-
ing out the body search.”

2) Supplementing Art.119 of the Criminal Procedure Code of the Republic of Mol-
dova, in order to ensure the veracity of the body search minutes, with para.(41) with the 
following content: “In case of carrying out the body search by a physician, the report of the 
criminal prosecution action shall be drawn up by the representative of the criminal prose-
cution body”.
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Summary
The mechanisms for ensuring the rights of victims and injured parties in cases of sexual crimes need 

to be improved. In order to increase the protection of victims of sexual crimes, several measures are needed: 
establishing a form of legal assistance guaranteed by the state, ensuring psychological and medical counseling 
that ensures not only physical but also psycho-social recovery, strengthening the mechanisms for ensuring the 
right to privacy and protection of personal image, hearing victims in friendly conditions, establishing clear 
criteria for additional hearings of victims, avoiding (unnecessary) confrontations between the victim and the 
perpetrator during the examination of the respective crimes.

Keywords: criminal trial, right to defense, sexual crimes, victim.

Introduction. One of the central themes of the contemporary world is the issue of 
human rights, especially the right to defense, of several participants in a criminal trial, 
especially the victim and the injured party. It should be noted that the protection of fun-
damental human rights and freedoms is an indisputable task of the state, and in order to 
ensure the defense of these rights, the state has created a vast system of surveillance and 
control measures, legal defense and procedural protection. Thus, criminal law is intended 
to ensure the legal framework appropriate to the defense of fundamental social values. 
The fundamental rights and freedoms of the individual include those concerning sexual 
freedom, that is, the possibility of the person, regardless of sex, to decide for himself re-
garding his sexual life, without fear of being prevented from exercising it. In the study, we 
aimed to investigate both the substantive legislative framework, which criminalizes sex-
ual crimes, and the procedural legislative framework, which guarantees the rights of vic-
tims and injured parties throughout the process of investigating this category of crimes.

Methods and materials applied. The methodological basis of the research is repre-
sented by the general scientific provisions of logic, the general theory of state and law, 
the theory of criminal law and criminal procedural law. As general and particular scientific 
research methods, the following were applied: logical method, systemic method, analyt-
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ical method, as well as other methods of knowledge and interpretation. The theoretical 
basis of the study is formed by multiple scientific works in the field of criminal procedural 
law and criminal law.

In the process of developing this article, we were guided by several normative acts, 
such as the provisions of the Constitution of the Republic of Moldova, the Criminal Code, the 
Criminal Procedure Code, etc., as well as provisions of international regulations in the field.

Discussions and results obtained. Ab initio, in accordance with the provisions of Art.1 
paragraph (2) of the Criminal Procedure Code of the Republic of Moldova, “criminal pro-
ceedings aim to protect the individual, society and the state from crimes, as well as to 
protect the individual and society from illegal acts of persons with responsible positions in 
their activity related to the investigation of alleged or committed crimes, so that any person 
who has committed a crime is punished according to his guilt and no innocent person is 
held criminally liable and convicted” [1]. The issue of respecting and defending human rights 
has become increasingly important over time, leading to either the repeal or amendment 
of existing legal provisions that contravened the imposed requirements, or the adoption of 
new provisions, in accordance with the international commitments assumed. We reiterate, 
for example, the extensive amendments and additions made in recent years to the Criminal 
Code and the Criminal Procedure Code of the Republic of Moldova. Some of the innovations 
were brought to the Criminal Code by the draft Law on amending certain normative acts 
(ensuring the rights of victims in cases of crimes related to sexual life and domestic vio-
lence) No.321 of 22.07.2022 (voted as Law No.316 of 17.11.2022) [2], or, with reference to par-
agraph (1) of Art.1322 of the Criminal Code (non-consensual sexual acts or actions of a sexual 
nature), from the projected provision of this norm it follows that a sexual act is considered 
to be the action of vaginal, anal or oral penetration of a sexual nature with any body part or 
object. A similar formulation is used in Art.152 (Rape) of the Criminal Code of Ukraine [3].

With specific reference to the right of defense of the victim and the injured party 
in the case of sexual crimes, first of all, it is important to note that, by sexual acts are un-
derstood all possible ways of obtaining sexual satisfaction – other than the act of vaginal, 
anal or oral penetration of a sexual nature of the body of another person with any body 
part or object – would be classified as sexual acts. When resolving criminal cases that 
are part of the category of crimes regarding sexual life indicated in articles 171 (Rape), 172 
(Violent acts of a sexual nature), 173 (Sexual harassment), 1751 (Seduction of a minor for 
sexual purposes) of the Criminal Code [4], the courts will take into account that for the 
purposes of the criminal law, the interpretation of the following notions is important: sex-
ual intercourse represents a normal sexual act (in physiological terms) between persons 
of different sexes; Homosexuality represents the sexual act between people of the same 
sexual affiliation; satisfying sexual desire in perverse forms represents the practice of un-
natural sexual acts, which aim to satisfy the sexual instinct through different procedures 
(anal-genital, oral-genital, oral-anal), between people of different sexual affiliation [5].

In the same register of ideas, the sexual life of a person represents, in accordance 
with the decisions of the European Court of Human Rights, “an intimate aspect of private 
life”, recognizing the right of each person to have a sexual life of his choice, in accordance 
with his profound identity. Another definition of crimes concerning sexual life is offered 
by the Russian author Ia. Iakovlev, who specifies the following: “crimes concerning sexual 
life are socially dangerous acts, provided for by criminal law, which attack sexual relations 
and are characteristic of the sexual regime that has been created in society, consisting of 
the intentional commission, with the aim of satisfying the sexual desire of the subject or 
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another determined person, of sexual actions, which violate the normal sexual interests 
for this regime between persons of the opposite sex” [6, p.65].

We draw attention to the fact that sexual crimes represent the group of crimes, 
provided for in Chapter IV of the Special Part of the Criminal Code, committed intention-
ally, which attack the freedom and/or sexual inviolability of the person, as well as the 
normal moral and physical development of minors. The social danger arising from sexual 
crimes consists, first of all, in the harm caused directly to the victim, and secondly, in 
the destabilizing consequences they cause in social terms on the normal development of 
life. In regulating sexual crimes, the legislator has over time implemented the obligations 
assumed by the Conventions to which the Republic of Moldova is a signatory. In this con-
text, the provisions of the Universal Declaration of Human Rights [10]; Convention for the 
Protection of Human Rights and Fundamental Freedoms [12]; International Covenant on 
Civil and Political Rights [11]; Charter of Fundamental Rights of the European Union [13]; 
Council of Europe Convention on the Protection of Children against Sexual Exploitation 
and Sexual Abuse, adopted in Lanzarote on 25 October 2007 [14], a.o.

Thus, the Universal Declaration of Human Rights provides in Article 11, point 1): 
“Everyone charged with a criminal offence has the right to be presumed innocent until 
proven guilty according to law in a public trial at which he has been afforded all the guar-
antees necessary for his defence” [10]; International Covenant on Civil and Political Rights 
also states in Article 14, point 3) the following: “everyone charged with a criminal offence 
has the right, in full equality, to at least the following guarantees: ...to have adequate time 
and facilities for the preparation of his defence and to communicate with legal assistance 
of his own choosing; to be present at the trial and to defend himself in person or through 
legal assistance of his own choosing; if he does not have legal assistance, to be informed 
of his right to have one and, whenever the interests of justice so require, to be assigned 
legal assistance free of charge if he has no means of paying for it...” [11]; The Charter 
of Fundamental Rights of the European Union, which entered into force on 1 December 
2009, with the Treaty of Lisbon, in Article 47 stipulates: “... everyone has the opportunity 
to be advised, defended and represented. Free legal aid shall be granted to those who lack 
sufficient resources, to the extent necessary to ensure effective access to justice” [13]; 
and in Art.48 paragraph (2) it is proclaimed that every accused person shall have the right 
to a defense [13]. With an element of comparative law, we must say that even the African 
Charter on Human Rights establishes in Art.7, point 1) letter c): “Everyone has the right to 
a defense, including the right to be defended by a lawyer of his own choosing” [15].

Violation of norms regarding sexual life poses a social danger, because acts that vio-
late freedom or morality in this area are contrary to the interests of the entire society, any 
attack on the freedom of sexual life or its inviolability also representing an attack on the 
person’s right to bodily integrity and health, honor, and sometimes even to the person’s 
life itself. The person’s sexual life is an important social value, which is identified with the 
vital attribute of preserving the individual and the species, with the very reason for being 
of the person. It appeared with the person, as a social individual. Its character and forms 
have changed as the social structure has been reformed. Modern culture exerts influence 
on the person, causing him to perfect his sexual life [7].

The right to defense of the injured party and the victim is a basic, theoretically and 
normatively based principle, as expressly provided by the legislator in Art.17 of the Criminal 
Procedure Code: “(1) Throughout the criminal trial, the parties (suspect, accused, defendant, 
injured party, civil party, civilly liable party) have the right to be assisted or, as the case may 
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be, represented by a chosen defense attorney or by a lawyer who provides legal assistance 
guaranteed by the state, under the terms of the law. (2) The criminal investigation body and 
the court are obliged to ensure that the participants in the criminal trial fully exercise their 
procedural rights, under the terms of this code. (3) The criminal investigation body and the 
court are obliged to ensure that the suspect, accused, defendant has the right to qualified 
legal assistance from a defense attorney chosen by him or from a lawyer who provides legal 
assistance guaranteed by the state, independently of these bodies, under the terms of this 
code and the legislation in force. When hearing the injured party and the witness, the crim-
inal investigation body is not entitled to prohibit the presence of the lawyer invited by the 
person heard as a representative” [1]. The same is also provided for in the provisions of Art.58 
paragraph (3) point 10) and point 11) of the Criminal Procedure Code: “The victim also benefits 
from the following rights: 10) to be defended from actions prohibited by law in the manner 
provided for the defense of persons participating in the criminal trial. 11) To be assisted, in the 
procedural actions carried out with his participation, by a lawyer of his choice;” [1].

The same applies to the rights of the injured party expressly enshrined in Art.60 par-
agraph (1) point 18 of the Criminal Procedure Code: “The injured party has the following 
rights: 18) to be represented by a lawyer of his choice, and if he does not have the means to 
pay for the lawyer, to be assisted, under the law, by a lawyer who provides legal assistance 
guaranteed by the state” [1]. Developing the idea, we consider that the most sensitive aspect 
is the guarantee of the rights of the defence counsel in the criminal prosecution. In the case 
of Vaudelle v. France [16], the European Court of Human Rights emphasized that the sys-
tem of the Convention for the Protection of Human Rights and Fundamental Freedoms [12] 
imposes on States in certain cases the obligation to adopt positive measures to effectively 
guarantee the rights enshrined in Article 6, including the obligation to be informed of the 
cause and nature of the accusation against the person suspected of having committed a 
crime. States must show diligence in order to ensure that individuals effectively enjoy the 
rights guaranteed by Article 6 of the Convention in their entirety [16].

In another order of ideas, in order to ensure full respect and defense of the rights 
and interests of victims or injured parties (in the case of domestic violence or sexual vio-
lence crimes), the legislator, through Government Decision No.173 of 29.03.2023 [9], cre-
ated a mechanism for the defense of the violated rights and freedoms of these categories 
of persons, establishing in this regard the Family Justice Center of the Police and Min-
imum Quality Standards. With the establishment of the Center, victims have expanded 
possibilities in the defense of their rights and counseling. The beneficiaries of the Center 
are offered primary legal counseling in the following areas: specific legislation on immedi-
ate or long-term protection in cases of violence; victim rights; support in obtaining a pro-
tection order; legislation on the act of marriage and divorce; parental rights; legislation 
on migration; criminal legislation, provisions on medical and social insurance; support in 
obtaining a lawyer from the National Council for State-Guaranteed Legal Assistance and, 
if necessary, support in completing legal documents.

An undeniable role of the defense is ensured at the same time by establishing the cir-
cumstances of the imputed criminal act, or rather the activity in the criminal evidence, car-
ried out by the defense, but which differs in certain particularities from the activity of the ac-
cuser in the criminal evidence. Or, in accordance with Art.94 paragraph (1) point 2) of the CPC: 
“in the criminal trial, data that were obtained by violating the right to defense of the suspect, 
accused, defendant, injured party, witness cannot be admitted as evidence and, therefore, are 
excluded from the file, cannot be presented in court and cannot be used as the basis for the 
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sentence or other court decisions” [1]. Therefore, the defense is entitled to participate in the 
evidence, being necessary for this purpose a certain volume of procedural rights. However, 
by establishing psychological contact with the victim of these categories of crimes, in some 
cases, the defense attorney, through the injured party, could more easily administer some 
evidence, as the victim offers him a greater dose of trust and, respectively, provides detailed 
descriptions of the circumstances in which the criminal act was committed.

Due to the state of anxiety (fear), victims often feel embarrassed in front of the 
criminal investigation body and are reserved in presenting the entire criminal picture, 
or, in their view, some subtleties are not important for the criminal case, therefore, in his 
speech with the victim, the defense attorney must be very attentive to any detail provided 
by the victim, and then proven, since these during the criminal investigation could con-
tribute to the discovery of the crime and the establishment of the truth.

In our opinion, the discovery and efficient and effective investigation of crimes de-
pends almost entirely on the degree of competence and professionalism of the criminal 
investigation body, manifested from the initial stage of the investigations, from the stage 
of the investigation at the scene. The aspects tend to be complicated due to the limited 
time period, in which the material traces remain unaltered at the scene of the crime, as 
well as due to the psychological consequences and aftereffects likely to alter the state-
ments of the victim, the injured party, witnesses, etc. And one of the solutions that we 
consider useful would be the widespread application of forensic methods and means, 
which on the one hand help preserve the variable forms of evidence, and on the other 
hand give them a demonstrative and obvious character.

From the existing practice it results that most often the victims of sexual crimes 
are people from vulnerable social strata, minors, or people with certain disabilities. Some 
of these categories of victims consider such sexual assaults to be normal, either because 
they do not perceive them as illegal due to their age, due to their health, or in some cases 
out of fear of being subjected to further and more serious abuses. Therefore, in such situ-
ations the defense attorney needs a longer time to discuss with his client (victim) in order 
to get to the essence of the problems and to establish precisely the period since such as-
saults began, so that later the criminal investigation body, when qualifying the facts, can 
incriminate with certainty the number of episodes committed and their category. In this 
case, the defender, in addition to his role of defending the fundamental rights and free-
doms of the person, also plays the role of a psychologist, because in order to get to the 
heart of the problem, as we mentioned, it is necessary to establish psychological contact 
so that the victim can fully disclose what happened.

Thus, in this case, the defense attorney that the legislator has provided for the in-
vestigation of these categories of crimes, occupies the role of state prosecutor and to-
gether with the criminal prosecution body contributes to the administration of evidence 
in order to prove the guilt of the perpetrator, as well as the defense of the fundamental 
rights and freedoms of the victims of sexual crimes.

Through his contribution, the defense attorney submits requests and requests to var-
ious state institutions, as a result of which evidence is administered and damage to the 
honor, dignity and reputation of the victims of the categories of crimes mentioned above is 
avoided to the maximum. Analysis of contradictions, detection of defects and unilateralism, 
detection of inadmissibility of the accumulated evidence – all these means cannot be used 
by the defense, without the administration of its own evidence [8]. We conclude that the 
criminal process has a series of fundamental principles that mark its entire development.
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The European Court of Human Rights seeks to strike a fair balance between the 
personal integrity of the applicant and the rights of the defence. In the Court’s view, crim-
inal proceedings concerning sexual offences have often been perceived as a real ordeal 
(torture) for the victim, especially when she has been confronted against her will by the 
defendant. These characteristics are even more prominent in a case involving a minor 
victim. Therefore, in such proceedings certain measures may be taken to protect the 
victim, provided that they can be reconciled with the proper and effective exercise of the 
rights of the defence [17, p.30].

In the case of Y. vs. Slovenia, the Court emphasised that, as a rule, the rights of the de-
fendant under Article 6 §§ 1 and 3 (d) of the Convention require that he be given sufficient and 
appropriate opportunity to challenge and question a witness who is giving evidence against 
him, either when he is called to give a statement or at a later stage of the proceedings. On the 
other hand, in the Court’s view, a person’s right to defend himself does not translate into an 
unlimited right to use any kind of arguments in his defence. Thus, since a direct confrontation 
between defendants accused of violent sexual offences and their alleged victims entails the 
risk of further traumatising the latter, in the Court’s view, cross-examination carried out per-
sonally by the defendant must be subject to a more careful assessment by the national courts, 
all the more so the more intimate the questions are [18].

Victims of sexual crimes are usually female, who are already in a vulnerable position. 
Their level of vulnerability will increase exponentially if the perpetrator comes from the 
victim’s social circle or entourage, which will intensify her feeling of helplessness. Due to 
traumatic experiences, victims of sexual crimes are particularly prone to feelings of em-
barrassment and humiliation. In these circumstances, criminal prosecution bodies must 
demonstrate maximum sensitivity in approaching the case and respect the victim’s natu-
ral desire to protect her personal integrity.

Conclusions. We believe that the protection of victims of sexual crimes is a funda-
mental imperative of a fair and efficient criminal justice system. The right to defense of 
the victim and the injured party must not only be formally proclaimed, but also concretely 
ensured through functional institutional mechanisms, friendly judicial procedures and 
effective psycho-legal support measures.

In this context, it is necessary to strengthen the normative and institutional frame-
work regarding the defense of fundamental social values, such as sexual inviolability, 
psycho-physical integrity and dignity of the person. State-guaranteed legal assistance 
measures, psychological and medical counseling, hearing victims in protected conditions 
and avoiding procedural re-victimization are essential elements for achieving real and 
efficient protection of injured persons.

At the same time, the role of the defense attorney takes on an expanded dimension 
in the process of investigating these crimes, going beyond the traditional limits of a pas-
sive defense, in the sense of an active participation in the management of evidence and 
supporting the procedural interests of the victim. The defense activity must be perceived 
in this context as a complex approach to the defense of fundamental rights, but also as a 
direct contribution to the achievement of the procedural truth.
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 Summary
The principle of legality is at the origin of the rule of law. Starting from the latin maxims “nullum 

crimen sine lege” and “nulla poena sine lege” enshrined in international criminal doctrine, which define the 
legality of the criminalization of offences and the legality of penalties in criminal law, we are today witnessing 
a decline of the principle of legality at national level. In this regard, this paper will address the criminal legality 
in the European area, from the perspective of both European Union Member States and Non-European Union 
countries, since this aspect will give a necessary dose of clarity to the principle of criminal legality, elucidating 
the errors of criminalization in national criminal law, allowing to highlight the Soviet nihilism present in the 
jurisprudence of the Republic of Moldova.
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Introduction. Timeliness and importance. First of all, we maintain that the law must 
serve to the life, be clear and accessible to all. So, we note that the legality of criminal 
rules is a driving force at both national and European level.

The principle of legality is codified in international instruments, such as Article 7 of 
the European Convention of Human Rights, Article 49 of the Charter of Fundamental Rights 
of the European Union. In this regard, the Court of Justice of the European Union and the 
European Court of Human Rights are not least the main mechanisms for the protection of 
legality, and the case law of these courts shapes the main obligations arising from “nullum 
crimen sine lege, nulla poena sine lege” – entitled “No crime, no punishment without law”.

Now, the legal framework of the Republic of Moldova is at an impasse in terms of 
accessibility and predictability of criminalization rules, and this directly violates funda-
mental human rights, and restricting the exercise of certain rights can be ordered only 
when is necessary in a democratic society. Worse is that the spread of the illegality of 
criminalization creates an image deficit for the Republic of Moldova at the European level, 
an important aspect for our state, as it has been striving for some time to join the Euro-
pean vector, in order to establish a fair justice, eliminate arbitrariness and Soviet nihilism 
still present in the criminal justice system of the Republic of Moldova [21].

It is of paramount importance to approach criminal legality in comparative crimi-
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nal law both from a theoretical, but especially from a practical point of view, in order to 
exclude the extensive unfavorable interpretation of national criminal law as well as the 
mischaracterization of criminal acts by national law enforcement bodies [21].

So, there is a clear need to emphasize the rule that an act, even if it presents a dan-
ger to society, will only attract criminal liability if, at the time it was committed, it was 
provided by law as a concrete crime [21].

Based on the above arguments, we believe that it is appropriate to examine the 
comparative law aspect in order to identify the best European practices, which will be the 
basis for giving the text of the criminal law of the Republic of Moldova the necessary dose 
of clarity, the comparative law aspect, moreover, playing a leading role in every scientific 
research. Moreover, the criminal law must be clear for everyone and correspond to the 
level of standardization of European criminal norms, so as to exclude the possibility of 
ambiguous interpretation in the future.

In this vein, we believe that the proposed study dedicated to the principle of le-
gality in comparative law will be useful both in criminal doctrine and in the practice of 
transposing criminal law norms into practice in order to promote the highest standards 
of predictability and clarity of the incriminating text of the norm, a need that is also felt 
among law enforcement bodies [21].

Methods and materials applied. The following methods have been used in order to 
achieve the intended purpose of this paper: the analysis, under the fundamental aspect of 
the concept of criminalization of criminal legality is imposed with poignancy, reflecting 
the most prominent criteria of criminal legality at the international level, in the light of 
the ECHR regulations and the judicial precedent of the European Court of Human Rights, 
also in the light of the criminal codes of the European Union states, being analyzed in 
detail and the best practices of the criminal legislation of the EU Member States as well 
as non-EU ones are drawn; the comparative method, is the leading method of the study, 
being applied in order to make a broad comparative analysis of the perceptions of the 
legality of the criminalization of criminal acts in European criminal law in co-report with 
the national one, emphasizing in particular the regulation of criminal legality in the crimi-
nal codes of the EU Member States; generalization is the basis of the analysis of the study, 
being drawn the most relevant ideas and conclusions at the theoretical level as well as in 
practical aspect regarding the rule of criminal legality.

The aim of the paper is to elucidate the evolution and regulation of criminal legality 
at the European level, both in the EU Member States and in the non-EU states, as this as-
pect will provide a necessary dose of clarity in the doctoral research paper, as well as will 
directly highlight the gaps in the legislation in this area, being a topical subject.

Discussions and results obtained. The principle of legality is a cornerstone of crim-
inal justice systems throughout Europe, codified in international instruments such as Ar-
ticle 7 of the European Convention of Human Rights and Article 49 of the Charter of Fun-
damental Rights of the European Union. Moreover, the Court of Justice of the European 
Union and the European Court of Human Rights are not least the main mechanisms for 
the protection of legality, and the case-law of these courts shapes the main obligations 
arising from “nullum crimen sine lege, nulla poena sine lege”. In this regard, both Article 7 
of the ECHR and Article 49 of the EU Charter prohibit the conviction of a person for an 
act which was not a crime at the time of its commission and the imposition of a heavier 
penalty than that prescribed at the time of the commission of the act.

In the light of Article 7 of the European Convention on Human Rights “no one shall 
be held guilty of any criminal offense on account of any act or omission which did not 
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constitute a criminal offense under national or international law at the time when it was 
committed. Nor shall a heavier penalty be imposed than that which was applicable at the 
time when the crime was committed” [1].

Legality has been a determining vector since the founding of the Union and, respec-
tively, with the adoption of the Charter of Fundamental Rights of the European Union, 
the main instrument for the protection of the fundamental rights of citizens of the EU 
Member States, which in Title VI, entitled “Justice”, in Article 49 “Principles of legality and 
proportionality of criminal offenses and penalties” regulates legality as follows: “No one 
shall be held guilty of any criminal offence on account of any act or omission which did 
not constitute a criminal offence under national or international law at the time when it 
was committed. Nor shall a heavier penalty be imposed than that which was applicable 
at the time of the commission of the offense. If, subsequent to the commission of the of-
fense, the law provides for a lighter penalty, the latter shall apply. The penalties must not 
be disproportionate to the offense” [1].

Moreover, the evolution of the principle of legality and legislative harmonization is 
achieved through the adoption of international acts of common interest of irreproachable 
importance, especially European Union directives, like: Directive 2011/36/EU imposing 
sanctions to prevent and sanction the crime of trafficking in human beings; EU Directive 
2017/541 on combating terrorism, obliging Member States to criminalize such acts; EU 
Directive 2013/40 on attacks against information systems; EU Anti-Money Laundering 
Directive 2018/1673; Directive 2017/1371 criminalizing fraud that affecting the EU budget; 
Directive 2008/99 which makes it a criminal offence to cause serious environmental 
damage; EU Directive 2017/2103 extending the list of banned substances, etc. [23].

However, we note that in recent decades crime has spread throughout the world, 
and we conclude that there should be a well-defined European criminal law of the EU 
states. Notwithstanding this fact, we can say that there is no distinct branch of European 
law, however, as the states at national level are still in control of determining the nature 
of criminal punishments and the amount of them, each having a criminal code determined 
in this respect, with criminal incrimination and criminal penalties varying from one state 
to another. Over the years, however, there have been several controversies among re-
searchers in order to build a single and distinct criminal law of the European Union, one 
of the most certain reasons being that criminals can take advantage of the existence of 
various differences in the legal systems of the states, planning the criminal acts in one 
state, then they end up carrying them out in another state and then take refuge in the 
third state, and so on.

We deduce that criminal legality in the European Union area is regulated in con-
junction with the notion of proportionality of the crime, and in this regard with reference 
to the proportionality of penalties the legislator regulates: “Any restriction on the exer-
cise of the rights and freedoms recognized by this Charter must be provided for by law 
and respect the substance of those rights and freedoms. In compliance with the principle 
of proportionality, restrictions may be imposed only if they are necessary and only if they 
genuinely meet objectives of general interest recognized by the Union or the need to pro-
tect the rights and freedoms of others” [1; 23].

In the following we will analyze criminal legality as it is approached in the Member 
States of the European Union as well as in non-EU European states. Although criminal 
law is largely a national matter, the EU plays a major role in harmonizing the laws of the 
27 countries and coordinating the fight against cross-border crime. In carrying out this 
research we can notice that legality is at the root of the criminal law system of the EU 
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Member States, since for the most part, it is regulated in Section I of the Criminal Codes, 
which presumes that legality is regarded as a fundamental rule and framework provision 
from which the criminal legislation of each state starts, promoting an area of fairness and 
justice common to the Member States.

An eloquent example is Croatia. In Croatian criminal legislation, the principle of 
legality is enshrined in Article 2 CC, which states: “No one may be punished for an act 
which, prior to its commission, has not been established by law or international law as a 
criminal act and may not be sentenced to a punishment or other criminal sanction which 
has not been established by law” [4].

Also, in the Czech Republic we find provisions on legality in Chapter I regulated in 
a distinct and much broader way, entitled “Competence of criminal legislation”, where in 
section I entitled “No offense without law” it is mainly regulated the non-retroactivity of 
criminal law by: “An act is criminal only if it was provided by law before it was committed” 
[5]. Article 5, paragrath (3) of the Constitution of the Republic of Bulgaria regulates: “No 
one may be convicted for an act or inaction which at the time of its commission did not 
constitute a criminal offense”.

In German law we also find regulations related to the principle of legality in the Crim-
inal Code, in section I entitled “No punishment without law”, which states that “An act can 
only entail a punishment if criminal liability has been established by law before the act was 
committed” [7]. In Spain, in Article 1 of the Criminal Code: “No act or omission shall be pun-
ishable unless it is provided for as an offense by law prior to its commission” [8].

In Italy, in Article 1 of the Criminal Code entitled “Offenses and Punishments”: “No 
one may be punished for an act that is not expressly provided for as an offense by law, nor 
with penalties that are not established by law” [10].

In the State of Denmark in Section I of the General Part of the CriminalCode it is 
stated that: “Punishment may only be inflicted for a situation whose criminality is author-
ized by law, or which must be equated with such a situation” [13].

In Austrian criminal law, the principle of legality is regulated by the phrase “No 
punishment without law” in Section 1, Chapter I: “An offense can only be punished if it was 
established by law before the act was committed” [12].

In Article 111-3 of the French Criminal Code: “No one may be punished for an offense 
the elements of which are not defined by law, or for a contravention the elements of 
which are not defined by regulation”. At the same time, French legislation regulates legal-
ity in terms of the degree to which the act is punishable by law, abstracting the distinction 
between a criminal act and a contravention: “No one may be punished by a penalty that 
is not provided for by law, if the act is a criminal offence or a contravention, or by regu-
lation, if the offence is a contravention”. In Article 111-4, we find the following provision: 
“Criminal law is subject to strict interpretation”, which shows that ambiguous interpre-
tation by analogy of criminal provisions is not allowed in French criminal law, the rules 
being subject to strict interpretation [11].

In Romania legality is expressly divided in the Criminal Code into two distinct ar-
ticles. Article 1 entitled “Legality of criminalization” reads as follows: “The criminal law 
provides for the acts that constitute offenses. No person may be criminalized for an act 
that was not provided for by criminal law at the time it was committed”. Article 2 also 
provides for the legality of criminal punishment in the following manner: “The criminal 
law prescribes the applicable punishments and educational measures that may be taken 
against persons who have committed criminal offenses, as well as security measures that 
may be taken against persons who have committed acts provided for by the criminal law. 
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A punishment may not be imposed or an educational or security measure may not be tak-
en if it was not provided for by criminal law at the time when the act was committed. No 
penalty may be determined and imposed outside its general limits” [9].

From the above in this paper, we can conclude that the criminal legislation of the 
EU Member States is standardized according to the standards of quality of the law in the 
aspect of criminalization and sentencing according to the Charter of Fundamental Rights 
of the European Union. So, in all states we find practically the same expression of norma-
tive regulation, except for a few textual differences, and basically all of them bear the same 
meaning and character of criminal legality regulation, as stipulated in the Charter of Fun-
damental Rights of the EU in the Article 49 – „Principles of legality and proportionality of 
criminal offenses and penalties”. From a structural point of view, criminal codes vary from 
one country to another, but they do not have any divergent amendments, as they are made 
up of a general part, which generally provides for criminal sanctions, criminal liability, the 
subject of the crime, the attempt, etc., and a special part, which provides for the system of 
criminal offenses and penalties, where each criminal act is criminalized in separate chap-
ters and the corresponding penalties are provided for. Of course, in some criminal codes of 
the countries we do not find the same criminal offenses and penalties as in others, which is 
due to the different legal systems, as each country has its own unitary system of law.

In European countries that are not members of the European Union, the principle 
of criminal legality has, in general, the same legal foundations and is applied directly in 
accordance with international and national rules. Moreover, we note that these countries 
respect principles similar to those in that are in European Union, largely due to interna-
tional commitments and integration into human rights protection systems, in particular 
through the European Convention on Human Rights (ECHR), to which 46 countries are 
currently signatories.

Another moment is that many Non-EU states, for example Canada, the United King-
dom, apply the common law system, where judicial precedent plays one of the most essen-
tial roles in determining offenses and punishments, which can be considered as an aspect 
of the application of criminal arbitrariness. Although not all non-EU states are part of the 
legal mechanisms of the Council of Europe (such as the ECHR), some states are parts to 
other international acts protecting human rights, for example: The International Covenant 
on Civil and Political Rights, which influences the legality of legal acts and the respect for 
the fundamental rights of accused, convicted persons. Also, most European countries that 
are not members of the EU, such as: Republic of Moldova, Norway, Switzerland, Iceland and 
Serbia, etc. are signatories to the ECHR. Moreover, article 7 of the Convention provides a 
mechanism to ensure respect for the principle of “nullum crimen, nulla poena sine lege”. It 
can therefore be noted that in these States, the European Court of Human Rights supervis-
es compliance with this principle, which is contrary to criminal arbitrariness, and citizens 
may bring a case before the Court if they consider that their fundamental rights have been 
violated, including by violating the principle of criminal legality, by improper criminalization 
of the act, by misapplication of the law, by application of analogy of legal rules, by applica-
tion of provisions of criminal law unfavorable to the plaintiff, and others. In every Non-EU 
country, the principle of legality is enshrined directly in the supreme law of the state as 
well as in criminal codes. In particular, there are numerous mechanisms in place to ensure 
respect for the rule of law, as all non-EU states are signatories to international conven-
tions, for example the UN Convention against Corruption or the Geneva Conventions. These 
international conventions require States to adapt their national legislation to respect the 
principle of legality and to clearly define international crimes, in the case of war crimes or 
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torture. Moreover, the features of criminal legality are common to all States, which presup-
poses that all the essential characteristics of the rules are met, referring in this respect to: 
lex scripta; lex stricta; lex praevia; lex certa [22].

In the following we intend to analyze the legality as it is approached in some Euro-
pean countries that are not members of the European Union.

The Republic of Moldova, first of all, is a sovereign state, a state governed by the 
rule of law, which contains provisions referring to legality both expressly in the Supreme 
Law of the state, directly in the Constitution of the Republic of Moldova and in the only 
criminal law of the Republic of Moldova, in Article 3, entitled “No punishment without 
law”, according to which “No one may be found guilty of committing a crime or subject 
to criminal punishment, except on the basis of a court decision and in strict accordance 
with the criminal law. Extensive unfavorable interpretation and application by analogy of 
the criminal law are prohibited” [6].

However, we recognize that a problem of increased resonance of the criminal sys-
tem of the Republic of Moldova is the Soviet coat that the Republic of Moldova still wears 
in the legislative aspect. Moreover, reiterating this idea, we deduce that the Criminal 
Code of 2002 regulated the criminal legality under the same aspect as the provisions of 
the current Criminal Code of the RM [21].

In substance, we agree with the aspects of law enforcement proposed by the authors 
R. Cojocaru and V. Jitariuc in their seminal work “The principle of criminal legality: elements 
of content and evolutionary trends”, in which the authors emphasized the reformulation 
of Article 3 „Principle of legality” of the Criminal Code as follows: “(1) A person cannot be 
subject to criminal punishment for an act that was not provided for in this Code as a crime 
at the time it was committed. (2) The criminal law shall prescribe the punishments and se-
curity measures that may be imposed on persons who have committed criminal offenses. 
Measures of constraint of criminal liability may not exceed the limits prescribed by this 
Code. (3) The criminal law is of strict interpretation, and unfavorable extensive interpreta-
tion and application by analogy of the criminal law are prohibited” [20].

The relevance of this regulatory framework, especially the Article 3 of the Criminal 
Code of the Republic of Moldova, has been viewed ambiguously countless times; moreo-
ver, the authors come up with proposals for law enforcement that no one has yet taken 
into consideration, and meaningless provisions continue to persist.

In other words, turn to the jurisprudence of the Republic of Moldova constitutes its 
number of convictions in front of the CtEDO with respect to the violation of Article 7 of 
the European Convention on Human Rights, due to the existence of numerous uncertain-
ties regarding the incrimination of criminal offenses and the establishment of penalties in 
the fundamental penal law of the Republic of Moldova [21].

The principle of legality in the frame of the Russian Empire was consecrated even in 
the 19th century under its classic form “no crime without law”. In this sense, Art.1 of the 
Code of Laws of the Russian Empire provided that “Any act prohibited by the law under 
the sanction of punishment is an offense”. A similar provision was contained in Art.4 of the 
Statute of Criminal and Correctional Punishments of 1845, which provided that: “A crime 
or a misdemeanor is both the illegal act itself and the omission to do what is provided for 
by law within the framework of the criminal or correctional sanction” [24].

According to the Constitution of the Russian Federation, legality is expressly pro-
vided for in Article 15, which regulates: “The Constitution of the Russian Federation has 
supreme legal force, direct effect and applies throughout the territory of the Russian Fed-
eration”. According to Article 3 of the Criminal Code of the Russian Federation entitled 
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“Principle of legality”, it is stipulated: “The criminality of an act, as well as its punishment 
and other criminal and legal consequences are determined only by this Code. The appli-
cation of criminal law by analogy is not permitted” [23; 31], which denotes that a person 
can be held criminally liable only for acts that are explicitly provided for by criminal law. 
Those who come to apply the law cannot impose penalties other than those provided for 
by law [68]. With reference to the guilt of the perpetrator, the Criminal Code of the Rus-
sian Federation, in Article 5, provides for the principle of guilt, which stipulates: „A person 
is criminally liable only for those socially dangerous actions (inactions) and for those so-
cially dangerous consequences in relation to which his guilt is established” [14].

The legislation of the Republic of Turkey states that: “Only an act that is clearly de-
fined as a crime in law is punished. No one can be punished for an act that is not clearly 
defined as a crime in law”. Ignorance of criminal law is not considered an excuse. There is 
no perfect crime or punishment in Turkish criminal law. No person can be held responsi-
ble and punished for the act of another person. A person who has committed a crime must 
receive a fair punishment in accordance with human rights, depending on the gravity of 
the crime. Minors are not punished for crimes they may commit up to the age of 12, but 
security measures may be imposed on them” [18].

However, Turkey is among the states that are frequently convicted before the EC-
tHR for violating the principle of legality of criminalization, the application of an arbitrary 
decision, according to Article 7 of the ECHR, especially in the context of terrorist acts. In 
this regard, we are referring to the following cases: Tekin Akgün v Turkey, Alparslan Altan 
v Turkey, Hakan Baş v Turkey and Turan and 99 100 others v Turkey, Selahattin Demirtaş v 
Turkey, Osman Kavala v Turkey, Yasin Özdemir v Turkey, Ilıcak v Turkey, Gültekin Sağlam 
v Turkey, Yüksel Yalçınkaya v Turkey, etc.

In the Norwegian Criminal Code the principle of legality is enshrined in article 14, 
which stipulates that: “A person may only be held criminally liable for acts that are defined 
as crimes by the criminal law in force at the time of their commission” [15].

Belarus is a sovereign state where the harshness of criminal penalties persists, as 
the death penalty is still present in the criminal legislation of the state. The Constitution 
of Belarus enshrines the supremacy of law and respect for the law by all state authorities. 
The principle of legality in the criminal legislation of Belarus is found in paragraph 2 of 
Article 3, the norm that regulates: “No one may be found guilty of committing a crime and 
be subject to criminal liability in a different manner, only in accordance with the court 
verdict and in accordance with the law”. The crime, its punishment and other criminal 
consequences in law are determined only by this Code. The norm is subject to strict in-
terpretation. The application of criminal law by analogy is not allowed” [3].

In the Criminal Code of Georgia, criminal legality itself is not regulated, but in Art.36 
we encounter the notion of error or mistake of law, which is related to the notion of le-
gality, which stipulates that: „A person who does not know that the act he commits is 
prohibited shall not be punished only if the mistake is pardonable. A mistake is considered 
excusable if, in the given circumstances, the person does not know and could not have 
been aware that he is committing a prohibited act. When a mistake is not excusable, the 
person can be held liable only for negligence” [17].

According to the author A. Makharadze, analogy in the criminal law system is an im-
portant topic of discussion in the context of the Georgian legal system. It can arise when a 
certain situation or action is not covered by clear provisions of criminal law. In such cases, 
courts and law enforcement officers can identify analogies with similar situations or legal 
norms that already exist to be applied in a similar situation, otherwise this aspect violates 
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the legality of criminal incrimination and the legality of establishing a fair punishment, 
being rigorously violated the features of criminal legality, which forcefully require com-
pliance with the standards of clarity of the norm, such as: predictability, clarity, strict-
ness, etc. Georgia is also among the states frequently convicted before the ECtHR due to 
violation of Article 7 of the ECHR. An example is the case of Antia and Khupenia v. Georgia, 
in which the applicants were charged with breach of duty and were convicted two years 
after the commission of the offence, when the offence was already time-barred [1; 2].

Conclusions. In light of what is reported in this paper, we support the idea that the 
comparative law aspect is more than necessary in approaching the rule of criminal legali-
ty. We conclude that in the Member States of the European Union, the principle of legality 
is more clearly addressed, more detailed, being protected due to the common standards 
imposed by the EU, and as for the Non-EU states, the clarity of the norms depends on 
its legal system as well as on the respect for the rule of law. Also, for the European states 
with an authoritarian and unstable regime the arbitrary applicability of criminal legality 
is still characteristic, since the justice is predominantly under the influence of political 
power. At the same time, in some Non-EU states, but which are members of the Council 
of Europe, the principle of criminal legality is applied according to the ECHR standards 
(Republic of Moldova, Turkey, Georgia, Belarus, Russian Federation).

In this sense, we see the moment when the Republic of Moldova will join the Euro-
pean Union, and legislative unification will constitute one of the main levers of the Euro-
pean vector, a necessity felt at present. We conclude that in the Republic of Moldova the 
law as a guarantor of society must meet the conditions of the quality standard of norms 
at the European level. The guarantee contained in Article 7 of the ECHR “No punishment 
without law” and in Article 49 of the EU Charter of Fundamental Rights occupies a promi-
nent place in the legal system of states, representing the principle of the legality of crimes 
and punishments (nullum crimen sine lege, nullum poena sine lege) at the global level.

Despite this fact, in any legal system, no matter how perfect the norm may be in 
terms of clarity and predictability, it must be interpreted accordingly and fairly. The Re-
public of Moldova is one of the most reprehensible states in the world before the ECtHR, 
in terms of serious violations of the fundamental rights of citizens, excluding the provi-
sions of Article 7 of the Convention. This is due to the incorrectness of the criminalization 
of criminal acts as well as the erroneous and unfavorable application of criminal penalties 
against its own citizens.

Another aspect that was emphasized in this paper is the interference of internation-
al and European criminal law with national law, moreover, we still note the presence of 
vague legislative regulations in the Criminal Code of the Republic of Moldova, which are 
likely to mislead litigants.

However, even though the Constitutional Court of the Republic of Moldova declared 
a number of unconstitutional provisions lacking predictability through Constitutional 
Court Decision No.24 of 17.10.2019 on the review of the constitutionality of certain legal 
provisions in the Criminal Code, the local legislator has not yet amended the criminal 
legal framework to exclude these loopholes in absolutely all criminalization norms. Ac-
cordingly, the legality of the incriminations remains affected because the criminal norms 
are not clear, they lack predictability and meaning. In other words, this fact raises many 
questions for citizens of modern states governed by the rule of law, and sentencing indi-
viduals according to these provisions would seriously violate fundamental human rights.

Regarding the scientific results obtained, which also reflect the scientific novelty of 
this work, we can note the following:
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– The models of regulating legality in European and international criminal legisla-
tion were revealed.

– A detailed comparative law study was conducted regarding the approach to the 
structure of criminal legality in EU and non-EU member states, noting that in EU states 
the legislation is unified according to European standards, being unique and common, 
while in non-EU states there are still many requirements.

– The need for legislative amendments was noted, especially of Article 3 of the 
Criminal Code of the Republic of Moldova, in order to eliminate the Soviet legal nihilism 
still present in the Criminal Code of the Republic of Moldova, mainly highlighting the 
problems faced by the national criminal law – those visible gaps that seriously violate the 
principle of criminal legality.

– With the accession of the Republic of Moldova to the European vector, the need 
to address the principle of legality in the Criminal Code of the Republic of Moldova was 
emphasized in Article 3 as it is provided at the European level, clearly and stipulates: “No 
one may be convicted of any act or omission which, at the time it was committed, did 
not constitute a criminal offence, under national or international law. Likewise, no more 
severe punishment may be imposed than that which was applicable at the time the crime 
was committed. This article shall not prejudice the trial and punishment of a person guilty 
of an act or omission which, at the time it was committed, was considered a criminal of-
fence according to the general principles of law recognized by civilized nations”.
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Summary
Juvenile delinquency is a complex phenomenon influenced by multiple social, economic, and psycho-

logical factors, among which alcohol consumption plays a significant role. This article examines the impact of 
alcohol consumption on juvenile offending behavior, highlighting the relationship between substance abuse and 
minors’ involvement in delinquent acts.

The analysis is based on criminological studies and relevant statistical data, underlining the fact that 
alcohol may reduce inhibitions, thus favoring aggressive, violent, or antisocial behaviors. Excessive alcohol 
consumption among minors is frequently associated with offenses such as vandalism, theft, assault, and even 
crimes against life. The research also explores the influence of family environment, the accessibility of alcohol, 
as well as deficiencies in supervision and education as aggravating factors of this phenomenon.

Keywords: delinquency, safety, alcohol, supervision, minors, liability, prevention, education.

Introduction. Juvenile delinquency represents a major challenge for public safe-
ty policies and criminal justice systems, being the result of an interplay of structural, 
psychosocial, and contextual factors. Among these determinants, alcohol consumption 
among minors stands out as an aggravating factor, likely to stimulate deviant and antiso-
cial behavior, particularly in settings marked by familial or social vulnerability. Moreover, 
this practice is frequently associated with early criminal debut and a higher probability of 
recidivism.

On the other hand, empirical data from contemporary criminology reveals that alco-
hol, through its disinhibitory effect and the distortion of reality perception, significantly 
contributes to the erosion of self-control, increased aggressiveness, and the occurrence 
of violent or hazardous conduct. Therefore, specialized literature identifies alcohol not 
only as a psychoactive substance posing health risks, but also as a criminogenic factor 
within the etiological structure of juvenile criminality.

In this regard, the regulatory framework and preventive policies must be approached 
in an integrated manner, taking into account legal, educational, and institutional mecha-
nisms capable of limiting minors’ access to alcoholic beverages and reducing their expo-
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sure to dysfunctional behavioral models. Accordingly, the present study aims to provide a 
multidimensional analysis of the impact of alcohol consumption on juvenile delinquency, 
drawing on doctrinal instruments as well as relevant statistical data and jurisprudential 
sources.

Methods and materials applied. This study is based on a mixed methodology com-
bining legal-normative and criminological approaches. Firstly, documentary analysis was 
employed focusing on relevant legislative instruments such as the Contravention Code of 
the Republic of Moldova, Law No.713/2001 on the prevention of alcohol abuse, and Law 
No.370/2023 on children’s rights.

Secondly, content analysis was applied to official reports issued by state authorities, 
particularly statistical data provided by the General Police Inspectorate, the Ministry of 
Health, and the National Bureau of Statistics, in order to identify behavioral trends and 
correlations between alcohol consumption and juvenile delinquency.

Furthermore, the study examined institutional practices and administrative meas-
ures in the field of public health and child protection, including educational and commu-
nity initiatives developed under the National Program for the Prevention and Control of 
Noncommunicable Diseases.

Theoretical support was drawn from academic literature in the fields of criminology 
and contravention law, as well as from international instruments such as UN conventions 
and European documents on child protection. This methodological framework enabled 
a critical and context-aware assessment of the phenomenon, leading to evidence-based 
and doctrinally grounded conclusions.

Discussions and results obtained. According to the study conducted by the Swiss 
Foundation “Terre des Hommes” in the Republic of Moldova [1, p.12], in the process of 
outlining the psychological and behavioral profile of minors exhibiting deviant or delin-
quent behavior, the authors highlight a low level of interest in healthy lifestyles or risk 
prevention. This attitude stems from the adolescents’ mistaken belief in their invulnera-
bility to diseases or social dangers due to their age. As a consequence, they tend to easily 
adopt a series of high-risk behaviors, such as alcohol consumption, drug use, synthetic 
psychoactive substances, and smoking, as well as self-aggressive conduct (including self-
harm, excessive tattooing, or suicide attempts).

This reality is further corroborated by official data provided in the information note 
[2] on juvenile delinquency and child safety-related activities conducted by the General 
Police Inspectorate of the Republic of Moldova in 2023. With the aim of safeguarding the 
best interests of the child, authorities documented the following relevant administrative 
offenses:

 – 49 offense reports (compared to 56 in 2022) under Article 88 of the Contravention 
Code concerning the act of inducing a child into a state of alcoholic intoxication;

 – 39 offense reports (compared to 73 in 2022) under Article 91 paragraph (2), regard-
ing the sale of alcoholic beverages to minors.

Concerning the application of Article 16 of the Contravention Code, which estab-
lishes contravention liability for minors aged between 16 and 18, authorities recorded 787 
reports in 2023 (a notable increase from 600 in 2022), among which the following catego-
ries are particularly relevant to our analysis:

 – 42 cases of insult (Article 69);
 – 44 cases of bodily injury (Article 78);
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 – 15 cases of intoxication of minors (Article 88 para.(1));
 – 16 cases of alcohol consumption in prohibited places (Article 91 para.(1));
 – 129 cases of petty hooliganism (Article 354);
 – 50 cases of alcohol consumption and appearance in a state of intoxication in pub-

lic spaces (Article 355);
 – 33 cases of disturbing public peace during nighttime (Article 357).

Therefore, the correlation between alcohol consumption and antisocial or criminal 
behavior among minors emerges as an alarming phenomenon, one that necessitates an 
in-depth criminological approach, both from the perspective of identifying risk factors 
and improving mechanisms of effective prevention.

Another significant aspect highlighted in the abovementioned report concerns the 
general dynamics of juvenile criminality for the year 2023. Thus, according to the compe-
tent authorities, during the analyzed period, minors or criminal groups involving minors 
committed 449 offenses, compared to 701 in 2022, indicating a substantial decrease of 
35.95%. This decline may be interpreted as a positive outcome of enhanced preventive 
measures; nevertheless, it also calls for a deeper examination of the quality and nature of 
the offenses committed.

The structural analysis of juvenile criminality for the year 2023 reveals the following 
distribution by offense categories:

 – Offenses against property, recorded a decrease of -58.44% (301 cases compared to 
515 in 2022), with the following subcategories:

• Thefts: -36.84% (264 cases in 2023 compared to 422 in 2022);
• Robberies: -61.9% (32 cases compared to 84);
• Muggings (violent thefts): -44.44% (5 cases compared to 9).
 – Offenses against public security, such as hooliganism, decreased by -28.12% (23 

cases in 2023 compared to 32 in 2022).
 – Offenses against sexual integrity, decreased by -27.27% (8 cases in 2023 compared 

to 11 in 2022).
 – Offenses against public health, especially those related to narcotic substances, 

experienced a slight reduction of -11.11% (8 cases versus 9).
 – Offenses in the sphere of family relations, increased by +300% (4 cases in 2023 

compared to 1 case in 2022), suggesting a possible escalation of intra-family conflicts in-
volving minors.

 – Offenses against life and bodily integrity were significantly reduced (-95.0%), with 
only one case of intentional bodily harm reported and no cases of homicide registered in 
2023 (compared to 6 such cases in the previous year, including 2 homicides).

 – Other categories of offenses, decreased by -81.88%, with 104 cases recorded, com-
pared to 127 in the preceding year.

Additionally, the data indicate that a significant proportion of the offenses were 
committed under aggravating circumstances:

• 64 offenses were committed in organized groups (compared to 106 in 2022);
• 24 cases involved alcohol intoxication (down from 35 in 2022), indicating a direct 

link between alcohol consumption and criminal behavior;
• 52 offenses were repeat offenses (down from 95);
• 4 offenses were committed in family-related contexts (compared to 1 in 2022).
As for the social status of the minors involved in criminal activity, the following dis-
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tribution was observed:
• 321 minors came from intact (two-parent) families (down from 497 in 2022);
• 116 from single-parent families (compared to 171 in 2022);
• 48 were separated from their parents (down from 78);
• 9 were children without a stable domicile (compared to 29 in 2022).
These figures underscore a significant correlation between family instability and 

the vulnerability of minors to deviant behavior. Accordingly, social and psycho-familial 
factors remain crucial in the criminological analysis of juvenile delinquency, while alcohol 
consumption frequently acts as a catalyst for such criminal behavior.

A key element in continuing the analysis concerns the social and behavioral char-
acteristics of minors involved in criminal activity. Out of the total 735 children who com-
mitted or participated in the commission of criminal offenses in 2023, 207 minors (com-
pared to 328 in 2022) were neither employed nor enrolled in any form of education or 
had dropped out of school, while 260 minors (711 in 2022) were enrolled in the education 
system. This trend highlights a critical criminogenic factor – the exclusion or self-ex-
clusion of minors from the educational sphere, which contributes significantly to their 
vulnerability and propensity for engaging in illicit activities.

Another alarming indicator refers to alcohol consumption among juvenile offenders, 
where 34 minors (47 in 2022) committed offenses while under the influence of alcohol. In 
such cases, alcohol acts not only as a facilitator of antisocial conduct, but also as a man-
ifestation of a complex of risk factors, including family dysfunction, lack of supervision, 
negative peer influence, and social exclusion.

In parallel, over the twelve months of 2023, authorities recorded 876 cases of vol-
untary and intentional departures of children from their homes or placement institutions 
(compared to 1,090 cases in 2022), involving 551 children (791 in 2022), of whom 322 were 
girls and 229 boys. Of these incidents, 528 were repeat cases, and 109 involved group de-
partures, indicating a pattern of consistent and recurring risky behavior.

The analysis of the background environments of the minors who left their homes or 
placement institutions reveals the following:

• 296 children left from family settings (175 from two-parent families and 121 from 
single-parent families);

• Based on socio-economic status: 161 children came from socially vulnerable house-
holds, and 135 from materially stable families;

• 255 children left from placement centers or other forms of institutional care.
The age distribution of children who intentionally ran away is relevant for con-

structing the vulnerability profile:
• Under 9 years old: 16 children;
• Between 10-13 years old: 118 children;
• Between 14-16 years old: 364 children;
• Between 17-18 years old: 53 children.
Moreover, in terms of residential environment, 341 children originated from ur-

ban areas, while 210 were from rural areas which suggests a higher prevalence of this 
phenomenon in urban settings – where exposure to risk factors and negative influences 
tends to be more intense.

The report also documents 585 incidents involving 594 children, of which 61 cases 
included alcohol consumption, particularly in domestic contexts. From the perspective of 
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family background:
• 575 children were raised within families, while 19 were placed in institutional care;
• 498 came from two-parent families, while 77 from single-parent families;
• 113 children belonged to socially vulnerable households, whereas 462 were from 

materially stable families.
These data strongly confirm that a significant proportion of minors involved in in-

cidents and offenses acted under the influence of alcohol, which clearly justifies the need 
for a multidimensional approach to the impact of alcohol consumption on juvenile delin-
quency – through the lens of the social, familial, and educational factors that foster such 
behavior.

An important conclusion derived from the above analysis is that juvenile delinquency 
is not confined to minors from single-parent or socio-economically disadvantaged fam-
ilies, contrary to the stereotypical perceptions often propagated in the public discourse. 
The magnitude of this phenomenon requires, therefore, the broadening of research to 
encompass all family and social categories, within a comprehensive and complex analyti-
cal framework focused on the contexts that generate delinquent behavior among minors.

In this regard, both the national and international legal frameworks on child pro-
tection provide relevant normative benchmarks. According to Article 24, paragraph (3) of 
the United Nations Convention on the Rights of the Child [3], State Parties are required 
to undertake all effective measures to abolish traditional practices harmful to the health 
of children. In the Republic of Moldova, Law No.338/1994 on the Rights of the Child [4], in 
force until 2023, guaranteed the protection of children against all forms of exploitation, 
physical and psychological violence, as well as their involvement in criminal activities, 
initiation into alcohol consumption, psychoactive substances, sexual exploitation, or par-
ticipation in illegal practices.

With the adoption of Law No.370/2023 on the Rights of the Child [5], the Republic of 
Moldova reaffirms its commitment to ensuring a clean, healthy, and safe environment for 
child development, integrating these principles into public policies related to education, 
healthcare, child protection, migration, and access to green spaces. The law also estab-
lishes that the state is responsible for developing the legal framework on child protection 
in accordance with international standards, assuming the obligation to promote the best 
interests of the child, defined as ensuring the optimal conditions for harmonious growth 
and development, while considering individual particularities and personal context.

It is, however, noteworthy that – unlike the previous law – the new legal framework 
does not explicitly address the issue of alcohol consumption or the protection of chil-
dren against intoxication or initiation into culturally tolerated destructive behaviors. This 
omission may be regarded as a regression in addressing alcohol use as a criminogenic 
factor among minors and underscores the need for future legislative adjustments.

Furthermore, global data on alcohol consumption reveal a concerning trend at the 
national level. According to the Central Intelligence Agency of the United States [6], the 
Republic of Moldova ranked 54th out of 189 countries in 2019, with an average annual 
consumption of 7.45 liters of pure alcohol per capita. In the same vein, the National Bu-
reau of Statistics reported that in 2024, the average monthly expenditure per person was 
4407.0 MDL, showing a real decrease of 0.9% compared to the previous year, but with a 
proportional increase in spending on food, non-alcoholic and alcoholic beverages, and 
tobacco (+0.2 percentage points) [7]. This indicates a stabilization or even intensification 
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of alcohol-related spending despite the population’s increasing economic pressures.
Accordingly, this study aims to analyze the measures undertaken by the Moldovan 

state to reduce alcohol consumption among minors and to assess the effectiveness of pub-
lic policies in preventing juvenile delinquency generated or exacerbated by alcohol use.

In this regard, the Report on the Implementation of the Provisions of the National 
Program for the Prevention and Control of Priority Noncommunicable Diseases in the 
Republic of Moldova for the Years 2023-2027, drafted by the Ministry of Health [8], con-
stitutes a key reference. Under Specific Objective 2.3, the document provides for the 
consolidation of sustainable and culturally appropriate measures aimed at reducing the 
overall alcohol consumption by 5 percentage points (from 63.2% in 2021 to 58.2% by 2027).

Nevertheless, the report highlights certain shortcomings in implementation, with 
several planned indicators for 2023 remaining unmet. Among these are:

The lack of legislative amendments to Law No.62/2022 on advertising, specifically 
aimed at restricting the promotion of alcoholic beverages;

The absence of legal adjustments to Government Decision No.296/2009 (initiated 
by the Ministry of Internal Affairs), intended to establish zero blood alcohol concentration 
limits for young, novice, or professional drivers.

On the other hand, some notable achievements have been recorded, particularly in 
the educational and community sectors, targeting adolescents and young people – con-
sidered a key group in forming healthy life habits. According to specialized studies, ap-
proximately 70% of individual behaviors and habits are shaped during childhood and can 
persist throughout a person’s life. During the reference period, several initiatives were 
implemented, among which the following are noteworthy:

• The expansion of the “Health-Promoting Schools” (HPS) network by 37 new insti-
tutions, reaching a total of 79 schools. These institutions implement annual systematic 
plans focused on promoting student health and well-being;

• The organization of information and counseling activities within Youth-Friendly 
Clinics;

• The delivery of health education lessons, including peer-to-peer education meth-
ods.

However, despite the report’s references to the intensification of healthy lifestyle 
promotion activities – including in schools – an institutional paradox becomes evident: over 
500 formal requests were submitted by the police to local social commissions within mu-
nicipalities, requesting the initiation of forced alcohol detoxification procedures for minors 
found intoxicated. Nevertheless, the report provides no clear information on the outcome 
of these requests, leaving the effectiveness of post-factum interventions uncertain.

From a legal perspective, Law No.713/2001 on the control and prevention of alcohol 
abuse, illicit drug use, and other psychoactive substances [9], under Article 13, stipulates 
that individuals who abuse alcohol and cause disturbances within the family or in public 
may be subjected to mandatory medical evaluation, if they refuse voluntary assistance, 
after repeated warnings or sanctions issued by law enforcement bodies. The narcological 
commission is the competent authority for assessing the level of dependency and recom-
mending a treatment program. Article 14 of the same law provides that the procedure is 
initiated by the local social issues commission, within the jurisdiction where the individ-
ual resides.

To support the aforementioned conclusions, it must be emphasized that although 
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Law No.713/2001 establishes clear legal mechanisms for mandatory treatment of persons 
with alcohol dependence, the implementation of these provisions remains deficient. Thus, 
according to Article 15 individuals for whom alcohol dependence has been confirmed may 
be compelled to undergo inpatient or outpatient treatment in specialized institutions. 
The decision to subject the individual to treatment is made by the court, upon request by 
the local social issues commission, based on the expert opinion issued by the narcological 
commission.

However, in contradiction to the legal provisions, many municipalities in the Re-
public of Moldova have not established social issues commissions, and police referrals are 
frequently redirected to other local committees whose competences do not align with 
the regulated mechanism. Even in jurisdictions where such commissions formally exist, 
the implementation of legal provisions is rare or entirely absent, thereby undermining 
the effectiveness of mandatory treatment and early intervention in cases of alcohol abuse 
among minors.

Another relevant aspect addressed in this study concerns traditional practices 
harmful to children’s health, perpetuated by ambiguous regulations or cultural permis-
siveness regarding alcohol distribution. According to Articles 91 and 355 of the Contra-
vention Code of the Republic of Moldova [10], the sanctions for alcohol consumption in 
prohibited places or appearing intoxicated in such locations, do not establish clear blood 
alcohol concentration thresholds, nor is the alcohol content of the ingested beverage 
specified. This omission allows for subjective interpretations, resulting in tolerant atti-
tudes in practice, particularly toward certain types of alcohol – especially wine.

Indeed, a widely held belief persists among the population that wine is not a true 
alcoholic beverage, but rather a nutritional product with beneficial properties. This per-
ception is reinforced by Article 2 of Law No.57/2006 on Vine and Wine [11], which defines 
wine as a food product and homemade wine as a beverage intended for personal family 
consumption. Such classifications create confusion and undermine efforts to curb alco-
hol consumption among minors – particularly in rural areas, where wine is often offered 
to children “just to taste”.

Additionally, Law No.1100/2000 on the Manufacture and circulation of ethyl alco-
hol and alcoholic products [12], excludes wine and products obtained from must from its 
scope, emphasizing exceptions for homemade alcoholic production, provided the bever-
ages do not exceed 25% alcohol by volume. As a result, the current normative framework 
inadvertently facilitates minors’ access to alcohol, especially in households where wine is 
produced artisanally.

A correlative analysis of legal provisions and statistical data reveals that, although 
legal access to alcohol by minors is theoretically restricted, numerous loopholes and legal 
ambiguities persist in practice, enabling uncontrolled access to alcohol consumption.

It is important to note that this article does not explicitly address the rate of alcohol 
intoxication incidents among minors, whether occurring in family settings or in public 
spaces. Although such cases are occasionally reported in the media or by authorities, 
no comprehensive official analyses exist regarding the frequency and severity of these 
events—an omission that represents a significant gap in the proper assessment of the 
phenomenon.

Conclusions. The multidimensional analysis presented in this article has demon-
strated that alcohol consumption constitutes a major criminogenic factor among minors, 
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with direct implications for the phenomenon of juvenile delinquency in the Republic of 
Moldova. According to statistical data provided by competent authorities, although a gen-
eral decrease in the number of offenses committed by minors was recorded in 2023, a 
significant number of cases persist in which alcohol use served as an aggravating or trig-
gering circumstance for criminal behavior.

A key finding is that juvenile delinquency is not limited to children from socially vul-
nerable or disorganized families, but also affects minors from intact and seemingly stable 
family environments, which necessitates a comprehensive and inclusive approach in pre-
vention policies. Furthermore, more than 500 referrals sent to local social commissions 
for mandatory alcohol detoxification treatment did not result in any known outcome, 
indicating structural deficiencies in the enforcement of the existing legal framework.

From a legislative standpoint, the comparative analysis between Law No.338/1994 
and Law No.370/2023 on the rights of the child reveals a reduction in the normative 
clarity regarding the prohibition of certain harmful behaviors, such as initiating minors 
into alcohol use. This legislative regression highlights the urgent need for legal revision in 
accordance with the principles set out in the UN Convention on the Rights of the Child.

Moreover, culturally tolerant practices, such as offering wine to minors in fami-
ly settings, are indirectly reinforced by the legislative ambiguities present in the Vine 
and Wine Law No.57/2006 and Law No.1100/2000 on the manufacture and circulation 
of ethyl alcohol. In addition, the Contravention Code does not establish a clear standard 
regarding relevant alcohol concentration for the application of sanctions, thereby weak-
ening their legal effectiveness.

Another problematic aspect concerns the deficiencies in institutional infrastructure 
– in many municipalities, social commissions do not exist, and where they do function 
formally, the provisions on mandatory treatment for minors with alcohol problems are 
rarely or never enforced.

In conclusion, in order to effectively reduce the incidence of delinquent behavior 
among minors associated with alcohol consumption, the following actions are necessary:

• Revising the legislative framework, with a focus on clarifying and strengthening 
measures prohibiting the initiation of minors into alcohol use;

• Strengthening institutional intervention mechanisms, by ensuring the effective 
operation of local social commissions;

• Promoting a coherent educational framework, grounded in the “Health-Promot-
ing Schools” network, and expanding it nationally with mandatory implementation;

• Efficiently monitoring the enforcement of sanctions and rehabilitation measures;
• Conducting targeted awareness campaigns for parents and communities, aimed 

at dispelling myths about the “harmlessness of wine” and reducing cultural tolerance for 
alcohol use among minors.

Only through systemic, interinstitutional and evidence-based approaches we can 
ensure effective control over this major criminogenic factor and create sustainable con-
ditions for child protection and the reduction of juvenile criminality.
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“He who owns information owns the world” [1].

Summary
The collection of “information” from open sources comes mainly from the Internet, but also from mass 

media, such as television, and regrettably less from newspapers, magazines and radio. At first, the analysis of 
information was based on the use of these sources as a “supplement” to the traditional analysis based on classi-
fied data, and the systematic collection of information from open sources was not a priority for the intelligence 
communities.

However, in recent years, significant changes in international social life have increased interest in ex-
ploring open sources. The importance given to this information has increased considerably over time, largely 
due to technological advances, but also due to the fact that it’s efficient management has highlighted elements 
that have transformed the activity of specialized services. The transformation of information from open sourc-
es into useful capabilities is the main stage, achieved through specific methods. Technology plays an essential 
role, given the large volume of information available, and the isolation of relevant ones is essential in this pro-
cess. This step is part of a broader analysis process, and the information obtained from open sources, after being 
filtered and extracted, is correlated with other data obtained through other sources.

Keywords: Open-Source Intelligence (OSINT), objects of historical value, databases of personal data, 
posts and communications of sales, social networks, cultural goods, artificial intelligence.

Introduction. Trafficking in cultural goods in “definition” is the illicit import, ex-
port, and transfer of important items of unprecedented significance to archaeology, his-
tory, literature, art, or science [2]. One of the hallmarks of illicit trafficking in cultural 
goods is the ability to incorporate into the legal marketplace. Stolen objects of historical 
or cultural value can easily be introduced into the supply chains of the market, making 
it extremely complicated to distinguish them from cultural goods from legal sources. In 
this ‘grey’ market, the interaction between legitimate actors and criminals often takes 
place online, which exacerbates the difficulties in investigating this type of crime. In this 
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respect, social network analysis (SNA) can be a valuable tool to understand how criminal 
networks operate and what relationships exist between the actors involved in these net-
works. Given the widespread use of social media to trade stolen cultural goods, one way 
to obtain relevant data for NAS analysis is through open-source intelligence (hereinafter 
OSINT - Open-Source Intelligence). Web scraping techniques and crawlers can facilitate 
the collection, evaluation and analysis of data from public sources such as websites, social 
media platforms and other databases, providing valuable information to identify traffick-
ers and trafficked objects. However, the use of these tools poses significant challenges.

The purpose of the article is to turn open source information into an effective tool 
to combat illicit trafficking in cultural goods, considering both the technical benefits and 
the importance of protecting human rights and respecting ethical norms in the collection 
and use of data. At the same time, the purpose of this article is to examine the role, impact 
and usefulness of open source information (OSINT), as research measures in investigating 
illicit trafficking of cultural goods, as well as to improve the efficiency and accuracy of the 
processes of identifying, tracking and combating criminal networks operating in this field. 
The use of this information allows law enforcement authorities to obtain data from public 
sources, such as websites, registers, social media platforms and online forums, which are 
often used for the illegal trading of cultural objects.

As the main purposes of using this information will be included:
 – Identification and location of traffickers: Through which open sources provide the 

opportunity to discover the relationships and links between traffickers, collectors or ille-
gal intermediaries by analysing their behavior on online platforms.

 – Follow-up of illegal transactions: Monitoring social networks and other online plat-
forms that will help identify offers to sell or exchange stolen cultural objects, making it 
easier to intercept and prevent trafficking.

 – Increasing the transparency of investigation processes: By using OSINT, authorities 
can collect public evidence that can be used in a transparent and verifiable manner, build-
ing public trust in efforts to fight organised crime.

 – Discovering new criminal routes and networks: Social Network Analysis (SNA) 
techniques can be used to better visualize and understand the structure of cultural goods 
trafficking networks, identifying key actors and vulnerabilities.

 – Real-time data collection: Open source information allows for constant updating 
of data and rapid detection of new trends or changes in illicit trafficking strategies for 
cultural goods.

Methods and materials applied. Methods have been used in the preparation of this 
article: comparative analysis, analyzing the information and sources of information used 
in the operational activity of the General Police Inspectorate (GPI) of the Ministry of In-
ternal Affairs, a body specialized in the investigation of offenses and contraventions, as 
well as criminal prosecution, prevention of offenses and contraventions, as well as en-
suring the achievement of justice, and so on [3]. At the same time, the paper combines 
an analysis of the academic literature and a qualitative analysis of surveys among law 
enforcement authorities, especially, such as, specialized entities within the Ministry of 
Internal Affairs GPI that use different software programs.

Discussions and results obtained. Returning to the concept of information, we will 
continue to address the classification aspects of information, in order to delineate the 
field of analysis necessary for the radiography of information from open sources.
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Thus, according to the explanatory dictum, the information represents the DEX 
Definition:  Information s.f. 1) news, communication: clarification on someone or some-
thing; all information and documentation material; source; 2) central notion of the theory 
of communications and cybernetics, designating the new elements in relation to the prior 
knowledge, contained in the structure of a message, in the meaning of a symbol. Theo-
ry – mathematical theory of the general properties of information sources, transmission 
channels and information storage and processing facilities, etc. [4].

Another approach to this definition is found on the government site which defines 
open datasets as “open data is a collection of data published and managed by an entity 
that is available for access and downloaded in one or more formats” [5].

According to the literature that provides a classification of information according to 
various criteria, we have concluded that, in general information is classified according to 
several criteria, namely:

• Area of interest (political, economic, military, etc.);
• Type of information (raw, basic, circumstantial, estimative, real-time, finite, etc.);
• Source of collection (human sources, technical sources, open sources, etc.);
• Level of action (strategic, operational, tactical);
• Classification level (classified, unclassified);
• Statehood (internal and external);
• Information of forensic significance (data relevant for criminal investigations).
Thus, that classification calls into question an important feature of open source 

information – their name comes from the collection source. This feature helps us de-
fine open source information called Open-Source Intelligence (OSINT) as the process of 
identifying, collecting, comparing, processing, and disseminating information from public 
sources called open sources.

In turn, according to the degree of accessibility to information, open sources (OSI-
NT) can be classified into:

• Sources with unlimited access and commercial sources (Internet);
• Media (traditional sources);
• Legal and ethical information, distributed through specialized channels, such as 

research papers, manuscripts, reports, technical documents, speeches and commercial 
photographs (‘grey’ literature);

• Observers, researchers, etc. (human sources) and Commercial satellites.
Exploitation of open sources can sometimes involve direct contact with individuals 

such as officials, librarians, investigative journalists, reporters accredited to government 
institutions and employees of non-governmental organizations [6, p.193].

According to the concept ‘information of forensic significance’ by a short definition 
is defined as data and information about the offence, but also other types of information 
that can be used to detect and discover the offence. The effectiveness of investigations 
and prosecutions depends directly on the volume and quality of information about the 
crime and the offender.

With regard to the sources of information with forensic significance for the purpose 
of discovering crimes, in the works of forensic scientists, they are defined as material 
objects, which contain information about the circumstances of committing the crime and 
can be classified into real and ideal sources. Such a classification is presented by the au-
thors Vasiliev A. and Yablokov N. who consider that the real sources of information con-
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stitute material objects, in the broad sense of the word, and the ideal sources represent 
the persons who interact with material objects, the perpetrators of the criminal act, their 
subjective reflections and memories. Sources that can be assigned to a single classifica-
tion category are also referred to as simple sources of information, and those that reflect 
both actual and ideal sources are referred to as complex [7, p.144].

According to other Russian forensic scientists such as Polevoi Nicolae and Saltevski 
Mihail, the notion of ‘information with forensic significance’ is extensively investigated, 
which in turn defines forensic information as data describing the crime, its elements, 
traces left, as well as methods of identifying them.

At the same time, in the opinion of another researcher, university professor Gol-
ubenco Gheorghe, researching information with forensic significance, mentions its im-
portance in the investigation of criminal activities. In his view, the links and interdepend-
ence between information with forensic significance make it possible to obtain a broad 
picture of the forensic features of the offence, while generalizing information about the 
offence in the context of complex studies of a representative number of such cases, form 
the forensic characteristic or the information model of certain types and categories of 
offences [8, p.87].

Another classification of information sources, including those used in the investi-
gation of crimes, is the subject of analysis and specialized Romanian publications. Thus, 
the Romanian expert Savin M. considers that according to accessibility the sources are 
divided into:

- Open sources, which are information available to the general public, including 
“grey literature” (technical documents, research, economic reports, scientific papers and 
articles, etc.). A challenge is to assess the correctness of this information, as information 
available from open sources can often be biased, incorrect or sensational.

- Closed sources are information collected for a specific purpose, with limited ac-
cess to the general public (databases with personal data, those through which obtaining 
such data requires special authorization, etc.). In the field of information analysis, these 
databases will often include personal data, data on convicted persons, vehicle registration 
data, weapons permits, art collection holders, and so on.

In turn, these closed sources of information with limited access to the general pub-
lic, by classification level, are categorized into:

• Classified sources. Information with various levels of classification, collected by 
specialized personnel. The use of these classified sources of information may increase the 
quality of the investigation carried out and may significantly reduce access to the results 
of the investigation for third parties.

• Unclassified sources . Information collected by the institutions in the current ac-
tivities and specific to the specialization, such as criminal investigation, contraventional 
data, issuance of documents (weapon permits, criminal record, export certificate for cul-
tural goods, notifications of import of cultural goods, certificates of filing, etc.) [9, p.65].

Another classification by methods, means and sources of collection can be found in 
the approach of the Romanian scientist Nitu Ionel, who presents another classification of 
information sources, maintaining the following classification:

• OSINT (Open Source Intelligence): open, public, unregulated access sources (col-
lection of information from open, public, unregulated, official or officious sources);

• HUMINT (Human Intelligence): use of secret human sources;
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• SIGINT (Signals Intelligence): interception and analysis of electronic communica-
tions (collection of information through interception and analysis of electronic commu-
nications and other emissions, which require technical resources);

• IMINT (Imagery Intelligence): photographs and images from satellite and airplane 
(collection of information through the use of photography and images from satellite and 
airplane, exploitation of infrared sensors, lasers, electronic optical devices);

• PHOTINT (Photographic Intelligence): collection of information through pho-
to-video surveillance;

• MASINT (Measurement and Signals Intelligence): analysis of data from technical 
sensors (obtaining information from the analysis of data from specific technical sensors 
(e.g. radio frequencies) in order to identify reflected or emitted characteristics associated 
with the transmitter or sender);

• Acoustic Intelligence (ACINT): acoustic data processing;
• COLINT (Cooperation Liaison Intelligence): liaison and cooperation activities;
• COMINT (Communication Intelligence): interception of communications and data 

transmissions (sometimes part of SIGINT), (collection of information through intercep-
tion of communications and data transmissions (sometimes addressed as part of SIGINT);

• ELINT (Electronic Intelligence): technical and geolocation information from elec-
tromagnetic radiation (obtaining technical and geolocation information from electro-
magnetic radiation);

• RADINT (Radar Intelligence): information obtained by radar [10, p.37];
• ANAINT: obtaining new information through intelligence analysis (obtaining new 

information by performing intelligence analysis, given that the final product does not 
resemble its component parts and acquires new meanings). Experts from the United Na-
tions Office on Drugs and Crime (UNODC), shall classify sources of information for the 
analysis and investigation of criminal offences into: open sources, closed sources and 
classified sources [11, p.18].

This institution stresses the importance of including both accessible sources and 
those that require special procedures in order to be exploited through certain special 
procedures.

The use of open sources in documentation, research, trafficking of cultural goods 
provides a significant opportunity to identify and locate traffickers of cultural goods by 
analysing their behavior on online platforms. Monitoring online marketplaces, social 
networks, online auctions and financial flows can help uncover relationships between 
traffickers, collectors, intermediaries, beneficial owners as well as increasing the trans-
parency of investigation processes, discovering new routes and criminal networks, col-
lecting real-time data thus helping to combat illicit trafficking in cultural goods. By using 
advanced image recognition technologies, artificial intelligence, geospatial location and 
data analysis, authorities can uncover complex criminal networks and protect global cul-
tural heritage [12, p.125].

Detecting and locating persons involved in the illegal trafficking of cultural goods is 
essential to protect artifacts and heritage objects. The use of publicly available informa-
tion (OSINT) can offer significant advantages in this respect, enabling the swift identifica-
tion of trafficking networks, their location and the analysis of criminal activity on various 
online platforms.

Thus, OSINT provides the authorities with valuable data to trace legal and illegal 
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routes and identify the persons involved. Analysis of open sources, in particular the on-
line behavior of traffickers, collectors and intermediaries, can reveal the relationships and 
links between them. OSINT becomes an effective tool in discovering these connections.

In turn, law enforcement bodies to identify and locate traffickers of cultural goods 
by using information from open sources go through the following ways:

1. Monitoring and analysis of social networks, open sources, digital archives and user 
behavior.

2. Monitoring of online marketplaces and sale/purchase platforms.
3. Use of image recognition technologies, artificial intelligence (AI), data analysis, as 

well as machine learning algorithms.
4. Monitoring of craft, black markets and auction transactions.
1. Monitoring and analysis of social networks, open sources, digital archives and user 

behaviour. Social networks are often used by traffickers to promote and sell cultural goods. 
By analysing the activities and relationships in these networks, authorities can discover 
links between individuals and groups involved in the trafficking of cultural goods. In turn, 
the use of this stage is an important source of information about traffickers of cultural 
goods as many traffickers use these platforms to promote and sell stolen objects, some-
times in the form of private offers or public announcements.

Tracking posts and communications of sales through social networks. Fictitious or 
actual traffickers, intermediaries or beneficiaries may post images of stolen art objects or 
other cultural goods on platforms such as Tik-Tok, Instagram, Facebook, Twitter, Pinter-
est, Tumblr, Flickr, Sina weibo or OK.ru, etc., in order to offer them for sale or promote 
them. These posts may include descriptions or hashtags linking traffickers to collectors 
or other traffickers. Analysis of these posts as well as image recognition algorithms can be 
used to detect stolen heritage objects or cultural goods, to compare them with existing 
databases and to identify criminal networks and links between trafficker, collector and 
intermediary.

Identification of accounts and locations and analysis of links between them. By ana-
lysing activity on social networks, authorities can track user accounts that are involved in 
the sale of cultural goods. Here traffickers or interposed people, collectors can be linked 
to each other through common photos, comments, likes, shares or direct messages. By 
analyzing these interactions, authorities can discover connections between individuals 
and track the routes of cultural objects. They can also analyze geo-specified locations of 
posts to determine the location of traffickers or criminal groups.

Detecting tracking groups and private messages. Most traffickers use private, en-
crypted groups on social networks, messaging apps to discuss, coordinate and sell cul-
tural goods. Here the authorities can intervene with judicial consent to access, monitor 
these conversations and discover details about the traffic networks, the relationships 
between traffickers, intermediaries and collectors who most often use messaging ap-
plications such as Viber, WhatsApp, Telegram, Facebook Messenger, Signal, Pinterest, 
Tumblr, Flickr, etc., as well as some sites for sale purchase, www.999.md, https://mak-
ler.md/moldova/furniture-and-interior/all-for-the-comfort/antiques-and-work-of-
art?list&currency_id=5&list=detail; https://www.farpost.ru /vladivostok/ hobby/buy; 
http://antiques.ay.by; https://raritet78.ru, or even Telegram, Instagram and Facebook, 
which are used to establish transactions, transfers, etc.

Geolocation of posts and images. Open source posts containing photos of stolen cul-
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tural goods may be associated with the geographic locations of the sellers. This geolo-
cation technology can be used to identify the provenance and transit locations of stolen 
items. For example, a photo of an art object published on an app or social network can be 
analyzed to identify the location where the photo was taken, providing clues about the 
person or group of people who are part of the criminal network involved in the crime.

Collection and analysis of data from the media. This stage is represented by the anal-
ysis and monitoring of news, media reports, press articles, interviews with various experts 
in the field that can be an important source of real-time information about the investi-
gation and discovery of stolen cultural goods or about the criminal activities of criminal 
groups specialized in this field. Also, the identification of new trafficking routes and the 
networks involved, as a result of journalistic investigations carried out at national level 
of a country or internationally by a group of investigative journalists. The use of Natural 
Language Processing (NLP) algorithms can help to automatically extract data from press 
articles and investigative reports to detect keywords, places and individuals involved in 
illicit trafficking of cultural goods.

Access to public archives and international databases. The use of international da-
tabases such as the database of Interpol institutions (International Police Cooperation 
Organization)[13], Europol (European Union Law Enforcement Agency)[14], or UNESCO 
(United Nations Educational, Scientific and Cultural Organization)[15], which maintain 
databases accessible to the public or authorities, containing information on stolen cul-
tural property, as well as other databases such as the OSCE (Organization for Security 
and Cooperation in Europe)[16], ICOM (International Council of Museums) [17]. Collecting 
real-time data from these databases can help identify and track stolen cultural goods in 
circulation.

Use of internet applications as a source and search engine for information about data, 
objects, etc. In the Internet Explorer Network users use different search sources depend-
ing on the country, people and restrictions applied internally, among which Google is 
most often used, followed by other search engines (Ask, Baidu, Bing, Excite, DuckDuckGo, 
Ecosia, YaCy-peer-to-peer search engine, Yahoo! and Yandex). Thus, these web brows-
ers perform searches as a specialized search engine for images (Google Images, Incogna, 
PicFindr,Picsearch,Quality Image Search), Multiple Search Engine (Youtube), Map Search 
Engine (Google Maps, Open Street Map, WikiMapia) , Blogs Search Engines, Security/
Privacy Based Search Engines, P2P Search Engines, Torrent Search Engines.

At the same time, taking into account the objectives of the research, we have out-
lined in the search for information in order to obtain more search criteria, it is necessary 
to search the information according to the search engine, so that it is carried out ac-
cording to individual characteristics as a nation, the interested country, for example: in 
Romania uses as a search engine (cichi.ro, address.ro, Decostores.ro, Furnio.ro, Okidoki, 
Biano, Favi, Hoome, Homedelux, google.ro, juris.ro); Russia (Rambler and Yandex); Arab 
World (Maktoob); Germany (Wayback Machine, Leo, Aladin, Yellowmap, Web, Bellnet, 
Suchmaschine); Denmark (Jubii); Switzerland (Search); South Korea (Kakao, Naver); Chi-
na (Baidu, Qihoo360, Wayback Machine); India (Rediff); Iceland (Leit); Czech Republic 
(Seznam); Israel, Bangladesh, Belgium, Brazil, Canada (Wayback Machine); Italy (Virgilio); 
Japan (Biglobe and Goo); United Kingdom (Google UK, Lifestyle.UK, Yahoo! UK); South 
Africa (Ananzi); Portugal (Aeiou and SAPO); Slovenia (Najdi); Sweden (Eniro); USA (Way-
back Machine, AOL Search, Bing, Business, Excite, Google, Lycos, What-U-Seek, Yahoo! 
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and Ziplocal); Vietnam (Coccoc); Hungary (Minner); and Canada (Searchcanada, Canada, 
Ziplocal, Wayback Machine) [18].

In our search for information, we use keywords and descriptions. Thus, the search 
engine uses search algorithms that can analyse the titles and descriptions of objects on 
sales websites to detect terms indicating illegal provenance, such as ‘antique’, ‘antiquity’, 
‘stolen art’ or ‘illegal antiques’, etc. These signals, words, etc., can help identify objects and 
networks that traffic cultural goods.

2. Monitoring of online marketplaces and sale/purchase platforms. Lately, traffickers, 
sellers, buyers, etc. of cultural goods in order to keep their anonymity use different ways of 
trading money so that illegal/suspected transactions with cultural goods are often carried 
out on online marketplaces, encrypted platforms, which may include auction sites, e-com-
merce platforms and social networks. By following the behavior of sellers and buyers of cul-
tural goods, relationships between traffickers, collectors and intermediaries can be identified. 
Analysing sales behavior on these platforms is essential to locate traffickers. This monitoring 
of the online market and of the sale/purchase platforms is carried out in several stages:

• Identification of sellers and buyers. At this stage, you use search algorithms to 
identify suspicious ads and offers for the sale of cultural goods, antiques or rare objects. 
Monitoring online sales/purchase platforms, such as e-commerce platforms, e-shops, 
eBay, Etsy, AliExpress, Alibaba, Makler, 999, etc., can be monitored to observe sellers who 
frequently offer cultural goods. By analyzing the descriptions and photos posted by the 
sellers, it can be identified goods that have been reported as stolen or that match lost 
heritage objects. If these transactions are similar or relate to heritage items or antiques, 
this may indicate a criminal network;

• Analysis of selling/purchasing behavior. Once a suspect (trafficker, middleman) is 
identified on an online platform, which displays the same type of products across multi-
ple platforms can be part of a larger network, authorities can track user accounts to find 
additional information about other suspicious sales, or other platforms used to market 
stolen goods. If they have similar behaviors (e.g. they use the same accounts to sell hand-
icrafts or antiquities across multiple sites), this may indicate links between traffickers;

• Identification of prices and descriptions of the object of sale. Machine learning al-
gorithms can detect sales patterns and specific objects, like repetitive transactions or 
sales of similar art items. Comparing sales prices and types of goods can reveal suspicious 
transactions and help build a picture of the traffic network. At the same time, the prices 
and description of the sold items can provide important clues. Sometimes, traffickers may 
try to disguise the illegal nature of objects by changing the name or a vague description;

• Tracking auction platformer and online sales websites: Many stolen items are sold 
on illegal auction platforms or websites where traffickers hide the identity and prove-
nance of their goods. Law enforcement agencies can monitor these sites to identify illegal 
sellers and intercept suspicious transactions by using tracking and monitoring software 
on these platforms to uncover suspicious transactions;

• Use of bots and automated tools. It uses automated programs and scripts that can 
scan in real time different sites, URLs and networks to identify suspicious posts on the 
sale of cultural goods. These tools can analyze the description and images of objects, 
comparing them with the global database of stolen artifacts.

3. The use of image recognition technologies, artificial intelligence (AI), data analysis, 
as well as machine learning algorithms. The use of advanced technologies of artificial in-
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telligence, software, etc., image recognition and data analysis can help identify patterns 
of criminal behavior, stolen cultural goods, predict illegal transactions and track them 
through open sources.

Comparison, recognition of images and documents with the database of stolen arti-
facts. Image recognition technology can compare the photos posted by traffickers with 
existing national and international databases of stolen cultural goods such as:

• Interpol’s NCO database: also maintains a global database on stolen cultural goods, 
which helps locate them. Interpol facilitates the exchange of information between police 
forces in different countries, helping to identify and arrest traffickers of cultural goods;

• UNESCO database: plays an important role in preventing trafficking of cultural 
goods and coordinating international efforts to trace illegal transactions. It provides edu-
cational resources and programmes to combat the illegal trade in artifacts and works of art;

• Europol (the European Crime Authority): this entity helps European authorities to 
investigate illegal transactions of cultural goods through common databases and coordi-
nated actions between Member States.

These databases help authorities to verify the provenance of goods and identify 
criminal networks operating internationally. In the future, work is underway on a new 
platform, expected to be launched in autumn 2025, called RITHMS (Research, Intelligence 
and Technology for Heritage and Market Security), which is a project funded by the Euro-
pean Union under the Horizon Europe Research and Innovation Programme (Agreement 
No.101073932), aimed at developing an AI-based platform using SNA and OSINT to inves-
tigate networks trafficking in cultural goods. This process can lead to the discovery of 
stolen objects and the identification of their source, i.e. the traffickers who sell those [19].

Analysis of data from multiple sources (also called big dataanalysis). Machine learn-
ing algorithms can analyze large amounts of data from various open sources and identify 
common behavioral and unusual trading patterns that suggest the existence of traffic 
networks. These algorithms can detect if a trafficker is selling the same items across mul-
tiple open online sales platforms and social networks.

Databases of provenance. Many organizations retain information about the prov-
enance of art objects and culture, as well as their previous transactions. These sources 
can be constantly monitored for suspicious exchanges of cultural goods. As open sources, 
these databases include the Register of cultural goods destroyed, stolen, missing, removed 
or illegally introduced in the Republic of Moldova, as well as those recovered, the Register 
of national mobile cultural heritage, and other registers managed by the Recording and 
Movement Service of movable cultural goods subordinated to the Ministry of Culture of 
the Republic of Moldova [20]. 

According to neighboring countries, in Romania information about movable cul-
tural goods destroyed, stolen, missing or illegally exported is reflected in the database 
maintained and managed by the National Institute of Heritage [21], and the Institute of 
Cultural Memory ensures the administration of the database of the Register of cultural 
goods destroyed, stolen, missing or illegally exported and the archiving of files from the 
Ministry of Culture and Cults [22], as well as in Ukraine where such evidence is brought 
by the Ministry of Culture and the Strategic Communication of Ukraine [23].

4. Monitoring of craft, black markets and auction transactions. Some of the most 
common places where illegal transactions of cultural goods take place are black markets 
and illegal auctions. At the same time, these stolen cultural goods can be traded through 
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public auctions or craft markets, and their monitoring can help locate traffickers. The fol-
lowing points are used as a tool to investigate, monitor and detect trafficking in cultural 
goods by law enforcement authorities:

• Examination of local craft markets. In some cases, traffickers sell stolen cultural 
objects on local craft markets. Monitoring these markets, in collaboration with local and 
national authorities, can help locate cultural goods trafficking networks;

• Human sources (HUMINT). Information from human sources is essential in discov-
ering networks of traffickers as well as establishing the place where traffickers, sellers, 
etc. meet, black markets, cultural goods for marketing purposes, etc.;

• Analysis of national tenders. Traffickers of cultural goods often use money laun-
dering methods to conceal the illicit origin of objects. In this respect, the tracking of 
financial transactions may reveal links between traffickers and their financial networks.

• Analysis of international tenders. Transactions of cultural goods taking place in 
international auctions, such as those organised by famous auction houses (Sotheby’s, 
Christie’s), can be monitored for goods originating from illegal sources. Authorities can 
compare lists of auctioned objects with databases of stolen goods to identify artifacts that 
are sold illegally.

Conclusion. Identifying and locating traffickers of cultural goods through the use 
of open source information are key activities in investigations aimed at combating il-
licit trafficking. By monitoring open sources as – analyzingsocial networks, user behav-
ior, monitoring the online market and sale/purchase platforms, using image recognition 
technologies and data analysis, monitoring craft, black and auction markets, as well as 
tracking financial transactions – through international collaboration authorities can iden-
tify and locate traffickers and help recover stolen cultural goods. These measures not 
only support the protection of global cultural heritage, but also strengthen international 
cooperation in the fight against cross-border crime.

At the same time, open source information has proven to be extremely useful for 
investigating illicit trafficking in cultural goods, as it is conclusive and pertinent to the 
main characteristics of this form of crime. The fact that the legal and illegal trade in cul-
tural goods appears to have moved online, with interactions taking place on markets and 
social media, facilitates the possibility to collect publicly available data necessary for the 
purposes of OSINT. With this information, it is possible to carry out NAS, in order to dis-
mantle traffic networks, by exposing the links between legal and illegal actors operating 
in this grey market. Both NAS and OSINT can currently be carried out by AI systems that 
allow extracting and crawling large amounts of personal data and finding correlations 
between different data sources to produce results. These results can then be used by law 
enforcement authorities to support the investigation of crimes and can even be used as 
evidence for court convictions.
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Introduction. In recent years, digitalization has been penetrating all areas of life, 
and criminal justice is no exception. Criminal activities are increasingly carried out with 
the use of information and communication technologies, and thus, traces of such activi-
ties remain in the digital space. Accordingly, the number of criminal proceedings in which 
electronic evidence plays a key role is growing: data from messengers, e-mail, surveil-
lance video, GPS tracks, cloud archives, etc.

At the same time, Ukraine’s law enforcement practice faces numerous difficulties, 
from imperfect legislative regulation of electronic evidence, to the lack of unified proce-
dures for its collection, preservation and examination. Equally important are the prob-
lems of ensuring the authenticity, integrity and admissibility of digital materials in crim-
inal proceedings.

In this context, the experience of the European Union which has already developed 
appropriate legislative and practical mechanisms for dealing with electronic evidence is 
extremely valuable. Its adaptation to Ukrainian realities can significantly increase the ef-
ficiency of pre-trial investigation and ensure the rights of participants in the criminal 
process and the compliance of justice with modern digital challenges.

1. The concept and legal nature of electronic evidence in the Criminal Procedure of 
Ukraine. The concept of “electronic evidence” appeared in the criminal procedure leg-
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islation of Ukraine relatively recently – with the amendments to the Criminal Procedure 
Code in 2018.

Currently, the shortcomings of the current criminal procedure legislation include 
the lack of an official definition of digital (electronic) evidence. At the same time, there is 
a situation where legislative acts regulating activities in other areas of judicial proceed-
ings in Ukraine contain such a definition. Thus, the Code of Administrative Procedure of 
Ukraine, the Commercial Procedure Code of Ukraine and the Civil Code of Ukraine define 
the term “electronic evidence”. According to Article 99 of the Code of Administrative 
Procedure of Ukraine, the relevant concept is defined as information in electronic (dig-
ital) form containing data on circumstances relevant to the case, in particular, electron-
ic documents (including text documents, graphic images, plans, photographs, video and 
sound recordings, etc.), websites (pages), text, multimedia and voice messages, metadata, 
databases and other data in electronic form. Such data may be stored, in particular, on 
portable devices (memory cards, mobile phones, etc.), servers, backup systems, and other 
places where data is stored in electronic form (including the Internet).

According to part two of Article 84 of the CPC of Ukraine [1], procedural sourc-
es of evidence includes testimony, material evidence, documents, and expert opinions. 
Digital (electronic) evidence in the criminal procedural legislation of Ukraine is a type 
of document. In particular, according to paragraph 1 of part 2 of Article 99 of the CPC of 
Ukraine, documents include: “materials of photography, sound recording, video record-
ing and other information carriers (including computer data)”. Electronic evidence means 
any data in electronic (digital) form containing information about the circumstances to 
be proved in criminal proceedings. This includes, in particular, text documents, images, 
video and audio files, metadata, data from e-mail, messengers, websites, etc.

The essential feature of electronic evidence is its intangible nature: it does not exist 
in physical form, but is stored on electronic media that can be technically manipulated. 
Such data can be easily copied, modified or deleted without leaving any obvious traces, 
which makes it difficult to identify and verify them in the process of proof. In addition, 
digital data is not self-sufficient: its origin, integrity and relevance to the circumstances 
of the case must be confirmed by additional technical and procedural measures.

It is these properties – fragility, changeability, dependence on the technical en-
vironment – that determine both the potential of electronic evidence for investigating 
modern crimes and, at the same time, the need for a special legal regime for their circu-
lation. As N.R. Husiak rightly notes, “electronic evidence is a special type of evidence that 
requires comprehensive legal regulation, covering not only the issues of form, but also 
methods of obtaining, recording, storage and authentication” [2].

For the effective use of electronic evidence in criminal proceedings, it is necessary 
not only to recognize it as a separate type of evidence, but also to create clear, detailed 
rules for its circulation – from detection and recording to the process of judicial assess-
ment of its admissibility.

Unlike traditional physical evidence, electronic data requires a special recording 
procedure to ensure that its integrity and authenticity are preserved. This includes, in 
particular, the use of hash functions, logging of actions during access to electronic media, 
recording of metadata, etc. In practice, however, there are often situations when evi-
dence is submitted in the form of screenshots or uncertified copies, which casts doubt on 
its probative value.
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The legal nature of electronic evidence requires a rethinking of traditional ap-
proaches to the evaluation of evidence in criminal proceedings. The court must take into 
account not only the content, but also the way the information was obtained, the avail-
ability of technical expertise, authentication, and its relation to a particular person or 
event. The absence of a detailed procedure for handling such evidence in the CPC creates 
a gap that is often filled by case law or departmental instructions.

2. Legislative regulation of electronic evidence: Problems of the current model. Despite 
the existence of a general definition of electronic evidence in the CPC of Ukraine, the 
legislative regulation of its circulation remains superficial and fragmented. In addition to 
Article 84, which enshrines the basic concept, electronic evidence is mentioned in Article 
99 (documents), Article 100 (storage of material evidence and documents and decision 
on special confiscation), as well as in passing – in the context of investigative (search) 
actions, covert investigative actions and measures to ensure criminal proceedings (e.g., 
inspection, temporary access to things and documents, seizure) [1].

It is necessary to recognize the correct opinion of Karaman I.V., however, that “the 
peculiarity of electronic evidence is its vulnerability to change and difficulty in confirming 
authenticity, which requires a special procedural regime and the participation of digital 
forensics specialists” [3].

Identifying sources of electronic evidence is also problematic. For example, can cor-
respondence in a messenger without confirmation of its origin (IP address, login logs, 
user ID) be admissible as evidence? In practice, the answer depends on the position of a 
particular court, as the law does not contain admissibility criteria for digital data.

In the current environment, there is a growing need to supplement the CPC with 
separate procedural rules for dealing with electronic evidence. In particular, it is advis-
able to introduce a new chapter or a special section that would enshrine the following 
elements: procedure for seizure of digital evidence; mandatory preparation of a recording 
protocol with technical parameters; mandatory use of digital identification tools (hash 
algorithms); terms and conditions of storage of electronic media; participation of a spe-
cialist or expert in case of data seizure and copying.

The absence of appropriate regulatory detail also complicates the preparation and 
conduct of forensic examinations, which are often the only way to confirm the authentic-
ity and reliability of digital information. Therefore, improving the legal framework should 
be a priority in reforming criminal procedure in the digital age.

3. Case law on electronic evidence: Problems of admissibility and evaluation. One of 
the central issues that arise in the context of the use of electronic evidence is its admis-
sibility in court proceedings. Unlike traditional material or written evidence, electronic 
data can be altered or falsified without leaving any visible traces, which makes their legal 
assessment much more difficult.

The analysis of court practice shows that there are no uniform approaches to the 
recognition of electronic evidence as admissible in criminal proceedings. As noted by A.M. 
Angeleniuk notes, “the court, when evaluating electronic evidence, fills in the relevant 
gaps through the already established precedent, which is based on legal norms (which, 
albeit fragmentarily, enshrine the use of electronic evidence in criminal proceedings), as 
well as analogy of law” [4].

This situation gives rise to significant variability in law enforcement practice. In 
particular, some courts recognize screenshots of email correspondence in messengers 
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(e.g., WhatsApp or Telegram) as proper and admissible evidence if they are accompanied 
by an expert opinion or confirmation by the user of the relevant account. Other courts 
reject similar evidence due to the lack of confirmation of technical authenticity, inability 
to establish the original source of the data or clear identification of the person who made 
the communication.

The decision of the Supreme Court of 06.10.2021 in case No.754/9711/20, states that 
an email can be recognized as admissible evidence only if it is established that the email 
address belongs to a specific person, as well as the structure of the message and metadata 
are preserved [5]. This indicates the need not only to record the document itself, but also 
to confirm its technical parameters.

Another problematic issue is the “transfer” of electronic evidence to tangible media, 
such as printouts of correspondence or videos. Case law indicates that it is necessary to 
submit the original electronic file or a copy of it with a digital signature, hash amount or 
expert confirmation.

In addition, courts often point to violations of procedural requirements when col-
lecting electronic evidence. In such cases, even objectively reliable information is not 
recognized as admissible. This once again emphasizes that the formal correctness of the 
actions of the party submitting the evidence is of key importance for its acceptance by 
the court.

Thus, the analysis of court practice shows that the admissibility of electronic ev-
idence depends not only on its content, but primarily on the method of its receipt, re-
cording and accompanying procedural documentation. The formation of a unified law 
enforcement practice is possible only if the relevant procedures are detailed in law and 
the forensic examination of digital materials is widely introduced.

4. Technical and organizational challenges at the Pre-Trial Investigation Stage. One 
of the most problematic aspects of using electronic evidence is the pre-trial stage, when 
the proper collection and preservation of digital data determines their further eviden-
tiary value in court. Unfortunately, many pre-trial investigation agencies currently face 
an acute shortage of both technical resources and the appropriate qualifications of their 
staff.

Investigators often do not have access to licensed software capable of performing a 
“clean” copy of digital information with the fixation of a hash amount. Not everyone has 
the skills to work with metadata, system logs, and backups. The lack of digital forensics 
specialists in investigative units significantly complicates the procedure for seizing and 
recording digital media.

Another problem is the formal approach to drafting procedural documents. Proto-
cols for the inspection of electronic media often do not contain a full description of the 
actions performed with investigative equipment, do not specify access parameters, and 
do not indicate the programs used. Such documents do not stand up to scrutiny in court 
and become grounds for declaring evidence inadmissible.

In addition to the technical side, there is also an organizational barrier – the lack of 
methodological recommendations, internal instructions, and coordination between in-
vestigators, prosecutors, and forensic experts. Cases involving digital evidence are often 
delayed due to the need to re-seize data or order additional examinations.

In the context of growing cybercrime, these issues are becoming particularly rele-
vant. Failure to respond promptly and correctly to digital traces of a crime means losing 
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important evidence. That is why the pre-trial investigation requires not only resource 
reinforcement, but also a systemic transformation of approaches to electronic evidence 
as a separate type of procedural activity.

5. Experience of the European Union countries in regulating the circulation of elec-
tronic evidence. The European Union countries use different models of working with elec-
tronic evidence, adapted to the specifics of their legal systems and technical capabilities. 
Let us consider specific examples that may be useful for the Ukrainian legal system.

In Germany, the basic principles for the handling of evidence, including digital ev-
idence, are set out in § 94-98 of the Criminal Procedure Code. However, more detailed 
technical procedures, such as the use of hash functions, the creation of specialized tech-
nical protocols (Protokoll der Sicherstellung), as well as encryption and data protection, 
are regulated by the guidelines of the Federal Office for Information Security [6]. This 
approach helps to ensure a high level of reliability and security of digital evidence.

In France, the provisions on electronic evidence are set out in Articles 56, 76 and 
97 of the Code of Criminal Procedure [7]. At the same time, certain technical procedures, 
such as the recording of electronic traces in accordance with the international standard 
ISO/IEC 27037:2012, are defined by additional bylaws and internal recommendations of 
law enforcement agencies [8]. This allows for a clear and prompt response to the practical 
challenges of digital forensics.

Of particular interest is the experience of Estonia, which has implemented a fully 
digital format of criminal proceedings in the E-toimik system [9]. This system ensures full 
transparency of digital evidence circulation, allowing investigators and judges to easily 
control access to materials using digital signatures and detailed access logs. Such a prac-
tice could significantly simplify procedural procedures in Ukraine.

The application of these specific European practices could significantly strengthen 
the Ukrainian model of handling electronic evidence. In particular, the introduction of 
clear and detailed procedural standards, the involvement of qualified experts in the field 
of digital forensics, and the creation of modern electronic systems for the exchange of 
evidence would increase the efficiency and credibility of criminal proceedings.

6. Proposals for improving the Ukrainian model of working with electronic evidence. 
Given the specifics of electronic evidence, its technical vulnerability and its extremely 
high role in modern criminal proceedings, it is proposed to introduce a new Article 99-1 
to the Criminal Procedure Code of Ukraine, which will clearly regulate the procedure for 
seizure, recording, storage and use of electronic evidence. Such an approach will avoid 
confusion with traditional documents already regulated in Article 99 of the CPC and will 
ensure an appropriate level of procedural guarantees.

Article 99-1 “Peculiarities of seizure and recording of electronic evidence”:
Electronic evidence collected during criminal proceedings must be recorded, stored 

and transmitted in compliance with special technical and procedural requirements that 
guarantee its integrity, authenticity and admissibility in court.

Seizure of electronic media (computers, smartphones, servers, flash drives, etc.) is 
carried out with the participation of a specialist or expert in the field of digital forensics. 
The absence of such a specialist during investigative actions is a ground for declaring the 
evidence inadmissible.

Before the device is seized, it is preliminarily recorded:
- Taking photos and videos of the general view of the device;



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 406
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

- Recording the power-on status;
- Describing active applications and open files;
- Indicating the identification parameters of the device (serial number, MAC ad-

dress, etc.).
Creating a “mirror” (bitwise) copy of the electronic medium is a mandatory step. 

Such a copy must be accompanied by a hash sum (MD5, SHA-1 or other) that certifies its 
authenticity.

The investigative report should include:
- Software used for copying;
- Software version;
- Method of copying (forensic cloning, logical copying, etc.);
- Obtained hash amounts and technical metadata.

The original electronic medium shall be stored in a sealed form in a specially 
equipped room with limited access.

The storage periods for the original medium and its digital copies shall correspond 
to the storage periods for other material evidence in criminal proceedings, but not less 
than until the court verdict enters into force or the criminal proceedings are closed.

In the case of cross-border collection of electronic evidence, international treaties 
of Ukraine or international conventions to which it is a party shall apply, subject to the 
provisions of this Article.

This initiative is also in line with the general logic of adapting the CPC of Ukraine to 
the challenges posed by the digital transformation of the criminal procedure and takes 
into account the practical needs caused, in particular, by the ratification of the Rome 
Statute and related reforms of the evidence system.

Conclusions. Electronic evidence has long ceased to be something unusual in crim-
inal proceedings – it is now common practice. At the same time, how effectively they will 
be used depends not only on the level of technological development, but also on the ex-
tent to which the legal system is ready to meet new challenges. Today, Ukrainian criminal 
procedure legislation is not yet fully adapted to the realities of the digital age.

The digital transformation of criminal procedure in Ukraine is not just a buzzword, 
but an urgent need that requires a systematic approach: from improving legislation to 
practical solutions in the work of law enforcement agencies and the judiciary. Only under 
such conditions will electronic evidence truly become a reliable tool for establishing the 
truth and ensuring justice in criminal proceedings.
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Summary
The conducted study focuses on the modernization process of the national security system of the Repub-

lic of Moldova, in a context marked by the country’s integration into the European Union and current geopo-
litical challenges. This paper analyzes several aspects of the concept of security and its evolution, highlighting 
the significant transformations that have occurred in its understanding and application, as traditional threats, 
such as wars, have been complemented by emerging risks like migration, climate change, and geopolitical in-
stability. The modernization of the national security system is seen as an ongoing process of adapting security 
structures and institutions to external requirements, especially in the context of European integration.

A key point of the research is the analysis of different theoretical schools, particularly the differences 
between the Western and post-Soviet views on security, with a focus on the importance of state security and its 
role in protecting the rights and interests of citizens. At the same time, the study emphasizes the complexity of 
national security, which can no longer be reduced solely to the military dimension, but must be understood in a 
much broader perspective, encompassing social, economic, and environmental aspects. In this regard, new theo-
retical approaches, including those promoted by authors like Barry Buzan and Dominique David, are essential for 
understanding security as a multidimensional concept, influenced by a variety of internal and external factors.

Finally, the research highlights the importance of aligning the national security system of the Repub-
lic of Moldova with European Union standards, a process that requires not only institutional and legislative 
adjustments but also a continuous adaptation to changes within the international security system. This mod-
ernization process, with an emphasis on individual protection and the promotion of a stable framework for 
democratic development, is seen as a crucial factor for the country’s long-term prosperity and security.

Keywords: international security, international law, international relations, security studies.

Introduction. “Security consolidation” is a widely used term in the field of inter-
national relations, political science, and security studies, referring to the processes and 
measures through which a nation, region, or international actor strengthens its ability to 
prevent or cope with external and internal threats. In this context, security can be under-
stood from multiple perspectives: military, political, economic, social and human.  “Secu-
rity consolidation” involves enhancing the capacities of a state or region to prevent, deter, 
and respond to threats, whether they are of a military, terrorist, political, or economic 
nature. It is a process that may include a variety of actions and strategies, ranging from 
the creation of efficient defense institutions to the development of a climate of political, 
economic, and social stability. In international relations, security encompasses the set of 
interstate relations that ensure global stability. In other words, international security rep-
resents the state in which countries are not threatened by wars or any violation of their 
sovereignty or independent development by other states. According to the UN Charter, 
the Security Council currently holds the primary mission of ensuring world peace, also 
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having the unique right to impose sanctions against aggressors. The idea of international 
security and its practical achievement is shaped by historical, economic, political, social, 
and other factors. The issue of security emerged with the formation of the state institu-
tion, always being closely linked to the issue of war and peace. Over time, there has been 
a shift in the capacity to analyze and identify security issues. Alongside this, both security 
policies and strategies in contemporary societies have undergone a process of transfor-
mation.

The issue of human, national, and international security, as well as the mechanisms 
through which the safety of individuals, communities, and states is ensured, has become 
an imperative in recent years. This is due to the diversification of threats and dangers 
in the international security environment, which, against the backdrop of technological 
changes, is constantly evolving. Security is a necessity that concerns us all, and the imple-
mentation of various security strategies at the national level requires a joint effort involv-
ing both military and civilian institutions, and, not least, the responsibility of the citizen. 
One of the necessary ways to increase the functionality of the security system would be 
to cultivate a strong security culture within society, consistently promoted among the 
population. This should be combined with the transparency of institutions authorized to 
ensure national security, as well as closer collaboration between specialized institutions, 
academic institutions, and experts from the private sector. Security culture is the final 
result of security education, including through continuous education, by promoting val-
ues, norms, attitudes, and actions related to the assimilation of the concept of national 
security. Security culture represents an important factor in the context of the current 
challenges to the national security of the Republic of Moldova [7].

“Security consolidation” is a concept that has evolved over time, in parallel with po-
litical, economic, and social changes on a global scale. From traditional concerns related 
to national security and territorial defense to contemporary challenges of global secu-
rity, the process of security consolidation has undergone significant transformations.  
Before the emergence of modern states, security was primarily a matter of defending 
communities and kingdoms. Security was not perceived at the state level but rather at 
the individual level or within small political units, such as tribes, city-states, or kingdoms. 
In antiquity and the Middle Ages, most societies protected their territories through for-
tifications, tribal wars, and local alliances. Security depended on the ability to protect 
borders and maintain internal order. In many cases, security and defense were linked to 
religion, with military orders (such as the Templars) playing an important role in the pro-
tection of sacred territories.

With the emergence of the nation-state in Europe and the evolution of principles of 
sovereignty and state independence, the concept of security began to be associated with 
territorial protection and national integrity. In the early modern period (15th-18th cen-
turies), wars between European states were the primary reason for developing defense 
capabilities. Security measures involved national armies, fortifications, and strategies for 
border defense. Following the Treaty of Westphalia (1648), which laid the foundations of 
the modern international order, the idea emerged that each state has sovereign rights 
over its own territory and population. Thus, security became closely linked to the protec-
tion of the state from external attacks.

The 20th century brought fundamental changes in the understanding of security, 
mainly due to the world wars and technological revolutions that transformed the military 
paradigm. During the interwar period and following the two world wars, national secu-
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rity was strictly defined as protection against external threats, especially military ones. 
International alliances, such as the League of Nations and, later, the United Nations (UN), 
were created to prevent international conflicts and to ensure a collective security system. 
During the Cold War period, security was largely defined by the confrontation between 
the geopolitical blocs of NATO (with the United States at its center) and the Warsaw Pact 
(under the leadership of the Soviet Union). In this context, security was highly militarized, 
focusing on nuclear deterrence and maintaining the balance of power between the two 
superpowers. The Cold War was characterized by ideological and strategic competitions, 
and the concept of “national security” was closely linked to a state’s ability to withstand 
external pressure.

After the end of the Cold War and the collapse of the Soviet Union in 1991, security 
began to be reconsidered in the context of globalization and new threats. After 1991, “na-
tional security” was reinterpreted from a strictly military logic into a much more complex 
context, including non-military risks such as terrorism, internal conflicts, transnational 
crime, and economic instability. Many states began to redefine security in broader terms, 
which also include the economic, social, and environmental dimensions. After the terror-
ist attacks of September 11, 2001, and the launch of the “War on Terror,” national security 
became closely linked to combating international terrorism. In this context, strength-
ening security included both military measures (the wars in Afghanistan and Iraq) and 
internal security measures (particularly in the field of cybersecurity and the protection of 
critical infrastructure).

In recent decades, the concept of “security strengthening” has expanded beyond 
the military and national dimension, including new global challenges and approaches that 
emphasize human security and the multilateral integration of security.

Threats such as climate change, global pandemics (e.g. COVID-19), mass migration, 
and international economic crises have led to a “broader concept of security.” In this con-
text, security is not only about defending a state against invasions but also about ensuring 
economic well-being, environmental protection, and reducing social inequalities. With 
the development of the internet and digital technologies, cyber threats have become an 
essential component of national and international security. States and international or-
ganizations have begun to pay increased attention to protecting critical infrastructures 
from cyberattacks. In this context, the notion of “human security” has become increas-
ingly important. It refers to the protection of individuals from multiple threats, such as 
violence, poverty, social inequalities, and armed conflicts, promoting a holistic approach 
to security that focuses on people’s fundamental rights and needs.

Methods and materials applied. The methodology of the study conducted on na-
tional and international security is based on a multidimensional approach, taking into 
account the historical, economic, political, and social evolution of the security concept. 
It includes a comparative analysis of the different stages of security development from 
territorial defense in ancient and medieval communities to contemporary global security, 
marked by non-military threats such as terrorism, transnational crimes, climate change 
and cybersecurity.

The study employs a historical method to understand how security perceptions and 
policies have changed over time, emphasizing the transition from a restrictive view of 
security to a broader one that includes economic, social, and ecological dimensions. Ad-
ditionally, a theoretical approach is used to explore key concepts such as human security, 
cybersecurity and international cooperation.
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Furthermore, the methodology of this study includes an analysis of the interaction 
between military and civilian institutions, aiming to highlight the importance of a strong 
security culture and a joint effort involving both the state and citizens. This holistic ap-
proach seeks to integrate theoretical insights and practical experiences from various se-
curity domains, as well as contributions from experts in both the academic and private 
sectors.

Discussions and results obtained. Main ideas of the research. In the classical view 
of security, states had a particular interest in ensuring a safe environment for individuals 
in the face of traditional threats. However, at the current stage, the role of the state has 
increased in this regard, and as a result, the state, governments, and leaders have the mis-
sion to find solutions that lead to prosperity, democratic development, and the protection 
of human rights [10].

Researching the modernization process of the national security system of the Re-
public of Moldova in the context of European integration is a particularly relevant and 
complex topic. The modernization process is multidimensional and generates debates 
and perceptions about the role of state security bodies within the national security sys-
tem. Situations such as the outbreak of war at the borders and obtaining candidate sta-
tus for the European Union give a new strategic and practical meaning to the process of 
modernizing the national security system of the Republic of Moldova [17]. Thus, to meet 
the requirements of a candidate state for the European Union and to respond to external 
conditionalities, the national security system of the Republic of Moldova undergoes con-
tinuous transformation through reform and innovation. This is characterized by vertical 
modernization, which includes the subordination of state security bodies and the exten-
sion of their functional competences, and horizontal modernization, which is expressed 
through internal institutional restructuring and greater openness towards civil society.

Modernizing the national security system by integrating it into the European Security 
System, represents a strategic imperative of national importance, requiring institutional 
and legislative adjustments to meet the European Union’s requirements. In this context, 
the process of strengthening the institutional capacities of the national security system is 
linked to ensuring the national interests of the Republic of Moldova, being influenced by a 
series of internal and external factors of geopolitical, political, and economic nature, as well 
as by transformations within the international security system, characterized by globaliza-
tion, hybrid warfare, migration, and instability in international relations [17].

The concept of “security” has been and remains an intensely debated concept, with 
numerous nuances. At the middle of these debates has been, paradoxically, the very defi-
nition of security. Being an extremely politicized concept, often used according to the 
interests and purposes of the actors within the system, the term often seems to serve as 
a pretext for one action or another. Security is primarily defined as ensuring the contin-
ued existence of the state, which is also its fundamental purpose. The expansion of the 
security agenda has resulted in a new analytical framework, allowing for the inclusion of 
a wider range of sectors beyond the military and political ones. This has brought with it 
a series of political consequences, thereby highlighting the complexity and originality of 
this approach [4].

It is certain that the approach to the national security system in the specialized liter-
ature differs between Western researchers and those from some ex-Soviet States. This fact 
is primarily argued by the conceptual differences between the Western political science 
school and the post-Soviet one. The merit of the first group of authors’ lies in conducting 
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some empirical studies dedicated to the democratization processes in developing states 
and identifying certain laws, classifications, and specific features for different political sys-
tems. The political science school in post-Soviet States, established much later, had the 
opportunity to systematize the studies conducted in the West, laying the conceptual, theo-
retical-methodological, and structural foundations of the security policy promoted domes-
tically [17]. However, in this school, the difference between the national security system and 
the state security system is significantly diminished, with an emphasis on the role of state 
security bodies. Interest in the security issue within the scientific community has been the 
subject of extensive debates over several centuries. The origins of security concepts can be 
traced back to the works of ancient philosophers and thinkers, who considered security as 
a condition characterized by the absence of danger from the external environment. Later, 
in the 12th century, the understanding of the essence of security expanded to include the 
evaluation of spiritual security through unity with God. During the Renaissance, social se-
curity was defined as equality and cooperation, with the primary threat being considered 
the discrepancy between culture and politics. Modern-period philosophers such as T. Hob-
bes, B. Spinoza, J. Locke, and F. Bacon paid particular attention to the role of governance 
in ensuring national security, viewing public interest and state security as interconnected. 
During the same period, the concept of a safety culture was introduced. The Enlightenment 
era, through representatives such as J. Rousseau, Voltaire, D. Diderot, and P. Holbach, rec-
ognized the importance of personal security as an integral part of the security of the entire 
society, including public safety and the foundations of international security. German phi-
losophers from the 18th and 19th centuries, like I. Kant, I. Fichte, G. Hegel, and others, made 
a significant contribution to the development of ideas about national security and the role 
of the state. In the 19th and early 20th centuries, the predominant influence on the percep-
tion of security came from various political doctrines (Marxism, socialism, etc.), as well as 
sociological theories and concepts (the theory of solidarity, the theory of social progress, 
the socio-institutional concept, etc.). This led to the emphasis on examining public safety 
conditions based on the principles of social compromise, collective action, and social equal-
ity. At the end of the 20th and the beginning of the 21st centuries, the development of ideas 
about security in the social and human sciences generated several fundamental approaches 
to this concept [15].

The study of various approaches to national security, its forms of expression through 
other scientific categories of socio-political and philosophical disciplines, shows that two 
research directions have gained wide recognition. According to the first direction (S. 
Brown, B. Brody, W. Lippman, N. Caplan, H. Morgenthau, S. Hoffman), national security 
and its derived categories are studied through the lens of national interests. Represent-
atives of the second research direction (A. Wolfers, C. Norr, F. Treger, D. Cauffman, and 
others) associate national security with the system of fundamental societal values [12]. 
The historiographical analysis of the security concept highlights four major directions 
in the categorical debate on this subject. The first direction focuses on definition issues, 
while the second addresses conceptual debates surrounding security. The third direction 
concentrates on the application issues of security in the European context, while the 
fourth examines the functioning of the concept in non-European regions and at a global 
level. The scientific conceptualization of the modernization process of the national secu-
rity system of the Republic of Moldova in the context of European integration aligns with 
the third and fourth directions of conceptual security development. In this context, we 
emphasize the role of adapting the conceptual-practical approach of the term “national 
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security” as included in national legislation to that of European security, with the EU’s role 
being the one that assigns a new quality to this subject [13].

At the same time, what remains contested is the type of security logic implemented 
at the EU level and which policy areas are incorporated into European security [20]. How-
ever, there is still a dispute regarding the type of security logic implemented at the EU 
level and the policy areas embedded in the concept of European security, which remains a 
subject of ongoing debate within the security sphere and reflects the diversity of national 
and regional perspectives and priorities within and beyond the European Union. At the 
same time, research on European security [1; 2], indicates that there are four key areas of 
the security mission that have a valuable European contribution (protecting against ter-
rorism and crime, ensuring the security of infrastructures and public services, protecting 
borders, and restoring security in crisis situations), as well as three cross-cutting areas 
(integration and interoperability of security systems, security and society, coordination 
and organization of security research) [20]. We believe that these aspects should also be 
reflected in national studies related to national security.

Conceptually, the issue of national security is the subject of ongoing reconsidera-
tions primarily determined by the interaction of six factors:

– the dynamics of the international system and the evolution of methods of aggres-
sion against nations;

– the specific internal situation of each nation;
– the geopolitical specificity of each nation;
– the possibility of shaping security policy either in aggressive or defensive ways;
– the differing scope of national security for great powers versus small states (for 

the former, national security acquires a regional and even global dimension, while for 
the latter, security is achieved against the backdrop of the evolving balance among great 
powers and depending on the dynamics of their own relations with these powers and 
their neighbors);

– differences in theoretical perspective in analyzing, designing, and implementing 
national security strategies [19].

Thus, the constant changes occurring in the dynamics of any of the aforementioned 
factors necessitate the continuous redefinition and updating of security and national se-
curity concepts.

The author Barry Buzan, in his renowned work “People, States and Fear”, significantly 
broadens the scope of analysis and application of the concept of “security” and “national 
security,” arguing that “in the case of security, the discussion consists of reducing threats. 
In the context of the international system, security denotes the ability of states and soci-
eties to preserve their autonomy, identity and functional integrity” [3]. Another important 
element introduced by Barry Buzan, a representative of the “Copenhagen School,” in the 
analysis of security is the distinction between strong states (with an advanced degree of 
political and social cohesion) and weak states (with low internal legitimacy and fragile 
control over power institutions). These nuances are vital to understanding the nature 
of security and national security and the fact that states react to dangers and threats 
according to their vulnerabilities. In this context, we will also mention the definition by 
Dominique David, who proposes approaching security “in the broader sense of the term 
[...], as a state of a subject who perceives themselves as unthreatened by any danger or 
thinks about the means of responding to danger if it may become real” [9]. Thus, without 
dispute, national security is studied in terms of threats, risks, and vulnerabilities, and it 
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should be noted that none of these manifest independently. At the same time, the con-
cepts of security and national security, complex and controversial, have been defined 
either according to their military component, with the main actor being the armed forces 
(in a Hobbesian style), or according to the human component, with laws and economic 
assistance as the main means of realization (in line with Kantian views on the world). In 
this context, we can also talk about the social and environmental dimensions of security, 
influenced by various non-military challenges to security (e.g., population growth, mas-
sive urbanization, food reserves, climate change, soil erosion, and water pollution). Barry 
Buzan offers a complex vision of the dimensions of security, including military, political, 
economic, social, environmental, etc. Military security refers to the reciprocal interaction 
of offensive and defensive armed capabilities of states with their perceptions regarding 
the intentions of others. As often noted in the literature, military security continues to be 
at the center of overall security issues. “Historically and logically, preventing the military 
activities of other nations from crossing physical borders is the narrowest function of 
military power” [11]. Political security exclusively refers to the stability of a social order, 
highlighting key threats that repeatedly target state sovereignty [17].

It also considers the organizational stability of states, governance systems, the ide-
ologies that grant them legitimacy, and strategies for internal and external development. 
When discussing societal security, we refer to maintaining the collective national iden-
tity, traditional patterns of language, culture, religion, and customs of a people within 
acceptable conditions that allow the evolution process.

As events unfold, some of the biggest challenges for European security will stem 
from the societal component, given the situations in Bosnia-Herzegovina, Moldova, Mac-
edonia, Kosovo, Belarus, Montenegro. Societal security is extremely important but cannot 
be achieved without the foundation of individual security. In international documents, 
the notion of social security is often encountered, first mentioned (though concerning a 
rather narrow sphere of human activity, without a clear definition) in the ILO materials 
from 1952 [17]. Local authors provide the following definition: “Social security is the state 
of protection from various dangers that threaten the vital interests of the person and the 
relationships between social groups regarding their situation and place in society” [18]. 
The basic criteria of social security are considered to be the conditions for vital human 
activity and personal spiritual development; the family’s position as a social instrument; 
the degree of social stability of society; the extent of societal and population degradation.

Today, social security guarantees have taken the form of social insurance against the 
basic risks of industrial life: workplace accidents, occupational diseases, unemployment, old 
age. When referring to the economic dimension, it concerns the economic foundation of 
military power, as well as the purely economic aspect of security at all five levels. According 
to economist V. Senceagov: “The essence of economic security can be defined as a state of 
the economy and power institutions through which the guaranteed protection of nation-
al interests, socially-oriented development of the state, and sufficient military potential 
are ensured, even in less favorable external and internal conditions” [21]. Thus, economic 
security refers to the state’s ability to access strategic resources and necessary spaces to 
maintain its power and existence not only in peacetime but also in wartime. Achieving eco-
nomic security requires the establishment of a system for protecting economic resources, 
inventions, and strategic areas of interest. In this context, the possession, availability, and 
effective use of natural resources, especially energy resources, are a source of tensions, cri-
ses, or even conflicts. Moreover, achieving national security and defense decisively depends 
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on the economic resources that a country relies on at a given time, especially under glo-
balization conditions, where economic power plays a crucial role in determining a nation’s 
position. Therefore, we can say that in the current conditions, national security can only be 
achieved on a well-defined economic foundation, with sufficient material, human, financial, 
scientific premises, etc. “To discuss or project national security without considering its 
economic component is like building a sandcastle near the sea waves” [14]. Napoleon did 
not venture to fight the English – he sought to crush them with an economic blockade. In 
general, the economic component in many wars was significant, and separating it from the 
political-military aspect is quite challenging.

The reform of the national security system has become a national priority for many 
states, stemming from the need to adapt to the dynamic changes in internal political, 
economic, and social transformations, as well as to regional geopolitical realignments 
resulting from the end of the Cold War. In this context, the Republic of Moldova began by 
creating the national security system, which materialized through the formation of the 
regulatory framework and empowered structures. In 1994, the Constitution of the Repub-
lic of Moldova and other relevant political and legal acts were adopted, followed in 1995 
by the first National Security Concept of the Republic of Moldova, which was succeeded 
by the National Security Concept of the Republic of Moldova on May 22, 2008, and the 
adoption of the National Security Strategy of the Republic of Moldova on July 15, 2011. 
Moreover, the initiation of the process to develop a new draft of the National Security 
Strategy in the spring of 2015 demonstrates that the reform of the national security sector 
is actively ongoing. In this regard, A. Barbăneagră, advisor to the President of the Republic 
of Moldova on defense and national security, pointed out meaningfully that “The strategy 
approved by Parliament in 2011 has largely become obsolete because social, economic, 
political and military conditions have changed” [8].

So, the fundamental official documents that outline the field of action of the na-
tional security of the Republic of Moldova are: the Constitution of the Republic of Mol-
dova (July 29, 1994); the Concept of Foreign Policy of the Republic of Moldova (February 
8, 1995); the Military Doctrine (June 6, 1995); the State Security Law (October 31, 1995); 
the Concept of Military Reform (July 26, 2002); the Concept of National Security (May 22, 
2008); and the National Security Strategy (July 15, 2011). From the outset, it is important to 
mention that in the Concept of National Security of the Republic of Moldova, the national 
security system is defined as a set of concepts, strategies, policies, means, regulations, 
and administrative structures of the state, as well as a set of social institutions that have 
the role of realizing, protecting, and promoting the country’s national interests [14]. The 
first documents developed and adopted in the years 1994-1995, including the first Nation-
al Security Concept of 1995, placed particular emphasis on the creation and recognition 
of the state of the Republic of Moldova. At that time, political, military and economic se-
curity needed to be explained, understood and established. In this regard, the Constitu-
tion of the Republic of Moldova [16] represents the fundamental document, as it defines 
the principles of the state’s existence, including sovereignty, independence, unity, and 
indivisibility. The fundamental law determines the values that must be established and 
secured: the rule of law, democracy, human dignity, human rights and freedoms, the free 
development of human personality, justice, and political pluralism. At the same time, the 
protection of citizens and the guarantee of fundamental rights represent a fundamental 
priority of the state, with citizens benefiting from state protection both domestically and 
abroad: the right to defense, freedom of movement, private and family life, inviolability of 
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domicile, confidentiality of correspondence, freedom of conscience, freedom of opinion 
and expression, freedom of creation, etc. [6].

The Foreign Policy Concept, another relevant document for the implementation of 
national security policy, identifies the place of the Republic of Moldova in the international 
community, as well as the priorities, principles and directions of its foreign policy. Thus, 
strengthening the country’s independence and sovereignty, ensuring territorial integrity, 
asserting the country as a factor of stability at the regional level, contributing to the pro-
motion of the socio-economic reforms necessary for the transition to a market economy 
and raising the well-being of the population, and building the rule of law constitute im-
portant priorities of foreign policy and represent the country’s external priorities [5]. In 
this regard, the Republic of Moldova has pursued its full integration into the international 
system by joining various regional and international structures. However, we consider that 
this process has not been supported by a well-defined strategic vision. In the context of 
a traditional antagonism between Russia and the West, the Republic of Moldova has not 
clearly explained the primary direction of its foreign policy, which subsequently had a neg-
ative impact on promoting national interests and ensuring security. The country’s oscilla-
tion between East and West, between two development models (one Soviet and the other 
European, of a liberal-democratic type) has significantly undermined the Republic of Mol-
dova’s ability to definitively resolve the Transnistrian conflict, has considerably delayed the 
prospects of association with European integration processes, has created constant social 
and political tensions, and has systematically delayed the implementation of sustainable 
and effective democratic reforms. Even opting for a status of permanent neutrality can be 
considered a significant vulnerability resulting from a diachronic geostrategic hesitation.

Results obtained. The results of the study conducted on the modernization of the 
national security system of the Republic of Moldova in the context of European integra-
tion highlight several essential aspects related to the evolution and transformations of 
this system, influenced by internal and external factors. The study on the modernization 
of the national security system of the Republic of Moldova in the context of European in-
tegration emphasizes the importance of adapting this system to new internal and external 
realities. The research concluded that the modernization process is continuous and nec-
essary, considering that the country faces complex geopolitical and economic challenges. 
Modernization is not limited only to the restructuring of institutions but also includes 
fundamental changes in the approach to the concept of security, which must reflect both 
national interests and the requirements of the European Union. In this context, national 
security is being redefined, becoming an integral part of a broader European concept that 
emphasizes the interdependence between national and European security.

The study also highlights the external and internal influences that shape the nation-
al security of the Republic of Moldova, particularly the connection with internal conflicts, 
such as the Transnistrian issue, and external pressures from major powers. Despite these 
challenges, the process of reforming the national security system continues, and Mol-
dovan authorities are focusing on strengthening institutional capacities and improving 
cooperation between security agencies. The modernization of this system also involves 
integrating new dimensions of security, such as economic and social security, which are 
becoming essential for the country’s stability. Thus, the process of European integration 
requires not only adaptation to international standards, but also the development of a 
coherent and sustainable national strategy to address the multiple challenges faced by 
the Republic of Moldova.
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Conclusions. Analyzing the process of modernizing the national security system of 
the Republic of Moldova, it is evident that this represents a strategic necessity, consid-
ering both internal challenges and external influences. Throughout the study, it has been 
emphasized that Moldova’s European integration cannot be achieved without a profound 
reform of this system, adapting it to international standards and the specific require-
ments of the European Union. This modernization does not only entail changes in institu-
tional structures, but also in the mindset and approaches applied in the field of security.

National security must be viewed in an integrated manner, within the current re-
gional and global context, where rigid boundaries between internal and external security 
no longer exist. In this regard, the Republic of Moldova must move beyond the classical vi-
sion focused on military security and adopt a much broader approach, including econom-
ic, social and even cultural dimensions. Thus, strengthening governmental institutions, 
especially those responsible for national defense, as well as developing a well-coordinat-
ed security infrastructure among all state agencies, becomes fundamental for long-term 
stability and prosperity.

Another important aspect lies in the geopolitical factor. Moldova, facing a complex 
security situation marked by the Transnistrian conflict and external influences from re-
gional powers, must adopt a flexible foreign policy that allows for navigating the interests 
of different states and international organizations. Regional cooperation and integration 
into a European collective security system not only offer an opportunity to protect sov-
ereignty and territorial integrity, but also provide a way to strengthen economic and po-
litical ties with EU member states and other global actors.

Moreover, to succeed in European integration and strengthen national security, the 
Republic of Moldova must understand that it is not enough to merely implement legis-
lative reforms or improve defense equipment and technologies. It is essential that these 
changes are supported by a coherent national vision and a long-term strategy that in-
volves active participation from the entire society, not just governmental institutions. 
This process involves not only modernizing defense and security structures, but also a 
firm commitment to fundamental citizens’ rights, transparency, and adherence to demo-
cratic principles, in line with European standards.
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Summary
This article analyzes the methodological particularities of investigating the involvement of public of-

ficials in the illegal practice of entrepreneurial activity, with a focus on the regulatory framework and inves-
tigative practices in the Republic of Moldova. It highlights concealed forms of involvement, specific criminal 
typologies, relevant evidentiary sources, dissimulative behaviors, and institutional difficulties that impact the 
effectiveness of criminal investigations. Based on doctrinal and practical analysis, the paper formulates con-
crete proposals aimed at strengthening investigative tactics and improving the national legal framework.
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methods, conflict of interest, corruption.

Introduction. The investigation of offenses committed by persons holding positions 
of responsibility in the context of the illegal practice of entrepreneurial activity requires a 
complex methodological approach, situated at the intersection of criminal law, adminis-
trative offense law, and public integrity norms. Since such acts are typically committed in 
a concealed manner and benefit from an appearance of legality, traditional investigative 
methods must be adapted to reveal the actual relationships between the public official 
and the economic activity conducted under the guise of other entities.

This phenomenon is often linked to other forms of unlawful conduct, such as in-
fluence peddling, bribery, conflicts of interest, or abuse of office. From a criminalistics 
perspective, there is a noticeable trend of concealing direct involvement through third 
parties – relatives, proxies, former colleagues – who are formally listed as founders or 
administrators of the respective business entities. In such cases, the investigation is ori-
ented towards analyzing relationships of control and benefit, rather than focusing solely 
on ownership structures.

Discussions and results obtained. In the Republic of Moldova, the incompatibility 
regime for persons holding positions of responsibility is regulated by several normative 
acts, especially Law No.158/2008 on the public function and the status of the public serv-
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ant [1], and the Integrity Law No. 82/2017 [2]. These provisions aim to prevent conflicts of 
interest and ensure integrity in the public service [3, 49-53].

According to Article 25 of Law No.158/2008, public servants are prohibited from:
– Engaging in entrepreneurial activity, except for holding the status of founder of 

a commercial company, provided that the company’s field of activity is not directly or 
indirectly related to the duties exercised as a public servant, according to their job de-
scription;

– Favoring, by virtue of their position, the entrepreneurial activities of natural or 
legal persons;

– Engaging in other remunerated activities under an individual labor contract or 
any other civil contract within commercial companies, cooperatives, state or municipal 
enterprises, as well as nonprofit organizations from the public or private sector, whose 
activity is subject to the control, subordination, or competence of the authority where 
they are employed, etc.

Law No.288/2016 on the status of public servants with special status within the 
Ministry of Internal Affairs [4] stipulates that “a public servant with special status is not 
allowed to engage in entrepreneurial activities, except for holding the status of founder 
of a commercial company, nor to facilitate, by virtue of their position, the entrepreneurial 
activities of natural or legal persons”.

According to paragraph 2 of Article 241 of the Criminal Code of the Republic of Mol-
dova [5], the illegal practice of entrepreneurial activity is punishable when committed 
with the use of one’s official position, with the use of such a position being considered 
an aggravating circumstance. Similar offenses are also punishable in other countries [6, 
p.45-48].

The incompatibility regime in the Republic of Moldova is designed to ensure the in-
tegrity and impartiality of public officials by preventing situations in which they may have 
personal interests that could influence their professional decisions or activities.

The illegal practice of entrepreneurial activity by public officials is typically not an 
isolated offense. It is frequently combined with, or preceded by, acts such as influence 
peddling, where the official exploits their position to obtain economic benefits for a com-
pany they control; bribery, when the official pressures business partners to provide ad-
vantages in the context of public contracts; abuse of office, when documents contrary to 
the law are issued for personal benefit or for the benefit of an affiliated commercial entity; 
and undeclared conflicts of interest, which give rise to related criminal or administrative 
offenses, as well as institutional vulnerabilities.

A common mechanism used to avoid legal sanctions is the use of ”proxies” – individ-
uals who are officially listed as founders, shareholders, or administrators of commercial 
entities but who do not actually exercise control. Among the most frequently used prox-
ies are spouses, children, or other close relatives, trusted colleagues or former employees 
of public institutions, as well as unemployed individuals or persons with low levels of 
education, who accept the formal role of administrator in exchange for symbolic benefits, 
and so on [7, p.153-158].

This strategy of concealing real influence relationships is recognized as a typical 
feature of white-collar crime and serves to reduce the risk of detection through standard 
control mechanisms (inspections by the National Integrity Authority [8, p.16-17], internal 
audits, investigations by the National Anticorruption Center).

An analysis of the investigative practices of the National Anticorruption Center and 
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the Anticorruption Prosecutor’s Office reveals several criminalistics patterns:
1. The “contract with one’s own firm” typology – where the official, via intermediar-

ies, signs contracts between their public institution and their own company, sometimes 
bypassing procurement procedures. In this scheme, the public servant awards public 
contracts to a commercial entity they effectively control, yet masked by proxies (spouse, 
relatives, acquaintances). The official uses either simplified procedures or informal in-
fluence over evaluation committees to steer procurements. Characteristics include: the 
winning firm is not officially linked to the official, but is de facto managed by them; quoted 
prices are sometimes unjustifiably high; the company’s economic activity is often limited 
exclusively to contracts with the very institution where the official works. Example (hypo-
thetical, inspired by case practice): a Section Chief in a district social assistance depart-
ment sign, via simplified procurement, a contract for food supplies with a firm formally 
run by his brother-in-law. The company was founded only two months before the bid and 
has only one client – the public institution. The procurement occurs without consulting 
other offers, and deliveries are of poor quality. The National Anticorruption Center’s in-
vestigation reveals that the official prepared the procurement decisions, and the firm’s 
administrator had no real control over operations.

2. The “consultant-official” typology – where the official provides consulting or ex-
pert services to private firms in exchange for disguised commissions, even though this 
contravenes the incompatibility regime. This involves the public official offering “con-
sulting services” or “strategic support” to private companies, often in the same field in 
which they officially work. Even without signing formal agreements, the official shares 
confidential information or uses their influence to help firms obtain contracts, licenses, 
or authorizations. Typical indicators include: masked income through fictitious civil con-
tracts (e.g., drafting services, market analysis), the official effectively mediates access to 
favorable decisions, and these activities often go undeclared in asset and interest declara-
tions. Example: An environmental protection agency specialist is “unofficially” employed 
by a construction firm to facilitate environmental authorization. In return for a monthly 
sum disguised as payment for “ecological consultations”, the official provides guidance on 
avoiding negative reviews and influences the commission’s final decision. CNA investiga-
tion proves that the consultancy reports were copied from the internet, and the income 
was not declared.

3. The “decision-maker partner” typology – where the official facilitates contracts 
with indirectly controlled partner firms, granting them wins from public funds or pref-
erential access to resources. Here, the official is not the founder or consultant, but a 
decision-maker (e.g., mayor, institution director, division head) who favors partner firms 
– either through contracts or by providing administrative advantages. The official’s bene-
fits may be indirect: commissions, hiring of relatives, firm-paid vacations, etc. Character-
istic elements: involvement is indirect, but visible through acts and benefits obtained; the 
firms have economic or social ties to the official (donors, sponsors, etc.) and are repeat-
edly favored by that institution. Example: a mayor repeatedly awards road maintenance 
contracts to a firm whose administrators are party comrades. Even though tenders are 
held annually, qualification criteria are drafted so that only that firm can meet them. The 
firm, via an intermediary, pays for the mayor’s vacations and sponsors a sports team run 
by his son. Based on wiretaps and witness statements, CNA officers confirm the indirect 
link and conclude the existence of a criminal agreement.

Among the enabling factors for this type of crime are privileged access to confiden-



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 422
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

tial information (e.g., public procurement plans), a decision-making position that allows 
influencing contract award procedures or obtaining permits, insufficient internal control 
and audit in public institutions, and the inefficient operation of asset and interest decla-
ration regimes, which makes it difficult to detect unjustified accumulation of assets.

To prove the effective involvement of a public official in an activity prohibited by law, 
law enforcement agencies must adopt a multidisciplinary approach based on integrated 
analysis of information from administrative, fiscal, digital, and human sources. In the con-
text of role concealment through intermediaries or contractual mechanisms, identifying 
economic, decision-making, and behavioral links becomes essential. The main categories 
of sources and methods used are:

1. Public registers and institutional information. State institutions provide access 
to official data concerning ownership and the status of founder or administrator, which 
can reveal hidden economic relationships. The State Register of Legal Entities reveals the 
founders and administrators of companies. Even if the public official does not appear di-
rectly, the analysis of repeated changes in shareholders or presence of relatives or close 
individuals may indicate masked involvement. The Public Services Agency – Cadaster Di-
rectorate allows verification of real estate registered in the names of the official or their 
relatives – searching for recent transfers, donations, or inexplicable purchases. The State 
Transport Register is useful for detecting valuable vehicles used by the official but regis-
tered under companies or other persons. Example of use: if the official uses a “premium” 
car daily, registered in the name of a company administered by a second-degree relative, 
there are indications that the company is informally controlled by that official.

2. Fiscal and financial information. Cooperation with the State Fiscal Service is es-
sential to obtain accounting statements of firms suspected to be controlled by the of-
ficial, income declarations of related persons, commercial transactions that may raise 
suspicions between firms and public institutions, and truncated or unjustified tax reports 
relative to actual activity. These can be corroborated with commercial bank data, under 
judicial authorization, to verify monetary flows and possible cash withdrawals, payments 
to relatives, or “masked payments”. Example of use: company X, administered by the offi-
cial’s son-in-law, declared zero profit for three years despite receiving significant public 
contracts. Bank analysis shows funds were withdrawn in cash by the son-in-law and im-
mediately used for real estate purchases where the official actually lives.

3. Communications interception and technical surveillance. Authorized telephone 
and electronic communications interceptions [9] can reveal informal orders given by the 
official to administrators or employees, negotiations personally conducted by the offi-
cial in the name of the firm, instructions to falsify documents or hide information from 
control bodies. Additionally, video and environmental surveillance (in offices, company 
premises, public locations) provides indications of the official’s active presence in the 
decision-making process of an economic entity.

4. Witness statements and human sources. An essential role is played by the em-
ployees of the involved companies, who can confirm that the public official is in fact the 
one making business decisions; collaborators from the public institution, who may report 
favoritism or pressure; and personal acquaintances, who can provide details about life-
style, undeclared income, or operational methods. Example of use: an accountant testified 
that although documents were signed by the administrator, all major economic decisions 
were made by official X, who also attended meetings with suppliers.

5. Document analysis. The criminal investigation must include commercial con-
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tracts, addenda, invoices, payment orders, email correspondence between the official 
and business collaborators, meeting minutes, or internal documents showing the official’s 
involvement in business activities [10, p.49-60], as well as promotional materials, catalogs, 
or websites where the official appears unofficially. These documents can be obtained 
through searches or by seizing documents from third parties (e.g., IT companies, banks, 
suppliers). Example of use: on the official website of a construction service company, the 
“About Us” section displays a photo of official X and describes him as “the founder of our 
vision”. Officially, the company is owned by another person.

6. Examination of the official’s lifestyle. One of the indirect but highly effective 
methods for identifying hidden involvement in economic activities is the analysis of the 
official’s lifestyle in relation to their declared income. Key indicators include: acquisition 
of high-value assets (cars, houses, luxury items), frequent foreign travel, exotic vacations, 
participation in expensive events, high living expenses (private schools, costly medical 
treatments, leases, elite clubs). These elements are compared to official income, and any 
discrepancies may indicate involvement in illegal or undeclared economic activity. Exam-
ple of use: a mid-level official declares a modest annual salary but lives in a recently ren-
ovated villa, drives a premium vehicle, and sends their children to an international private 
school. Documenting these expenditures through legal methods (open sources, tax find-
ings, witness testimony) helps build the forensic hypothesis of either illicit enrichment or 
involvement in illegal entrepreneurial activity [11, p.10-15].

7. Verification of asset and interest declarations. The annual asset and interest dec-
larations submitted by public officials and verified by the National Integrity Authority 
(ANI) are essential tools for uncovering evidence: intentional omissions of assets held 
through proxies, failure to declare income from consulting, rent, dividends, or undeclared 
conflicts of interest involving companies with contracts with the public institution.

These declarations must be compared against public registry data, bank statements, 
company documents, and the declarations of other family members. Example: ANI finds 
that a public official failed to declare a 1.5 ha agricultural plot, purchased via a company 
whose sole associate is a brother living abroad. It is later proven that the land is cultivated 
for the benefit of the official.

8. Analysis of relationships and social networks. In the digital age, social media pro-
files and the relational network of the official can provide valuable, even if indirect, infor-
mation: photos taken at locations affiliated with investigated firms, frequent interactions 
with individuals involved in economic activities, posts reflecting high financial status, or 
“friendly” connections with individuals appearing on the boards of commercial entities. 
While such information does not constitute evidence in itself, it can guide the investiga-
tion or confirm already formulated hypotheses. Example: Public posts show that the offi-
cial regularly participates in promotional events of a construction firm, which repeatedly 
wins tenders organized by the institution where the official works.

9. Interinstitutional cooperation. Combating these types of offenses and infrac-
tions requires strategic cooperation among several control and investigative bodies: CNA 
(National Anticorruption Center) – for investigating the offense and conducting criminal 
procedure acts, National Integrity Authority (ANI) – for identifying incompatibilities and 
conflicts of interest, State Tax Service (SFS) – for analyzing financial flows and income 
declarations, Public Services Agency (ASP)  and State Registration Chamber (CIS) – for 
information on properties and company structures, Office for the Prevention and Com-
bating of Money Laundering – for identifying suspicious transactions.
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The lack of a shared data platform and institutional interoperability remains a major 
obstacle to the rapid documentation of facts. Example of best practice: in a 2023 cor-
ruption case, the CNA launched a criminal investigation in parallel with ANI, and the SFS 
provided accounting statements proving that a company associated with a public official 
received over 1.2 million MLD from a public contract. The consolidation of this data led to 
the official being indicted.

Investigating the involvement of public officials in the illegal practice of entrepre-
neurial activity in the Republic of Moldova, as well as in other activities leading to illicit 
enrichment, faces numerous challenges stemming from both legal loopholes and insti-
tutional or operational deficiencies of law enforcement. These shortcomings reduce the 
effectiveness of criminal prosecution and, in some cases, facilitate impunity.

Although Article 241(2) of the Criminal Code of the Republic of Moldova criminalizes 
the illegal practice of entrepreneurial activity involving abuse of office, several practical 
issues arise:

- The notion of “abuse of office” is not clearly defined, although it is listed as an ag-
gravating factor in 39 distinct offenses; 

- The absence of a distinct criminalization of involvement through proxies allows 
public officials to avoid criminal liability by claiming they are not founders, administra-
tors, or signatories of official documents; 

- There is no sufficiently severe sanctioning regime for individuals who agree to act 
as proxies, even though they contribute to the concealment of criminal acts;

- The lack of interoperability between the IT systems of institutions (ASP, CIS, ANI, 
CNA, SFS, Ministry of Internal Affairs) prevents real-time data analysis.

Procedural obstacles in criminal investigations include: difficulties in obtaining au-
thorization for wiretapping or bank data without direct preliminary evidence, the ne-
cessity of corroborating indirect evidence (surveillance, witnesses, partial documents) in 
the absence of official recognition or involvement, increasing the risk of case dismissal, 
delayed responses from partner institutions, especially those with critical data on money 
flows or corporate structures.

Investigating the involvement of public officials in the illegal practice of entrepre-
neurship and other activities that lead to illicit enrichment requires a complex, integrated 
approach adapted to the realities of the Republic of Moldova. This type of administra-
tive-economic crime is marked by a high degree of concealment, the use of proxies, ex-
ploitation of legislative loopholes, and increasingly sophisticated evasion methods. With-
out systemic and multidisciplinary intervention, such acts often go unpunished, severely 
undermining public trust in government and justice.

The hidden participation of officials in business activities constitutes a form of admin-
istrative corruption with systemic risk. The investigation requires the corroboration of indi-
rect evidence and the use of special investigative techniques, yet current legislation does not 
always provide effective tools to sanction proxy involvement or the abusive use of influence.

Criminalistics recommendations: develop a specialized criminalistics guide for in-
vestigating public officials’ incompatibilities, with emphasis on behavioral, relational, and 
financial analysis, strengthen the investigative capacities of the CNA and prosecutors 
through continuous training in economic-financial analysis, conflict of interest cases, and 
undercover techniques, develop methods to identify informal control by correlating data 
from administrative, fiscal, and social sources.

Legislative recommendations: introduce a distinct criminal offense for involvement 
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in economic activities through proxies by public officials, regulate criminal or administra-
tive liability for individuals who act as proxies to evade incompatibility rules, extend the 
sanctioning regime for officials who intentionally omit to declare relevant personal and 
economic interests.

In conclusion, combating the illegal involvement of public officials in business ac-
tivities requires more than just the enforcement of criminal norms. It demands an in-
tegrated vision focused on prevention, prompt reaction, and proportional sanctioning 
– built on a modern institutional infrastructure, clear legislation, and a public service 
culture of integrity.
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Summary
Judicial individualization involves establishing and applying a punishment that reflects the harm in-

flicted on social values by the person who committed the offense. This process entails the use of a complex set of 
mitigating and aggravating circumstances, alongside the general criteria for individualization, which serve as 
the starting point of this work. The paper constitutes an analytical material on the current legal provisions re-
garding the institution of punishment individualization in general and the institution of applying punishment 
in accordance with the effects of mitigating and aggravating circumstances in particular. The legal framework 
within which judicial individualization must occur is analyzed. The means and criteria for individualizing 
criminal punishment, as determined by law, are outlined. A distinction is made between general and special 
criteria for punishment individualization. The nature, role, and importance of mitigating and aggravating cir-
cumstances, which form part of the general criteria for punishment individualization, are assessed.

Essential doctrinal opinions regarding the classification, role, and significance of mitigating and aggra-
vating circumstances are presented. The effects of mitigating and aggravating circumstances on determining 
the punishment of the accused are evaluated in three situations regulated by law: a) the court retains only 
mitigating circumstances and their effects; b) only aggravating circumstances exist in the commission of the 
act and their effects; c) the court retains a concurrence of aggravating and mitigating circumstances and their 
effects. Also, proposals for “lege ferenda” are made.

Keywords: criminal punishment, punishment individualization, judicial individualization, general and 
special individualization criteria, mandatory nature of individualization criteria, mitigating and aggravating 
circumstances, nature and role of mitigating, effects of mitigating and aggravating circumstances.

Introduction. Judicial individualization of punishment is the exclusive prerogative 
of the court when applying the legally prescribed punishment to the accused for the com-
mitted offense. This is achieved by evaluating the gravity of the specific crime and the 
dangerousness of the offender based on certain criteria established by law. In the same 
vein, judicial individualization of punishment represents one of the most important and 
sensitive legal operations, the accuracy of which directly determines the success of the 
convict’s rehabilitation and reintegration process. In other words, judicial individualiza-
tion of punishment involves determining, for a specific person found guilty of committing 
a crime, the category, duration, or quantum of punishment necessary and sufficient to 
achieve the purposes of criminal punishment.

According to Article 21 of the Constitution of the Republic of Moldova, any person ac-
cused of a crime is presumed innocent until proven guilty in a public judicial process where 
all necessary guarantees for their defense are ensured. Additionally, under Article 114 of the 
Constitution, justice is administered in the name of the law solely by judicial authorities.

These constitutional provisions establish that only the court can determine a per-
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son’s guilt for committing a crime and only the court can impose a punishment for the 
committed offense. When issuing a conviction, the court determines which category and 
severity of punishment are sufficient to achieve the purposes of punishment and whether 
the punishment complies with all legal requirements and the circumstances of the case.

In this context, it is fundamental that a person found guilty of committing a crime, 
receives a fair punishment within the limits set by the corresponding article of the Special 
Part of the Criminal Code (CC). The court’s application of a fair punishment is based on a 
comprehensive, objective evaluation of all case circumstances and a correct conclusion 
regarding the legal classification of the offense, citing the relevant article, paragraph, and 
section of the Criminal Code of the Republic of Moldova under which the person is con-
victed. It is also noted that courts are obligated to adhere to the principles of criminal 
liability: legality, equality before the law, humanism, culpability, and individualization of 
criminal liability and punishment (Articles 3-7 CC).

As a stage in the application of criminal law, judicial individualization is carried out 
based on the law, within the conditions and limits established by law. Criminal law sets 
the coordinates within which judges determine and apply specific punishments. These 
coordinates form the legal framework for judicial individualization, which includes the 
general framework of punishments applicable to natural persons (Article 62 CC) and legal 
entities (Article 63 CC), as well as the general limits for each type of punishment for nat-
ural and legal persons, the types of punishments prescribed by law for each offense, their 
specific limits, and various grounds for mitigating or aggravating punishment.

The requirements imposed by the principle of legality are not limited to the obliga-
tion that judicial individualization of punishment occurs within a legal framework. Addi-
tionally, judicial individualization must be achieved through the use of means and criteria 
for evaluation, also determined by law [1, p.408; 2, p.178].

In the process of selecting individualization means, judges are required to consider 
certain legal criteria, i.e., requirements that the court must follow when determining and 
applying punishment.

Thus, individualization criteria represent categories of data and elements that the 
court is legally obligated to consider in the judicial individualization of punishment [3, p.91].

Depending on their scope, doctrine distinguishes between general individualization 
criteria, which must be considered in any situation of punishment individualization, and 
special individualization criteria, which apply only in cases expressly provided by law [3, 
p.91; 4, p.522].

General criteria are those that must be considered without exception when individ-
ualizing any punishment. These criteria are mandatory for the court when individualizing 
any punishment, determining the category and term of the principal punishment, and 
establishing both principal and complementary punishments.

General individualization criteria cannot be used in isolation, but must be consid-
ered collectively, i.e., they are taken into account together when determining and apply-
ing punishment [5, p.9; 6, p.349].

Elaborating on the above, some authors argue that a distinction must be made be-
tween the valorization of criteria and their content: the combined use of retained criteria 
to individualize punishment does not mean merging them or assigning equal importance to 
each in practice. Depending on the case, some may prove more significant than others, and 
the court may establish a hierarchy of their relevance to the case at hand [3, p.100; 7, p.381].

To assist courts in better evaluating the gravity of the committed offense and the 
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dangerousness of the offender, current criminal legislation regulates the general criteria for 
punishment individualization. Article 75(1) of the Criminal Code of the Republic of Moldova 
stipulates that the law establishes certain requirements or criteria that courts must follow 
when applying punishment in a specific criminal case. According to these requirements, 
the punishment imposed on a person found guilty of committing a crime must be: a) fair; b) 
within the limits set in the Special Part of the Criminal Code; c) in strict compliance with the 
provisions of the General Part of the Criminal Code; d) proportionate to the gravity of the 
committed offense; e) considerate of the motive for committing the offense; f) considerate 
of the offender’s personal circumstances; g) considerate of case circumstances that miti-
gate or aggravate liability; h) considerate of the punishment’s influence on the correction 
and re-education of the offender; i) considerate of the offender’s family living conditions.

Here, it is clarified that in legal doctrine, general individualization criteria are classi-
fied according to the principles of criminal liability: legality of punishment, fairness of pun-
ishment, and individualization of punishment [8, p.386; 5, p.10]. In this sense, it is evident 
that both the principle of legality and other principles are reflected in the general criteria 
for punishment individualization. However, the following general criteria most closely align 
with the principle of legality: punishment must be applied within the limits set in the Special 
Part of the Criminal Code and in strict compliance with the provisions of the General Part of 
the Criminal Code. Naturally, punishment individualization is organically linked to the prin-
ciples of legality and fairness. If punishment is not individualized, it is evidently illegal, even 
if the formal provisions of the law are respected (i.e., the punishment is within the limits 
set in the Special Part of the CC). At the same time, such punishment would also be unfair. 
Although punishment individualization is not explicitly stated in Article 75(1) CC, it arises 
from the general criteria through which it is manifested. Thus, punishment individualiza-
tion requires adherence to the following general requirements outlined in Article 75(1) CC: 
when determining punishment, the court must consider: a) the gravity of the committed 
offense; b) the motive for the offense; c) the offender’s personal circumstances; d) case cir-
cumstances that mitigate or aggravate liability; e) the influence of the punishment on the 
correction and re-education of the offender; f) the offender’s family living conditions.

It must also be noted that Article 75 of the current Criminal Code, compared to Article 
36 of the 1961 Criminal Code, formulates the general criteria for punishment individualiza-
tion more clearly and comprehensively. Thus, the current penal law retains provisions from 
the 1961 Code, such as: the court applies punishment within the limits set in the Special Part 
of the Criminal Code, in strict compliance with the General Part’s provisions, and considers 
the nature and degree of social danger of the committed offense, the offender’s person-
al circumstances, and case circumstances that mitigate or aggravate liability. At the same 
time, the current Criminal Code introduces new provisions limiting the judge’s discretion, 
thereby restricting judicial subjectivity in punishment individualization. Notably, new pro-
visions oblige the court to impose a fair punishment on a person found guilty of committing 
a crime, considering the motive for the offense, the punishment’s influence on correction 
and re-education, and the offender’s family living conditions.

Special criteria, as indicated, apply only in specific cases expressly provided by law. 
These criteria amplify or specify the general criteria and must be considered alongside 
them when determining and applying punishment.

Special individualization criteria, unlike general criteria, apply separately depending 
on the specific circumstances of the case. Additionally, judicial practice frequently en-
counters situations where two or more special criteria must be applied. Such situations 
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are not regulated by the legislator in the Criminal Code, leaving their resolution to the 
court’s discretion [5, p.10].

The process of punishment individualization is specifically regulated by the pro-
visions of Chapter VIII of the General Part of the Criminal Code (Articles 75-88). These 
provisions are supplemented by others on punishment individualization found in other 
chapters of the General Part (e.g., Article 231(2), Article 64(3), Article 70(31), etc.), as well as 
provisions in the Criminal Procedure Code regarding the reduction of punishment if the 
accused’s detention conditions violate rights guaranteed under Article 3 of the European 
Convention on Human Rights, per the jurisprudence of the European Court of Human 
Rights (Article 385(5) of the Criminal Procedure Code).

This institution comprises a set of regulations that the court must follow. This 
framework includes, firstly, provisions independent of the specifics of the criminal case 
and applicable to the individualization of any punishment. As noted, these are termed 
general individualization criteria in criminal law and are outlined in Articles 75, 76, and 77 
of the Criminal Code. The placement of mitigating circumstances (Article 76) and aggra-
vating circumstances (Article 77), which form part of the general individualization criteria, 
in separate articles of the Criminal Code, is dictated by legislative drafting rules to avoid 
complicating the interpretation of Article 75.

Secondly, regulations that apply only when certain expressly provided circumstanc-
es exist, termed special criteria in criminal law theory. The Criminal Code of the Republic 
of Moldova provides special criteria for punishment individualization in cases such as: 
applying punishment according to the effects of mitigating and aggravating circumstanc-
es (Article 78), applying a more lenient punishment than prescribed by law (Article 79), 
applying punishment in cases of plea agreements and cooperation agreements (Article 
80), applying punishment based on evidence obtained during the criminal investigation 
(Article 801), applying punishment for an unconsummated offense (Article 81), applying 
punishment for recidivism (Article 82), applying punishment for complicity (Article 83), 
applying punishment in cases of concurrent offenses (Article 84), applying punishment 
in cases of cumulative sentences (Article 85), applying punishment in cases of enforcing 
foreign judgments (Article 86), etc.

The general individualization criteria outlined above, aside from the gravity of the 
offense and the offender’s personal circumstances, also emphasize the need to consider 
circumstances that mitigate or aggravate punishment. Mitigating and aggravating cir-
cumstances, though not part of the constitutive elements of the offense, relate either to 
the act itself, the offender, or both. These circumstances influence the degree of social 
danger of the act, the offender’s dangerousness, and thus ensure punishment individu-
alization in each specific case. Mitigating and aggravating circumstances are provided in 
Articles 76 and 77 of the Criminal Code. Notably, the list of aggravating circumstances is 
exhaustive, while the list of mitigating circumstances is approximate; thus, courts may 
consider other unlisted circumstances as mitigating.

In criminal law theory, there has long been a lack of consensus on the role of miti-
gating and aggravating circumstances. Some authors argued that these circumstances in-
fluence the degree of culpability [9, p.136], others held that they mitigate or aggravate the 
punishment imposed by the court [10, p.101], while some maintained that they mitigate or 
aggravate the social danger of the act [11, p.159; 12, p.68–69].

In the current Criminal Code, the legislator emphasized the role and importance of 
mitigating and aggravating circumstances, explicitly stating that they influence only the 
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determination of punishment, i.e., mitigating or aggravating it.
It must be clarified that the mitigating or aggravating circumstances outlined in Ar-

ticles 76 and 77 of the Criminal Code of the Republic of Moldova should not be confused 
with qualifying or privileging signs that share the same terminology, but are included in 
the constitutive elements of certain offenses. If a circumstance is legally defined as a qual-
ifying or privileging element of an offense, it cannot, as a general rule, be considered again 
by the court when determining punishment. Article 76(3) and Article 77(2) of the Criminal 
Code introduce provisions excluding the possibility of double-counting the same circum-
stance as both a mandatory element of the offense and a mitigating or aggravating factor.

Therefore, mitigating and aggravating circumstances are situations, attributes, 
qualities, or other factual data external to the offense’s constitutive elements that directly 
or indirectly relate to the offense or the offender, increasing or diminishing the harmful 
degree of the act and the offender’s dangerousness, thereby leading to mitigation or ag-
gravation of punishment.

In specialized literature [2, p.182–183; 7, p.385–387; 13, p.390–394; 14, p.470–473; 15, 
p.427–428; 16, p.321; 17, p.262–263; 18, p.458; 19, p.38–103], multiple classifications of cir-
cumstances are proposed based on various criteria. At this point, we will briefly analyze 
those that lead to distinctions relevant to practical application:

a) Mitigating and aggravating circumstances – distinguished by their effect on pun-
ishment, the former reducing punishment and the latter increasing it.

b) Legal and judicial circumstances – legal circumstances are expressly provided by 
law, and once established, oblige judges to consider them. They always modify punish-
ment in the same direction (either mitigating or aggravating). Judicial circumstances are 
not determined by law and are left to the court’s discretion. Notably, the current Criminal 
Code regulates this distinction only for mitigating circumstances, as aggravating circum-
stances do not allow judicial discretion.

c) Circumstances related to objective or subjective elements of the offense – dis-
tinguished based on the offense’s constitutive elements. For example, objective miti-
gating circumstances include committing the offense under severe personal or family 
conditions (Article 76(1)(c)), while objective aggravating circumstances include targeting 
a minor, pregnant woman, or someone in a vulnerable state (Article 77(1)(e)). Subjective 
mitigating circumstances include the offender being a minor or under 21 (Article 76(1)(b)), 
while subjective aggravating circumstances include committing the offense out of preju-
dice (Article 77(1)(d)). This classification aids courts in detailed analysis.

d) Circumstances antecedent, concomitant, or subsequent to the offense – distin-
guished by their timing relative to the offense. This distinction is relevant for punishment 
individualization.

In doctrine, circumstances are further classified into general and special, real and 
personal, and known or unknown to the offender.

As noted, the current Criminal Code emphasizes the role of mitigating and aggravating 
circumstances, explicitly stating that they influence only the determination of punishment.

Here, distinctions must be made between retaining circumstances and their effects. 
Once mitigating or aggravating circumstances are verified, their retention is mandatory for 
the court. Retained mitigating circumstances (legal or judicial) obligatorily reduce punish-
ment, while aggravating circumstances increase it. The court must individualize punishment 
within the limits set for the offense in the Special Part and in accordance with Article 75 CC.

The effects of mitigating and aggravating circumstances are regulated by Article 78 
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CC. Three situations are outlined: a) only mitigating circumstances and their effects are 
retained; b) only aggravating circumstances and their effects exist; c) a concurrence of 
mitigating and aggravating circumstances and their effects.

Article 78(1) of the Criminal Code stipulates that mitigating circumstances identified 
by the court during the commission of the offense result in either a reduction or substitu-
tion of the principal punishment. The legislative wording, “the principal punishment shall 
be reduced or substituted”, imposes a mandatory obligation to mitigate the principal pun-
ishment. These effects apply solely to principal punishments and involve either reducing 
the statutory punishment limits or altering the nature of the principal punishment. It is 
important to note that the reduction of special punishment limits occurs only once, re-
gardless of the number of mitigating circumstances identified. Therefore, the recognition 
of multiple mitigating circumstances in favor of the offender does not result in cumulative 
reductions, as the special punishment limits are reduced only once, though this may in-
fluence the extent of the reduction.

Under Article 78(1) letters a)-c) of the Criminal Code, cases involving the reduc-
tion of punishment limits or substitution of the principal punishment due to mitigat-
ing circumstances are regulated as follows, if the statutory minimum imprisonment term 
provided in the relevant article of the Special Part of the Criminal Code is less than 10 
years, the punishment may be reduced to this minimum (Article 78(1)(a)), if the statutory 
minimum imprisonment term is 10 years or more, the extent of reduction is left to the 
court’s discretion, provided the imposed punishment exceeds the statutory minimum. If 
the principal punishment prescribed by law is a fine, it may be lowered to the statutory 
minimum specified in the relevant article of the Special Part (Article 78(1)(b)). The use of 
phrases such as “may be reduced” or “may lower” clarifies that the court is not obligated 
to reduce the punishment to the statutory minimum but retains the discretion to do so.

In point 10 of Supreme Court of Justice Plenary Decision No. 8 of November 11, 2013, 
it is emphasized that reductions under Article 78(1) letter a) or b) must correspond to the 
number of mitigating circumstances identified. A punishment reduced to the statutory 
minimum is deemed equitable only when multiple mitigating circumstances enumerated 
under Article 76 are established. Additionally, once mitigating circumstances are recog-
nized and the punishment is reduced (e.g., to the minimum), these circumstances cannot 
serve as grounds for applying Article 90 of the Criminal Code, as this would grant dual 
legal weight to the same factual situation.

Article 78(1)(c) provides that if life imprisonment is prescribed for the offense, it must 
be replaced with imprisonment ranging from 15 to 25 years. The phrase “it shall be replaced 
with imprisonment” imposes a mandatory substitution. However, Moldovan criminal law 
does not prescribe life imprisonment as a standalone punishment, but as an alternative 
to imprisonment between 15 and 20 years. Consequently, when mitigating circumstances 
exist, the court must select imprisonment within these statutory limits. Once the type of 
punishment is determined, the court must then establish its duration or quantum.

In this context, legal scholars [5, p.37] have rightly noted that setting a maximum spe-
cial limit of 25 years for imprisonment as a substitute for life imprisonment contradicts the 
sanctions outlined in the Special Part of the Criminal Code, which prescribe life imprison-
ment only as an alternative to imprisonment between 15 and 20 years. Therefore, when mit-
igating circumstances exist in cases where life imprisonment is prescribed as an alternative 
to imprisonment, life imprisonment is not “replaced”, but simply not applied; instead, the 
alternative punishment of imprisonment within the statutory limits is imposed.
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Mitigating circumstances also affect complementary punishments: if the court 
identifies mitigating circumstances, it may remove non-mandatory complementary pun-
ishments (Article 78(2)). Unlike the mandatory reduction or substitution of the principal 
punishment, the removal of complementary punishments is discretionary, not obligatory.

Point 10 of the aforementioned Supreme Court Decision clarifies that non-manda-
tory complementary punishments (“with or without”) may be removed if mitigating cir-
cumstances are identified. Mandatory complementary punishments may only be removed 
under the conditions of Article 79(1) CC.

Under Article 78(5), if exceptional mitigating circumstances exist, the court may im-
pose a punishment below the statutory minimum, a milder category of punishment, or 
waive mandatory complementary punishments (Article 79(1)).

The effects of aggravating circumstances are governed by Article 78(3), which suc-
cinctly states that the court may impose the maximum punishment prescribed in the 
relevant article of the Special Part. This establishes a rule of discretionary aggravation, 
leaving the decision to the court. Unlike mitigating circumstances, which mandate re-
duction or substitution, aggravating circumstances grant the court the right, but not the 
obligation, to impose the maximum punishment.

The term “maximum punishment” in Article 78(3) does not obligate the court to 
apply the harshest punishment among alternative sanctions, but refers to the statutory 
maximum of the chosen punishment category [5, p.38].

Aggravating circumstances affect only principal punishments [20, p. 10].
The legislator’s concern to establish the legal framework for applying punishment 

is evident not only in regulating the effects of mitigating or aggravating circumstances 
on punishment, but also when both mitigating and aggravating circumstances coexist in 
the same case [14, p.485]. In such situations, the question arises as to how to mitigate or 
aggravate the punishment imposed on the accused.

According to Article 78(4) of the Criminal Code, in cases of concurrence of aggravat-
ing and mitigating circumstances, reducing the punishment to the statutory minimum or 
increasing it to the maximum provided in the corresponding article of the Special Part of 
the Criminal Code is not mandatory. Thus, when aggravating or mitigating circumstanc-
es coexist, determining the duration and quantum of punishment within the limits pre-
scribed by the Special Part of the Criminal Code for the committed offense is left to the 
court’s discretion. Additionally, reducing the punishment to the statutory minimum or in-
creasing it to the maximum is not obligatory. In other words, in such cases, the court may 
prioritize either mitigating circumstances – thereby lowering the punishment toward the 
statutory minimum – or aggravating circumstances – raising it toward the statutory max-
imum. For example, if a criminal case involves exclusively aggravating circumstances or if 
these qualitatively outweigh mitigating ones, the imposed punishment must align closer 
to the statutory maximum prescribed for the offense. Conversely, if exclusively mitigat-
ing circumstances exist or they qualitatively outweigh aggravating ones, the punishment 
must align closer to the statutory minimum.

Furthermore, if the court identifies only one aggravating circumstance, the imposed 
punishment will be milder compared to cases with multiple aggravating circumstances. 
When only aggravating circumstances exist, the punishment imposed on the guilty per-
son will be harsher than in cases where both aggravating and mitigating circumstances 
coexist. In all cases, however, the punishment must remain within the limits prescribed 
by the Special Part of the Criminal Code for the committed offense.



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică433
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

Bibliographical references
1. Păvăleanu V. Drept penal general: conform noului Cod penal. București: Universul Ju-

ridic, 2012. 503 p.
2. Grama M., Botnaru St., Şavga A., Martin D. Drept penal. Partea generală. Vol.II. Chișinău: 

USM, 2016, 328 p.
3. Daneș Şt., Papadopol V. Individualizarea judiciară a pedepselor. Ediția a II-a. București: 

Editura Juridică, 2004, 506 p.
4. Pașca V. Drept penal. Partea generală. Ediția a IV-a. București: Editura Universul Ju-

ridic, 2015, 624 p.
5. Ulianovschi Gh., Popescu D., Puica V., Botezatu R., Şterbeț V., Dolea Ig. Ghid cu privire 

la aplicarea pedepsei// Cu sprijinul Departamentului de Stat al SUA și Asociației Ba-
rourilor Americane/ Inițiativa pentru Supremația Legii. Chișinău, 2014, 93 p.

6. Udroiu M. Drept penal. Partea generală. Ediția a IV-a. București: Editura C.H. Beck, 
2017,  672 p.

7. Streteanu Fl., Nițu D. Drept penal. Partea generală. Vol.II. București: Editura Universul 
Juridic, 2018, 616 p.

8. Кладков А.В., în colab. Уголовное право Российской Федерации. Общая часть. 
Второе издание. Под ред. проф. А.И. Рарога. Москва: Юристъ, 2004, p. 386-496.

9. Курс советского уголовного права. Часть общая. Т.3. Ред. коллегия: Пионтковский 
А., Стручков Н.А., Ромашкин П.С. и др. Москва: Наука, 1970, 350 p.

10. Кузнецова Н.Ф., Куринов Б.А. Отягчающие и смягчающие обстоятельства, 
учитываемые при определении меры наказания. În: Применение наказания по 
уголовному праву. Москва: Изд-во Моск. ун-та, 1958, p.92-150.

11. Карпец И.И. Наказание: социальные, правовые и криминологические проблемы. 
Москва: Юрид. лит., 1973, 285 p.

12. Кругликов Л.Л. Смягчающие и отягчающие обстоятельства в советском уголовном 
праве. Ярославль: Изд. Яросл. ун-та, 1979, 90 p.

13. Bulai C., Bulai B.N. Manual de drept penal. Partea generală. București: Editura Univer-
sul Juridic, 2007, 680 p.

14. Mitrache C., Mitrache Cr. Drept penal român. Partea generală, Ediția a IV-a. București: 
Editura Universul Juridic, 2022, 557 p.

15. Lucinescu D., în colab. Codul penal român comentat și adnotat, Vol.I. Partea generală. 
București: Editura Academiei române, 1972, 771 p.

16. Boroi Al. Drept penal. Partea generală. București: Editura C.H. Beck, 2006, 372 p.
17. Florea V., în colab. Drept penal. Partea generală. Coordonator și redactor responsabil 

Al-dru Borodac. Chișinău: „Ştiința”, 1994, 368 p.
18. Герцензон А.А. Уголовное право. Часть общая. Москва: РИО ВЮА, 1948, 496 p.
19. Карпец И.И. Отягчающие и смягчающие обстоятельства в уголовном праве. 

Москва: Госюриздат, 1959. 119 p.
20. Hotărârea Plenului Curții Supreme de Justiție nr. 8 din 11 noiembrie 2013 „Cu privire la 

unele chestiuni ce vizează individualizarea pedepsei penale”. În Hotărâri explicative în 
materie penală ale Plenului Curții Supreme de Justiție/ Institutul Național al Justiției. 
Coordonatori: Mihai Poalelungi, Diana Sârcu-Scobioală, Liliana Catan și alții. Chișinău: 
Institutul Național al Justiției, 2019, p.81-88.



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 434
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

CZU: 343.1:342.7

EMPIRICAL STUDY ON THE WHISTLEBLOWING WITNESS FOLLOWING 
THE LEGISLATION IN ROMANIA ON RESPECT FOR THE RIGHT TO PRIVACY

 

Daniel CRISTEA,
PhD, Chief Police Commissioner,

Criminal Investigation Office, County Police Inspectorate Buzau, Romania
ORCID: 0000-0002-5786-2619

Savvas CHRYSOULIDIS,
PhD candidate, University of Technology, Lemesos, Cyprus

Officer at the European Border and Coast Guard Agency, FRONTEX
ORCID: 0000-0002-1894-4232

 

Summary
Whistleblower witnesses are people who sometimes play a decisive role in uncovering crimes and re-

solving complex cases. The issue of respecting the right to privacy and guaranteeing it during the criminal 
prosecution phase of the whistleblower witness remains a sensitive subject. In this sense, protection is imposed 
as an obligation of the state, since their life, bodily integrity or freedom are threatened as a result of possessing 
information or data regarding the commission of serious crimes, which they have provided or agreed to provide 
to the judicial authorities. Researching and resolving the deficiencies found thus contributes to improving the 
quality of the act of justice.

From this point of view, the research project is primarily due to the analysis of the establishment of 
guarantees that whistleblower witnesses benefit from, and not only, and regarding the assessment of the appli-
cability of criminal procedural norms by the competent state bodies from this point of view, of inclusion in the 
protection program from the point of view of the right to privacy.

Keywords: whistleblower witnesses, criminal prosecution, protection, program, rights, privacy.

Introduction. The study’s importance and necessity are to delimit the interest of 
the whistleblower witness in question on the occasion of the denunciation. In this sense, 
the interest is given by obtaining a reduction in the sentence, but also by including him in 
the protection program to evade the criminal case, and by the truth sought, the cause of 
respecting the right to privacy. This study imposes the need to offer such suggestions to 
obtain an adequate social reaction regarding such situations.

Methods and materials applied. The research methods include, in order to achieve 
the outlined objectives, a complex of methods, both theoretical and empirical. Thus, the 
logical method is applied that uses the induction technique (by studying the laws in force) 
and the deduction technique, to clarify the current situation, both through own docu-
mentation and through the norms that lead to the non-respect of the right to privacy of 
whistleblower witnesses during the criminal prosecution phase. In addition, the analytical 
method allows an analysis of the laws in force, a method that we apply to this research.

The scientific research methodology can, however, also be considered a practical 
one, as the empirical method applied is presented following personal documentation.

Discussions and results obtained. A person who is a witness and has committed a 
serious offense, and before or during the criminal prosecution of the county denounces 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică435
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

or facilitates the identification and prosecution of other persons who have committed 
such offenses benefits from a reduction in half of the fine limits provided for by law (art. 19 
of Law No.682/2002)1 [1]. Hence the interest in denouncing and thus obtain the effects of 
the protective measure (e.g., non-disclosure of personal data, etc.), which would lead to 
their non-identification as whistleblower witnesses under this prerogative of respecting 
the right to privacy and the protection offered by the legislation!

Denunciation is one way of notifying the criminal prosecution bodies and is, accord-
ing to Art.290 of the CPP RO, the notification of the commission of a crime. Denunciators 
thus acquire the status of witnesses, being included in the protection program of threat-
ened witnesses. The evidentiary value of the denunciator’s statement may be “influenced” 
in the sense of telling the truth, of incriminating without the ability to mislead the crimi-
nal prosecution body or the court through the data and information presented.

We are talking about the protection measures applied to the denounced witnesses; 
they must be established from the beginning of the denunciation. The criminal investiga-
tion bodies can apply appropriate measures to establish the truth through the following 
questions: “Who? What? How? Where? and Why?” [2, p.303], followed by verifications 
that always lead to the truth sought. For example, in the Criminal Sentence No.90/14 
March 2005 of the Bihor Tribunal of RO, pronounced in File No.3857/2004, final by Crimi-
nal Decision No.5495/29 of September 2005 of the High Court of Cassation and Justice 
[3, &4], the statements given by the witnesses who denounced were considered truthful 
and were different in the criminal investigation phase from those recorded during the 
judicial investigation. In this sense, the statements from the criminal investigation phase 
remained truthful. The decision corresponds to the need for questions and is corrobo-
rated with the rest of the evidence (witnesses, documents).

However, victim protection measures are interrelated with the right to privacy, and 
both aim to ensure the dignity of whistleblowers and their privacy, as well as the real vic-
tims’ physical, psychological, and emotional safety.

By definition, protective measures and the right to privacy involve interacting to 
provide victims with a safe and respectful environment against threats. Problems arise 
in situations where personal interests occur. In such situations, we are not talking about 
respecting the right to privacy, even if, due to the protective measure, such whistleblower 
witnesses will not be exposed for identification.

Regarding the statement of whistleblower witnesses who have become protected, 
according to Art.125 CPP RO, (…) practically establishes the obligation to corroborate the 
statements of threatened witnesses or vulnerable witnesses with other evidence in the 
file, only to this extent can a solution be ordered to establish the guilt of the defendant” 
[4, p.524] and the right to a private life of the other parties against whom the complaint 
was filed is respected.

1 In the same sense, but without being similar, there were also the provisions of Art.16 of Law No.143/2000 on 
combating illicit drug trafficking and consumption (Official Gazette No.362 of 3 August 2000), Art.9 para.(2) 
of Law No.39/2003 on combating organized crime (Official Gazette No.50 of 29 January 2003); the provisions 
of Art.18 of Law No.508/2004 on the establishment and functioning of the Directorate for the Investigation 
of Organized Crime and Terrorism Offences (Official Gazette No.1089 of 23 November 2004); Art.19 of Leg-
islative Decrete No.43/2002 on the National Anti-Corruption Directorate (Official Gazette No.244 of 11 April 
2002), repealed by Law No.503/2002.
Law No. 682/2002 is a fundamental law, a general law, and all other laws are special laws, in which case the 
principle of „the special derogates from the general” will apply, with special provisions taking priority.
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“Per a contrario, the court may establish the defendant’s innocence, basing its acquittal 
decision to a decisive extent on the statements of these protected witnesses. (…) Practically, 
in terms of evidence, protected and vulnerable witnesses are assimilated, by the will of the 
law, with undercover investigators (or with real identity – n.a.) and collaborators” [4, p.524].

”Evidence obtained from witnesses in circumstances where the rights of the defense 
could not be ensured at a normal level required by the European Convention must be ana-
lysed with extreme care. The conviction of an accused must not be based exclusively or to 
a decisive extent on anonymous testimony (ECtHR, Krasniki v. the Czech Republic, Judg-
ment of 28.02.2006, § 76-79; ECtHR, Visser v. the Netherlands, Judgment of 14.02.2002, § 
43-46; Doorson v. the Netherlands, Judgment of 26.03.1996, § 69-76; Van Mechelen and 
others v. the Netherlands, Judgment of 23.04.1997, § 52-55; Kostowski v. the Netherlands, 
Judgment of 20.11.1989, § 42)” [5, p.434].

For example, in Criminal Decision No.4286/18 September 2007, Î.C.C.J. RO refers to 
“the lack of any indication regarding the commission of a crime, by using the reporting 
witness regarding the organisation of a flagrant, in the sense of attempting to hand over 
to the defendants a sum of money that had been forensically trapped, which had not been 
requested by the defendants and the recording of the conversations on this occasion, with 
a tape recorder made available by the criminal investigation bodies, without the authori-
sation required by law and without any indication that the defendants were preparing to 
commit any crime, is equivalent to attempting to provoke a crime of bribery” [6], we won-
der what the interest of the reporting witness is, in the situation in which he evades the 
application of the law. Moreover, in the case of ECtHR Ludi v. Switzerland, of 15 June 1992 
[7], concerning the repeated attempts by the undercover officer, which ultimately led to 
the acceptance of the sale of a quantity of cocaine, there must be no such provocation. In 
this case, “the Swiss authorities were informed by the German police that the applicant, 
who was in Switzerland at the time, had asked a former prison colleague for a sum of 
money to buy drugs. The police sent an undercover officer who contacted the applicant, 
proposing to sell him a quantity of cocaine, which he accepted after several meetings” [7]. 
In this case, we can speak of an instigation by state bodies. That is precisely why the right 
to private life is and must be guaranteed by state bodies in the application and sanctioning 
of established offences, not by instigation, falsification, or any other means of protection 
and under the imperative of the measure of protection of these whistleblower witnesses.

General rules. The criminal complaint filed by the insulted person must contain in-
formation and data of a decisive nature and be specific in the context of criminal prosecu-
tion to lead to the identification and prosecution of other persons who have committed 
serious real offences [8]. Thus, it is irrelevant if the whistleblower, in the basic file in 
which he was heard as an insulted person, did not recognise the persons against whom he 
filed the complaint from the photographs or did not identify them by name and surname 
and only by their nickname or diminutive, as long as the persons were identified and sent 
to the county to follow up on the investigations initiated following the complaint filed by 
the insulted person and represent the whole truth. However, the provisions of Art.19 of 
Law No.682/2002 are not applicable in the case of the freedom of conscience provided 
for by the law since the simple oath that the accused has filed four reports does not mean 
that he will receive the benefit of halving the acceptable limits, only inclusion in the Wit-
ness Protection Program. On this occasion, the report must be analysed before being 
included in the program.
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If the prosecutor’s office finds that the insulted person filed a complaint, which may 
have been registered as a criminal case, and following the complaint and other informa-
tion provided, different persons may have been identified as having committed serious 
offences, the provisions of Art.19 of Law No.682/2002 become applicable, even if the in-
vestigations have not been finalized. Suppose the whistleblower has gone back on the 
statements in an attempt to discredit the person reported or has been arrested based on 
the complaint. In that case, this does not remove the right to legal benefits since the law 
does not provide for such a sanction. The conditions stipulated by law were fulfilled in the 
case; respectively, the denunciation of the insulted person resulted in the arrest of the 
denounced person and automatically determined the incidence of the provisions regard-
ing the penalty reduction.

The procedural attitude of the insulted person is an element that can be considered 
in the judicial individualisation of the case, the court following a contest of aggravating 
and mitigating factors. We can call it an attempt to exonerate from criminal liability.

For the application of Art.19 of Law No.682/2002, it is not mandatory for the person 
reported to have committed the same type of offense as the informant, but it is neces-
sary for the offenses to fall into the category of serious offenses, as regulated by Law 
No.682/20022 [1].

Witness capacity, within the meaning of Art.2 letter a) paragraph 3 of Law 
No.682/2002 (a person who is in the course of the execution of a private arrest warrant 
and, through the information of a decisive nature provided to him, contributes to the 
discovery of the truth in cases concerning serious offences), does not confer on such a 
person the right to request a reduction of the sentence or to challenge the execution, but 
only the possibility of being included in the Witness Protection Program in accordance 
with Art.4 para.(1) of Law No.682/2002.

Therefore, since the application of the provisions of Art.19 of Law No.682/2002 is 
a matter of substance, it will be considered in the individualization of the addressee with 
an objective criterion, and the task of applying Art.19 of Law No.682/2002 may only be 
directed to the attachment rooms.

In the case in question, the accused committed two offenses, of which only one is 
considered a serious offense within the meaning of Art.2 letter h) of Law No.682/2002, 
the reason for reducing the sentence provided for in Art.19 of Law No.682/2002 does not 
apply unless it constitutes a serious offense.

For example, the defendant does not benefit from the provisions of Art.19 of Law 
No.682/2002 if he has committed an offense provided for in Art.27 para. (3) of Law 
No.365/2002 on electronic commerce, since such an offense does not fall within the 
scope of the serious offenses mentioned in Law No.682/2002.

Similarly, no offense provided for in Art.4 para.(1) of Law No.143/2000, possession of 
drugs for personal consumption, cannot be included in the scope of the notion of drug traf-
ficking offenses for the purposes of applying the provisions of Art.19 of Law No.682/2002.
2 Art.2 letter h) Law No.682 of December 19, 2002, republished, on witness protection (Official Gazette No. 
288 of April 18, 2014) – “serious crime is a crime that falls into one of the following categories: genocide and 
crimes against humanity and war crimes, crimes against national security, terrorism, murder, crimes related 
to drug trafficking, human trafficking, trafficking in minors, money laundering, counterfeiting of coins or oth-
er valuables, crimes related to non-compliance with the regime of weapons, ammunition, explosive, nuclear 
or other radioactive materials, corruption crimes, as well as any other crime for which the law provides for a 
prison sentence with a special maximum of at least 10 years”.
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Although surprising, no organized crime offense provided for in Art.7 para.(1)-(3) of 
Law No.39/2003 (currently the establishment of an organized criminal group provided 
for in Art.367 of the Romanian Criminal Code) is not part of the category of serious offens-
es as stated in Art.2 letter b) of Law No.682/2002, as a distinct offense, not being included 
either in the list of expressly listed offenses or in the category of offenses with a minimum 
sentence of 10 years in prison or more.

Therefore, in the case of this offense, the provisions of Art.367 para.(5) of the Ro-
manian Criminal Procedure Code apply, but the essential condition is that the informant 
has been sent to the county for one of the offenses provided by Art.7 of Law No.39/2003 
(current Art.367 para.(l)-(3) of the Romanian Criminal Procedure Code) [14]. In the case 
in question, the informant is not sent to the county for the commission of the offense 
provided for in Art.7 of Law No.39/2003 (current Art.367 para.(l)-(3)), then he is excluded 
from the benefits of the provisions of Art.9 para.(2) from Law No.39/2003 (this Art.367 
para.(5) SR ROM) and amended from the provisions of Art.19 of Law No.682/2002.

The difference between the provisions of Art.19 of Law No.682/2002 and Art.367 
para.(5) SR ROM (former Art.9 para.(2) from Law No.39/2003) refers to the person re-
ported, namely one or more members of an organized criminal group. It is not important 
whether these are members of the same organized criminal group to which the accused 
informer belongs or members of another organized criminal group.

If the offenses committed by the informer do not fall within the scope of the serious 
offenses mentioned in Law No.682/2002, but this denounces and facilitates the pros-
ecution of other persons. For those who have committed serious crimes, the court will 
respond to this circumstance regarding the substance of judicial mitigation, not to be ig-
nored in individualizing the islander’s attitude towards collaboration with judicial bodies. 
The court investigated and indicated the change of attitude towards the law and the order 
of the public and the reduced social risk of insult.

The denunciation or self-denunciation must constitute only a means of notification 
to the judicial authorities and not a means of evidence within the meaning of Art.97 CPC 
RO. Therefore, the oath that the informant is later heard as a witness and proposed to be 
used in such proceedings is not of its nature (even if it is done) to lead to the conclusion 
of the unconditional probative value of such a statement, the statement must be proven 
with other means of evidence.

The use of statements of informant witnesses in exchange for immunity or other 
advantages constitutes an essential instrument of national authorities in the fight against 
serious crimes. The admissibility of evidence is governed by the rules of national law, 
which establish the truth in a case.

In essence, the “fair trial” convention includes the fundamental right to adversarial 
proceedings, which requires that the evidence be administered in the presence of the ac-
cused in public proceedings to enable him to present arguments in adversarial proceed-
ings in his absence. However, this does not mean the witness’s statement must always 
be taken in public proceedings to be admitted as evidence. Hearing the witness in public 
proceedings is impossible in certain situations, such as the witness’s safety and the right 
to private life. However, the use as evidence of the statement taken during the criminal 
investigation (preliminary investigation) is not incompatible with paragraphs 3 and 1 of 
Art.6 of the European Convention on Human Rights if the accused has the opportunity to 
put questions to the witness, even if the witness refuses to answer those questions.
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Although, in the very nature of the whistleblower’s trial, the statement may be called 
into question in terms of objectivity since, in principle, the whistleblower is an interested 
witness – being the person who benefits from the cause of the complaint – the state-
ments of whistleblower witnesses cannot be excluded from the plan based on the free 
summary of objectivity [9], but rather This is a sworn testimony. The statement of the 
whistleblower witness must be corroborated with other evidence, which may come from 
sources independent and external to the whistleblower [9]. The defendant’s lawyer must 
also discuss it in a public trial.

The statement of the witness to whom immunity has been granted cannot con-
stitute any evidence or decisive evidence in support of the conviction of the accused 
and must be treated with all due caution. Therefore, it violates the provisions of Art.6 of 
the European Convention on the Rights of the Child. The fact that the accused and his 
lawyer did not have the opportunity to ask the only witness in the protection program 
questions about his testimony was the basis for the accused’s conviction. The case of Gal 
v. Romania [10], of 30 August 2022, is eloquent. The Cluj Court of Appeal refused to hear 
the whistleblower witness, who was transformed by the DNA into an informant and thus 
to hide the possibility of being listened to by the court. The whistleblower witness’s tes-
timonies constituted essential elements for the applicant’s conviction, as he was one of 
the direct witnesses. According to the testimonies made by the applicant, the prosecutor 
C.M. would have forced her to make denunciations against friends and acquaintances. 
She refused, and shortly afterwards, she was sent to trial for complicity in influence ped-
dling precisely because of the testimony of the denunciator, who became an informant 
[10]. However, the ECtHR recalled in its case law – the cases of Ekbatani v. Sweden, Con-
stantinescu v. Romania, and Mircea v. Romania – “the trial of a person for the first time in 
the last instance by a jurisdiction which, without hearing, must assess the facts and the 
applicable law and investigate whether the person is guilty or innocent of committing a 
criminal offence, violates the fairness of a procedure under Art.6 para.1, considering that 
the situation is similar” [11].

Although Art.6 of the ECHR, the prosecution is immune from communicating all 
documents in the case file that may contain evidence against the accused, such as the 
case file based on which the whistleblower witness was convicted. The text of the order 
in this and the prosecution are not such as to be strictly linked to the commission of an 
offence by the accused. However, such non-communication does not violate the right to 
privacy and the Convention’s implied right. Still, there are benefits, such as the right to 
privacy being violated by these whistleblower witnesses in the event of untruths.

The termination of the witness protection measure must intervene. Thus, the right 
to privacy is no longer violated if, during the trial, the protected witness gives false testi-
mony, even if the testified witness does not fulfill the obligations assumed by signing the 
test form or if he has communicated false information to anyone regarding his situation, 
and so on.

The statements of interested persons can be evaded. In this sense, we can speak 
of private recordings that constitute evidence in cases without the authorisation of the 
judge of rights and freedoms. Obtaining a result, such persons who receive a recording 
that does not follow the truth can file a complaint and thus request approval from the 
judge of rights and freedoms to hold them criminally liable for other offences. The in-
terest in sanctioning may differ from person to person. Thus, in the case of Van Vondel v. 
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Netherlands, of 25 October 2007 [12], the recording of conversations made by a third party 
and the technical equipment provided by the state authorities violates obtaining such a 
recording – also, the Criminal Sentence No.5/F/7 February 2005 pronounced by the Court 
of Appeal of Braşov, in file No.495/P/F/2005, which became final by Criminal Decision 
No.4177/7 of July 2005 of the High Court of Cassation and Justice, in file No.1733/2005 [13], 
held that the recordings in question, the first a recording of a telephone conversation be-
tween the defendant and the informant and the second a private conversation between 
the same persons recorded with a device on the informant, did not have the authorisa-
tions required by law. In this regard, we can observe the circumvention of the authori-
sation of the judge of rights and freedoms precisely because of the possibility of private 
recordings, followed by the denunciation, for interest and obtaining evidence for sanc-
tioning and investigation. As mentioned in the case M.M v. Netherlands [14], the judgment 
of 8 April 2003, “the recording of the applicant’s telephone conversations by a private 
individual, assisted by the public prosecutor, who suggested that he record the telephone 
conversations, and by the police officers who installed the recording system at his home, 
both judicial bodies acting in the exercise of their official duties, playing a decisive role in 
the whole affair, engages the State’s liability”.

Conclusions. The protection of whistleblowers is a fundamental right guaranteed 
by the state and implemented in practice. It fulfills whistleblowers’ rights and obligations. 
On the other hand, it benefits the state, which benefits from the role of whistleblowers in 
implementing its policies.

Whether we are talking about procedural protection or the Witness Protection Pro-
gram, it is a complex of extra-procedural measures aimed at ensuring the safety of whis-
tleblower witnesses who are subject to a state of risk and risk of being prosecuted for 
their contributions of a decisive nature in complex cases, the obligation of the state is 
the same – respecting their rights to private life, by protecting them against any possible 
intimidation, and including them in the program, but also the obligation to establish the 
entire truth, by applying appropriate measures.
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Summary
The article presents a special study in the field of special investigative activity being at the intersection 

of several sciences, namely: criminal law, criminal procedure, etc., which proves the complex nature of the 
problem under study. The experience of applying the provisions of the Law on Special Investigation Activity in 
practice often signals us about the lack of finalization of certain norms in the law, their lack of coordination 
with criminal, criminal procedural and other legislation, which negatively influences the results of the fight 
against crime, the efficiency of the activities of the authorities whose specialized subdivisions carry out special 
investigative and criminal prosecution activities in the direction of detecting, counteracting, investigating/
researching, discovering and preventing crimes, as well as searching for criminals.

Keywords: special investigation activity, crime fighting, effectiveness, criminal law, criminal process, 
criminal investigations, investigation officer, evidence, respect for human rights, freedoms, dignity. 

Introduction. There are various fragmentary descriptions about the specific activity 
of special services/ subdivisions in national and international literature. However, less is 
known about the legal regulation of the Special Investigation Activity, because it is not 
possible to find in the public scientific and didactic literature generalized and systema-
tized objective materials about these regulations. Simultaneously with the accumulation 
of knowledge about the sources of legal regulation of this activity in the past and present, 
a pressing need arose for the description of this interesting topic. Lately, a visible de-
velopment of the process of regulating special investigative activity has been observed; 
often this is done spontaneously, without taking into account the “lessons of history” and 
conclusions regarding mistakes and confusions on the one hand and past performances 
and successes on the other.

Since gaining independence, Republic of Moldova has gone through various diffi-
cult periods, accompanied by contradictions between the three powers of the state: leg-
islative, executive and judicial, as well as negative processes in the political, economic 
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and social spheres of society’s life. Has the situation changed radically during the recent 
years? Recent estimates of society’s development show us that some negative factors 
related are not completely uprooted. This is due to a weak legal control mechanism, the 
inadequacy of normative acts, low level of activity of some civil servants from various 
public state authorities etc.

In the following, we propose to address the streamlining of the Special Investigation 
Activity in order to assess how it can be used in the process of investigating ”…investiga-
tion of alleged or committed crimes…” [1, Art.1, para.(2)].

Methods and materials applied. Theoretical, normative and empirical material was 
used in the preparation of this publication. The research of the current subject was pos-
sible through the application of several scientific investigation methods, specific to the 
theory of special investigative activity: logical method, comparative analysis method, sys-
temic analysis, etc.

Research purpose. The purpose of this work is to analyze in-depth the efficiency of 
the Special Investigation Activity, based on the statements of researchers in the respec-
tive field and to develop recommendations for improving the legal basis that regulates 
this specific activity. 

  Depending on the intended purpose we aim to achieve the following objectives: 
a) research of the legal regulation of the special investigative activity; b) development of 
proposals for the improvement of the normative regulations regarding the special activity 
of investigations in the context of community law; c) advancement of theoretical-practi-
cal solutions regarding the efficiency of the Special Investigation Activity.

Discussions and results obtained. The need to improve the legislation on special 
investigations arises due to several factors, namely: socio-economic, political, crimino-
logical, the last having a decisive influence. The increase in the number of crimes [12], 
the hidden nature of the motives and conditions that favor the occurrence of crimes; the 
high level of latent crimes, the increase in the level of organized crime, the transforma-
tion of crime into a professional occupation, the aggressiveness of the defense of criminal 
interests, the internationalization of criminal activity and other circumstances dictate 
the need to improve the legal regulation of the Special Investigation Activity. Such a need 
is also conditioned by the fact that, at present, the entire system of protection of legal 
norms does not effectively ensure the solution of the questions of fighting crime, as a re-
sult of which society as a whole remains unprotected.

Under current conditions, a new correlation has emerged between the institutions 
of the Criminal Code and the legislation on Special Investigation Activity, which:

a) Stimulates the research activity of the subjects of the Special Investigation Activity;
b) Stimulates the post-criminal activity of the objections of the Special Investiga-

tion Activity;
c) Ensure the rights and freedoms of individuals in the process of carrying out spe-

cial investigative measures [2, p.66].
Referring to the emergence of these legal institutes as a result of the synchronous 

reform of criminal legislation and the formation of the Special Investigation Activity, 
shortcomings in the legal regulation in criminal legislation are noted in the legal literature 
and amendments are proposed to improve the existing situation [3, p.18-22].

In this regard, there is a pressing need to determine at the legislative level the cir-
cumstances which will allow tthe release from criminal liability of subjects who carry out 
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special investigative activity (special investigative measures), forced in certain situations, 
while carrying out investigative missions [9, Art.36], and to exceed the limit of the law, 
strictly speaking, to “commit” crimes.

Taking into account that the Special Investigation Activity precedes the criminal 
trial, serves the interests of the latter, the results of which are achieved in the crimi-
nal-procedural order, it is fair to consider that the thoroughness and efficiency in this 
sphere largely derive from the criminal and criminal-procedural activity. Criminal proce-
dural legislation practically serves as a benchmark for the Special Investigation Activity, 
determining the formation of the special investigation practice. For these reasons, we 
can state that, depending on the level of coordination of special investigative legislation 
with criminal procedural legislation, of course, it also depends on the effectiveness of the 
Special Investigation Activity in the fight against crime. 

To make the Special Investigation Activity more efficient, some criminal law norms 
are of particular importance:

1) Reasonable risk [7, Art.40]. The provisions of this article are taken into account 
during the execution of special investigative measures, operative experiment, undercover 
investigation, etc.

2) Voluntary renunciation of committing a crime [7, Art.56]. The provisions of this 
norm are of particular importance for the formulation of departmental norms, which reg-
ulate the basis for taking persons into operational records, as well as the reasons for ter-
minating the investigative follow-up.

3) Release from criminal liability in connection with active repentance [7, Art.57]. 
The provisions of this norm are of major importance for solving the following tasks:

Developing the bases for ordering, authorizing, conducting, extending, terminat-
ing and recording the investigation/ information processing of participants in criminal 
groups, organizations (formations);

Creating departmental training methodologies of citizens to collaborate with the 
authorities whose specialized subdivisions carry out special investigative activities (with 
the exceptions provided for) [9, Art.15, point (6)], or to contribute in another way which is 
not prohibited by law, to special investigative activities;

Documenting the criminal activity of members of criminal groups by using persons 
released from criminal liability due to active repentance or voluntary renunciation of the 
crime.

As the need to counter organized crime increases and the qualitative change in 
the forms of its manifestation increases, the problem of improving the professional skills 
of investigation officers within the authorities whose specialized subdivisions perform 
special investigative activity, becomes more and more apparent, especially in questions 
related to the operational penetration into the criminal environment through the long-
term infiltration of undercover investigators or persons trained in carrying out a specific 
special investigative measure. Today these measures are not popular and do not result in 
effective results due to insufficient legal and criminal defense of infiltrated persons.

The confidential activity of persons who carry out special missions of the authori-
ties specialized in performing of special investigative activity, is constantly linked to the 
risk of forced participation in the commission of criminally prejudicial acts, in connection 
with which they require legal defense. The author C.V. Surcov, originally characterized 
the peculiar event, the need for legal and criminal defense of these categories of subjects 
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of operational investigative activity is based on the fact that these people are forced to 
balance between “permitted tricks and prohibited deception” [2, p.68]. 

According to the provisions of Law No.59/2012 of the Republic of Moldova on Spe-
cial Investigative Activity: “the investigation officer is the authorized person who, on behalf 
of the state and within the limits of his competence, carries out special investigative activity 
in accordance with the provisions of this law” [9, Art.9, point (1)], resorting, as the case may 
be, to the help of natural and legal persons [9, Art.7, point (1), letter b)] and of specialists 
[9, Art.7, point (1), letter f); Art.362, point (2)] from different fields of knowledge, as well as 
of citizens who collaborate voluntarily [9, Art.15], confidentially [9, Art.12, para.(1), letter 
b)], with the specialized subdivisions. 

The tasks performed by confidential employees often enter into contradiction with 
the principle of legality, in other words, the need to act strictly within the limits of the 
law. In some states, the legislator regulates this legal institute, establishing exceptions to 
the principle of legality, in other states, the general circumstances are directly provided 
for in the criminal law, the presence of which releases the person from criminal liability 
[4, p.21-25]. 

The legislation of the Republic of Moldova contains several symbolic and declara-
tive legal norms for the protection of persons who provide assistance to the authorities 
whose specialized subdivisions carry out special investigative activity. Thus, Article 15 of 
the Law on special investigative activity is entitled, as follows: “Confidential employees”. 
According to paragraph (5) of the same article: “In order to ensure the security of confi-
dential employees, their family members and relatives, special investigative measures are 
allowed to be carried out for their protection in the manner established by law”. In para.(1), 
point 1), letter b) of Art.19 [9] as basis for ordering special investigative measures serves 
the substantial evidence: “regarding endangering the security of the investigating officer, 
undercover investigator, confidential employee or their family members, witnesses and oth-
er participants in the criminal process”. Also in this context, the regulation provided for in 
para.(3) of Art.39 is presented, namely: “The activity of confidential employees is under the 
control of the Prosecutor General or a special prosecutor empowered by order of the Prose-
cutor General”. These are the only legislative provisions that to some extent describe the 
problem under investigation. Unfortunately, the current situation in this area is not quite 
good, compared to the legislation of other states.

Thus, the Czech Criminal Code contains the following legal norm: “A police officer 
who performs the duties of an agent under the provisions of special laws and who partic-
ipates in the activity of an organized criminal group or supports this gathering of persons 
cannot be held criminally liable for participating in the criminal organization, if he com-
mits this act with the aim of detecting the criminal who committed a crime within this 
association”. Simultaneously, the limits of the confidential employee’s behavior while per-
forming his/her duties are regulated by the Police Law: “The police officer, who performs 
his duties as an agent, is obliged to follow the instructions of the hierarchically superior 
body, as provided for by this law. He must not perform other duties. In his activity he must 
choose those measures that are useful for the fulfillment the duties, and that do not harm 
the rights of other persons” [5].

The issue of the admissibility of illegal actions of a confidential employee, in con-
nection with his use in performing reconnaissance tasks in the criminal environment, is 
rationally resolved in the legislation of Ukraine. Here the confidential employee is ab-
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solved of liability for the unlawful acts he committed in the crisis situation, if they were 
necessary for the performance of his duties” [6, p.359].

In the Law regarding the Operational Investigative Activity, the legislator of the Rus-
sian Federation [13], in our opinion, made an attempt to regulate this important question.  
In para.(4), Article 16 of the aforementioned Law, it is stipulated that, during the defense 
of the life and health of persons, their constitutional rights and interests, as well as to en-
sure the security of society and the state from criminal attacks, it is permitted to forcibly 
prejudice social relations protected by law, committed by a person holding a responsible 
position, who carries out operational (special) investigative activity, or a person who as-
sists them, acts committed under the conditions of the legal fulfillment by these persons 
of their official and public duties. As we have observed, the legislator equally ensures legal 
protection both to the person with responsible positions within the authority with com-
petences in the field of special investigative activity, and to the persons who provide the 
latter with confidential assistance. 

In order to improve the existing situation, we propose to supplement Art.15 of the 
Law on special investigation activity with a new paragraph – (51) with the following con-
tent: “Within the process of defending the life and health of individuals, their constitu-
tional rights and freedoms, as well as in order to ensure the security of society and the 
state from criminal attacks, it is permitted to forcibly prejudice social relations protected 
by legislation, committed by confidential employees, acts committed under the legal con-
ditions of fulfilling official duties or achieving socially useful goals, if it was not possible to 
achieve the pursued goals in any other way”. 

All decisions within the framework of criminal prosecution are based on the provi-
sions of the Criminal Code and Criminal Procedural Code, but are not based on the Law 
on special investigative activity. Due to these facts, it is rational to supplement Article 15 
of the Law on special investigation activity with paragraph (9): “Confidential employees, 
trained to carry out special investigative activities, through a written or verbal agreement, 
who carry out special tasks within criminal groups and associations, are exempt from 
criminal liability according to the legislation in force”.

In addition, we propose to stimulate the activity with confidential employees by 
adopting the following legal norm. New paragraph (9) of Art.15 of the Law on special in-
vestigative activity: “confidential employees trained in carrying out special investigative 
activities, and who carry out special missions for the prevention and investigation/re-
search of crimes, the detection of persons and the circumstances of the commission of 
crimes and who personally committed a crime without serious damage, but compensated 
for the damage caused, may be exempted from criminal sanctions in accordance with the 
legislation in force”.

Nor can Art. 57 of the Criminal Code be considered applicable for the legal defense 
of persons who perform tasks of the authorities whose specialized subdivisions carry out 
special investigative activities and infiltrate criminal organizations. According to this ar-
ticle “A person who has committed a minor or less serious crime for the first time may be 
released from criminal liability if, after the crime has been committed, he/she voluntarily 
denounced himself/herself, actively contributed to its discovery, compensated for the value 
of the material damage caused or, in some other way, repaired the prejudice caused by the 
crime” [7, para.(1)]. Practice and reality show us that confidential employees, infiltrated 
into criminal groups, in most cases in the past have been convicted multiple times.
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In addition, as a rule, members of organized criminal groups commit serious and 
particularly serious crimes, for which reason the confidential employee may have a con-
nection to the latest. This is the real life.

At the same time, Art.40 of the Criminal Code provides for one of the causes that 
removes the criminal nature of the act – the well-founded risk: “The act, provided for by 
criminal law, which caused damage to interests protected by law in the event of a justified 
risk for the achievement of socially useful goals does not constitute a crime” [7, para.(1)]. The 
risk is considered justified if the socially useful purpose pursued could not be achieved 
without a certain risk and if the person who admitted it took the necessary measures to 
prevent causing damage to interests protected by law [7, para.(2)]. 

Taking into account the above, we propose adding a new Article 402 to the Crim-
inal Code with the following content: “An act, provided for by criminal law, which has 
not seriously prejudiced social relations protected by criminal law, committed justifiably 
by an undercover investigator for the purpose of fulfilling special tasks of defending the 
rights and legitimate interests of citizens, society and the state from serious, particularly 
serious and exceptionally serious crimes, for the documentation of which special investi-
gative measures are carried out, does not constitute a crime”. The existence of this legal 
norm in the Criminal Code of the Republic of Moldova will establish a real mechanism 
for legal protection of persons who perform confidential tasks of the authorities whose 
specialized subdivisions carry out special investigative activity, as well as will expand the 
possibilities of engaging members of criminal organizations and groups in confidential 
collaboration based on information materials.

The notion of undercover investigator is reflected in the Criminal Procedure Code: 
“undercover investigator – official person who confidentially carries out special investi-
gative activity, as well as another person who confidentially collaborates with criminal 
prosecution bodies” [8, point 20), Art.6].

In addition to all this, the norms from the Special Part of the Criminal Code are 
of particular importance for the special investigation activity, the elucidation, investiga-
tion/documentation, counteraction, and prevention of which are the tasks of the special 
investigation activity. 

A particular problem of combating crimes at present consists in the mass and uncon-
trolled use by the security services of commercial structures of special technical means, 
predestined for the secret obtaining of information, meaning “de facto” that they carry 
out special investigative measures, the prerogative of carrying out which is exclusively of 
the authorities whose specialized subdivisions carry out special investigative activity [9, 
Art.6, para.(2)].

If the authorities whose specialized subdivisions perform these measures in accord-
ance with the legislation [8, Art.134; 9, Art.27], including on the basis of the authorizations 
of the investigating judge, prosecutor, head of the specialized subdivision, then commer-
cial structures armed with the latest technology illegally acquire confidential informa-
tion not only about the company’s employees, its competitors, violating the constitutional 
rights and freedoms of individuals, but also apply these special technical means to the 
employees and service premises of law enforcement bodies. At the same time, it is “pro-
hibited to use special technical means to secretly obtain information by natural or legal 
persons not authorized in this regard by law” [9, point 9), Art.27]. 

In jurisprudence, it is unanimously recognized that criminal procedural legislation 
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constitutes an important element in ensuring the legal and organizational basis of the 
special investigation activity. The problems of correlation between criminal procedural 
norms and special investigative norms have been researched in the works of the following 
scholars: V. Cuşnir, B. Glavan, A. Pungă, M. Gherman, Al. Cicala, D.I. Bedneacov, B.T. Bez-
lepchin, V.I. Zajiţchi, D.B. Grebelischi, E.A. Dolea, V.A. Lucaşov, M.P. Poleacov, A.P. Rîjacov, 
V.G. Samoilov, C.V. Surcov, A.A. Ciuvilev, M.A. Şmatov, A.Iu. Şumilov.

Thus, V.G. Samoilov, back in the 1980s, wrote about the need to improve criminal 
procedural legislation in order to ensure maximum results in the area of special inves-
tigation activity. In addition to the requirements of the Criminal Procedure Code on the 
detection, with the help of the special investigation activity, of crimes signs and of the 
persons who committed them. The author proposed to supplement the Criminal Pro-
cedure Code with provisions on the obligation of the criminal investigation body to take 
actions in order to detect factual data, which contribute to the investigation of the object 
of the evidence and the establishment of the objective truth, in other words, the solution 
of the tasks of criminal justice. The scholar considered that this norm will correctly orient 
investigation officers towards the effective implementation of special investigative meas-
ures, aimed at collecting the information necessary for crime prevention and ensuring 
public order, and criminal prosecution officers – to make maximum use of the results of 
the operative investigative activity [10, p.9-11].

The aforementioned scholars emphasize that there is an indispensable connection 
between the special investigation activity and the criminal procedure activity, which is 
expressed through the following features:

1) Solidary character (elucidation, suppression, prevention and discovery of crimes);
2) Direct provision in the criminal procedural legislation of the obligation of crimi-

nal prosecution bodies to undertake the special investigative measures necessary for the 
purpose of detecting crimes, the persons who committed them, as well as for the purpose 
of crimes’ preventing and suppressing;

3) Orientation of special investigative measures towards informational provision of 
the criminal process, carried out by specialized subdivisions, criminal investigation bod-
ies and courts;

4) Procedural-criminal nature of the grounds for carrying out special investigative 
measures;

5) Establishment in the special investigation legislation of the order for the use of 
the results of the special investigation activity for the preparation and implementation of 
criminal and judicial prosecution actions;

6) Legislative provisions on judicial control over the respect for the rights and free-
doms of individuals during the implementation of special investigative measures.

Unlike special investigative activity, criminal procedural activity regulates the activ-
ity of a limited group of officials and bodies (courts, prosecutors, criminal investigation 
officers, specialized subdivisions), the relations between them and the participants in the 
criminal process, with persons within the framework of criminal prosecution and the res-
olution of cases in court. At the same time, these related activities have interchangeable 
links with each other on a number of positions. Many aspects of this problem, especially 
questions related to the interdependence of special investigative and criminal procedural 
activities, are touched upon in a number of scientific works from different points of view 
[11].
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Conclusion. Considering that crime, as a product of people’s social behavior, con-
stitutes a perpetual category of any human society, this phenomenon will undoubtedly 
be present in all contemporary socio-economic formations in the future. The state and 
society will constantly feel the need to use special investigative activity in the interest of 
defending citizens, society and the state from criminal attacks. Studying the specialized 
literature and systematizing the practice of applying the national legislation and of other 
states regarding the special investigation activity, allow us to conclude that improving the 
legislation and its application practice, represents one of the most important problems of 
both criminal science and criminal procedure.
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Summary
This article addresses, from an advanced scientific perspective, the tactical preparation phase of the 

interrogation of a person suspected or accused in investigations concerning corruption offenses committed by 
public officials with special status. The author emphasizes that the specific characteristics of these individuals 
– who possess advanced legal training and significant professional experience – require the use of specialized 
preliminary analysis methods based on interdisciplinary and psychological approaches. Three fundamental 
strategic components are analyzed: in-depth study of the criminal case materials, detailed evaluation of the in-
vestigated subject’s personality, and the optimal selection of the time and place for the interrogation. Through 
scientific debate and well-argued personal viewpoints, the author formulates concrete recommendations for 
optimizing interrogation tactics and increasing the evidentiary efficiency of criminal investigations in such 
complex cases.

Keywords: tactical interrogation, special status public officials, corruption, interrogation preparation, 
forensic tactics, forensic psychology, investigative methods, evidentiary efficiency.

Introduction. The preparation of the interrogation of a person suspected or accused 
in criminal investigations concerning corruption offenses – especially when they involve 
public officials with special status – represents a key factor that decisively influences the 
tactical outcome of the entire criminal investigation. This importance is primarily deter-
mined by the specific nature of the offenses under investigation and, more significantly, 
by the characteristics of the individuals involved, who typically possess a high level of 
legal knowledge and procedural expertise, offering them considerable advantages over 
the investigative authorities.

The phase preceding the interrogation, according to doctrinal conceptions both at 
national and international levels, goes beyond the simple review of existing procedural 
documents. It involves a comprehensive and complex inquiry that provides the investiga-
tive body and the prosecutor with the necessary foundation to develop a well-grounded 
tactical strategy tailored to the specific context of the case. Some authors [1, p.136; 2] 
emphasize the importance of conducting a thorough psychological and behavioral as-
sessment of the investigated person from the preliminary stage in order to anticipate and 
effectively counter defensive behaviors, which are often highly structured and deliber-
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ately orchestrated by individuals involved in corruption offenses.
It is a well-established fact that persons involved in corruption offenses – particu-

larly public officials – tend to exhibit heightened psychological resistance due to their 
professional experience and advanced capacity for self-control and emotional manipula-
tion. For example, Rebecca Milne and Ray Bull underline that such individuals are capable 
of anticipating the direction of questions posed by the criminal investigation officer or the 
prosecutor, and of promptly adjusting both their responses and their defensive conduct 
in ways that are difficult to counter without solid tactical and psychological preparation 
on the part of the investigative authorities [3, p.80–86].

In the same context, Russian author Asleam Halikov highlights that the major tac-
tical challenge in interrogating public officials with special status lies in their ability to 
anticipate and tactically counteract investigative approaches, a skill rooted in their deep 
familiarity with judicial procedures and investigative techniques [4, p.163]. From the per-
spective of the present study’s author, the tactical success of the interrogation in complex 
corruption cases fundamentally depends on the ability of the investigative officer or pros-
ecutor to conduct, already at the preparation stage, a precise and integrated behavioral 
profiling of the subject under investigation [4, p.163-164]. In this regard, it is considered 
that the preliminary stage should also include a detailed analysis of the professional and 
personal background of the investigated subject, complemented by additional operation-
al information, to more accurately anticipate the individual’s reactions to various tactical 
scenarios proposed during the interrogation.

Therefore, in-depth tactical preparation based on a multidisciplinary and psycho-
logical analysis of the investigated person is not only a guarantee of tactical success dur-
ing the interrogation but also an essential condition for enhancing evidentiary quality and 
the overall effectiveness of the criminal investigation in corruption cases involving public 
officials with special status.

Discussions and results obtained. A first indispensable component in the prepa-
ration process is the in-depth study of the criminal case materials. The effective inves-
tigation of corruption offenses, particularly when public officials with special status are 
involved, requires a meticulous and systematic analysis of all existing evidence and infor-
mation within the criminal case. Without detailed and thorough knowledge of the case 
file’s contents, the criminal investigation officer or prosecutor risks formulating ineffec-
tive questions or adopting strategies that are not adapted to the realities and specific 
traits of the investigated individuals, which may lead to major tactical failure [5, p.15].

Thus, Moldovan authors Mihail Avram, Vasile Gurin, and Anatol Donciu state that 
the success of the interrogation largely depends on the investigative officer’s ability to 
strategically utilize previously obtained information, noting that the investigator who 
studies in advance the material details and circumstances of the case has the advantage 
of anticipating possible contradictions and defensive barriers, which allows for the for-
mulation of coherent and tactically effective questions [1, p.135].

In Russian literature, Roman Chiupakhin critically emphasizes that superficiality or 
negligence in the preliminary analysis of case materials can generate extremely unfa-
vorable tactical consequences. According to him, the investigator risks falling into a psy-
chological trap, as “the investigated subjects, taking advantage of their high level of legal 
training and tactical experience, may seize the initiative and control of the interrogation 
process” [6, p.96-97].
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On the other hand, Elena Frolova highlights the need to expand the analysis beyond 
the formal materials of the criminal case, recommending that the investigator also pay 
attention to additional operational information regarding the personal and professional 
relationships of the investigated subject. The author emphasizes that, in the context of 
corruption offenses, “the professional relationships of the investigated individual are of-
ten key to identifying critical elements of the offense and may constitute a major tactical 
advantage during the interrogation” [7, p.159-160].

In international scientific debate, Rebecca Milne and Ray Bull have stressed the es-
sential importance of this stage, strongly recommending that the investigator apply the 
PEACE model (Planning, Engagement, Account, Closure, Evaluation), particularly the plan-
ning phase. According to them, “without detailed and comprehensive preparation of the 
evidentiary material, the investigative officer risks formulating inappropriate or ineffective 
questions, thus allowing the subject to adopt efficient defensive behaviors” [3, p.80-86].

Additionally, researchers Ronald Fisher and Edward Geiselman discuss the “cog-
nitive interview” method, stating that the effective use of this technique fundamentally 
depends on the investigator’s ability to master the case details and the context of the in-
vestigated facts. They note that “a well-prepared investigator can direct the interviewee’s 
attention to contextual and sensory details, thereby reducing the effectiveness of defen-
sive strategies based on pre-prepared statements” [8].

From the perspective of Russian authors, Asleam Halikov emphasizes even more strong-
ly the importance of tactical preparation, remarking that “insufficient or superficial prelim-
inary analysis in corruption cases involving public officials with special status facilitates the 
adoption of stable and effective defensive positions by the investigated person, thereby sig-
nificantly compromising the efficiency of the entire investigative activity” [6, p.99-102].

In our opinion, to overcome these difficulties and enhance tactical success, it would 
be necessary to introduce mandatory methodological guidelines that include clear and 
explicit procedures regarding the preliminary analysis of all available information, includ-
ing evidentiary materials, operational data, professional and personal relationships, fi-
nancial aspects, and the previous behavioral history of the investigated individuals. In this 
regard, we propose that the mandatory standard for interrogation preparation should 
also include consultation of external databases, financial and relational history, as well as 
the obligatory conduct of preliminary behavioral and psychological analyses.

Thus, the preparatory stage of interrogating suspects and accused persons involved 
in corruption offenses is decisive. An integrated and multidimensional approach – en-
compassing procedural, tactical, operational, and psychological elements – represents 
the guarantee of a solid, transparent, and convincing investigative process. This approach 
contributes decisively not only to the tactical success of the interrogation but also to the 
enhancement of the overall quality and credibility of the judicial system.

The second essential strategic component is the detailed analysis of the personality 
of the suspect or accused. This stage gains particular significance when investigations 
target corruption cases involving public officials with special status, as they possess ad-
vanced legal training and professional experience, which enables them to effectively an-
ticipate and counter investigative tactics. Thus, general and procedural knowledge alone 
is no longer sufficient; a profound and multidimensional evaluation of the subject’s per-
sonality is required [9, p.160-161], enabling the accurate anticipation of defensive behavior 
and the appropriate adjustment of interrogation tactics.
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In Russian literature, Asleam Halikov highlights the importance of thorough analysis, 
noting that in the case of public officials, “they possess advanced knowledge of investiga-
tive methods and tactics and can anticipate the investigator’s actions, crafting well-con-
sidered defensive responses” [4, p.99]. We fully agree with this view but believe that the 
analysis should also extend to identifying the emotional and cognitive vulnerabilities of 
the interviewee, as these may help overcome preconstructed defensive strategies.

American authors John E. Reid, Fred E. Inbau, and others share this perspective, stat-
ing that the tactical success of the interrogation “critically depends on adapting the inter-
rogation strategy to the psychological profile and personality of the person under inves-
tigation” [10, p.210]. This idea is further reinforced by the research of Bianca Baker-Eck, 
who argues that effective interrogation always involves tactical adaptation based on a deep 
understanding of the emotional and behavioral profile of the investigated individual, since 
“the defensive strategies adopted by investigated subjects vary significantly depending on 
temperament, professional experience, and their level of emotional self-control” [11].

In the same context, Gary Wells and Elizabeth Loftus recommend the anticipatory 
evaluation of the potential reactions of the subject based on their behavioral and profes-
sional history. They state that “a thorough understanding of the psychological traits and 
professional background of the individual under investigation enables the investigator to 
promptly identify the defensive strategy and formulate tactical questions that lead to the 
revelation of the truth” [12, p.617-629].

We largely agree with the opinions expressed by these authors; however, we add 
that a simple retrospective psychological analysis of the subject’s history is not sufficient. 
In our view, personality analysis should also include in-depth psychometric and behav-
ioral assessments, conducted in collaboration with specialized psychologists, so that the 
criminal investigation officer or prosecutor can adapt interrogation tactics flexibly and 
precisely, according to the subject’s reactions.

Author Stavroula Soukara contributes to the scientific debate by stating that the 
analysis of the investigated person’s personality should include “an assessment of previ-
ously exhibited verbal and non-verbal behaviors, to detect potential indicators of truth-
fulness or deception in statements” [13, p.905, pp.901-920].

Romanian forensic expert Emilian Stancu believes that a detailed analysis of the 
personality of the investigated individual must also take into account the social and finan-
cial context, emphasizing that “financial and relational elements often play a decisive role 
in the commission of corruption offenses, and knowledge of these details can provide the 
criminal investigation officer with a significant tactical advantage in formulating interro-
gation questions” [14, p.350-352].

In line with the views of the aforementioned authors, we believe that a comprehen-
sive and multidimensional analysis of the investigated person’s personality should become a 
standardized and mandatory practice. In this regard, we propose the establishment of clear 
protocols and unified methodologies that mandate the evaluation of psychological traits (in-
cluding psychometric testing), behavioral history, social and financial status, as well as the 
analysis of relevant personal and professional relationships prior to the actual interrogation.

Therefore, a multidisciplinary and detailed approach to the personality of the sus-
pect or accused represents not only a guarantee of tactical success in the interrogation 
process, but also a fundamental condition for a fair and accurate judicial process. In our 
opinion, this approach would decisively contribute to preventing judicial errors, reducing 
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the risks associated with false testimonies or strategic manipulation, and strengthening 
public confidence in the justice system.

The third essential strategic component for the tactical success of interrogating a sus-
pect or accused in corruption cases involving public officials with special status lies in the 
optimal selection of the time and location of the interrogation. This stage requires a complex 
and nuanced approach involving the thorough assessment of psychological and contextual 
conditions that may significantly influence the behavior of the subject, their willingness to 
cooperate sincerely, and their actual readiness to provide truthful information.

Forensic literature unanimously emphasizes that choosing an appropriate interro-
gation setting plays a decisive role in the tactical and psychological success of this inves-
tigative activity. Especially in cases involving corruption offenses committed by public 
officials, the neutral and controlled nature of the interrogation environment becomes 
a fundamental tactical necessity. Russian author Asleam Halikov firmly states that the 
interrogation should not take place within the investigated person’s usual professional 
setting, such as their own office or similar environments, arguing that “the professional 
environment of the investigated person provides them with a considerable psychological 
advantage, reinforces their sense of safety and control, and can thus significantly dimin-
ish the effectiveness of tactical questioning and the investigator’s ability to obtain truthful 
and relevant answers” [4, p.99-100].

Western authors share this view, emphasizing the importance of the neutrality of 
both the location and timing of the interrogation. John E. Reid and Fred E. Inbau stress 
that “selecting a neutral space, free of emotionally favorable stimuli for the subject, sig-
nificantly reduces their ability to manipulate and emotionally control the situation, thus 
facilitating the elicitation of sincere and truthful responses” [10, p.205].

On the other hand, British investigative psychology literature, through the research 
of Ray Bull and Rebecca Milne, also emphasizes the strategic selection of the interroga-
tion timing. According to the authors, the optimal moment for the interrogation should 
be chosen only after the investigator has already gathered sufficient indirect informa-
tion and tangible evidence, since “the gradual presentation of evidence at a strategically 
chosen moment can generate a psychological state of inevitability regarding the proof of 
guilt, thereby reducing defensive resistance and increasing the subject’s willingness to 
genuinely cooperate” [3, p.85].

From the perspective of Romanian forensic psychology, Tudorel Butoi argues that 
the interrogation space must be arranged in such a way as to minimize stress factors and 
create an atmosphere conducive to cooperation. He states that “when the investigated 
subject feels psychologically comfortable, yet not in a familiar environment that provides 
excessive security, they become much more receptive and more inclined toward authen-
tic and sincere collaboration” [2].

The international scientific debate adds complexity to this topic, with contributions 
from researchers warning that conducting an interrogation at an inappropriate time, such 
as immediately after the subject’s detention without substantial evidence, may lead to the 
adoption of an extreme defensive attitude, including a complete refusal to cooperate or 
even unintentional false testimony [15]. In this context, we agree with the authors’ posi-
tion but believe that a more flexible assessment of the interrogation’s timing should be 
made based on the specific characteristics of the case, taking into account the personal 
and contextual particularities of the investigated individual.
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In our opinion, the optimal selection of the location and timing of the interrogation 
must be explicitly regulated and integrated into the mandatory procedural framework of 
criminal investigation bodies. Criminal investigation officers and prosecutors should reg-
ularly benefit from specialized training in advanced behavioral and psychological analysis 
techniques. We propose the establishment of standardized and clear protocols regarding 
the selection of the place and time of interrogation in complex corruption cases, which 
should explicitly recommend conducting interrogations in specially arranged spaces – psy-
chologically neutral and tactically controlled – as well as organizing the interrogation at a 
strategically well-chosen moment, after solid and clear evidence has been accumulated.

Therefore, the strategic and psychologically grounded selection of the location and 
timing of the interrogation is indispensable for the tactical success and evidentiary effec-
tiveness of investigations into corruption offenses committed by public officials with spe-
cial status. This approach, combined with the continuous training of criminal investiga-
tion officers and prosecutors and the implementation of clear procedures, can decisively 
contribute to increasing the effectiveness of the interrogation while ensuring procedural 
fairness and the full respect of the investigated person’s rights.

Conclusions.  Based on the conducted analysis, the following main conclusions can 
be formulated:

Thorough and multidimensional preparation of the interrogation is indispensable 
for the effectiveness of investigative tactics in corruption cases involving public officials 
with special status. A detailed and systematic study of the case materials, combined with 
behavioral, psychological, and operational analysis of the investigated person, allows for 
the anticipation and neutralization of sophisticated defensive strategies typical of indi-
viduals with advanced legal training. In this regard, we recommend the introduction of 
mandatory protocols to standardize the tactical preparation phase of the interrogation, 
including direct collaboration with specialized forensic psychologists.

The strategic selection of the time and place of the interrogation decisively influenc-
es its tactical and evidentiary success. Choosing a psychologically neutral and controlled 
environment at an appropriate time – after the prior accumulation of a sufficient amount 
of indirect data and evidence – constitutes a fundamental condition for reducing the psy-
chological resistance of the subject and obtaining truthful and relevant statements. In this 
context, we support the explicit and mandatory regulation of these aspects in internal 
criminal procedure rules and the continuous training of investigators in modern commu-
nication techniques and advanced investigative tactics.

We consider it necessary to develop and implement clear and mandatory meth-
odological protocols that provide for the in-depth and multidimensional analysis of the 
personality of the investigated individual prior to interrogation, including psychometric 
and behavioral assessments conducted in collaboration with specialized psychologists. 
In our view, this interdisciplinary approach would significantly contribute to preventing 
judicial errors, reducing the risks of false statements, and strengthening the credibility of 
the entire judicial process in the investigation of complex corruption offenses committed 
by public officials with special status.
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Summary
The article examines models of legal entity representation in criminal proceedings, providing a compar-

ative perspective on the existing regulations in the Republic of Moldova and other legal systems. The evolution 
of legislation in this field has been influenced by the necessity of ensuring a fair trial for legal entities, which, 
unlike natural persons, cannot act directly within judicial proceedings. The identification and appointment of 
a legal representative for a legal entity is a crucial aspect in guaranteeing the right to defense and other pro-
cedural safeguards.

The study highlights the current shortcomings of Moldovan legislation regarding the designation of the 
legal representative, their responsibilities, and the compatibility of domestic regulations with international 
standards. In particular, it addresses the challenges that arise when both the legal entity and its representative 
are involved in the same criminal procedure, potentially creating conflicts of interest and procedural gaps. Also, 
the article analyzes solutions implemented in various countries to improve the representation mechanism of le-
gal entities. Based on these observations, it proposes legislative adjustments aimed at enhancing the efficiency 
of criminal proceedings and strengthening the protection of legal entities’ rights.

Keywords: legal entity, legal representation, criminal proceedings, right to defense, comparative leg-
islation, procedural safeguards, international regulations, conflict of interest, procedural norm, legal reform.

Introduction. The representation of legal entities in criminal proceedings is a key 
element in ensuring a fair trial and safeguarding the right to defense. Unlike natural per-
sons, legal entities cannot act directly within judicial procedures, making the appointment 
of a representative an imperative condition for effective participation in the proceedings. 
In the context of recognizing the criminal liability of legal persons, modern legal systems 
have introduced specific mechanisms for appointing legal representatives.

This necessity derives from several considerations. The first is the lack of physical 
capacity to act – legal entities are abstract constructs and cannot appear before the court 
or respond directly within criminal proceedings. Another fundamental reason is the as-
surance of an effective defense, since the right to defense is a core principle of criminal 
law, it must be guaranteed for legal entities as well, through the appointment of a repre-
sentative to act on their behalf. Additionally, the avoidance of procedural deadlocks must 
be considered – lack of clear representation can lead to delays, the nullity of certain pro-
cedural acts, and a breach of the principle of the swiftness of justice.

The right to defense is a fundamental element of criminal proceedings, and the ab-
sence of a clear legal framework for representing legal entities can create procedural im-
balances. The main implications include: clarifying the procedural status of legal entities 
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– legislation must specify who may be appointed as a representative and under what condi-
tions, to avoid divergent interpretations and legal uncertainty; and addressing conflicts of 
interest – in many cases, the legal representative of a legal entity may also be under criminal 
investigation, which can affect the impartiality and effectiveness of the defense. This situa-
tion necessitates alternative mechanisms for appointing an objective representative, as well 
as alignment with international standards. Comparative law offers various models of rep-
resentation, from the appointment of an administrator or director to court, or prosecutor 
imposed representation. Implementing a clear and effective system of representation helps 
ensure the compatibility of national legislation with international legal norms.

Methods and materials applied. To analyze the models of legal entity representa-
tion in criminal proceedings and to identify potential legislative solutions, the research 
presented in this article is based on several scientific methods. These methods are com-
plementary and allow for a systematic and comparative approach to the subject.

The comparative method is essential for analyzing the differences and similarities 
between legal systems with regard to the representation of legal entities in criminal tri-
als. By examining the regulations in the Republic of Moldova and in other countries (e.g., 
France, Germany, the United States, and Romania), we can identify best practices and 
effective legislative solutions. The aim is to evaluate how different states regulate the 
representation of legal entities and to determine the feasibility of applying such solutions 
within the Republic of Moldova. The expected outcome is to propose legislative adjust-
ments inspired by international models, aimed at improving the national legal framework.

The legal analysis method involves an in-depth examination of national legislation, 
relevant case law, and legal doctrine in the field. The provisions of the Criminal Procedure 
Code of the Republic of Moldova relating to the representation of legal entities are ana-
lyzed and assessed in terms of their compatibility with international standards. The goal is 
to identify legislative gaps and practical challenges that may arise in the application of the 
current normative framework. The expected results include well-reasoned arguments in 
favor of necessary legislative amendments.

The case study method is used to highlight the practical issues faced by the Mol-
dovan legal system in matters concerning the representation of legal entities. Concrete 
cases from national and international jurisprudence are analyzed.

Materials used in the preparation of this study include a variety of sources, includ-
ing national and international legislation: the Criminal Procedure Code of the Republic 
of Moldova, with a focus on articles concerning legal entity representation; international 
conventions and treaties on the criminal liability of legal entities (e.g., the UN Convention 
against Corruption, EU regulations on combating corporate crime); and the criminal pro-
cedure codes of other countries (France, Germany, the USA, and Romania) for compara-
tive analysis of representative models.

Discussions and results obtained. According to the Criminal Procedure Code of 
the Republic of Moldova, the representation of legal entities in criminal proceedings is 
regulated through various provisions that define procedural capacity, the consequences 
of incapacity or limited capacity, as well as the rights and duties of legal representatives 
of different parties in the criminal process, including the victim, injured party, civil party, 
suspect, accused, and defendant. Furthermore, the Code specifies the rights and obliga-
tions of the legal representative of the victim, injured party, civil party, suspect, accused, 
defendant, as well as those of the representatives of the victim, injured party, civil party, 
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and the party held civilly liable. The Moldovan Criminal Procedure Code places special 
emphasis on protecting the rights of all parties involved and establishes a detailed frame-
work for representation in criminal proceedings [1].

National legislation provides in Article 521 of the Criminal Procedure Code that “in 
cases where criminal prosecution or trial is initiated against a legal entity for the same 
offense or for connected offenses also involving its legal representative, the legal entity 
shall appoint, within five days from the date of being informed of the order recognizing it 
as a suspect, or within 48 hours from the time of being informed of the indictment order, 
another representative who is not subject to criminal proceedings. If the legal entity fails 
to appoint a representative, upon the request of the prosecutor, the investigating judge or, 
as the case may be, the trial court shall appoint a representative for the legal entity from 
among the individuals managing the entity who are not subject to criminal proceedings”.

What happens if the legal entity, for various objective or subjective reasons, does 
not appoint another representative? In such cases, the criminal procedural law clearly 
outlines how to proceed. Thus, according to Article 521 paragraph (2¹) of the CPC, “if the 
legal entity fails to appoint a representative as per paragraph (2), upon the request of the 
prosecutor, the investigating judge or, as the case may be, the trial court shall appoint a 
representative of the legal entity from among the individuals managing the entity who are 
not subject to criminal proceedings”.

In other words, the law requires that a legal entity must be mandatorily represented. 
Under the cited provision, the investigating judge appoints the individual who will repre-
sent the legal entity, specifically someone from within the entity who holds management 
authority. Therefore, the legal representative of the entity may be: one of the managing 
partners or the director (in general partnerships); one of the general partners or the di-
rector (in limited partnerships); or a board member, director, or administrator (in limited 
liability companies), depending on who is under criminal investigation in the case involv-
ing the legal entity [2].

Situations may arise where the legal entity has not appointed a representative, and 
the investigating judge is unable to designate another, for example, due to the absence 
of eligible candidates. In such cases, proceedings follow Article 521 paragraph (2²) CPC, 
which states: “in the absence of individuals managing the legal entity, the prosecutor or 
the court shall request the territorial coordinator of the National Council for State-Guar-
anteed Legal Aid to appoint a lawyer to provide state-guaranteed legal assistance. In such 
cases, the provisions of paragraph (3) apply accordingly, unless circumstances arise that 
justify the replacement of the lawyer”.

Through these legal provisions, the criminal procedure legislation ensures the 
right of legal entities to defense. The fundamental duty of the legal representative or the 
court-appointed one is to act on behalf of the legal entity and exercise, through their au-
thority, all rights afforded to that entity. In other words, the legal representative benefits 
from all rights provided under Article 78 CPC, as a proxy for the accused. However, the 
national legislation does not expressly provide a separate article in the Criminal Proce-
dure Code detailing the rights and duties of the legal representative of a legal entity.

Within the criminal process, the legal or appointed representative of a legal entity 
is empowered to act on its behalf in all procedural actions, including those where the 
legal entity is a party (according to Article 521 paragraph (3) CPC). It is important to note 
that the representative of the legal entity does not act in the capacity of a lawyer in the 
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criminal process, but rather performs specific duties related to the representation of the 
entity. At the same time, the legal entity has the right to appoint a lawyer to safeguard its 
interests. In the absence of legal restrictions, the entity’s lawyer may also provide legal 
assistance to its employees involved in the case.

In criminal proceedings, the representation of legal entities varies significantly 
across national legal systems. Analyzing the approaches adopted in France, Germany, the 
United States of America, and Romania reveals distinct models regarding the appoint-
ment and role of legal entity representatives.

In the French legal system, when a legal entity is involved in a criminal trial, it is 
generally represented by its legal representative. However, when this representative is 
also subject to criminal prosecution for the same or related acts, a conflict of interest may 
arise, which could compromise the entity’s effective defense. To prevent such situations 
and ensure impartial representation, the court has the authority to appoint an ad hoc ad-
ministrator. The ad hoc administrator is an independent person appointed by the court 
to temporarily assume the duties of the legal representative in defending the interests of 
the legal entity throughout the criminal proceedings. This measure is essential to guaran-
tee that the legal entity benefits from proper representation and that the trial unfolds in 
accordance with the principles of fairness and justice.

Although this practice is recognized and applied in French case law, identifying a 
specific article in the French Criminal Procedure Code regulating the appointment of an 
ad hoc administrator is difficult, as relevant provisions may be dispersed across various 
sections of the code or established through judicial interpretation.

In the German legal system, legal persons are not directly subject to criminal liabili-
ty. Instead, German legislation provides for administrative sanctions against legal entities 
for unlawful acts committed in the course of their activities. Thus, although legal entities 
cannot be held criminally liable in the strict sense, they may be subject to administrative 
penalties for legal violations committed by their representatives [3].

As for natural persons acting on behalf of legal entities, they may be held individu-
ally criminally liable for their actions. The German Criminal Code (Strafgesetzbuch) states 
that each participant in a criminal offense shall be punished according to their own guilt, 
regardless of the culpability of others [4].

Therefore, in Germany, although there is no direct criminal liability for legal entities, 
they may face administrative sanctions for illicit acts committed during their activity, 
while the individuals involved may be prosecuted and held criminally accountable on an 
individual bases.

In the legal system of the United States of America, legal entities involved in criminal 
proceedings are represented by retained attorneys who act in their name and interest. It 
is important to note that, according to the jurisprudence of the U.S. Supreme Court, the 
Fifth Amendment of the Constitution, which protects against self-incrimination, applies 
only to natural persons and not to corporations. Consequently, companies cannot refuse 
to provide documents or information during criminal investigations, even if such disclo-
sures might be incriminating.

Regarding the court appointment of a special representative for a legal entity, this 
practice is not explicitly regulated in the Federal Rules of Criminal Procedure. Generally, 
courts rely on broad procedural principles and jurisprudence to address such situations. 
For example, when a company’s management is involved in illegal activities or there is 
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a conflict of interest, the court may appoint a monitor or an independent trustee to su-
pervise and ensure the entity’s compliance with legal requirements. These appointments 
usually arise from Deferred Prosecution Agreements (DPAs) or other negotiated arrange-
ments between the company and the authorities [3].

In Romania, the representation of legal entities in criminal proceedings is governed 
by the Criminal Procedure Code, which establishes the procedural rights and obligations 
of legal persons. According to Article 491 para.(2) of the Code, “if criminal action is initi-
ated against the legal representative of the legal entity for the same or related acts, the 
legal entity must appoint a proxy. In the absence of such an appointment, the proxy is 
designated by the prosecutor or preliminary chamber judge or by the court from among 
licensed insolvency practitioners” [5].

This provision aims to prevent conflicts of interest that may arise when the legal 
representative of a company is simultaneously a defendant in the same case. By appoint-
ing a distinct proxy, the legal entity is ensured objective and effective representation in 
criminal proceedings.

In practice, the appointment of a proxy may raise various issues, particularly in cas-
es where the legal entity fails to make an appointment, prompting the judicial authority 
to designate an insolvency practitioner. Judicial interpretations have emphasized the im-
portance of upholding the right to defense and ensuring adequate representation of legal 
persons, even under complex circumstances.

Therefore, Romanian legislation and judicial practice seek to balance the need for 
proper legal entity representation with the imperative of preventing and managing con-
flicts of interest, contributing to the fairness of criminal proceedings and the protection 
of all parties’ rights.

 Conclusions. The representation of legal entities in criminal proceedings is a matter 
of utmost importance in the context of strengthening the rule of law and ensuring fair 
trial standards. International developments in this field demonstrate that the effective 
protection of the interests of legal entities involved in criminal trials requires a clear nor-
mative framework, one that is adapted to modern economic and institutional realities 
and supported by consistent jurisprudence capable of managing conflicts of interest and 
procedural vulnerabilities.

The comparative analysis of the regulations governing legal entity representation 
in France, Germany, United States, and Romania reveals legislative models and judicial 
practices that can serve as valuable inspiration for improving the criminal procedural 
legislation of the Republic of Moldova.

In France, although the Criminal Procedure Code does not expressly provide for the 
appointment of an ad hoc administrator, judicial practice has established this institution 
as an effective mechanism to avoid conflicts of interest arising when the legal represent-
ative of the entity is also a defendant in the same case. This solution, grounded in prin-
ciples of procedural fairness and loyal representation, offers a flexible model adapted to 
concrete circumstances, ensuring effective legal defense for the entity.

In Germany, the approach is marked by dual responsibility of both the legal entity 
and the natural persons acting on its behalf. Although German law does not explicitly rec-
ognize criminal liability for legal entities, the normative framework allows for the imposi-
tion of severe administrative sanctions in cases where a company’s leadership is involved 
in illicit conduct, while criminal prosecution of administrators is carried out separately 
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under the procedural code. This model highlights the importance of delineating respon-
sibilities and ensures the efficiency of punitive mechanisms through complementary, yet 
coherent, instruments.

The American system offers a distinct vision, in which legal entities are represent-
ed by retained attorneys, and courts may appoint a “monitor” or special representative 
through negotiated judicial settlements (such as Deferred Prosecution Agreements), to 
safeguard public interests and ensure the entity’s compliance with legal obligations. The 
jurisprudence of U.S. Supreme Court, which excludes corporations from the protection of 
the Fifth Amendment (concerning the right to remain silent), underscores the particular-
ity of the American approach, wherein legal persons have extensive obligations to coop-
erate with prosecuting authorities. This model is valuable for its emphasis on prevention, 
transparency, and corporate accountability [6].

In Romania, the provisions of Article 491 paragraph (2) of the Criminal Procedure 
Code provide a clear legal basis for appointing a proxy when the legal representative is 
subject to criminal prosecution for the same or related offenses. If the legal entity fails to 
make such an appointment, a proxy is designated by the prosecutor, judge, or court from 
among licensed insolvency practitioners. This solution helps ensure a fair trial and avoid 
procedural deadlocks while protecting the autonomy of legal defense and the will of the 
legal person.

In comparison, the legislation of the Republic of Moldova regulated by the Criminal 
Procedure Code (Law No.122-XV of March 14, 2003), does not explicitly provide solutions 
for the scenario in which the legal representative of the entity is also involved in the same 
criminal case. The absence of a clear rule regulating the appointment of an alternate rep-
resentative or ad hoc proxy poses evident risks of conflict of interest, weakens the legal 
defense of the entity, and threatens procedural balance. Moreover, the lack of a provision 
allowing the court or prosecutor to appoint an independent representative in cases of 
inaction by the legal entity represents a significant legislative gap.

In light of these findings, it is necessary to introduce a provision in the Criminal 
Procedure Code of the Republic of Moldova that explicitly addresses situations of conflict 
of interest in legal entity representation. In this regard, as a lege ferenda proposal, the 
following article is suggested:

Proposed Article – Representation of legal entities in case of conflict of interest:
If the legal representative of a legal entity is subject to criminal prosecution for the 

same offense or for related offenses as those for which the legal entity is being prosecut-
ed, the entity shall appoint a distinct proxy to represent it in criminal proceedings.

If the legal entity fails to appoint a proxy within 10 days of notification, the prose-
cuting authority or court shall appoint a representative from among practicing attorneys 
or licensed insolvency practitioners.

The appointed representative shall have the same procedural rights and obligations 
as the legal representative of the entity, except for those that are strictly personal in na-
ture.

The adoption of such a provision would bring the Republic of Moldova legal frame-
work in line with European standards in criminal procedure, while strengthening legal 
certainty, the right to defense, and the quality of justice rendered in criminal cases in-
volving legal entities.
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Summary
This article analyzes the new regulations introduced by Law No.217/2023 on the criminal protection 

of minors against sexual assault, applicable starting from January 2024. The study aims to evaluate the legal 
impact of Article 219¹ of the Criminal Code, which establishes a distinct incrimination – sexual assault com-
mitted against a minor – and to identify the essential differences compared to the previous regulations [2, 
Art.219, 220]. The objective nature of the new consent limit (16 years), the introduction of specific aggravating 
factors and the establishment of a cause for non-punishment in the case of small age differences between the 
perpetrator and the victim are highlighted. The research approach is based on a doctrinal, jurisprudential and 
comparative analysis, which reveals both legislative progress and possible implementation difficulties. Finally, 
proposals for ‘lege ferenda’ are formulated to strengthen the protection of minors in accordance with European 
and international standards.

Keywords: sexual assault, minor, consent, age difference, child protection, sexual crimes, age of consent.

Introduction. The protection of minors against sexual crimes is a constant concern 
in legal doctrine and judicial practice, in a social context marked by the increase in the 
incidence of abuse cases. In Romania, the recent legislative amendments introduced by 
Law No.217/2023, applicable from 1 January 2024, aim to correct the previous gaps and 
ambiguities of the Criminal Code regarding sexual crimes committed against minors [3].

The topic is of particular importance both in terms of the social consequences of the 
phenomenon and the complex legal implications generated by the new regulations. The 
choice of this topic is motivated by the need to clarify the normative impact and critically 
evaluate the efficiency of the new legislation.

The main purpose of this research is to analyze in depth the new provisions re-
garding sexual assault on minors, with a focus on Article 219¹ introduced in the Criminal 
Code, and to evaluate how they contribute to strengthening the legal protection of minor 
victims. At the same time, it aims to highlight the essential differences from previous 
regulations, as well as the application difficulties that may arise in judicial practice. The 
relevance of the approach lies in the topicality of the topic, in relation to recent legislative 
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reforms and the need to align Romanian criminal law with international standards regard-
ing child protection.

The paper focuses specifically on the crime of sexual assault committed against mi-
nors, as it is regulated in its current form. In this sense, the analysis will not include in 
detail related crimes such as rape [2, Art.218] or sexual corruption of minors [2, Art.221], 
except to the extent that they are relevant for understanding the new regulatory frame-
work. The distinction between sexual assault and other forms of sexual abuse is neces-
sary for a clear delimitation of the scope of applicability of the new criminalization and to 
avoid conceptual and legal confusion.

Online information, as well as visual information encountered in everyday life, in-
creases the aggression that viewers display, without being able to offer the audience cer-
tain ways to counteract the sexual aggression that abounds in 21st century society in all 
countries of the world. The object of this scientific endeavor is the analysis of the main 
changes that occurred as a result of the Directives of the European Parliament, which are 
based on the Council of Europe Convention for the Protection of Children against Sexual 
Exploitation and Sexual Abuse [5] in accordance with the Charter of Fundamental Rights 
of the European Union and the United Nations Convention on the Rights of the Child, 
which resulted in the development of measures to prevent this phenomenon in the cur-
rent context of social development [18]. The best interests of the child must be the basic 
element in the implementation of any measures to combat these types of crimes, with 
criminal legislation to be updated with new instruments to ensure a comprehensive legal 
framework, allowing the prevention and combating of this phenomenon and the protec-
tion of victims.

Methods and materials applied. The methodological approach of this study will be 
predominantly legal, based on the normative analysis of the new regulations in compari-
son with the previous legislation. Doctrinal research tools (analysis of legal concepts and 
opinions expressed in the specialized literature), jurisprudential analysis (with emphasis 
on relevant decisions of national and international courts) and comparative perspective 
(by reference to similar regulations from other European legal systems) will be used. This 
integrated approach will allow for a complex and rigorous understanding of the legal im-
plications of the new regulations.

1.Regulatory framework before 2023. 1.1.Presentation of previous regulations: Art.220 
CC – sexual act with a minor; Art.219 – sexual assault. In its form prior to the amendments 
brought by Law No.217/2023, the Romanian Criminal Code regulated sexual acts against 
minors in particular through two key articles: Art.220 and Art.219 [2]. Given the need to 
provide special protection to minors who may be victims of serious crimes, such as as-
sault, abuse, sexual exploitation and child pornography, “a comprehensive approach is 
required that includes the prosecution of offenders, the protection of child victims, as 
well as the prevention of the phenomenon. The best interests of the child must consti-
tute the basic element in the implementation of any measures to combat these crimes” 
[6, Art.6]. Thus, it was necessary to replace Framework Decision No.2004/68/JHA with a 
new instrument that would ensure a comprehensive legal framework, capable of leading 
to the reduction, prevention and cessation of crimes against sexual freedom and integrity 
committed against minors, which required the signatory states to modify the constitutive 
content, the age of sexual consent, respectively, the conditions for criminalizing deviant 
behavior, allowing this goal to be achieved [7]. From this, we deduce that the development 
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by all criminal legislation of legal norms that seek to protect the freedom and sexual in-
tegrity of minors represents one of the most valuable obligations aimed at guaranteeing 
the right to life and integrity of minors by the member states of the Council of Europe 
Convention.

Article 220 of the Criminal Code, entitled “Sexual intercourse with a minor”, crimi-
nalized sexual intercourse with a minor under the age of 15, in two cases: (1) consensual, if 
the minor was between 13 and 15 years old, and (2) regardless of consent, if the minor was 
under the age of 13. The offense was punishable by relatively moderate penalties, depend-
ing on the age of the victim and the age of the perpetrator [2]. The consent of a minor 
between 13 and 15 years old was taken into account, but only under limited conditions, 
especially when the age difference between the parties was considerable or when there 
were authority relationships.

Article 219 of the Criminal Code, on “Sexual assault”, criminalized any sexual acts 
committed by coercion, making it impossible to defend oneself or express one’s will, or 
by taking advantage of such a state, but without the penetration characteristic of rape 
(which was regulated separately by Article 218). This crime applied to both minor and 
adult victims, without differentiated protection for vulnerable minors.

1.2.Analysis of legislative limitations and gaps found in judicial practice. The previous 
regulatory framework was often criticized for its ambiguity and lack of a unified approach 
to the vulnerability of minors. The main problem was the artificial and questionable dif-
ferentiation between sexual intercourse with a minor and sexual assault, depending on the 
expressed or presumed consent of the victim.

Furthermore, the minimum age of sexual consent, set at 13 years of age, was con-
sidered far too low in relation to the psychological maturity of a minor and to European 
standards in this area. This regulation allowed for situations in which sexual acts with mi-
nors were treated relatively leniently, in the absence of physical coercion, which seriously 
undermined the legal protection granted to the child.

In practice, courts faced major difficulties in establishing the meaning of the term 
,,consent”, especially in the case of minors who were under the influence of authority, 
moral coercion or emotional manipulation. Also, there were no express provisions that 
would deal with sufficient rigor with the relationships of dependency – family, profes-
sional, educational – between the perpetrator and the victim, which may compromise the 
minor’s real freedom of choice.

1.3.Relevant Decisions of the courts and the Constitutional Court. The practices of the 
courts have reflected these ambiguities, with sometimes contradictory solutions in sim-
ilar cases. A significant example is represented by Decision No.250/2019 of the Consti-
tutional Court, which analyzed the compatibility of the regulation of Art.220 CC with the 
fundamental right to dignity and protection of minors. Although the court did not declare 
the norm unconstitutional, it emphasized the need to clarify the notion of consent in the 
case of minors and reiterated the positive obligation of the state to ensure a sufficiently 
protective legislative framework [8].

Also, in the practice of the High Court of Cassation and Justice, there were decisions 
in which the legal classification of an act depended exclusively on the differentiated inter-
pretation of consent and the relational context between the victim and the perpetrator, 
which led to an oscillating jurisprudence and the impossibility of creating a unitary stand-
ard of protection for minors who are victims of sexual acts [9].
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2.Amendments brought by Law No.217/2023. 2.1.Context of the adoption of the 2023 
regulations. The adoption of Law No.217/2023 was carried out in the context of a pressing 
need to reform the criminal framework regarding the protection of minors against sexual 
assault. In recent years, the previous legislation has proven insufficient, both in terms of 
the clarity of the norms and the effectiveness of the sanctions. Article 220 of the old Crim-
inal Code, which criminalized sexual intercourse with a minor, allowed for subjective and 
controversial interpretations regarding the consent expressed by minors between the 
ages of 13 and 15, leaving room for an oscillating and, at times, unrigorous jurisprudence 
[8].

Domestically, the opinions consistently expressed by non-governmental organiza-
tions, child protection institutions and representatives of the judiciary revealed that the 
old provisions of the Criminal Code did not provide effective protection for minors against 
sexual abuse. Article 220 CC, in its previous form, allowed for criminal liability to be cir-
cumstantial depending on the consent of a minor aged 13-15, an approach considered 
incompatible with the psychological reality and the degree of maturity of the child [2]. At 
the same time, the previous legislation did not provide a coherent solution for cases in 
which minors were subjected to sexual acts without physical violence, but in contexts of 
manipulation, psychological coercion or abuse of authority.

This state of affairs has generated numerous controversial situations in judicial 
practice, in which perpetrators of serious acts have benefited from leniency on the basis 
of interpretable legal provisions. As a result, public confidence in the ability of the crimi-
nal justice system to effectively protect minors has been considerably affected. In parallel, 
international pressure played a significant role. Bodies such as the UN Committee on the 
Rights of the Child [21] and GREVIO (a Council of Europe body) [20] have addressed crit-
ical observations to Romania regarding the lack of clear standards of protection for child 
victims of sexual abuse. They recommended harmonizing national legislation with instru-
ments such as the Lanzarote Convention [5] and the Istanbul Convention, emphasizing 
the minimum age of sexual consent and the need to explicitly criminalize acts committed 
by persons in positions of authority over minors [19].

Therefore, Law No.217/2023 was conceived as a broad legislative response to the 
multiple deficiencies reported. The reform of the Criminal Code, as stated in the Explan-
atory Memorandum, aims to strengthen the protection of minors, standardize judicial 
practice and align the Romanian regulatory framework with European standards in the 
field of child rights protection [7]. One of the key changes is the establishment of a single 
and absolute age of sexual consent at 16 years. Thus, any sexual act with a minor who has 
not reached this age is considered, from a criminal point of view, to be devoid of legal va-
lidity of consent, even if it was explicitly expressed or apparently assumed by the victim.

This change eliminates the former legislative “grey” area between 13 and 15 years 
of age, in which consent was interpreted on a case-by-case basis. It therefore ensures a 
more extensive and predictable legal protection for minors, in line with European stand-
ards and GREVIO recommendations [20].

2.2.Introduction of the crime of “Sexual assault committed against a minor” – Art. 219¹ CC.
One of the most important legislative innovations brought by Law No.217/2023 is 

the introduction of article 219¹ in the Criminal Code, which establishes a distinct criminal 
offense: sexual assault committed against a minor [3]. This regulation marks a significant 
step in strengthening the regulatory framework regarding the criminal protection of mi-
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nors, by explicitly recognizing their vulnerabilities in the face of sexual behavior.
Prior to this amendment, acts that were not a constitutive element of rape [2, Art. 

218], but had an obvious abusive nature, were classified either under Art.219 (Sexual as-
sault) or under Art.220 (Sexual act with a minor), depending on the age of the victim, the 
existence of consent and the means by which the act was committed [2]. These classifica-
tions were often confusing and left room for non-uniform interpretations by the courts.

Article 219¹ aims to fill this legislative gap and create a special sanctioning regime for 
situations in which sexual acts are committed on a minor who has not reached the age of 
16, even in the absence of actual violence. Essentially, it establishes a legal presumption of 
lack of valid consent when the victim is a minor under 16, the expressed consent having 
no legal relevance in these situations.

According to the new norm, the act consists of “acts of a sexual nature, other than 
those provided for in Art. 218, committed on a minor who has not reached the age of 16” 
[3]. Thus, all forms of sexual touching, physical contact of a sexual nature, indecent expo-
sure or other conduct that may affect the sexual integrity of the minor are criminalized, 
without being limited to the penetration characteristic of rape [3, Art.219]. This broader 
definition is consistent with modern concepts of child protection and reflects the prac-
tice of other European states.

The penalty provided is imprisonment from 3 to 10 years, to which may be added, 
according to the general provisions, the prohibition of the exercise of certain rights, such 
as the right to hold teaching positions or to carry out activities that involve direct contact 
with minors [3, Art.219].

Through this autonomous incrimination, the legislator clarified the boundaries be-
tween the different acts of a sexual nature, while ensuring a differentiated criminal treat-
ment for acts committed against minors, in relation to those committed against adults. 
Article 219¹ reflects the idea that the minor must be treated as a distinct category of 
victim, requiring reinforced criminal protection and unconditional by elements such as 
explicit opposition, physical force or apparent discernment expressed through consent.

This new rule also aligns with the requirements of the Lanzarote Convention [5], 
which imposes on signatory states the obligation to criminalize all sexual acts with a child, 
regardless of the form of coercion, if the victim has not reached the legal age of consent. 
In addition, the criminalization is adapted to current social realities, in which sexual abuse 
can take subtle, psychological or manipulative forms, which escape the classic criteria of 
physical force.

Thus, Article 219¹ of the Criminal Code is not just a simple legislative addition, but 
represents an essential instrument for protecting minors against any form of violation 
of their sexual integrity [2, Art.219]. It is a criminal policy measure with a major impact, 
which will, however, require judicious application by the courts and careful framing in the 
context of each case, in order to avoid both excesses and impunity.

2.3. Elimination of Art.220 CC and redefinition of other crimes. The former crime of 
sexual intercourse with a minor [2, Art.220] was repealed, and its content was taken over, 
reconfigured and redistributed in the new articles. A clearer and more severe regulatory 
model was chosen, in which criminal protection no longer depends on the analysis of the 
consent expressed by the minor, but on the simple fact that he has not reached the legal 
age.

In addition, Art.221 on sexual corruption of minors was amended to cover more 
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clearly the acts by which an adult determines or facilitates the maintenance of sexual acts 
between minors, with corrupt or manipulative intent [3, Art.221].

2.4. Aggravating circumstances and causes of non-punishment. The new regulation 
introduced by Law No.217/2023 is not limited to a clearer definition of the crime of sexual 
assault on minors, but also includes a series of aggravating circumstances that reflect an 
increased degree of social danger when the acts are committed under certain conditions 
of increased vulnerability of the victim or abuse of power by the aggressor. In parallel, the 
legislator also introduced a clause of non-punishment in order to avoid criminalizing sit-
uations of consensual relationships between minors or between young people of similar 
ages.

Aggravating circumstances. According to the new provisions, in the case of the crime 
of sexual assault committed against a minor, the special limits of the punishment are in-
creased when the following aggravating circumstances are met:

– The perpetrator is a family member of the minor or lives with him/her. In such 
cases, the act acquires a deeply abusive character, by violating a relationship of trust and 
authority, which justifies a more severe sanction. This situation reflects a double vulnera-
bility of the victim: as a minor and as a person emotionally, materially or legally dependent 
on the aggressor;

– The minor is in the care, education, protection, guard or treatment of the perpe-
trator. This refers to situations in which the perpetrator has a position of formal authority 
over the child (e.g. teacher, psychologist, doctor, social worker, coach, educator, etc.). 
These cases involve an abuse of trust and an unbalanced power relationship that affects 
the minor’s real freedom to oppose the act;

– The act resulted in bodily harm, a mental disorder or endangered the minor’s life. 
In these situations, the consequence produced has a serious traumatic character and ob-
jectively justifies the aggravation of criminal liability.

In all the cases mentioned, according to current regulations, the punishment is in-
creased by up to 3 years compared to the special maximum provided for the simple form 
of the crime. This legislative solution reflects the criminal policy of increased protection 
of the minor when his vulnerability is exploited in a family, institutional setting or by pro-
ducing particularly serious consequences.

Causes of non-punishment. In addition to strengthening the sanctioning framework, 
Law No.217/2023 also introduces a cause of non-punishment to avoid the indiscriminate 
application of the criminal norm in situations where there is no real relationship of ex-
ploitation or abuse. Thus, the act committed by a person who has not reached the age of 
21 does not constitute a crime, if:

− The age difference between the perpetrator and the victim does not exceed 5 
years;

− The sexual intercourse was not accompanied by coercion, abuse of authority, ma-
nipulation or other forms of pressure [3, Art.219].

This regulation aims to protect emotional and sexual relationships between adoles-
cents, where they are based on mutual consent and do not involve a serious imbalance 
of power or maturity. It is an approach adopted by other European legal systems, which 
recognize that the automatic criminalization of all sexual relationships between young 
people of similar ages could lead to judicial abuses, unnecessary stigmatization and ef-
fects contrary to the best interests of the child. 
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Both the aggravating circumstances and the cause of non-punishment introduced 
in the new regulations reflect a balanced approach: on the one hand, cases of actual abuse 
are sanctioned more severely, and on the other hand, those situations in which there is 
no abusive conduct in the criminal sense are excluded from criminal liability. This fine 
differentiation between forms of sexual behavior, the relational context and the age of 
the subjects is essential for the fair and proportionate application of the criminal norm in 
relation to social reality.

3. New elements and impact on the legal system. 3.1. Extension of legal protection for 
minor victims. One of the most important dimensions of the criminal reform brought 
about by Law No.217/2023 consists in the significant expansion of legal protection for 
minor victims. This expansion does not only aim to broaden the scope of incriminated 
acts, but also to formally recognize the child’s vulnerable status in relation to sexual acts, 
regardless of their form. Until the amendments brought about in 2023, Romanian criminal 
legislation was based on a vision that allowed the relativization of the consent expressed 
by minors between 13 and 15 years of age. This perspective was abandoned in favor of a 
clear and firm solution: establishing the age of 16 as the threshold below which any sexual 
act is automatically considered abusive. In this way, minors under this threshold acquire 
objective criminal protection, not conditioned by the expression of consent or the appar-
ent capacity for discernment [2, Art.219].

By autonomously criminalizing sexual assault committed against minors [2, Art.219¹], 
the law broadens the range of punishable acts, including not only acts of penetration 
(characteristic of rape), but also other acts of a sexual nature, such as indecent touching, 
forcing the minor to witness or participate in sexual behavior, or exposure of a sexual na-
ture. As is known, there are doctrinal opinions according to which acts of sexual assault 
are absorbed only by the consummated crime of rape, and not by the attempted crime 
of rape, in which case the attempted crime of rape and the crime of sexual assault will be 
considered concurrent [13, p.99]. In another decision, the Constitutional Court held that 
the phrase “favors of a sexual nature” has the usual meaning of the terms, meaning any 
advantages with sexual content granted to the active subject of the crime provided for in 
the criminal norms [11].

This opinion is also embraced by other authors [12, p.39], the present extension 
reflecting a more nuanced understanding of sexual assault, which is no longer reduced 
to the physical criterion, but also takes into account the psychological and relational di-
mension of abuse. Thus, minors benefit from criminal protection also in cases of subtle 
or symbolic abuse, which previously often remained unsanctioned or difficult to legally 
frame [9].

Legal protection has also been strengthened by tightening the punishment regime 
applicable to acts committed against minors. The acts provided for in Art.219¹ are sanc-
tioned with imprisonment from 3 to 10 years, a punishment superior to the regime appli-
cable to the general form of sexual assault [4, Art.219].

Furthermore, if the act is committed by a person who has a relationship of author-
ity or dependence towards the minor (family member, educator, caregiver, etc.), legal 
aggravating factors are applied that can increase the special maximum sentence by up to 
3 years. These provisions recognize the increased potential for trauma and the difficulty 
of the minor to oppose in contexts of subordination, adding an additional level of legal 
protection.
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In this context, during 2023, the legislator made two significant amendments to the 
provisions of the Criminal Code, the first through Law No.217/2023 [3], and the second, 
through Law No.424/2023 [4], which amended Law No.217/2023, both coming into force 
on 1 January 2024.

The new law also introduces a reason for non-punishment in the case of an age dif-
ference of less than 5 years between the perpetrator and the victim, in order to avoid the 
automatic criminalization of intimate relationships between adolescents or young people 
of similar ages [3]. This provision offers a balanced framework of protection: it protects 
the minor against abuse, but without penalizing consensual interactions, as long as there 
is no significant imbalance of power or influence.

This fine distinction, clearly introduced for the first time in Romanian criminal law, 
reflects a more mature understanding of the social and emotional realities of adoles-
cence, but also a desire to prevent unnecessary criminal labeling of young people involved 
in consensual couple relationships.

In conclusion, the extension of legal protection for minor victims through the new 
criminal regulations translates into:

− Formal recognition of the child’s vulnerability;
− Detailed criminalization of various forms of sexual abuse;
− Severe sanctioning of abuses committed in contexts of authority;
− The application of a differentiated and proportionate approach, depending on the 

context.
All these elements contribute to the consolidation of a fairer, more efficient and 

better adapted legal system to protect the best interests of the child.
3.2.Sanctioning regime and specific aggravating factors. The reform brought by Law 

No.217/2023 not only redefines and clarifies sexual crimes committed against minors, but 
also introduces a sanctioning regime adapted to the gravity and particularities of these 
acts, with an emphasis on the relationship between the victim and the perpetrator, the 
context in which the act is committed and the consequences for the victim.

The new crime of sexual assault committed against a minor, introduced in Art.219¹ of 
the Criminal Code, is sanctioned with a custodial sentence of between 3 and 10 years, as 
well as with the prohibition of the exercise of certain rights (e.g. the right to hold teaching 
positions, to work with children, etc.) [4]. This sanctioning framework reflects an aggra-
vation compared to the general form of the crime of sexual assault, where the sentences 
range from 2 to 7 years, in the simple form [2, Art.219].

The differentiation of the punishment regime depending on the age of the victim 
underlines the legislator’s intention to offer extended and priority criminal protection 
to minors, treated as a vulnerable category, regardless of their apparently voluntary or 
consensual behavior.

For the acts provided for in Art.219¹, the legislator provides for express aggravating 
circumstances, which determine the increase of the special maximum of the sentence by 
up to 3 years. These are:

a) Family or cohabitation relationship. If the act is committed by a family member 
of the victim or by a person who cohabits with the minor, it is considered that a funda-
mental relationship of trust is violated. Intra-family abuse is recognized as having a more 
severe psychological and emotional impact on the victim, often accompanied by feelings 
of shame, fear, confused loyalty and prolonged silence, which prevent the identification 
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and reporting of the abuse.
b) Position of authority over the minor. A further aggravation occurs when the per-

petrator has responsibilities for the care, education, protection, custody or treatment of 
the minor. This category covers people such as teachers, sports coaches, psychologists, 
doctors, maternal assistants or other professionals who, by the nature of their function, 
exercise legitimate authority over the child. Abuse of this position denotes a serious be-
trayal of public and personal trust, which is why the law intervenes with a harsher sanc-
tioning regime.

c) Producing serious consequences for the victim. The act is also aggravated if it caus-
es bodily harm, serious mental disorder or endangers the life of the minor. In this case, 
not only the nature of the act, but also its concrete result justifies an additional penalty, 
as it reflects an increased intensity of the attack on the physical and mental integrity of 
the child. These consequences may result from the violence of the act itself, but also from 
post-event psychological trauma (e.g. anxiety disorders, depression, dissociation, suicidal 
risk).

In addition to the main prison sentence, courts may apply complementary meas-
ures such as prohibiting the exercise of certain rights – for example, the right to carry 
out activities that involve direct contact with minors, to hold public office or to approach 
educational or childcare institutions. These prohibitions contribute to the prevention of 
recidivism and to the protection of environments frequented by minors, being in line with 
the case law of the European Court of Human Rights on the protection of the child’s right 
to private life [11].

Overall, the sanctioning regime of the new crime provided for in Art.219¹ CC reflects 
a firm criminal policy, oriented towards the real and efficient protection of minors. The 
severity of the punishment is adapted to the context and the relationship between the 
perpetrator and the victim, while the aggravating factors provided for by the law corre-
spond to the most frequent risk situations identified in judicial and psychological practice.

This new legal approach creates a more coherent criminal framework, capable of 
providing a proportionate and differentiated response to the complexity of situations of 
sexual abuse of children.

3.3.Causes of non-punishment –   analysis of the age difference exception. Within the 
new regulation introduced by Law No.217/2023, the legislator considered not only the 
tightening of criminal liability in cases of sexual assault on minors, but also ensuring the 
proportionality and individualization of the criminal sanction depending on the nature of 
the relationship between the victim and the perpetrator. In this regard, a non-punish-
ment clause was introduced that covers situations in which the age difference between 
the perpetrator and the minor is relatively small, and the act does not involve coercion, 
manipulation or abuse of authority.

According to the new provisions, an act committed by a person who has not reached 
the age of 21 does not constitute a crime, if:

− The victim is at least 13 years old;
− The age difference between the perpetrator and the victim does not exceed 5 

years;
− The act was not committed through coercion, abuse of authority, deception or 

other forms of pressure or manipulation.
This provision applies exclusively to the crime of sexual assault committed against 
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a minor and aims to avoid excessive penalization of consensual relationships between 
young people, especially during adolescence. This exception starts from the recognition 
of the fact that, in certain situations, sexual relations between young people of similar 
ages can exist with mutual consent, in a context of emotional, affective and psychological 
equality [15]. The automatic criminalization of these relationships would be equivalent to 
a disproportionate intervention of criminal law in private life, without sufficient justifica-
tion in the absence of a real danger to the minor.

From a criminal policy perspective, a clear demarcation is sought between situa-
tions of abuse and those in which the age difference does not create a major imbalance of 
authority or maturity between the parties. The exception reflects an approach adopted in 
other European legal systems, known as the “Romeo and Juliet laws”, intended to protect 
adolescents from unnecessary criminal labeling, which can have disproportionate social 
and legal consequences.

The exercise of this cause of non-punishment is strictly conditional. In the cumu-
lative absence of all the requirements, the act remains criminalized. In doctrine, some 
authors have stated that “it is not necessary for the commission of the crime that the 
meeting has taken place or has at least been accepted by the minor. If in the same circum-
stance, following the proposal made by the adult, the sexual act or act of a sexual nature 
took place, only the crime of rape of a minor or sexual assault of a minor will be retained, 
the previously made proposal being naturally absorbed by these” [15, p.234]. Thus:

− The minor must be at least 13 years old, an age considered the minimum for ex-
pressing relatively significant consent (but not recognized in other situations);

− The perpetrator must not be 21 years old, establishing a reasonable threshold be-
tween adolescence and full criminal maturity;

− The age difference must be no more than 5 years, on the idea that a greater gap 
would already imply an imbalance of influence;

− The act must not involve any element of coercion, manipulation, abuse of trust or 
position of authority, essential criteria in delimiting criminal acts from those tolerated by 
law [14, p.212].

This exception does not apply, therefore, in situations in which the perpetrator is a 
teacher, tutor, coach, doctor or has another institutional or personal position that gives 
him authority over the minor – even if the age difference is small.

From a practical point of view, this provision requires a detailed analysis of the re-
lational context, which is the responsibility of the court. It will be necessary to carefully 
examine the dynamics between the perpetrator and the victim: the nature of the relation-
ship, the way in which the contact was initiated, whether there was pressure, emotional 
manipulation or psychological dependence. In the absence of clear evidence of abuse, the 
court may decide to apply the cause of non-punishment.

At the same time, a challenge can be anticipated in the uniformity of judicial prac-
tice, in particular in the interpretation of the criterion of “lack of coercion or manipula-
tion”, which may vary depending on the perception of the judge, the evidentiary context 
and the psychological expertise presented.

Far from being a breach in the system of protecting the interests of the child, this 
cause of non-punishment has a balancing value. It prevents the use of criminal law as an 
instrument of absolute moral control and contributes to the individualization of criminal 
liability, in accordance with the principles of proportionality and sanctioning humanism. 
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Thus, the law recognizes that not all sexual contact between minors or young people is 
abusive by definition, but only to the extent that it reflects a relationship of force, influ-
ence or subordination.

The age difference exception introduced by Law No.217/2023 constitutes a neces-
sary legislative instrument to ensure a fair demarcation between the protection of real 
victims and the avoidance of excessive criminalization of consensual relationships be-
tween adolescents. However, its correct application requires a nuanced judicial practice, 
based on concrete assessments of each situation and on interdisciplinary expertise (legal, 
psychological, social).

3.4. Possible problems of interpretation and application in practice. Although Law 
No.217/2023 represents an important step towards strengthening the protection of mi-
nors against sexual assault, its practical implementation raises a number of interpretative 
and application challenges, which could generate difficulties for judicial bodies. These 
problems relate both to the abstract nature of newly introduced legal concepts and to the 
realities on the ground – such as the lack of specialized expertise, evidentiary difficulties 
and the risk of non-uniform jurisprudence.

One of the most sensitive issues concerns the assessment of the context in which 
a minor under 16 years of age would have apparently expressed consent. Though, the 
law establishes that acts committed against minors under this threshold are, in principle, 
criminalized regardless of consent, in practice, the defense may invoke the absence of 
coercion or the “voluntary” nature of the act. Thus, a potential space for relativization is 
created, especially in cases where the minor’s behavior is presented as active, cooperative 
or even initiatory.

This situation may lead to differences of interpretation regarding the applicability 
of Art.219¹ in relation to other norms or even to errors in establishing the existence of the 
criminal act. In practice, one of the recurring challenges will be the delimitation between 
the crime of rape (Art. 218 CC), sexual assault (Art. 219 CC) and sexual assault on a minor 
(Art. 219¹ CC). Although the new regulations aim to clarify this aspect, conceptual overlaps 
persist, especially when acts of a sexual nature are carried out under ambiguous condi-
tions: emotional pressure, deception, passive coercion, etc.

Thus, judicial practice will have to develop clear criteria for distinguishing between 
the qualified form of rape and that of sexual assault, as well as between ordinary sexual 
assault and that committed on a minor. In the absence of official guidelines or consolidat-
ed case law, there is a risk of inconsistent legal classification, with direct effects on the 
classification of punishment.

Another sensitive area of   practical application is the use of the cause of non-pun-
ishment in the case of small age differences between the perpetrator and the victim. This 
requires a complex analysis of the context of the relationship, to determine whether there 
was any form of influence, manipulation or psychological pressure – notions that are dif-
ficult to define and prove in the absence of a clear methodological framework.

Courts will have to rely frequently on psychological and social expertise, which im-
plies more intense interprofessional collaboration, but also the risk of contradictory con-
clusions in the absence of a unitary judicial practice.

In cases involving sexual assault on minors, the evidence is often fragile and de-
pendent on the victim’s statements, which may be inconsistent due to age, fear, confusion 
or trauma. In the absence of direct evidence (e.g. biological traces, eyewitnesses), courts 
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must assess the subjective credibility of the child, which entails major risks of both mis-
carriage of justice and revictimization.

There is also a risk that, in certain cases, the authorities may be reluctant to order 
preventive measures or to prosecute, due to the complexity of the files or the high evi-
dentiary burden, which could lead to de facto impunity.

The new regulations require or adapt the legal culture and the interpretation tools 
used by magistrates, police officers, prosecutors and lawyers. In the absence of interdis-
ciplinary training focused on child psychology, the dynamics of abuse, communication 
with minor victims and new criminal concepts, there is a risk of faulty application of the 
norm or formalistic approaches, incompatible with the goal of real child protection.

Despite the clarifications brought by Law No.217/2023, significant problems of in-
terpretation and application remain, which may affect the efficiency of the new crim-
inalization. For the reform to produce real effects, not only a unitary jurisprudence is 
necessary, but also an institutional and professional adaptation of those who apply the 
law, through continuous training, interprofessional cooperation and the development of 
judicial practices focused on the best interests of the child.

4. Comparative analysis with other legal systems. In order to understand in depth the 
modernizing and European trend aligned nature of the new Romanian regulation, a com-
parative analysis of the legislative solutions adopted in other legal systems is essential. 
This reveals common points, differences in approach and the place occupied by Roma-
nia in relation to European standards on the protection of minors against sexual crimes. 
“When an adult uses force or threats to force a child to engage in sexual activities, it is 
quite clear that that child has not consented to those activities. Confusion arises when the 
adult and the child engage in sexual activities in which no coercive behavior is evident or 
appears to be present” [17, p.456]. It is noted in international doctrine that “the absence 
of violence or coercion is frequently interpreted in the discourses of abusers or their de-
fenders as consent on the part of the child” [17, p.458].

4.1. Age of sexual consent in comparative law. Establishing a minimum age of sexual 
consent is a fundamental legal instrument in the protection of minors. In most European 
countries, it varies between 14 and 16 years, and in some cases exceptions are provided 
for relationships between people of similar ages.

In France, following the 2021 reform, the age of consent was set at 15 years with an 
impunity clause if the age difference between the partners is less than 5 years and there 
is no coercion or violence.

In Germany, the general age of consent is 14 years, but sexual acts with a minor be-
tween 14 and 15 years are criminalized if the perpetrator is over 21 years old and exploits 
the victim’s immaturity.

In Italy, the minimum age is 14 years, but this increases to 16 years if the perpetrator 
has a position of authority over the victim (e.g. teacher, tutor).

In Spain, since 2015 the age of consent is 16, without an automatic exception, but 
with jurisprudential interpretations favorable to relationships between adolescents.

Nordic countries (Sweden, Denmark, Norway). The age of consent varies between 15 
and 16 years, and the legislation is usually stricter regarding age differences and authority 
relationships.

Therefore, the Romanian regulation that sets the age of consent at 16 and introduc-
es an exception of non-punishment for age differences of less than 5 years aligns with the 
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French and Spanish models, avoiding both insufficient protection and excessive penali-
zation.

4.2. Distinct criminalization of sexual acts against minors. Many European countries, 
like Romania (through Art. 219¹ CC), provide for separate criminalizations for acts of a 
sexual nature committed against minors, regardless of whether they are accompanied by 
violence or not.

France and Belgium use the notion of “atteinte sexuelle sur mineur” (sexual assault 
on a minor), distinct from rape, applicable to acts that involve touching, obscene gestures 
or acts with a sexual connotation, without legal consent.

The Netherlands separately criminalizes sexual abuse of a minor, with a wide range 
of acts that vary from acts of contact to acts without contact (e.g. child pornography, so-
licitation of sexual images).

The United Kingdom provides in the Sexual Offences Act 2003 several offenses 
graded according to the age of the victim, the nature of the act and the position of the 
perpetrator (e.g. sexual activity with a child, causing a child to watch a sexual act, abuse 
of position of trust).

Romania aligns itself with these trends by introducing Art.219¹, which covers not 
only “classic” sexual acts, but also those that do not involve penetration but affect the sex-
ual integrity of the minor. This diversification of the forms of criminalization is essential 
to reflect the complexity and subtlety of modern forms of abuse.

4.3. Aggravating circumstances in comparative law. Most European systems treat 
relationships of authority, dependence and trust as aggravating factors. For example:

– In Italy acts committed by persons in positions of responsibility towards a minor 
are classified as aggravated with increased penalties and additional prohibitions.

– In Germany aggravating circumstances apply if the perpetrator is an educator, 
doctor, priest or other type of professional who holds a position of influence.

– The United Kingdom includes specific crimes for abuse of position of trust, even 
when the act is apparently consensual.

– The Romanian regulation reflects this trend through the aggravating circumstanc-
es expressly provided for in Art.219¹ para.(3) CC, applicable to family members, persons 
who live with the minor or are responsible for his education and supervision.

4.4. Complementary measures and prevention in comparative law. In Western states, 
legal protection is not limited to criminal punishment, but extends to complementary and 
administrative measures:

In France, prohibitions on exercising professions involving contact with minors ap-
ply, as well as the obligation to register in special sex offender registers. Following the 
adoption of Law No.478/2021, the material element of the crime of rape was clarified, 
specifying that these can also extend to other acts of a sexual nature [16].

In Germany and the Netherlands, convicts may be required to undergo psychologi-
cal treatment or post-penal monitoring.

In the United Kingdom, Sexual Harm Prevention Orders (SHPO) are applied, which 
can impose individualized restrictions (travel, contact, internet, etc.) [25].

Romania, although it provides for the prohibition of certain rights as a complemen-
tary punishment, does not yet have a coherent framework for post-conviction supervision 
or for the prevention of recidivism in the case of sexual offenders, which may be a point 
for future legislative development [23]. The comparative analysis shows that Romania 
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aligns, through Law No.217/2023, with a modern European model of criminal protection 
of minors, characterized by:

− Establishing a high age of consent (16 years);
− Distinct criminalization of sexual acts on minors;
− Recognition of aggravating circumstances related to authority and dependence;
− Introduction of a cause of non-punishment in cases of approaching age [3].
However, compared to other states, Romanian regulation can still be completed, es-

pecially with regard to post-penal measures, the supervision regime and the continuous 
training of legal and psychosocial personnel involved in such cases [24].

Conclusions and proposals for “law ferenda”. The adoption of Law No.217/2023 
and the introduction of Article 219¹ in the Criminal Code, mark significant progress in the 
protection of minors against sexual crimes. The reform brought about not only improves 
the clarity of legal norms and the coherence of criminalizations, but also aligns Romanian 
criminal legislation with international and European standards, strengthening the con-
cept of child protection as a fundamental social value.

Among the most important contributions of the new regulation are:
− Establishing a single and absolute age of sexual consent at 16 years of age, which 

offers uniform and predictable criminal protection.
− Distinct criminalization of sexual assault on a minor, as an autonomous crime, 

adapted to current social and psychological realities.
− Recognition of authority, care and family relationships as express aggravating fac-

tors, with a role in individualizing the punishment.
− Introducing a cause of non-punishment in cases where the age difference is small 

and there is no abuse, which reflects a balanced vision between protection and propor-
tionality [22].

Nevertheless, the effective application of the new rules depends on the capacity of 
the judicial system to coherently interpret and correctly use the legislative instruments, 
in an interdisciplinary context and empathetic to the specificities of minor victims.

Proposals for “law ferenda”. In order to complete and strengthen the current legal 
framework, several directions for future reflection and legislative intervention are re-
quired:

a) Establishing post-criminal supervision mechanisms for sexual offenders. In line 
with European good practices, Romania should introduce measures such as:

− Special registries for sexual offenders;
− Personalized bans (professional, geographical, digital);
− Active post-conviction supervision measures.
These instruments would contribute to the prevention of recidivism and the effec-

tive protection of vulnerable communities.
b) Clarifying through official guidelines the limits of application between Art.218, 219 

and 219¹ Criminal Code. It is necessary to issue official guidelines (for example, from the 
High Court of Cassation and Justice or the Public Ministry) that provide clear criteria for 
delimiting between rape, sexual assault and sexual assault on a minor. These would en-
sure uniformity of practice and reduce uncertainties in law enforcement.

c) Explicit introduction of “non-contact” offences (e.g. grooming, sexting, solicitation 
of indecent material). Although partially covered by the legislation on child pornography, 
certain behaviors such as “grooming” (gaining the trust of a minor for sexual purposes) or 
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requesting images of a sexual nature are not regulated clearly enough. A modernization of 
the Criminal Code is necessary in line with the current digital environment.

d) Continuous specialized training of magistrates and criminal investigation bodies. 
The correct application of the new provisions requires the development of professional 
skills in areas such as child psychology, trauma, empathetic communication and behavio-
ral analysis. Training should be mandatory and adapted to real needs in practice.

e) Strengthening assistance mechanisms for minor victims. In parallel with the crim-
inal norms, there is a need to create specialized centers for counseling, protection and 
rehabilitation of minor victims of sexual abuse, as well as to simplify judicial procedures 
to avoid re-traumatization.

The criminal reform carried out by Law No.217/2023 is a necessary and welcome 
step in the process of modernization of the criminal justice system in Romania. Howev-
er, the effectiveness of this reform depends, crucially, on the capacity of institutions to 
implement it with responsibility, competence and sensitivity to the best interests of the 
child. Only in this way can the law become a real instrument of protection, not just a for-
mal symbol of the legislator’s will.
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Summary
The article analyzes the main criminological schools – classical, positivist, and postmodern – emphasiz-

ing the core ideas promoted within them. It argues for the development of an integrated criminological school, 
capable of systematically and creatively incorporating the strengths of existing theories. Such an approach 
would contribute to enhancing the effectiveness of criminal policy in the field of crime prevention and control.
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SECTION I.  CRIMINAL SCIENCES
S E C Ţ I U N E A  I .  Ş T I I N Ţ E  P E N A L E

Introduction. Criminology emerged as a distinct science following its separation 
from criminal law, through the delimitation of its own research object – crime and the 
mechanisms that generate it. In this process, the ideas and theories developed within 
criminological schools have fundamentally contributed to the development of a more hu-
mane and rational criminal policy, offering theoretical foundations for the prevention and 
control of crime. Currently, the idea of an integrated criminological school, which com-
bines contributions from these currents, is gaining increasing recognition in the interna-
tional scientific community. This orientation aims at a theoretical and practical synthesis 
of the most relevant concepts in the history of criminology, oriented toward a holistic and 
effective understanding of the criminal phenomenon.

Discussions and results obtained. 1. The Classical School of Criminology. The clas-
sical school of criminology directly derives from the ideology of Enlightenment currents 
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that prevailed during the transition from feudalism to capitalism (17th-18th centuries). This 
era anticipated and later accompanied the reorganization of state, social, and spiritual life 
that took place after the bourgeois-democratic revolution in Europe. During this period, 
science distanced itself from the predominant theological interpretation of crime as a 
result of supernatural forces, seeking instead to offer rational theoretical explanations for 
the motives and concrete causes that drive individuals to commit crimes. At this stage, 
offenders began to be treated more humanely in the application of criminal punishments 
by state authorities.

The Enlightenment, represented by thinkers such as Voltaire, Montesquieu, Rous-
seau, Diderot, Kant, and Ferguson, played a decisive role in the emergence of this school. 
Under their influence, important works appeared in the second half of the 18th century 
that would have a significant impact on the evolution of criminal sciences. Particularly 
notable are Cesare Beccaria’s (1738–1794) monograph “On crimes and punishments” (1764), 
and the writings of English scholar Jeremy Bentham (1748-1832).

Considered a true monument of legal philosophy, Beccaria’s work anticipated the 
achievements of modern criminal law, placing humanism and reason at the forefront. He 
advocated for standing up against violence and the inquisitorial system, and emphasized 
the importance of crime prevention [1, p.XVII]. In fact, Beccaria’s ideas revolutionized le-
gal thinking and opened new horizons in the study of crime and criminal justice.

With regard to the death penalty, Beccaria believed its application was irrational, 
as it served as a demonstration of cruelty. Therefore, he proposed replacing capital pun-
ishment with life imprisonment, a sanction he viewed as both more humane and more 
effective [8, pp.172–175]. He also asserted that punishment should correspond not only to 
the committed act, but also to the personality of the offender, recognizing that the latter 
may be influenced by external factors – environmental, physical, and social. Punishment 
should take into account the individual characteristics of the offender.

Beccaria must be considered one of the most renowned promoters of criminological 
ideas of that era, and the classical school of criminal law should be seen as a criminologi-
cal school in itself. In one section of “On crimes and punishments”, he addressed in detail 
the causes of various categories of crimes and aspects related to their prevention [9, p.16], 
elements that form the object of modern criminological research. For instance, in the 
paragraph concerning theft, Beccaria states that economic conditions play a decisive role 
in its genesis, highlighting that theft results from misery and despair, committed by that 
unfortunate part of the population for whom property rights have left only the bare min-
imum for existence. He famously stated “…it is better to prevent crimes than to punish 
them. This is the main goal of every good law…” [8, p.146]. In terms of crime prevention, 
Beccaria proposed several measures which remain relevant today: street lighting at night, 
neighborhood watch patrols, combating social parasitism, drafting simple and clear laws 
accessible to all citizens, and improving the educational process for offenders.

A contemporary of Beccaria, English scholar Jeremy Bentham authored a series of 
works in criminal law and penology that include numerous criminological ideas (e.g., the 
theory of legislation, the limits of defined jurisprudence, the rationale of punishment). 
Bentham advocated for humanizing the penal system and reforming the penal enforce-
ment process. He believed that one of the main causes of criminality was the imperfection 
of laws and was convinced that legislation could regulate human behavior to ensure hap-
piness. In his view, every individual, aiming to gain maximum pleasure and suffer minimal 
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consequences, weighs the positive and negative outcomes anticipated by law. Depending 
on whether a crime brings more benefit or harm, the individual decides whether it is 
worthwhile to commit it. Hence, the law must provide a punishment that makes crime 
unprofitable and ensures the harm caused by punishment outweighs the benefit gained 
through the offense [3, p.47].

In the classical school of criminology, criminal policy is understood as the rational 
use of punishment. Punishment is the central force around which the reflections of C. 
Beccaria, J. Howard, and J. Bentham revolve in their famous works. Franz von Liszt, refer-
ring to criminal policy (in a narrow sense), described it as a systematic collection of basic 
principles according to which the state should fight crime through punishment and relat-
ed institutions [10, p.7]. Therefore, the theses and ideas promoted within this school were 
revolutionary for their time, and their relevance and validity persist to this day.

2. The Positivist School of Criminology. The positivist school of criminology emerged 
in response to two key developments in European society during the second half of the 
19th century: the rising awareness of increased criminality and the rapid progress of the 
natural and social sciences. In disciplines studying human beings, methods borrowed 
from the exact sciences were introduced, leading to the birth of anthropology, sociology, 
and statistics.

In contrast to the abstract science of the classical era, positivist criminology relied 
heavily on statistical data and other factual information about committed crimes. It also 
placed great emphasis on research based on experiments, through which empirical data 
on certain phenomena could be obtained.

Although this school includes many prominent figures – such as Cesare Lombro-
so, Enrico Ferri, and Raffaele Garofalo – each contributed original ideas to the study of 
criminal behavior, with visible differences among their viewpoints. The term “positiv-
ist” highlights their shared commitment to a common philosophical and methodological 
orientation: avoiding speculative, deductive reasoning and embracing empirical research 
grounded in observable and verifiable facts.

Primarily influenced by experimental studies of offenders, the Italian positivist 
school sought to overcome the limitations of the classical school by shifting focus from 
the legal notion of crime to the study of the offender and the causes of criminality.

Thus, positivist criminology evolved mainly along two directions: biological and so-
ciological. Although these two currents initially had divergent views, over time their per-
spectives partially converged, eventually giving rise to psychological theories in criminol-
ogy that integrated both approaches.

The positivist school is characterized by empiricism and determinism. Abandoning 
scholastic approaches and asserting the primacy of empirical facts (evidence), it shifted 
from the classical concept of free will to one of causality in criminal behavior. While posi-
tivist philosophy includes many ideas, the most influential for criminology are: evolution-
ism, materialism, and pragmatism.

Starting in the positivist era, the idea that objective laws govern society – and that 
understanding these laws scientifically has practical relevance – gained significant trac-
tion. This knowledge is grounded in the principle of common sense: people will do less 
harm if they do not stray too far from this principle. The positivist approach promotes the 
principle of sound reason because it supports objectivity (subordinating thought to reali-
ty, not vice versa), reality itself (since the object of study is always an observable fact, not a 
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product of imagination or abstraction), verifiability (as all positivist claims are fact-based 
and can be empirically tested), precision and coherence (the philosophy does not oppose 
real life), and utility (the positive method can be practically applied) [7].

The founders of the positivist school complemented one another, although their 
ideas did not merge completely. Each retained a distinct personality and approached the 
problem of crime and the criminal in a unique way. Despite this, they unanimously sup-
ported the thesis that crime primarily originates in the human organism, with an inherent 
organic predisposition serving as the root cause of criminal behavior.

The positivist school of criminology significantly influenced criminal policy theory 
by incorporating non-punitive measures into its framework. Greater attention was de-
voted to crime prevention, including the development of targeted social programs aimed 
at reducing poverty, racial inequality, and other related issues.

3. The Postmodern School of Criminology. While the positivists opposed traditional 
society and promoted a modernist project that replaced traditional values (particularly 
faith) with reason – yet still based their views on objective laws of social existence – the 
postmodernists go further by rejecting the very objectivity of such laws.

The central idea of the postmodern criminological school is the shift of focus from the 
objective content of criminality to its external aspect, perceived as a product of legal and 
penal construction. As a result, a paradoxical conclusion is drawn: the source of criminality 
is not socially dangerous activity, but criminal law itself. Following this logic, the most effec-
tive way to reduce crime would be to restrict the scope of criminal law regulation. Abolish 
criminal legislation, and crime would be “eliminated” instantly [4, pp.157–164].

The postmodernist interpretation of the nullum crimen sine lege principle expresses 
the idea of a conventional agreement on what is considered criminal. Thus, the ontologi-
cal essence of crime is denied in favor of a relativistic understanding of its content. Given 
that criminal justice bodies participate in identifying criminal activity, crimes they fail to 
expose receive tacit approval and become part of a de facto legal practice. The absence of 
a legal response becomes a pathway to the legalization of criminal activity. The legal na-
ture of criminology is thus rejected, and it is relegated to a sociological science, or more 
narrowly, a sociology of crime. At the same time, the possibility of understanding the laws 
of human existence is questioned; the concepts of truth and justice are abolished, and the 
entire universal legal experience of regulating social relations is dismantled.

These ideas appear destructive and ultimately discredit criminology as a field of 
cumulative knowledge. By failing to accumulate knowledge and disregarding the experi-
ence of past criminological research and earlier generations of criminologists, the science 
degrades into a field of perpetual discourse, where no one is right and everyone is right 
at the same time.

Postmodernism contains the potential to transform into its apparent opposite – to-
talitarianism. Human independence and individual atomization are merely illusory. In re-
ality, the individual is caught in a web of role prescriptions whose nature and content are 
constantly changing. At the same time, blame for all the misfortunes that befall a person 
(such as job loss, illness, or unexpected circumstances) is attributed solely to the individ-
ual. This division – some enjoying benefits without responsibility, others bearing respon-
sibility without benefit – is one of the practical outcomes of postmodernist thinking.

The postmodernist school of criminology lacks a criminal policy paradigm, as post-
modernist methodology focuses on deconstruction and destruction, rather than con-
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struction. Nevertheless, the creative potential of some postmodernist ideas cannot be 
denied. These ideas hold specific (technological) value, aiding the understanding of cer-
tain aspects of criminological reality and helping improve particular aspects of criminal 
policy, especially penal enforcement procedures.

4. The Integrated School of Criminology. Today, the idea of an integrated criminologi-
cal school has gained widespread recognition. It is based on an interdisciplinary approach 
to the issues studied by criminological science. One of its core principles is the selective 
adoption of valuable ideas from earlier criminological schools, with emphasis placed on 
the following dimensions:

1) Assimilation of the positive core ideas from all previous criminological schools. For 
instance, in the classical school, the positive ideas include belief in free will, utilitarian-
ism, trust in progress, the affirmation of human rights, and the rationalization of crimi-
nal policy. In the positivist school, the key contributions are the recognition of objective 
social laws, social evolution, and the practical significance of understanding these laws 
scientifically. As for the modern criminological school, its claims may not reach the level 
of a full-fledged methodology, but they are acceptable as working hypotheses in empir-
ical research. These helps identify specific causal patterns, although they lack universal 
theoretical relevance.

2) Creation of a universal methodology for scientific knowledge, which represents the 
logical culmination of comparative criminology and one of its highest achievements. In-
deed, it is necessary to accumulate global experience from criminological research and 
articulate it into a set of imperatives. As rightly observed by G. Howard, G. Newman, and 
W. Pridemore, the world is becoming increasingly interconnected under the pressures 
of globalization, and theories of crime and criminal justice are taking on a more trans-
national character in response to contemporary challenges [5]. There is no doubt that 
comparative criminology’s appropriate response to these challenges should aim toward 
universality. The foundation of this methodology is rooted in dialectical thinking and a 
systemic approach.

3) Adoption of positive historical experience in the field of crime prevention and con-
trol. This includes principles such as reducing social conflicts, strengthening the collec-
tive moral climate, and improving social relationships. At the core of these ideas is the 
concept of justice, recognized as a fundamental value in institutional organization. Phi-
losopher John Rawls correctly emphasizes in his seminal work that “...justice is the first 
virtue of social institutions, as truth is of systems of thought” [6, p.15].

4) Interdisciplinary study of social deviance, achieved by incorporating relevant find-
ings from related fields such as sociology, psychology, law, and anthropology. This ap-
proach enables a deeper and more nuanced understanding of deviant behavior and the 
factors that generate criminality.

5) Implementation of a constructive criminal policy, which should focus on the fol-
lowing directions:

Social justice as the ideological foundation, in contrast to antisocial policies that 
favor elite interests;

Constitutional and legal legitimacy, which provides stability and authority to crimi-
nal policy decisions;

Institutionalization of criminological expertise in the legislative process, as a mech-
anism for preventing unintended consequences of legal acts;



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică485
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

Continuous criminological and legal monitoring, necessary for adapting policies to 
social realities;

Prioritization of victim protection, over excessive protection of offenders;
Stability as an essential feature, since an optimized criminal policy cannot be achieved 

amid constant reform.
Conclusions. From the Enlightenment rationalism of the classical school, through 

the determinism of positivism, and up to the explanatory pluralism of modern and post-
modern criminology, the ideas promoted within these schools have essentially contrib-
uted to the humanization and rationalization of criminal policy. They have influenced the 
transformation of punishment from an act of repression into a tool of prevention, educa-
tion, and social reintegration, adapted to the complexity of criminal reality.

At the current stage, the orientation toward an integrative analysis – encompassing 
sociological, psychological, and cultural perspectives – confirms the maturity of crimi-
nological science and its relevance in shaping effective policies for the prevention and 
control of crime. 

Thus, the convergence of classical, positivist, and modern theories under the frame-
work of an integrated criminology offers a solid conceptual foundation for comprehen-
sively understanding criminal behavior and for intervening in its multiple causes.
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Summary
The phenomenon of terrorism is analysed in the specific context of Romania and the Republic of Moldo-

va, and bilateral legislation, prevention and cooperation to combat this threat should be increasingly addressed. 
The article presents a detailed comparative analysis of the provisions of the Criminal Codes of the two coun-
tries and Law No.535/2004 in Romania, the case study of the cyber-attack on Ukraine and Europol’s operation 
in 2020, the SWOT analysis between the two countries and a descriptive analysis. Both countries have har-
monized their domestic legal systems in line with international standards, severely sanctioning the organiza-
tion, financing and perpetration of terrorist acts. However, there are also significant differences. Romania has 
superior resources and technology, with sophisticated experience in deradicalization and preventive education 
programmes, while the Republic of Moldova relies on limited resources and faces specific vulnerabilities in the 
Transnistrian area, as well as trafficking in arms and people. Bilateral cooperation is also strongly supported 
by the European Union, through missions such as EUBAM Moldova, as well as joint anti-terrorist exercises 
which significantly enhance regional security. Decisive cooperation, the development of a common technologi-
cal infrastructure and educational programs for integration and prevention are essential for the most effective 
control of terrorism. These will help the two countries to manage terrorist risks more effectively and integrate 
international security and justice mechanisms more efficiently.

Keywords: terrorism, prevention, international standards, cooperation, public authorities, anti-terror-
ist measures.

Introduction. One of the most dangerous challenges to global security is terrorism, 
and criminal operations of this type target both the political and economic, as well as the 
social spheres. As far as Europe is concerned, these crimes have specific characteristics 
in Romania and the Republic of Moldova. The two countries face similar problems due to 
their geography and interstate cyclical context. This paper addresses the legislation as 
well the prevention system and partnerships in the fight against terrorism in the bilateral 
context.

Methods and materials applied. The comparative legislative analysis of the provi-
sions of the Romanian Criminal Code [1, Art.32-35] and the Criminal Code of the Republic 
of Moldova [5, Art.278-280], the case study method, through the concrete example of 
the cyber-attack in Ukraine and cooperation with Europol to illustrate the application 
of legislation in real situations and the descriptive analysis, which involves detailing the 
components of the offense (subject, object, objective side, subjective side, form of guilt) 
were used. We also used the qualitative comparative analysis, by identifying similarities 
and differences between the approaches of Romania and the Republic of Moldova in the 
field of counter-terrorism and the SWOT analysis method, by highlighting strengths (bi-
lateral cooperation), weaknesses (limited resources of the Republic of Moldova), oppor-
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tunities (international support, regional integration) and threats (Transnistrian area, arms 
trafficking).

As applied materials, we used legislation and official documents: the Criminal Code 
of Romania [1, Art.32-35], the Criminal Code of the Republic of Moldova [5, Art.278-280], 
Law 535/2004 of Romania on combating terrorism [2], EU Directive 2017/541 on combat-
ing terrorism and the EU-Moldova Association Agreement [3]. Reports and institutional 
sources on the EUBAM Mission, data and reports on Moldovan-Romanian cooperation 
within the Eastern Partnership were also taken into account.

Specialized studies and analyses, such as the analysis of security vulnerabilities in 
the Transnistrian area and official reports on cyber-attacks in the Eastern European re-
gion (e.g. Ukraine), as well as articles and official news on terrorist attacks or relevant 
international cooperation (AGERPRES, Europol, etc.) completed the range of materials 
used.

Discussion and results obtained. 1. Analysis of offenses under the Romanian Crimi-
nal Code (Art.32-35) and Law 535/2004 on preventing and combating terrorism. Offenses 
related to acts of violence, intimidation of the population and coercion of the authorities 
are regulated by the Romanian Criminal Code, Articles 32-35. The ultimate purpose of 
committing these crimes is to generate fear, disturb the social fabric or manipulate the 
decisions of public authorities, involving the use of physical or psychological violence, 
with the aim of creating a generalized internal state of terror. The active subject of this 
crime is any person of sound mind over the age of 14 years, including groups or organiza-
tions, as well as persons who finance or plan such acts.

Victims can be the general public, public institutions, authorities or individuals. First 
and foremost, the rule of law protects public order and national security – in this context, 
the life and physical integrity of citizens – and material assets such as infrastructure or 
public buildings. From an objective point of view, the crime includes direct attacks on 
the personal integrity and life of individuals, detonation of explosive devices, any type of 
attack with weapons, false information or fake news aimed at creating panic, disruption 
of important public or private infrastructure. These measures have the immediate aim of 
creating a state of uncertainty and threat. There must be a clear causal relationship be-
tween action and effect.

The subjective side of the crime refers to the direct or indirect purpose of the of-
fender. Direct intent refers to cases where a perpetrator explicitly intends to install fear, 
while indirect intent is present when a perpetrator reconciles collateral damage or mate-
rial damage. Motives can be political, ideological, economic, racial or personal. The only 
accepted form of guilt is intent, guilt is not accepted in these situations and, in addition, 
the purpose of intimidation must be explicitly demonstrated.

As regards the crime of compulsory action by state organizations, the active sub-
ject is any person or group of persons, including paramilitary or radical groups, while 
the passive subject is the government authorities. The legal object at risk is the normal 
functioning of public authorities, although it also protects the fundamental rights of cit-
izens. The objective aspect consists of tangible actions – direct threats or kidnappings of 
officials, economic or technological sabotage or cyber-attacks on state infrastructure. 
The short-term effect is to put pressure on the authorities to do something. As for the 
subjective aspect, it is necessary to show that the perpetrator in this case clearly had 
the direct intention to influence the decision of the authorities for political, economic or 
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self-interested purposes.
Article 5(2)(a) of Law 535/2004 establishing the national framework for prevent-

ing and combating terrorism provides the anti-terrorist measures that may be taken by 
the authorities include, but are not limited to, monitoring, observing or intercepting the 
means of communication of persons involved or suspected of involvement in acts or ac-
tivities related to terrorist groups or organizations or who finance terrorist groups or 
organizations. This is why, in order to protect national security, services such as the SRI, 
SIE, Police, DIICOT or even the Public Prosecutor’s Office apply such measures. They 
involve a mix of surveillance of communications, monitoring of suspicious financial trans-
actions and infiltration of extremist groups, with the immediate aim of disrupting attacks.

International cooperation based on the same law involves working with interna-
tional organizations and partner states, in particular the EU and NATO, by exchanging 
operational intelligence, extraditing suspects and conducting joint counter-terrorism 
operations. The results of this cooperation should strengthen international security and 
increase its effectiveness in combating the threat of terrorism. The cooperation stems 
from international treaties and agreements to which Romania is a party.

2. Analysis of terrorist offenses under the Criminal Code of the Republic of Moldova 
(Art.278-280). The Criminal Code of the Republic of Moldova regulates terrorist offenses 
and related activities in Articles 278-280, aiming at a vigorous response of the prosecution 
authorities to the financing, planning and execution of terrorist acts. National legislation 
is also being harmonized with EU directives as part of the Moldova-EU Association Agree-
ment. Article 278 criminalizes terrorism and includes acts such as: causing explosions, ar-
son, attacks on key installations and state institutions, hostage-taking and attacks against 
heads of state. In these cases, the legal good is public security, constitutional order, the 
integrity of the state and the right of citizens to life and physical integrity.

The elements of the objective side are the serious effects that these actions directly 
cause, such as: loss of life, personal injury, significant material damage and the generation 
of widespread panic. For the subjective side, it is direct intent, and the aim is to intimi-
date the population or to make the authorities decide what they want. The subject can be 
individual or organized criminal groups. These punishments can range from 8 to 15 years’ 
imprisonment and become life imprisonment when they cause the death of victims.

Article 279 criminalizes all acts related to the financing of terrorist acts, including 
the collection, transfer or making available of funds used for the planning of terrorist 
acts. The legal asset protected is the economic and financial order of the State, with the 
aim of preventing the financing of terrorist organizations. Finally, the material element 
is fulfilled when terrorist acts are materially supported by the use of direct financial re-
sources that, to one degree or another, support attacks with a specific linking of the funds 
to violent acts carried out on the instructions of the donor. This is direct intent because 
the perpetrators know that the funds will be used to support terrorist acts. Active perpe-
trators can be natural or legal persons, including banks or charitable organizations, and 
penalties range from 5 to 10 years’ imprisonment plus confiscation of assets used to fund 
the financing.

Article 280 focuses on the organization and training for terrorist purposes, covering 
actions such as: forming or directing terrorist groups, recruitment, training and logistical 
support for persons involved in terrorist acts. National and international security is the 
main legal subject matter, including the prevention of radicalization. The objective aspect 
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is that training and recruitment directly facilitate the commission of attacks, and that 
guilt is manifested in the form of direct intent, with the perpetrators explicitly seeking to 
prepare attacks. The subject of the offense is the person who recruits and trains potential 
terrorists, with penalties ranging from 8 to 15 years’ imprisonment.

In parallel, the Republic of Moldova is making continuous efforts to harmonize do-
mestic legislation with the EU Directive 2017/541 on combating terrorism. This entails 
criminalizing the financing and preparation of attacks, criminalizing terrorist travel and 
strengthening cooperation with European and international institutions such as Europol. 
Thus, the Republic of Moldova is aligning with European and international standards, ac-
tively contributing to preventing and combating radicalization and cross-border terrorism.

3. Case studies: 2015 cyber-attack on Ukraine’s electricity grid. On December 23, 2015, 
a major power outage affected the Ivano-Frankivsk region of western Ukraine, discon-
necting hundreds of thousands of homes and public institutions from electricity. The 
event was the first major case directly linked to a cyber-attack leading to a widespread 
blackout.

In parallel, Republic of Moldova is making continuous efforts to harmonize domestic 
legislation with EU Directive 2017/541 on combating terrorism, which includes criminaliz-
ing the financing and preparation of attacks, criminalizing terrorist travel and strengthen-
ing cooperation with European and international institutions like Europol. Thus, Republic 
of Moldova is aligning with European and international standards, actively contributing to 
preventing and combating radicalization and cross-border terrorism.

Further investigations by the Ukrainian authorities revealed that the attack was 
planned about six months before the incident. Investigations also confirmed that the at-
tackers used a computer infrastructure located on Russian territory, which raised consid-
erable suspicions, although the Ukrainian government did not directly accuse the Russian 
authorities.

In response, technicians worked manually to restore power in the affected re-
gions. At the same time, Ukrainian energy companies were quick to add other cyber-
security measures, including system upgrades and staff training to detect and prevent 
future phishing attacks. In addition, Ukrainian law enforcement and intelligence agencies 
worked closely with specialists from international cybersecurity firms to investigate the 
incident and increase protection against similar threats.

4. Working with Europol to dismantle terror cell in 2020. In 2020, Europol coordi-
nated a large international operation which resulted in the dismantling of a terrorist cell 
active across Europe. While detailed information on the specific operation is not publicly 
available, such interventions often involve certain well-established operational measures. 
These include the close exchange of information on suspects and their activities between 
the national security and police agencies of the EU Member States. Close monitoring, 
surveillance and interception of communications are carried out to obtain solid evidence 
and prevent planned attacks. Based on intelligence, the authorities conduct coordinated 
raids to arrest suspects and seize dangerous or illegal materials. Following these opera-
tions, a detailed analysis of the modus operandi of the terrorist groups involved is carried 
out to improve prevention and intervention strategies in case of future threats. The op-
erations underline the crucial importance of international cooperation and exchange of 
information in the effective fight against terrorism, which helps to guarantee the safety 
of European citizens.
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5. Specific challenges in fighting terrorism in the Republic of Moldova. The fight 
against terrorism in Republic of Moldova is largely predetermined by geopolitical and so-
cio-economic conditions. Challenges include the vulnerabilities in the breakaway region 
of Transnistria and the risks associated with the illegal trafficking of people and arms.

The Transnistrian region, not internationally recognized and outside the control 
of the Chisinau authorities, is a major source of insecurity. The lack of legitimate state 
authority in this area makes it conducive to activities such as terrorism. With Russian mil-
itary troops in the country, it is even more difficult for Moldova to monitor suspicious leg-
islation and activities. A major problem is that the Moldovan authorities cannot conduct 
effective security and surveillance operations in Transnistria. This complicates the ability 
to track suspicious activities such as the financing and organization of extremist groups.

In addition, the lack of control over the movement of persons and goods from Trans-
nistria to the rest of Moldova facilitates the transfer of persons wanted in connection 
with terrorist acts. This vulnerability is aggravated by the absence of a unified system of 
records between Chisinau and Tiraspol. The uncertain status of the region also makes it 
possible for people involved in radical and terrorist activities to hide or provide safe ha-
vens, as well as long-standing suspicions of collusion between organized crime networks 
in the region and extremist groups.

Another big threat is, in fact, the huge stockpiles of Soviet-era weapons that were 
guarded by Russian troops, the threat of illicit trafficking of these weapons into criminal 
and terrorist networks. Human trafficking is another problem, in the context in which 
Republic of Moldova presenting many transit points, and EU is one of the main destina-
tions to this aspect. Criminal organizations involved in trafficking in human beings could 
indirectly collaborate with terrorist schemes, through activities such as procuring false 
documents or smuggling persons linked (directly or indirectly) to terrorism. At the core 
of these primary risks are the recruitment of women and minors for terrorist acts, as well 
as the use of illegal routes to infiltrate terrorists and launder money through human traf-
ficking networks.

At the same time, Moldova is geographically located between destabilized regions 
(Ukraine and the Western Balkans), which makes it vulnerable to illegal arms trafficking. 
Extremist groups can also exploit traditional smuggling routes to acquire weapons. Local 
corruption is an additional vulnerability, facilitating the illegal transit of arms to conflict 
zones in Eastern Europe or the Middle East.

Adequately countering terrorism in the Republic of Moldova therefore necessarily 
involves addressing these specific vulnerabilities through concerted action at national 
level and intensified international cooperation.

6. Comparative analysis between Moldova and Romania in the fight against terrorism. 
Republic of Moldova and Romania, two neighbouring states with different histories and 
political contexts, are delineating their approaches in the field of counter-terrorism in 
line with international standards and active cooperation with regional and international 
structures, similar in substance.

The Republic of Moldova, like Romania, have included in their legislative framework 
the provisions of the main UN counter-terrorism conventions. Both countries have ratified 
the 1999 UN Convention on Combating the Financing of Terrorism, for example. In Roma-
nia, this is best exemplified by Law No.535/2004 on preventing and combating terrorism, 
while the Republic of Moldova has similarly transposed these provisions into Article 279 of 
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the Criminal Code, which explicitly criminalizes the financing of terrorist offences.
And the 1997 UN Convention for the Suppression of Terrorist Bombings is incor-

porated into the countries’ national legislation, explicitly defining terrorist acts and in-
cluding severe sanctions against perpetrators. Romania and Moldova have also brought 
their national legislation in line with UN Security Council resolutions on the prevention 
of radicalization to terrorism and training for terrorism, including clear punishments and 
effective preventive measures. Regional cooperation is also central to both countries’ ap-
proaches to counter-terrorism. As a Member State of the European Union, Romania ex-
changes information with Europol and Eurojust. To this end, Romania plays an active role 
in the exchange of information, joint counter-terrorism operations and European judicial 
cooperation, while fully transposing EU Directive 2017/541 on Combating Terrorism into 
its national legislation. The Republic of Moldova is also a member of the Eastern Partner-
ship and the Association Agreement with the EU, and is thus subject to intensive align-
ment of national legislation on terrorism prevention and, of course, harmonization with 
this new approach. Republic of Moldova cooperates closely with Europol, benefiting from 
the permanent exchange of information and operational data, as well as from the training 
and exchange of best practices organized by the European Union and its Member States, 
including Romania.

Romania and the Republic of Moldova have adopted an integrated and coherent ap-
proach in the fight against terrorism, which is reflected in the vigorous transposition of 
international standards and intensive cooperation with regional and international struc-
tures. These similarities highlight the need for successful and coordinated cooperation to 
prevent and combat common terrorist threats and have a positive impact on regional and 
international security.

6.1. Differences. Republic of Moldova and Romania have many common strategies 
and goals in the effort to combat terrorism and its risks; however, due to major differenc-
es (e.g. in available resources), particularly in the approaches used to prevent radicaliza-
tion, there is a high risk for the Republic of Moldova in combating terrorism and organized 
crime due to the lack of financial and technical support. These constraints have direct 
and negative implications on the capacity of the Moldovan authorities to anticipate and 
respond adequately to security threats.

First of all, the low state budget for security and defence institutions hinders Mol-
dova’s options in terms of modern investments in infrastructure, advanced technologies 
and personnel training. As a consequence, Moldovan institutions are struggling signifi-
cantly to obtain modern equipment necessary for effective surveillance and interception 
of likely communications.

Secondly, the Republic of Moldova is highly dependent technologically and finan-
cially on external support, especially from the European Union and bilateral partnerships 
(such as Romania and the United States). As a result, there are critical gaps in current 
border technologies to monitor suspicious entry and financial transactions – until the 
threats become too serious, when it may be difficult to intervene. These limitations cre-
ate an increased vulnerability to terrorist activities and cross-border crime, reinforcing 
Moldova’s dependence on international cooperation to effectively combat these threats.

Romania, on the other hand, has long experience and significant expertise in doing 
so through education and social integration programs aimed at deradicalization and pre-
vention of extremism. These programs have been developed in line with EU standards and 
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international UN and OSCE recommendations. Romania implements educational cam-
paigns in schools and universities, with a focus on permanent information on the risks 
of extremism and on developing critical thinking, tolerance and respect for cultural and 
religious diversity.

Romania is also running integrated social intervention programmes, funded jointly 
with the EU and NGOs, targeting in particular vulnerable communities at risk of radical-
ization. Such programs include surveillance of individuals deemed vulnerable and also 
provide proactive support to prevent them from engaging in extremist acts. Romania also 
has effective inter-institutional cooperation in dedicated structures, such as the National 
Group for Preventing and Combating Radicalization, which coordinates local authorities, 
the school system, security and civil society.

The experience gained in dealing with concrete cases of radicalization and recruit-
ment, particularly in the context of the conflicts in Syria and Iraq, has allowed Romania to 
develop advanced and effective methods of reintegration and social and psychological re-
habilitation of the persons concerned. These differences also highlight the need to tailor 
counter-terrorism prevention and counter-terrorism strategies to the specific resources 
and capabilities of each state, while strengthening regional and international cooperation 
to enable a coherent and effective response to this global threat.

Aspect analysed                      Republic of Moldova                              Romania

Financial and technical re-
sources

Limited, dependent on in-
ternational support

Relatively advanced, ex-
tended access to EU funds      

Education and prevention 
programs

poorly developed, early 
stage         

Developed and integrated 
into national strategies    

Technology and operational 
capabilities

Limited infrastructure, out-
dated technologies

Modern infrastructure, ac-
cess to EU and NATO tech-
nologies

Practical experience in de-
radicalization Reduced                                       Extensive experience, mul-

tiple cases managed    

Table No.1. Comparative conclusions on differences

7. Bilateral and regional cooperation. Terrorism and organized crime can be effec-
tively prevented and combated through bilateral and regional cooperation between the 
Republic of Moldova and Romania. This strategic cooperation is implemented mainly 
through bilateral information exchange agreements, EU-funded projects and joint an-
ti-terrorist exercises.

Agreements on information exchange between Republic of Moldova and Romania 
aim to make joint actions to prevent and combat terrorist threats and cross-border crime 
more effective. A concrete example of these new multilateral instruments is the Joint 
Protocol on Border Security, which allows for the rapid exchange of information between 
the customs and border authorities of the two nations. Through this protocol, the two 
sides exchange real-time data on the border crossing of persons suspected of terrorist 
activities, the illegal transportation of weapons or dangerous substances, and cases of 
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smuggling of people and goods suspected of terrorist networks. Practical implementation 
aspects are: the establishment of joint monitoring mechanisms; joint patrols and elec-
tronic data exchange, which help us to reduce the risks of illegal migration and smug-
gling. In this respect, the European Union is also encouraging cross-border cooperation 
between the two countries through large-scale projects, in particular through EUBAM 
(European Union Border Assistance Mission). Established in 2005, EUBAM assists Mol-
dova and Ukraine in border management, combating cross-border crime and the risk of 
terrorism by training customs staff, equipping them with state-of-the-art equipment and 
developing common standardized procedures between Moldovan, Romanian and Ukrain-
ian authorities. These achievements serve better border control, joint teams to detect and 
stop illegal actions and better regional security.

Joint anti-terrorist exercises are the other major pillar of Moldovan-Romanian co-
operation. Such exercises are essential for validating rapid intervention strategies and 
procedures as applied to real crises. They include realistic simulations of terrorist at-
tacks (including hostage-taking and cyber-attacks) and inter-institutional cooperation 
of special forces, police, intelligence, customs, customs, fire brigades and medical teams 
from both countries. The exercises are designed to identify operational shortcomings 
and improve contingency planning and emergency communications. The direct results 
are greater interoperability and rapid response capability, as well as confidence-building 
between the two countries’ security apparatus.

Therefore, bilateral and regional cooperation between the Republic of Moldova and 
Romania is a sine qua non factor for regional security and adequate prevention against 
terrorist acts.

8. Recommendations for strengthening cooperation in the fight against terrorism be-
tween the Republic of Moldova, Romania and the EU. The following strategic and concrete 
measures are recommended to strengthen the effectiveness of preventing and combating 
terrorism in the Republic of Moldova and to support cooperation with Romania and the 
European Union:

8.1. Improving coordination between customs authorities. This measure aims to en-
sure effective and uniform control at the Moldovan-Romanian border, as well as to mini-
mize the risks associated with the illegal transportation of weapons, dangerous materials 
and clandestine loading of terrorist suspects. In achieving these objectives, it is recom-
mended:

 – Development of a common operational database for the rapid exchange of infor-
mation between customs and border authorities.

 – Establishment and creation of permanent integrated customs points and joint op-
erational control and monitoring actions.

 – Organize regular joint training sessions for customs and border staff to standard-
ize operational procedures and measures.

 – Improving the technological infrastructure of customs points and equipping them 
with high-performance scanners for weapons and explosives detection, smart cameras 
and biometric sensors.

8.2. Public awareness campaigns against radicalization. To reduce the risk of radical-
ization, particularly among young people and vulnerable communities, it is recommended:

 – Introducing mandatory educational programs in school and university curricula fo-
cused on preventing radicalization, promoting human rights, tolerance and critical thinking.
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 – Conduct awareness-raising campaigns in the media and online to explain the dan-
gers of radicalization and to promote social cohesion and cultural integration.

 – Active involvement of community and religious leaders in programs to prevent 
extremism and early identification of radicalization.

 – Setting up a hotline and an online platform where citizens can anonymously re-
port suspicious cases, while offering counselling and psychological support to vulnerable 
people.

8.3. International support to modernize Moldova’s justice system. The objective of 
this measure is to increase the capacity of the Moldovan judiciary to effectively handle 
complex cases of terrorism and organized crime and to harmonize it with European and 
international standards. It is recommended:

 – Initiation of EU funding and technical assistance projects, including the moderni-
zation of technical equipment, the implementation of state-of-the-art IT systems and the 
training of magistrates.

 – Organize international training and exchange programs for Moldovan judges, 
prosecutors and lawyers in cooperation with Romania and other EU countries.

 – Support reforms that strengthen the independence of the Moldovan judiciary 
through external monitoring and policy advice.

 – The creation of specialized units within prosecutor’s offices and courts dedicated 
exclusively to terrorism cases, with Romanian, EU and US support.

Expected results. These measures are expected to help improve border securi-
ty, increase the population’s resistance to radicalization and increase confidence in the 
Moldovan justice system. This will enable Moldova to participate actively in regional and 
international security. Romania and the Republic of Moldova face the important chal-
lenge of effectively combating terrorism, a complex and dynamic phenomenon, whose 
dynamics and evolution require differentiated approaches and tailored but coherently 
integrated responses, depending on the regional contexts and the international security 
architecture.

Conclusions and recommendations. Republic of Moldova has limited resources and 
structural vulnerabilities, particularly in the Transnistrian region, and needs to adopt a 
focused approach to strengthen the country’s security infrastructure. This – together 
with the technical equipping of customs points, a significant investment in the institu-
tional capacities of border and customs authorities and assistance for the effective con-
trol of trafficking in persons and arms (which poses a substantial terrorist risk) – is a key 
aspect of counter-terrorism cooperation.

As EU and NATO Member State, Romania has much better financial, technical and 
human resources at its disposal, which gives it the capacity to implement much more 
complex and in-depth measures. Thus, Romania emphasizes the need to prevent radical-
ization through well-designed educational programmes, building an advanced infrastruc-
ture for the interception and surveillance of terrorist actions and has extensive experi-
ence in the field of deradicalization and social reintegration of vulnerable people.

Both countries have put in place key international standards, transposing the pro-
visions of UN Conventions and EU Directives on counter-terrorism into national legis-
lation. This harmonization facilitates operational cooperation within international insti-
tutions such as Europol, Interpol, the UN and the OSCE. By integrating into these global 
structures, the two countries gain access to essential information for the prevention of 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică495
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

terrorist acts, financial and logistical support from international partners and advanced 
expertise in the field of preventing and combating extremism.

Bilateral cooperation between Romania and the Republic of Moldova continues to be 
essential for regional security, especially given the length of the common border, which 
requires effective control and prompt exchange of information. Joint projects support-
ed by the European Union, such as the EUBAM mission, actively contribute to reducing 
vulnerabilities at the EU’s external border. In addition, the conduct of joint practical an-
ti-terrorist exercises also ensures the detection and elimination of operational shortcom-
ings, as well as the enhancement of rapid interaction during real crisis events. This oppor-
tunity will require further investment in common technologies and continuous training of 
specialized personnel.

Romania’s Criminal Code provides well-defined severe penalties for violent behav-
iour or attempts to intimidate, while Law No.535/2004 puts prevention and international 
cooperation at the forefront. The role of these acts in the fight against terrorism and 
maintaining public safety in Romania is thus very important.

The Criminal Code of the Republic of Moldova, in turn, describes terrorist offenc-
es in line with international standards and provides for severe penalties for organizing, 
financing and executing terrorist actions. The Moldovan law transposes EU Directive 
2017/541 and allows for greater efficiency in combating international terrorist threats. 
Successful counterterrorism efforts currently undertaken by the two countries must be 
closely linked to and in turn take into account the specificities of each country, as well 
as the broader framework of a globally coordinated security effort against transnational 
terrorism and terrorist financing.

The framework for managing these threats is based on the bilateral cooperation 
between Romania and the Republic of Moldova, which is a key point for the effective 
management of these threats, but also a direct element for the stability and security of 
the region and Europe. The Republic of Moldova has critical vulnerabilities in the Transn-
istrian region and high risks in terms of trafficking in human beings and arms, which call 
for improved international cooperation and adequate strengthening of border control for 
limited use of national territory for terrorist purposes.

Despite the common interests of the Republic of Moldova and Romania in counter-
ing and combating terrorism, as well as the mutual interest in being part of the same se-
curity structures, there are significant differences in financial and technological capabil-
ities, as well as experience in education and deradicalization programmes. Consequently, 
the Republic of Moldova needs to redirect its domestic resources, while benefiting from 
Romania’s international cooperation and know-how. Moldovan-Romanian cooperation is 
strongly encouraged by the European Union and serves as an important bilateral commit-
ment in support of regional security against terrorist threats and organized crime. Bilat-
eral agreements, European projects such as EUBAM and joint anti-terrorist exercises play 
a decisive role in strengthening the institutional and operational capacity of the Republic 
of Moldova, directly contributing to the security of the EU’s external borders.

The adoption of these measures would considerably enhance security in the Re-
public of Moldova, improve the effectiveness of regional cooperation in the fight against 
terrorism and contribute to the integration of Moldova’s European and international se-
curity and justice mechanisms.

Final recommendations to strengthen security. In order to fight terrorism effec-
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tively, Republic of Moldova and Romania must aim to increase operational coordination 
and accelerate the exchange of information at the border. Public awareness and educa-
tion campaigns against radicalization need to be intensified, with the active involvement 
of local communities and civil society. In particular, the Republic of Moldova needs to 
access international support, in particular from the EU, to modernize the justice system, 
improve the operational capacities of the security institutions and strengthen the inde-
pendence and efficiency of the judiciary.

Overall, by following these recommendations, both countries can contribute signif-
icantly to regional and international security.
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Summary
An essential condition for the application of criminal liability is the determination of the conditions 

required by the incriminating norm for the existence of criminal conduct. The article discusses the crime of 
illicit enrichment in the Republic of Moldova, which has supplemented the arsenal of tools in the fight against 
corruption in the public sector, inspired by the United Nations Convention against Corruption. It criminalizes 
the possession of assets of significant value in relation to the income earned, with penalties varying depending 
on the severity of the crime. However, there are criticisms and issues related to the application of this law, 
including conflicts with constitutional principles and difficulties in establishing the illicit nature of wealth. 
The article emphasizes the need to review the relevant norms to ensure efficiency and compatibility with the 
national legal system.

Keywords: offense, Penal Code, subject, possession, assets, criticisms, difficulties, revise.

Introduction. In recent decades, a close relationship has developed between cor-
ruption and unconsolidated democracies. Corruption reduces government revenues, in-
creases the operating costs of the administration, raises government spending on sala-
ries, and reduces operating and maintenance expenditures. At the same time, corruption 
diminishes public trust in government institutions, a crucial factor in the process of tran-
sitioning to democracy, thus affecting social relations regarding the proper conduct of 
public service activities, which constitutes the legal object of crimes in Chapter XV of the 
Criminal Code, namely ‘Crimes against the proper functioning of public activity’.

By Law No.158 of July 6, 2007, the Parliament of the Republic of Moldova ratified 
the United Nations Convention Against Corruption, adopted in New York on October 31, 
2003, and signed by the Republic of Moldova on September 28, 2004 [1].

This convention was justified, among other reasons, by the fact that illicit acquisi-
tion of personal wealth can be particularly harmful to democratic states, national econo-
mies, and the rule of law, as reflected in Article 20 of the Convention [2].

By ratifying the UN Convention against Corruption, the Republic of Moldova has 
agreed to seriously consider the possibility of criminalizing illicit enrichment.

Thus, on December 23, 2013, the Parliament of the Republic of Moldova adopted Law 
No.326 for the amendment and completion of certain legislative acts [3]. According to 
this law, the Criminal Code was supplemented with Article 3302, titled ‘Illicit Enrichment,’ 
defined as the possession by a person in a position of responsibility or by a public official, 
either personally or through third parties, of assets whose value substantially exceeds the 
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means acquired, and where it has been established, based on evidence, that these assets 
could not have been lawfully obtained.

There are two typical types of crimes provided under Article 3302 of the Criminal 
Code, namely: paragraph (1) “The possession by a person in a position of responsibility or 
by a public official, either personally or through third parties, of assets whose value sub-
stantially exceeds the means acquired, and where it has been established, based on evi-
dence, that these assets could not have been lawfully obtained”; and paragraph (2), which 
aggravates criminal liability, stating that the same actions committed by a person holding 
a public office are punishable more severely [4].

It can be observed that the structure of the objective elements of the crimes pro-
vided in Article 3302 CC of the Republic of Moldova does not differ, the only distinction 
being in the subject. The crime specified in paragraph (1) of Article 3302 CC is committed 
by a person in a position of responsibility or by a public official, while the crime specified 
in paragraph (2) of Article 3302 is committed by a person holding a public office. In both 
cases, the subject is special, and the penalties differ: the first type of crime is considered 
a serious offense, while the second type is regarded as an especially serious offense.

According to Article 21 of the Criminal Code, the subject of the crime is the person 
who commits a criminal act, meaning the individual who performs an action or omission 
that violates the criminal law. In criminal law, the subject of the crime is considered to 
be any person capable of criminal liability, meaning a person who has the necessary dis-
cernment to understand the illegal nature of the act committed and to take responsibility 
for their actions. Additionally, in order to be the subject of a crime, the person must be 
legally capable of criminal responsibility, which means they must be of legal age and not 
be in a condition that prevents them from understanding the nature of the act or from 
controlling it (e.g., minors or persons with severe mental disorders). The Criminal Code 
also establishes that the general age for criminal responsibility is 16 years, with some ex-
ceptions from the age of 14, but in the case of illicit enrichment, this age will always be 
higher, given the conditions of the special subject.

Depending on the manifestation of the objective element, the subject of the crime 
can be an active subject – the person who actually commits the crime (the perpetrator 
of the act) and who acts with the intention to perform an action in a specific way that 
ultimately fulfills the elements of the crime, and a passive subject – the person whose 
inaction fulfills the elements of the crime.

It is worth noting that in order to be considered a subject of the crime – a person 
must meet the conditions listed above. However, in the case of the crime of illicit enrich-
ment, the subject, in addition to meeting the general conditions, must also fulfill specific 
conditions, namely those related to the activity they perform. All subjects of the crime 
of illicit enrichment must be employed, elected, or appointed to positions within public 
institutions at various levels.

Thus, according to Article 123 of the Criminal Code, as well as the provisions of 
Law No.158/2008 regarding public office and the status of public servants [5], and Law 
No.199/2010 regarding the status of persons holding public office [6], the subjects of the 
crime of illicit enrichment may include:

– A person in a position of responsibility, namely a person to whom, within an enter-
prise, institution, state organization, local public administration, or a subdivision thereof, 
certain rights and duties are granted, either permanently or temporarily, through legal 
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stipulation, appointment, election, or by virtue of a mandate, in order to exercise public 
authority functions or administrative, discretionary, or organizational-economic actions.

– A public person who is a public servant, including a public servant with special sta-
tus (such as a diplomatic service officer, customs officer, or a member of the defense, na-
tional security, and public order agencies, or any person holding special or military ranks), 
an employee of autonomous public authorities or regulatory bodies, of state or municipal 
enterprises, of other legal entities under public law, or an employee in the offices of per-
sons holding public office; a person authorized or invested by the state to provide public 
services on its behalf or to carry out activities of public interest.

– A person holding public office, namely a person whose appointment or election 
is regulated by the Constitution of the Republic of Moldova or who is vested in office 
through appointment or election by the Parliament, the President of the Republic of Mol-
dova, or the Government, another person holding public office as established by law, as 
well as a person to whom a person holding public office has delegated their powers.

Thus, if the person meets the conditions of the subject, holding one of the positions 
listed, and based on the evidence, all the elements of the crime’s composition are proven, 
then we are dealing with the commission of the crime of illicit enrichment.

The fact that public employees are subject to stricter ethical and legal norms is 
mainly due to their role in serving the public interest, ensuring transparency in public 
administration, and protecting state resources. In this context, any deviation from the 
law can undermine citizens’ trust in public institutions and negatively affect the smooth 
functioning of the administration.

Thus, these provisions do not apply to individuals who are not employed within 
public institutions. Therefore, if the subject is not a public person and holds assets that 
substantially exceed their legal income, this crime composition cannot be charged against 
them, but must be classified under other provisions of the Criminal Code. However, no 
similar provisions exist for general subjects in criminal law, with certain provisions only 
being foreseen in the Civil Code, specifically in Chapter XXXII titled ‘Unjustified Enrich-
ment’, consisting of 6 Sections and 19 Articles, which establishes the conditions for the 
existence of unjustified enrichment [7].

It is worth mentioning that in the provisions of the Civil Code, there is always the 
enriched person and the disadvantaged person, namely the one who has suffered the dis-
advantage due to the illicit enrichment obtained by another person. Also, the existence 
of a claim for reparations for the disadvantage is required as a mandatory condition for 
qualifying unjustified enrichment.

We see that in the case of the crime of illicit enrichment, there is no disadvantaged 
party making a claim. In the case of this crime, there is only a notification to the state au-
thorities regarding the discrepancy between the public employee’s income and expenses.

At the same time, there are certain phrases in the provisions of the article that com-
plicate the work of law enforcement agencies, namely ‘...substantially exceeds...’, ‘...could 
not have been lawfully obtained...’, as well as the very title of the article ‘illicit enrichment’. 
This requires law enforcement agencies to determine what constitutes a substantial ex-
cess, as well as the unlawful nature of the acquisition of assets, which should necessarily 
be preceded by a predicate crime, meaning a criminal act that occurred before the acqui-
sition and possession of material goods, which in turn generated the illicit income.

It is worth mentioning that since the criminalization of this offense, the Republic of 
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Moldova has not achieved significant successes in criminal prosecution for such cases, 
given the legislative discrepancies that hinder the establishment of criminal liability for 
this crime.

Both theoretically and in practice, the compliance of the provisions with several 
constitutional and procedural criminal principles is questioned. A frequently raised ar-
gument is the non-compliance of the crime’s composition with the principle of the pre-
sumption of the lawful acquisition of property, as stipulated in Article 46, paragraph (3) of 
the Constitution of the Republic of Moldova, which states that “legally acquired property 
cannot be confiscated. The lawful nature of acquisition is presumed”.

Most of these concerns also refer to the fact that these regulations often impose 
an obligation on a person to provide evidence during the procedures. Those who con-
test the regulations regarding illicit enrichment have argued that such duties violate the 
presumption of innocence, remove a person’s ability to remain silent during proceedings, 
and expose them to the risk of self-incrimination. Other concerns relate to the fact that 
some provisions regarding illicit enrichment may be applied retroactively and could be 
used to target assets acquired by a person even before the law came into effect.

Not only constitutional changes are essential, but also the improvements made to 
Article 3302 of the Criminal Code. There are also issues related to the composition of the 
crime, which have been identified by both experts in the field and practitioners. 

Since, for criminal liability for illicit enrichment to be engaged, it is necessary to 
prove the act that generates illicit assets, the crime of illicit enrichment cannot be treat-
ed separately. Based on the current wording of Article 3302 CC, ‘the possession of assets’ 
is nothing more than the goal pursued through the crimes that generate illicit assets. In 
general, from any crime that generates illicit profit (assets/income), the perpetrator’s 
goal is precisely to obtain and possess that profit.

By criminalizing illicit enrichment, under the current wording of the norms, the 
legislator punishes the same act twice, sanctioning the exhaustion of the primary crime 
that generates profit, with its consumption being sanctioned according to other articles 
(such as passive bribery).

The provisions of Article 3302 of the Criminal Code, in their current wording, crim-
inalize a secondary offense, which cannot be charged separately in the absence of a pri-
mary offense. Thus, if liability is to be engaged for both offenses, the perpetrator risks 
double punishment for the same act, which is incompatible with one of the fundamental 
principles of criminal procedure – non bis in idem – the prohibition of double punishment 
for the same act, as reflected in the Criminal Procedure Code [8].

Another issue lies in the notion of ‘assets’ in Article 3302 of the Criminal Code. Ac-
cording to Article 1321 of the Criminal Code, the term ‘assets’ refers to financial means, 
any category of values (assets) that are corporeal or incorporeal, movable or immovable, 
tangible or intangible, as well as deeds or other legal instruments in any form, including 
electronic or digital format, that attest to a title or right, including any share (interest) 
regarding these values (assets). As we can observe, the notion is exclusively applicable to 
Articles 106, 1061, 243, and 279 of the Criminal Code, without being included in the crime 
of illicit enrichment.

The potential consequences of engaging liability for illicit enrichment are also con-
troversial. According to Article 1061 of the Criminal Code, if a person is convicted for 
committing crimes under, including, Article 3302 CC, and if the act was committed for 
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material gain, the extended confiscation of assets is applied [9].
Extended confiscation is ordered if the following conditions are cumulatively met:
The value of the assets acquired by the convicted person within 5 years before and 

after the commission of the offense, up to the date of the sentence, substantially exceeds 
the income lawfully acquired by that person;

The court finds, based on the evidence presented in the case, that the respective 
assets result from criminal activities of the nature specified, including those criminalized 
under Article 3302 of the Criminal Code.

Thus, the revision of the regulations regarding illicit enrichment should be carried 
out in conjunction with the revision of the regulations concerning the determination/
confiscation of unjustified wealth, which has been subject to criticism, particularly from 
the perspective of Article 46, paragraph (4) of the Constitution.

Likewise, one of the fundamental principles of the Constitution, namely the princi-
ple of the presumption of innocence, states that the burden of proof lies with the prose-
cution, and doubtful situations are interpreted in favor of the accused (in dubio pro reo) 
[10].

It is worth mentioning that there are a number of issues related to the legal regula-
tion of the crime of illicit enrichment in the Republic of Moldova. First of all, the statistics 
do not demonstrate the effectiveness of criminal prosecution in these cases, which raises 
questions about the effectiveness and usefulness of such a criminalization in this format.

Secondly, the current regulations are considered controversial and problematic by 
both scholars and practitioners, and the criminalization of illicit enrichment may lead to 
a double sanctioning of the perpetrator for the same act, which requires a fundamental 
revision of all related regulations. This revision should be carried out in conjunction with 
the revision of the regulations regarding the determination and confiscation of unjusti-
fied wealth.

Conclusions. As a personal conclusion, after the detailed analysis of the crime of 
illicit enrichment within the legal context of the Republic of Moldova, a still fragile nor-
mative framework emerges, affected by multiple conceptual and practical ambiguities. 
Although the legislator’s intention to combat corruption in the public sector is legitimate 
and necessary, the way in which Article 330² of the Criminal Code is phrased leaves room 
for ambiguous interpretations, thus affecting its real efficiency and applicability. In par-
ticular, the limitation of the crime’s subject to only public officials or persons in positions 
of public dignity raises questions regarding the fairness of the regulation, especially con-
sidering that illicit enrichment can also occur in other environments, including the pri-
vate sector, without attracting the same criminal liability.

Furthermore, the necessity of proving the existence of a predicate crime to support 
the illicit nature of the wealth complicates the evidentiary process and makes the created 
legal instrument often inefficient in practice. This situation is further aggravated by the 
evident conflict with fundamental constitutional principles, such as the presumption of 
the lawful nature of property and the right to remain silent.

Based on these findings, not only a technical-legislative revision of the incriminating 
text is required, but also a strategic rethinking of the approach towards this crime. A pos-
sible reform direction would be to broaden the scope of the active subject of the crime, 
so that it includes any person who holds assets clearly disproportionate to their legal in-
come, provided that there are clearly defined protective mechanisms against procedural 
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abuses. Such a reform would allow for equal treatment of all citizens before the law and 
would strengthen public trust in the criminal justice system, while maintaining a balance 
between the need to combat corruption and the respect for fundamental rights.
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Summary
This article examines crimes against authority through the lens of criminal legislation in three states 

within a shared European geopolitical context: Estonia, Latvia, and Lithuania. The focus is on the mechanisms 
of criminal protection for “public authority” as a social value safeguarded by criminal law. The author explores 
the distinct approaches each country takes in regulating these crimes, highlighting key differences and similar-
ities, as well as the specific challenges faced by the criminal laws of the Baltic States. Based on a comparative 
analysis of the three countries’ legal frameworks, the article offers recommendations for enhancing national 
legislation, aligning it more closely with European Union standards. The study is also motivated by the steps 
the Republic of Moldova must take for EU integration, particularly in harmonizing its criminal legislation.
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Introduction. In European criminal law, the protection of public authority is a fun-
damental principle, essential for maintaining public order and safeguarding the integrity 
of state institutions. Crimes against authority are thus regulated by criminal provisions 
designed not only to protect public officials but also to defend public authorities and 
institutions that ensure the proper functioning of the state. In line with the principle of 
criminal sovereignty, each of the Baltic States – Estonia, Latvia, and Lithuania – has de-
veloped its own legal framework in this area. However, the shared legacy of the Soviet era 
and the influence of European legal standards have resulted in many similarities in their 
regulatory approaches.

The comparative analysis highlights both the normative, institutional, and sanction-
ing convergences and divergences in the protection of public authority, offering valuable 
insights for optimizing domestic regulations. In the current geopolitical context, charac-
terized by regional instability and challenges to institutional authority, a comprehensive 
understanding of these regulations is essential for developing effective criminal policies 
and fostering a climate of order and respect for the law.

This study aims to examine these regulations from a comparative law perspective, 
analyzing the legislations of Estonia, Latvia, and Lithuania. By identifying both the simi-
larities and significant differences, the study seeks to provide a deeper understanding of 
how each country protects public authority and maintains social order.

Methods and materials applied. The primary research method employed in this 
study is the comparative method, focusing on a detailed analysis of criminal regulations 
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within the criminal legislation of Estonia, Latvia, and Lithuania. In addition to the com-
parative approach, the study also utilizes the following methods: the logical-legal method, 
which involves analyzing relevant texts in the criminal legislation of each of the Baltic 
states concerning crimes targeting public authority; the doctrinal method, which facili-
tates the review of specialized literature, including studies and academic works on crimes 
against authority in the Baltic states; and the systematic analysis, which helps identify the 
influences of European law on the regulation of these crimes and highlights recent trends 
in the field of criminal law.

Discussions and results obtained. Estonian criminal law on crimes against au-
thority. Estonia, as a Member State of the European Union and the Council of Europe, has 
developed its criminal legislation based on the principles of fundamental human rights 
and the protection of public order. The Estonian Criminal Code, adopted in 2001 and later 
amended, regulates crimes against public authority in a detailed and structured manner, 
taking a relatively strict approach to acts of violence and administrative sabotage. These 
offences include:

Acts of violence committed against bodies exercising State Authority (Article 274). This 
provision of the Estonian Criminal Code criminalizes the act of physically assaulting or 
otherwise using violence against individuals exercising state authority. The offense is 
punishable by up to five years of imprisonment. For the act to constitute an offense under 
Article 274, it must be committed during the performance of the victim’s official duties. 
The law explicitly identifies the passive subject as a “body exercising authority”, which 
implies that the offense may be committed against any natural person acting in an offi-
cial capacity on behalf of the state. Aside from the requirement that the act occur during 
the execution of official functions, the provision does not impose additional conditions 
regarding the normative content of the offense. Notably, Estonian law also allows for le-
gal persons to be held criminally liable for committing this offense, reflecting a broader 
framework of accountability within the criminal justice system.

Moral assault and defamation of State Authorities (Articles 275 and 275¹). Moral as-
sault expressed through insult and defamation through slander are criminalized under 
Articles 275 and 275¹ of the Estonian Criminal Code respectively. The first provision (Ar-
ticle 275) addresses the offense of insulting a person exercising state authority, while the 
second (Article 275¹) criminalizes slandering such individuals. In both cases, it is a neces-
sary condition that the targeted authority figure is acting in an official capacity at the time 
of the offense. Both natural and legal persons may be held criminally liable for committing 
these offenses, reflecting Estonia’s commitment to protecting public authority and main-
taining respect for state institutions. As noted in Zoltan J. Toth’s work “The Regulation of 
Defamation and Insult in Europe”, between 2009 and 2013, Estonian authorities initiated 
between 161 and 290 criminal proceedings annually for defamation or insult directed at 
representatives of state authority or other individuals responsible for maintaining public 
order. This statistics demonstrate the active enforcement of these legal provisions in Es-
tonian judicial practice [1].

Unlawful wearing of the uniform or distinctive signs of a Public Authority (Article 
277). The criminalization of the unlawful wearing of official uniforms or distinctive signs 
under Article 277 of the Estonian Criminal Code serves to protect both public authority 
and citizens’ trust in state institutions. Unauthorized use of such insignia can erode the 
perceived legitimacy of public officials, potentially enabling abuse of power or fraudulent 
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activity. This provision reflects the importance of preserving the integrity of state sym-
bols and the authority they represent. According to paragraph (2) of the same article, the 
court may also order the confiscation of any items used in the commission of the offense. 
Additionally, the Estonian Penal Code extends criminal liability to acts of defamation or 
insult against persons enjoying international immunity, including their family members, 
under Article 247. Such offenses are punishable by a fine or imprisonment for up to two 
years, underscoring Estonia’s commitment to upholding diplomatic norms and interna-
tional legal standards.

False Emergency Calls (Article 278). Under Article 278 of the Estonian Criminal Code, 
it is a criminal offense to knowingly make false calls to emergency services – such as the 
police, rescue teams, or ambulance services – or to deliberately request the intervention 
of an emergency response unit without justification. This includes the intentional sum-
moning of vehicles or personnel under false pretenses [2]. The Estonian legislator views 
such acts as a serious threat to the proper functioning of public authorities. False emer-
gency calls not only waste valuable resources but also undermine public trust and disrupt 
the operational efficiency of emergency services. By diverting attention from real emer-
gencies, these acts can delay responses to actual crises, potentially endangering lives 
and public safety. The offense thus protects the integrity and reliability of emergency 
response systems, which are essential to maintaining public order and security.

Obstruction of the Exercise of State Supervision (Article 279). This offense consists of the 
intentional actions of a person preventing or obstructing supervision carried out by a public 
official within the scope of their legal authority. This may include refusing access to premises 
or information, concealing evidence, or hindering official inspections or verifications [2].

Latvian criminal legislation on crimes against authority. Latvia, as another Baltic 
State with a legal system grounded in the principles of European law, regulates offenses 
against authority in a manner that balances the protection of public order with the safe-
guarding of fundamental human rights. The Latvian Criminal Code, particularly in Chap-
ter XXII, sets out provisions for the following offenses against authority:

Assault on a Public Official or other State Official (Article 269). This offense involves 
physically assaulting a public official or another state official, including individuals in-
volved in the prevention or cessation of a crime or other unlawful act. It is punishable by 
imprisonment for up to five years or alternatively by imprisonment for a shorter term, 
community service, or a fine. In response to emerging threats and crises, including is-
sues related to border security and declared states of emergency, legislative efforts are 
underway to strengthen the penalties for assaults on public officials. These amendments 
aim to enhance legal protections for state representatives, particularly in situations that 
threaten the inviolability of the national border [3].

Resistance to a representative of Public Authority or other State Official (Article 270). 
This offense involves resisting a “representative of public authority” or another “state offi-
cial” in the performance of their official duties. It also applies to acts of resistance against 
a “person participating in the prevention or interruption of a crime or other illegal act”, 
or to coercing such individuals into carrying out manifestly illegal actions – provided that 
the resistance or coercion is committed through violence or the threat of violence [4].

Appropriation of the Title and Authority of a Public Official (Article 273). This crime 
involves the unauthorized and illegal assumption of the title and authority of a state offi-
cial. For the offense to be established, it is not only necessary for the perpetrator to falsely 
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claim the title and authority of an official, but there must also be a specific intent: namely, 
the purpose of committing another crime by usurping the official capacity. The special-
ized intent behind this crime serves two purposes: first, it highlights the seriousness of 
usurping an official capacity, and second, it influences the legal classification of the act, 
particularly in relation to the rules governing the competition of crimes.

Theft and Destruction of a Document, Seal, or Stamp (Article 274 of the Criminal Code). 
Theft and destruction of official documents, seals, or stamps is another offense against 
authority outlined in Latvian criminal law. According to the law, anyone who voluntarily 
steals, conceals, destroys, or damages a document that confers rights or exempts from 
obligations, or a seal or stamp, or who uses or sells a stolen document, seal, or stamp, is 
punishable by imprisonment for up to one year. Alternatively, the offender may face tem-
porary deprivation of liberty, community service, or a fine [4].

According to a detailed analysis by author Jānis Rozenbergs in his work “On some 
developments in Latvian Criminal Law and Criminal Procedure”, presented at the ECBA 
conference in Geneva in 2012, offenses against public authority are taken very serious-
ly in Latvian legislation. Recent legislative amendments have focused on enhancing the 
protection of public officials against acts of violence and intimidation. Rozenbergs em-
phasizes that these legislative measures are crucial for maintaining public trust in state 
institutions and ensuring the effective functioning of public administration [5]. Addition-
ally, in “Criminal Law Policy of Latvia in the context of the European Union”, the authors 
examine how Latvia’s criminal policy aligns with European standards, underscoring the 
importance of protecting civil servants within the framework of European integration and 
international cooperation in criminal justice [6].

Lithuanian criminal legislation on crimes against authority. The Lithuanian Crim-
inal Code adopted in 2000 and periodically revised to reflect social, political, and eco-
nomic changes, regulates offenses against public authority in a detailed and nuanced 
manner. These offenses are primarily covered under Chapter XLI, titled “Crimes and Mis-
demeanors against the Activities of Public Service or against a Person Performing Public 
Administration Functions”. In this context, offenses against authority encompass both 
physical and verbal attacks on public officials, offenses that disrupt public order, as well 
as behaviours that undermine the functioning of national and local authorities. Through a 
balanced approach, Lithuania’s criminal legislation seeks to protect both public authority 
and the rights of citizens.

In this context, we can identify the following categories of offenses against public 
authorities as outlined in Lithuanian criminal legislation:

Resistance against a Public Official or a Person Performing Public Administration 
Functions. This offense, described in Article 286 of the Lithuanian Penal Code, involves an 
individual who, through the use of physical violence or the threat of immediate physical 
violence, opposes a public official or another person performing public administration 
functions. The secondary passive subject of the offense can be any natural person who 
holds the status of either a “public official” or a “person performing public administration 
functions”. In line with the approach of most European legislations, the Lithuanian legis-
lator clarifies these terms through legal definitions. The defining norm is found in Chapter 
XXXIII, “Offenses and Misdemeanors against the Civil Service and the Public Interest”, 
specifically in Article 230, which provides the “Meaning of Terms” [7].

Threatening a Public Official or a Person Performing Public Administration Functions. 
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This offense is outlined in Article 287 of the Lithuanian Criminal Code. In its typical form, 
the crime involves the perpetrator applying “mental coercion” to a public official or a 
person performing public administration functions, forcing them to perform or refrain 
from actions that benefit the perpetrator or others [7]. The legislator does not provide a 
specific definition for the term “moral coercion”, implying that it can take various forms. 
It may include threats of violence, as well as other forms of threat, such as the disclosure 
of defamatory information, threats to destroy property, or other coercive tactics.

Insulting a Civil Servant or a Person Performing Public Administration Functions. 
This offense was initially outlined in Article 290 of the Lithuanian Criminal Code, which 
criminalized the act of insulting a civil servant or a person performing public administra-
tion functions during the exercise of their official duties. The law did not impose addition-
al conditions beyond the requirement that the victim be engaged in their official duties at 
the time of the insult. The offense was punishable by a fine, arrest, or imprisonment for up 
to two years. However, in 2015, the Lithuanian Parliament repealed Article 290 as part of a 
legislative reform aimed at aligning national law with international standards on freedom 
of expression [8]. This reform was supported by organizations such as the International 
Press Institute, which argued that criminalizing insults against public officials could in-
fringe on freedom of expression and lead to potential abuse [9].

Interference with the activity of a Public Official or a Person Performing Public Ad-
ministration Functions. This offense is described in Article 288 of the Lithuanian Criminal 
Code and involves the act of a public official or a representative of a political or public 
organization who, using his influence, interferes with the activities of a public official or 
a person performing public administration functions. The aim of this interference is to 
compel the official to refrain from lawful actions or to carry out illegal actions, either for 
the perpetrator’s benefit or for the benefit of others.

Conclusions. Following the comparative analysis of the criminal legislations of Esto-
nia, Latvia, and Lithuania regarding crimes against public authority, we can observe both 
similarities and significant differences that reflect the distinct historical, cultural, and 
social developments of each country. Clearly, all three Baltic States recognize the pro-
tection of public authorities and public order as fundamental elements of a democratic 
rule of law. However, each country has adopted regulations tailored to its own national 
specificities and legal context.

The criminal regulations of Estonia, Latvia, and Lithuania present a cohesive struc-
ture in defining and protecting public authority against hostile actions. The differences 
primarily manifest at the level of legislative technique: Estonia tends to adopt a broader 
typification of the norms, while Latvia prefers more concise, yet inclusive, norms. Lithu-
ania distinguishes itself with an integrative approach, emphasizing the protection of offi-
cials within the context of their exercise of public authority. Overall, the criminal systems 
of the Baltic States demonstrate a trend toward doctrinal and normative harmonization, 
driven by their adherence to European standards in criminal law.

A common feature of the criminal laws of Estonia, Latvia, and Lithuania is the strong 
emphasis on protecting public authorities. All three countries have introduced clear reg-
ulations to safeguard public officials from physical violence, cyberattacks, and any acts of 
resistance against legal authorities. Notably, physical violence against police officers or oth-
er state agents is met with severe sanctions, and the penalties for such offenses are signifi-
cant, reflecting a regional consensus on the importance of protecting state authority.
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Summary
Deviant and delinquent behaviors are instances of social phenomena that directly affect the level of 

crime in society. A big problem is that the accumulation of signs of abnormal behavior among certain groups of 
the population creates favorable conditions for the formation of criminal subcultures, which contributes to the 
growth of crime. Research into the mechanisms of development and relationship between deviant and delin-
quent behavior allows us to identify the main factors that provoke deviations, including social disintegration, 
low levels of education, family dysfunction, and economic instability. Of particular note is the influence of 
adolescence, when a person`s value orientations are formed, and an unstable social environment can contribute 
to the consolidation of deviant behavior patterns. The lack of proper control by the family and educational in-
stitutions, the influence of media, as well as criminal groups, increase the risk of youth involvement in illegal 
activities.

Keywords: deviant behavior, delinquent behavior, criminality, crime prevention, social norms, society.

Introduction. Deviant behavior is conduct that does not comply with moral norms. 
It differs from criminal behavior in that it does not violate legal norms, and from abnormal 
behavior in that it is observed in mentally healthy children. The most common manifesta-
tions of such behavior are the lack of positive interests, negativism, indiscipline, conflict, 
aggressiveness, etc. [14, p.22].

Delinquency is a psychological predisposition to offenses, which manifests itself in 
the systematic commission of asocial actions [4, p.50].

In criminology, delinquent behavior is defined as offenses characteristic of young 
people aged 12 to 20. Since this age covers the period of preparation for military service 
(16-18 years) and its completion (18-27 years), most often manifestations of delinquent be-
havior are observed among young people of draft age. Unlike deviant behavior, delinquent 
behavior is characterized by repeated asocial acts that form a stable pattern of behavior 
and violate legal norms. However, such behavior does not always lead to criminal liability 
due to its relatively low social danger or the insufficient age of the offender, which ex-
cludes the possibility of bringing him to justice [2, p.6].

Thus, the difference between delinquent and criminal behavior is determined by 
the possibility of applying criminal punishment. Behavior that is not approved by society 
is called deviant, and that which contradicts the law is called delinquent. However, social 
disapproval does not always entail punishment [5, p.178].

Methods and materials applied. Theoretical material was used in the development 
of this publication: logical method, method of comparative analysis, systemic analysis, etc.

Discussions and results obtained. To understand the mechanism and stages of 
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transformation of negative behavioral manifestations into deviation, it is important to 
consider the influence of pedagogical neglect and difficulties in raising children as a psy-
chological and pedagogical problem. Pedagogically neglected children are considered to 
be those who, being in unfavorable social, psychological and pedagogical conditions, have 
formed a negative attitude towards learning and socially significant norms of behavior. 
They lose a sense of responsibility for their actions, lose faith in themselves and demon-
strate asocial tendencies [11, p.107].

There is a classical classification of types of deviant behavior, proposed by R. Mer-
ton, a representative of the sociological approach. He distinguished the following types 
of deviations:

– Conformism: full acceptance of social goals and methods of achieving them;
– Innovation: recognition of social goals, but the use of unconventional or illegal 

methods to achieve them (for example, racketeering, theft, fraud);
– Ritualism: denial of social values and norms while adhering to established rules 

and traditional methods of achieving goals;
– Escapism: evasion or escape from social reality (manifested in the forms of anar-

chy, drug addiction, vagrancy, etc.);
– Rebellion: complete rejection of existing social norms, values, and methods of their 

implementation with an active desire to replace them with new ones (for example, terror-
ism, radicalism) [10, p.272].

According to S. Zinchenko, the formation of deviant behavior is due to the interac-
tion of biological and environmental factors. Among the biological risk factors are:

– Genetic risk. Despite the fact that the direct transmission of deviant behavior 
through genes has not been proven, researchers suggest the possible inheritance of con-
stitutional and typological features;

– Hormonal factors. Increased levels of androgens in adolescent boys may be asso-
ciated with aggressive behavior;

– Neurochemical and neurophysiological factors.
Social stress factors include:
– Family problems (parental mental illness, alcoholism, drug addiction, constant 

conflicts, cruelty and neglect of the child, impulsive-aggressive parenting style);
– The influence of a small reference group, especially with asocial behavior models;
– The influence of immoral and violent content from the media or television;
– Economic difficulties and problems with employment.
Modern youth often faces the need to determine a life strategy and build a future, 

which includes choosing a lifestyle, main goals and directions of development. However, 
for a significant part of young people, illegal and asocial behavior becomes normal with-
in their age environment. This indicates the institutionalization of deviation, that is, its 
gradual perception as a socially acceptable type of behavior [6, p.82-83].

A well-known researcher in the field of typology of deviant behavior A. Litchko iden-
tifies two main areas of classification of violations: by the form of manifestation and by 
the reasons underlying them. The first include delinquent behavior, running away from 
home and vagrancy, early use of alcohol and toxic substances, sexual deviations and sui-
cidal behavior. The second include genetic factors, organic brain lesions, developmental 
features associated with acceleration and infantilism, as well as socio-psychological fac-
tors, among which the influence of the social environment and the specifics of adoles-
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cence play a special role. Delinquent behavior includes various types of offenses that are 
not subject to criminal liability, but provide for administrative penalties. Such offenses 
include petty hooliganism, bullying of younger or weaker people, theft of bicycles and 
motorcycles, fraud and petty theft. Also, delinquent manifestations include violations of 
discipline, such as truancy and disruption of lessons, as well as antisocial actions, in par-
ticular, violations of public order and hooliganism. According to A. Lychko, the tendency 
to delinquent behavior is associated not only with the severity of certain characterologi-
cal anomalies, but also with their type. In particular, studies show that among adolescents 
with psychopathy, delinquent behavior occurs in 49% of cases, especially often with un-
stable psychopathy and some accentuations of character.

As noted by E. Reznikova and P. Elkind, juvenile delinquents have certain socio-psy-
chological characteristics, including lack of experience in moral behavior, distorted or 
primitive understanding of social values, inadequate self-esteem (both understated and 
overstated), distorted attitude towards moral and legal norms (immoral acts are per-
ceived as normal), increased susceptibility to the influence of the environment due to 
insufficient social experience. Running away from home and vagrancy are considered one 
of the forms of deviant behavior.

The main reasons for this phenomenon are the desire to satisfy one’s own needs 
and seek new impressions, a protest reaction to strict requirements or lack of attention 
in the family, anxiety or fear of punishment, as well as a romanticized idea of   travel and 
freedom of communication in informal groups. Regular use of alcohol, toxic substanc-
es (inhalants, medications) and soft drugs in adolescence is often associated with group 
mental dependence, which is formed in unstable companies. Adolescents with unstable 
(45%), epileptoid (35%), hysterical (28%), hyperthymic and hyperthymic-unstable (26%) 
character types are especially prone to this type of behavior. A significant part of offenses 
among adolescents is committed in a state of alcoholic, toxic or drug intoxication. De-
viations in sexual behavior are often associated with adolescent hypersexuality, but are 
usually temporary and caused by specific situations. These include masturbation, petting, 
early sexual initiation, casual sexual relationships, transient homosexuality, sexual disin-
hibition, and aggressive-sadistic tendencies. Suicidal behavior most often manifests itself 
in adolescence and includes suicidal thoughts, intentions, statements, threats, or suicide 
attempts. Several types of such behavior are distinguished in the psychological litera-
ture. Demonstrative suicidal behavior is used to attract attention and is more common 
in individuals with hysterical accentuation. Affective suicidal behavior occurs in a state 
of emotional tension, at the peak of affect. True suicidal behavior is a deliberate, careful-
ly planned, and often implemented intention to end one’s life by suicide, which is more 
common among individuals with schizoid accentuation [13, p.46].

Also quite widespread are the risk factors for the emergence of deviant behavior, 
which include:

• Socio-economic: a decrease in the standard of living of the population, property 
stratification of society, limited opportunities for legal earnings, unemployment, availa-
bility of alcohol and tobacco.

• Socio-pedagogical: a crisis of the family institution, an increase in the number of 
families with a conflict style of upbringing, problems in learning, conflicts with teachers, 
low social status of the individual.

• Socio-cultural: a decrease in moral and ethical standards, the spread of a criminal 
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subculture, the destruction of spiritual values, the growth of informal groups dominated 
by the cult of power.

• Psychological: accentuation of character, a reaction to emancipation, a tendency to 
group, a desire for self-affirmation, a desire to look like an adult, satisfaction of curiosity, 
the need to change the mental state in stressful situations, infantility, increased anxiety.

• Biological: disruption of the enzymatic and hormonal systems, congenital psy-
chopathies, minimal brain dysfunctions due to organic brain damage, hereditary factors, 
environmental influences [15, p. 488-489].

According to the prominent psychologist E. Erikson, the role of the family in the for-
mation of a child’s personality is extremely important at the initial stage of socialization. At 
the first stage (up to 1 year), the child’s development occurs on the axis of “trust-mistrust”. 
At the second stage (1-3 years), the child develops on the axis of “autonomy – shame and 
doubt”. Here the ability to self-control is formed, a balance is established between stub-
bornness and voluntariness of actions. Erikson interprets the experience of shame as a 
feeling of self-loathing that arises when a child is not allowed to be independent, when 
parents constantly do everything for them or expect them to act in a way that they are 
unable to do themselves. As a result, the child may develop self-doubt and insufficient 
development of the emotional-volitional sphere [1, p.13].

Delinquent behavior begins to manifest itself later than deviant behavior. It begins to 
grow rapidly in children of primary school age and has its own characteristics and causes. 
Usually, such behavior is an emotional reaction to difficult life situations. It can also be the 
result of negative environmental influences, in particular peers or the media. The causes 
of delinquent behavior in primary school age are diverse. Socio-economic factors can 
lead to such manifestations, as they create conditions in which children feel deprived and 
unprotected. Children from disadvantaged families often face a lack of material goods, 
love and support from their parents, which can contribute to their tendency to engage in 
delinquent behavior in order to attract attention or get what they lack. Psychological fac-
tors can also cause such behavior, making it difficult for children to adapt to social norms 
and standards. Children with psychological problems may have difficulties with emotional 
self-control, self-regulation, constructive ways of resolving conflicts and making optimal 
decisions. The influence of a destructive social environment can form negative values   and 
asocial attitudes in children, which also leads to delinquent behavior [9, p.273-274].

Delinquent behavior is a set of offenses and offenses that are not subject to criminal 
liability, but with their behavior the child assumes the status of a “difficult teenager”. L. 
Mishchyk and Z. Belousova distinguish the following characteristic features of a “difficult 
teenager”:

1. Intellectual retardation: insufficient development or selective perception and as-
sessment of the environment, weak cognitive abilities, undeveloped speech.

2. Negative character traits: irresponsibility, laziness, the presence of bad habits, 
indifference, cruelty to people, animals or nature.

3. Conflict: frequent disputes with peers, parents and teachers.
4. Propensity for forbidden entertainment: interest in activities that do not corre-

spond to age, in the absence of interest in socially useful activities.
5. Impulsivity: inability to control emotions in a state of strong excitement.
6. Protective psychological mechanisms: justification of one’s own behavior, ten-

dency to deception, aggressiveness.
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7. Negative ways of self-affirmation: manifestation of deviant behavior as a way of 
self-expression [8, p.153].

K. Sedykh and V. Morgun highlight the main features of delinquent behavior:
1. Violation of the law: includes any actions that contradict the law or established 

rules, including theft, robbery, assault, drug offenses, etc.
2. Deviation from social norms: behavior that contradicts generally accepted social 

rules, for example, aggression, vandalism, drinking alcohol in public places.
3. Failure to comply with established rules in the educational or work environment, 

such manifestations as: truancy, bullying, physical violence, refusal to comply with school 
or work rules.

4. Antisocial actions that harm society or individuals, including violence, theft, in-
tentional murder, etc. It is worth noting that delinquent behavior can have different levels 
of seriousness [7, p.17].

In turn, Kateryna Duvanska highlights a separate factor – the criminal factor of the 
emergence of delinquent behavior. One of the reasons for the formation of delinquent 
behavior is teenage groups that arise outside the boundaries of socially significant ac-
tivities. Such associations are often formed in conditions of aimless pastime and risky 
hooligan acts. Getting into such an environment, a teenager gradually becomes involved 
in antisocial actions that can develop into criminal activity. The main factors contributing 
to this process are failures in achieving success, the lack of positive activities for self-re-
alization, as well as psychological discomfort. The latter can arise due to a feeling of social 
alienation, low academic performance, conflicts with teachers and peers. As a result, the 
teenager loses significance in his usual environment and begins to look for a new circle of 
communication, which often leads to involvement in deviant or criminal groups [3, p.160].

I. Zhdanova in her study notes that people with various forms of deviant behavior 
have violations of the mental mechanisms responsible for self-regulation. One of the key 
factors contributing to deviation is a contradictory attitude to social norms and rules, as 
a result of which they lose their regulatory function. Also, an important role is played by 
the insufficient development of the mechanisms of style regulation, which is manifested 
in the weak ability to identify important conditions for achieving goals, build an effective 
strategy of actions, adapt the self-control system to changes in the external and internal 
environment, objectively evaluate one’s own behavior and results of activity, as well as in 
the lack of independence in organizing one’s own activity. In addition, people with deviant 
behavior are characterized by increased tension in confrontational situations, which is 
accompanied by a reduced level of self-control, responsibility and difficulties in positively 
rethinking difficult life circumstances [12, p.203].

Deviant behavior and criminal behavior have a close and complex relationship that 
requires consideration from several aspects. Most importantly, there is a certain sequence 
between them, where deviant behavior is not only a deviation from social norms, but also 
a potential catalyst for further offenses. This means that deviant actions do not always 
lead to criminal ones, but they are often the initial stage on the path to criminal activity.

One of the main mechanisms linking deviant and criminal behavior is psychological 
factors. People who demonstrate deviant behavior often have problems with adapting to 
social norms and with self-regulation. They may have a deficit in social skills, are unable 
to adequately evaluate moral norms and control their impulses, which significantly in-
creases the likelihood that their behavior will become more disturbed and lead to crimes. 
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Additional factors are personality accentuations, psychopathic or psychopath-like traits, 
which significantly increase the tendency to violate the law. Another important aspect 
is social marginalization, which is often the result of deviant behavior. Individuals who 
demonstrate deviations from social norms often find themselves on the periphery of so-
ciety, isolated from mainstream social groups. They can be rejected from various social 
institutions, such as family, school, work, and this creates a favorable environment for 
the development of criminal behavior. Alienation from society can worsen a person’s psy-
chological state, which further increases the likelihood of committing crimes. This is es-
pecially true for adolescents and young people, when the influence of peers and groups 
becomes critically important. In such cases, the lack of support from the family or society, 
based on accepted moral norms, makes the individual vulnerable to criminal influenc-
es. Additionally, individuals who are prone to deviant behavior often find themselves in 
social circles where antisocial and illegal actions are normalized. Such groups support 
each other in violating norms and rules, stimulating even greater deviation from societal 
standards.

In such groups, individuals may not only encourage crime, but also be constantly 
influenced by criminal ideas and patterns of behavior, which can ultimately lead to the 
commission of serious crimes. Understanding these connections is important for devel-
oping effective strategies for preventing and combating crime [16].

Conclusions. Preventing the growth of crime requires a comprehensive approach 
that includes legal, educational and social ways to solve the problem. The implementation 
of social rehabilitation programs, increasing legal awareness and creating favorable con-
ditions for the socialization of risk groups of the population should contribute to a signifi-
cant reduction in the level of crime. The leading approach to this problem is an interdisci-
plinary approach that combines the efforts of criminologists, psychologists, sociologists, 
and educators in combating the spread of deviant and delinquent behavior in society.
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Summary
The application of coercive measures in the criminal trial is necessary for the prevention, cessation, 

investigation and discovery of crimes. Among them, the detention of a person suspected of committing a crime 
should be highlighted – the measure that limits the personal freedom of citizens. Its application substantially 
restricts the constitutional rights, freedoms and legal interests of the citizen, calls into question their honor and 
dignity, influences their future fate and causes moral suffering in the event of unjustified or illegal detention. 
The detention of persons suspected of committing crimes is often accompanied by significant difficulties, which 
is explained by its insufficient legal regulation. The recognition of international standards in the field of human 
rights implies the need to search for new approaches to optimizing the forms of criminal proceedings, creating 
additional guarantees for the inviolability of the person related to the application of criminal procedural coer-
cive measures. Therefore, one of the current directions in the theory of criminal procedure was and remains the 
development of legal regulations on the application of this criminal procedural coercive measure and the ap-
propriate preparation of procedural acts in the process of detention of persons suspected of committing crimes.

Keywords: suspect, detention, deprivation of liberty, reasonable grounds, criminal prosecution action, 
ordinance, body search, procedural act, offense, defense attorney, criminal prosecution body, rights, obliga-
tions, interrogation.

Introduction. Detention, as a concept, has several meanings, being considered as: 
an action; a procedural solution; a state. Detention as an action means stopping, prevent-
ing a person from moving according to own will. It is, therefore, physical detention (de 
facto detention). Detention as a measure means the solution or the procedural decision by 
which the coercive measure consisting in depriving a person of liberty for a short period 
of time, but not more than 72 hours, in the places and under the conditions established 
by law is ordered. Detention as a state refers to the person deprived of liberty and who is 
in the custody of the law enforcement agencies. The person is ‘detained’ or ‘in a state of 
detention’ [6, pp.49-51].

In general, detention is a procedural measure of coercion applied within a crimi-
nal case and which manifests itself through the temporary isolation from society of the 
person suspected (accused) of committing a crime by keeping the person in question in 
specialized institutions for a period strictly established by law [17, p.59].

In the specialized literature (forensic science and criminal procedure law) the de-
tention of the suspect (accused) is usually excluded from the process of conducting crim-
inal prosecution actions, carried out by law enforcement agencies when investigating 
criminal cases. In the opinion of professor M. Gheorghiță, this fact speaks of the necessity 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică517
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

it be considered an independent procedural and forensic tactic action with a special val-
ue. He supports the opinion of those authors who classify the detention of the suspect 
(accused) to criminal prosecution actions and characterize it as a procedural measure of 
coercion, which also has the purpose of administering evidence in the criminal case [8, 
p.412; 17, p.119]. In the opinion of other authors, detention is a complex procedural action. 
Its complexity is manifested in the fact that it is closely related to certain criminal pros-
ecution actions, such as frisking and body search. In essence, the content of this action 
includes a preliminary body search at the place of detention, a body search within the 
premises of the criminal prosecution body, escorting the detainee and the investigation 
(examination) of the place where the detention took place, the results of which are re-
flected in the detention report [12, p.277; 24, p.152].

Art. 25 of the Constitution of the Republic of Moldova [4], contains the basic ele-
ments for determining the legality of the act depriving an individual of his/her liberty [13, 
p.119]. According to the case law of the ECtHR, detention as a form of deprivation of liber-
ty begins when the person is effectively ordered to surrender his/her freedom of move-
ment and is not limited to the classic notion of arrest or detention. Thus, the purpose of 
protection, provided for in Article 5 of the ECHR [5], goes beyond the simple deprivation 
of liberty in the classic sense of the word and does not exclusively cover the physical dep-
rivation of liberty through detention [9; 16, p.298].

In the case of Creangă vs. Romania [11], the ECtHR found that the prior waiting of a 
summoned person, before being officially detained, was not included in the term of de-
tention. Any procedural measure that requires time, such as, for example, a home search; 
the crime scene investigation in the case of crimes committed in flagrante delicto must be 
included in the 72 hour period.

The detention period must include the time spent performing the procedural meas-
ures immediately preceding the execution of the act of detention, in the event that the 
person is effectively constrained in the freedom of movement during the performance of 
these measures, which in fact constitutes deprivation of liberty lato sensu [15, p.111].

In order for the detention to be legal, it is necessary to cumulatively meet a series 
of general and special conditions provided for by law, which are considered procedural 
guarantees to ensure the individual freedom of the person [7, p.346]. In this regard, the 
preparation of the detention report has a special procedural importance, because based 
on the respective act the person obtains the procedural status of a suspect who has cer-
tain rights and obligations and constitutes the procedural reflection of both the decision 
and the detention procedure [15, pp.111-112].

The report of the suspect’s detention, drawn up in the manner established by law, 
is an important procedural document, which represents not only the legal basis for the 
correction of the detainee and his/her detention in the preventive detention center, but 
also an important means of evidence in the criminal case [8, p.435].

Methods and materials applied. The methodological basis of the article is the prin-
ciples of dialectical materialism, as a universal method of knowledge. In the work process, 
general scientific methods were applied: comparative-legal, systemic, logical, and gram-
matical. In the development of the article, provisions of the Constitution of the Republic of 
Moldova, international legal instruments, provisions of the criminal procedural legislation 
of the Republic of Moldova in the matter of the detention of the suspect as a measure of 
criminal procedural coercion, as well as provisions of the criminal procedural legislation 
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of other states were used. The theoretical basis of the research is the works of scholars 
in the field of criminal procedural law and forensics. The research also used works on the 
methodology of scientific knowledge, as well as a range of studies and researches signed 
by foreign authors.

Discussions and results obtained. The representative of the criminal prosecution 
body by drawing up a report on the detention of the suspect, seriously limits one of the 
fundamental rights of the citizen – the right to the inviolability of the person. This right, 
guaranteed by the Constitution of the Republic of Moldova [4], applies equally to any cit-
izen of the Republic of Moldova throughout its territory, and any restriction of this right 
can be carried out only in accordance with the procedures established by law. The main 
purpose of the drawn up procedural act is that it exclusively formulates the decision on 
the application of a procedural coercive measure to a person and certifies that this deci-
sion has been implemented.

However, another important task of this act, which is relevant today, is to strength-
en the procedural position of the person, and this is usually achieved indirectly. In prac-
tice, this aspect is often not given due attention. At the same time, the detained person 
is not always aware of the legal significance of this document and of getting acquainted 
with it. However, the detention report, as a procedural act, does not guarantee the ‘ma-
terialization’ of the most important circumstances, from the point of view of evidence in 
criminal cases, such as, for example, in the case of catching a person in flagrante delicto 
and actual detention at the scene of the crime.

In most cases, due to the presence of this procedural act in the criminal case, it can 
be practically found out whether (and to what extent) the procedural form was respected. 
In addition, the necessary conditions are created to ensure the process of proving the 
suspect’s involvement in the commission of the crime, timely control by the prosecutor, 
judicial control over the legality and reasonableness of the detention is ensured, the ac-
curacy of the transmission of factual data is guaranteed [25, p.93].

The development of practice has led to the fact that the detention report, which 
should certify the circumstances and facts established at the time of detention, has be-
come, among other things, the documentary basis for the deprivation of liberty of the 
suspect for a short period of time, which, to a large extent, limits the possibility of using 
this document to record the circumstances of the detention of the person suspected of 
committing the crime. Thus, I.M. Gutkin emphasized that “the specific statement of the 
grounds for detention in the report is not related to its evidentiary value, but to the need 
to justify the decision to detain a person suspected of committing a crime” [20, p.50].

Several authors considered that the detention report is evidence in the case file, 
which is why it must be drawn up in accordance with all the requirements established by 
the legislator. Deficiencies in its preparation nullify its evidentiary value and create addi-
tional obstacles in establishing the truth in the criminal case [29, p.60; 31, p.60].

According to the position of some authors, the detention report was considered for 
a long time, an independent item of evidence, being classified as the minutes of criminal 
prosecution actions. B.P. Smagorinsky emphasized that “the detention report provides 
the criminal prosecution body, on the one hand, with indisputable evidence, on the other 
hand, it allows the representative of the criminal prosecution body to carefully question 
the detained person about the circumstances of the commission of the crime, and, on the 
other hand, the suspect is deprived of the opportunity to hide from the criminal prosecu-
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tion body” [31, p.96].
It was also proposed to change the procedure for documenting detention, separat-

ing the process of recording evidence from the direct application of the coercive meas-
ure, and the information incriminating the person in committing the crime was to be 
reflected in a separate report. Subsequently, with its help, the grounds and reasons for 
the detention were to be established and a decision (order) was to be issued on the appli-
cation of the criminal procedural coercive measure [19, pp.350-360].

Other authors considered that detention, as a procedural action, does not directly 
establish any evidence and, therefore, the detention report does not have the value of an 
item of evidence in criminal proceedings [25, p.95].

However, it is not necessary to use the procedural completion (materialization) of 
detention to collect direct evidence. The detention report retains its evidentiary value 
only as a document attesting to the circumstances of the procedural detention (time, 
place, grounds and other circumstances). It can be considered admissible evidence – hav-
ing the status of a document (Art.93, para.(2), point 5 of the Criminal Procedure Code of 
the Republic of Moldova), because the information presented in it is relevant for estab-
lishing the circumstances referred to in para.(1) of Art.96 of the Criminal Procedure Code 
of the Republic of Moldova [2].

The physical detention of a person suspected of committing a crime usually takes 
place for the purpose of forcibly bringing the person to the criminal prosecution bodies. 
Procedural detention is a criminal prosecution action that, in many cases, is examined 
only as a procedural act [8, p.413].

According to the meaning of the criminal procedure law, a person becomes a sus-
pect not from the moment of the capture and bringing the person in question to the law 
enforcement authorities, but after drawing up the report of the suspect’s detention by the 
representative of the criminal prosecution body (Art. 167 of the Criminal Procedure Code 
of the Republic of Moldova) [2], that is, not from the moment of physical detention, but 
from the moment of legal (procedural) detention.

Previously, some authors emphasized the need to reflect in the report the time of 
the actual detention of persons suspected of committing a crime, which could represent 
an additional guarantee of their rights, given that the first statements of the detained per-
sons are often obtained before the report is drawn up (in the form of ‘initial explanations’) 
[27, pp.55-56; 28, p.112].

“A citizen is deprived of the liberty from the moment he/she is forced to go to a 
place where he/she would not like to be... for the person in question the detention be-
gins, practically, from the moment his/her liberty was restricted. A report must be drawn 
up on the occasion of detention, and, if possible, immediately. It must specify the time of 
the actual detention, not the time of the detainee’s arrival...” [32, pp.144-145].

The detention report indicates many factual circumstances that are important for 
resolving the criminal case: the place and time of detention, a description of the clothing, 
the results of the body search of the detained person, etc. Also, the detention report can 
be evidence of informing the detainee about his/her rights and ensuring them [16, p.308].

In the legal literature, proposals have also been expressed regarding the time of 
drawing up the detention report: immediately at the place of detention, two hours after 
the actual detention, three hours after being brought to the criminal prosecution body, 
no later than 12 hours after the actual detention or within 24 hours after the actual deten-
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tion [22, p.145; 25, p.96].
The detention report must specify not only the time of its preparation, but also the 

time of the de facto (effective) detention of the person, because it is from the moment of 
the de facto restriction of freedom of movement that the person becomes a suspect. How-
ever, it is necessary for the law to provide for the obligation to draw up the detention re-
port right at the place of commission of the crime, immediately after its discovery. In this 
case, the time of detention and the time of drawing up the report will coincide [25, p.96].

The report must correctly indicate the time of de facto detention and the time of 
drawing up the report. Detention reports must contain complete information on the 
grounds for the detention of persons suspected of committing a crime. It is not correct to 
stipulate in the detention report the provisions of the articles of the Criminal Procedure 
Code of the Republic of Moldova only, without mandatory confirming, through properly 
proven factual data, that the person could hide from the criminal prosecution body or 
court, prevent the establishment of the truth in the criminal trial or commit other crimes.

In the case of Leva v. Moldova [10], the ECtHR found that the applicant was detained 
on the grounds that a witness named him, although such statements did not exist in the 
file. In this case, the ECtHR did not tolerate the Government’s arguments, which motivat-
ed the failure to indicate the names of the witnesses, because there was not enough space 
in the detention report for such information [15, pp.112-113; 16, pp.308-309].

The detention report must be drawn up within three hours of the person being 
brought to the criminal prosecution body (para.(1) of Article 167 of the CPC RM). Before 
drawing up the detention report, it is necessary at least to obtain the victim’s statement, 
to conduct an investigation of the crime scene, to issue an order to initiate criminal inves-
tigation, etc. By establishing such a procedure, the legislator did not consider that often 
the representatives of criminal prosecution bodies are forced, including in obvious cases 
involving crimes that do not present difficulties, to travel tens or even more kilometers, 
which makes it impossible to carry out this process within three hours [26, p.38].

Author V.Iu. Melnikov proposes that the law provide that the detention report may 
be drawn up before the commencement of criminal proceedings and represent a justifi-
cation for the application of the procedural measure of coercion – the detention of the 
suspect. He expresses the opinion that the detention decision should be made only by 
a reasoned order, and not by a report. Moreover, the opinion regarding the need of the 
issuance of a detention order in parallel with the drawing up of the detention report has 
gained wide distribution [25, p.97]. 

In particular, I.Ia. Levchik argued: “... drawing up a report of detention is not appro-
priate, since, in the case of detention based on direct indications of the eyewitness or the 
victim that this person committed the crime, no new factual data will be obtained, which 
have already been presented in the statements of the witnesses or the victim”.

These data can be obtained only by carrying out other criminal prosecution actions, 
which follow the detention, as well as after the body search of the detained person [23, 
pp.149-150]. The author I.L. Petrukhin noted that detention on the basis of a preliminary 
decision (order) could be accepted even in cases where there is none of the grounds men-
tioned in this regard in the criminal procedure law, but when there is at least one ground 
for applying a preventive measure and, at the same time, evidence has been collected that 
points out to a certain person as a possible offender [27, p.90].

It seems that in the presented reasoning there is confusion between the grounds for 
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detention and those necessary for applying preventive measures. It should be noted that 
the detention report and the order on the detention are two distinct procedural documents. 
They differ in form and content, and each of them has a specific function in the criminal 
trial. When issuing the order, it is difficult to indicate in advance the existence of a certain 
ground for detention, according to the provisions of the criminal procedure law. The deten-
tion order does not have to be issued in all cases. According to Art.57, para.(2) point 11 of the 
Criminal Procedure Code of the Republic of Moldova [2], the criminal prosecution officer 
has the right to issue orders to the police or other competent bodies regarding detention 
and forced bringing. This decision is usually taken when it is necessary to carry out the de-
tention in another locality. Besides, Art.258 CPC establishes the possibility of expanding the 
territorial jurisdiction and delegations of the criminal prosecution body. 

Thus, with regard to the detention of the perpetrator, the employee of the ascer-
taining body, pursuant to para.(2) Art.273 of the Criminal Procedure Code of the Republic 
of Moldova, shall draw up a report on this act of ascertainment, which shall include: the 
date, time, exact place and grounds for the detention (deprivation of liberty), as well as 
the fact that the person was verbally informed of his/her minimum rights. This report 
must meet all the conditions set out in Art.167, para.(1) CPC.

It is worth remembering that, according to para.(4) of Art.273 of the Criminal Proce-
dure Code, the ascertaining body shall transmit the ascertaining acts, the material items of 
evidence and the detained person to the criminal prosecution body or the prosecutor imme-
diately, but no later than 3 hours from the moment of the de facto detention of the person.

Even if the perpetrator was detained by the employee of the ascertaining body, in 
any case, upon receiving the materials and the detained person, the head and an officer 
of the criminal prosecution body are obliged to verify whether the grounds for detention 
have not lapsed and, only if the conditions established by para.(1) and para.(2) of Art.167 of 
the Criminal Procedure Code exist, they will proceed to drawing up a report on the de-
tention of the person in question. Otherwise, guided by the provisions of para.(6) of Art.11 
CPC, the criminal prosecutions body shall be obliged to order the immediate release of 
any person illegally detained or if the grounds for detention have lapsed [6, pp.62-64].

The ascertaining bodies, including the police, are not entitled to de jure detain a 
person suspected of committing a crime. However, according to the law (Art.166, para.(1) 
CPC), this procedural measure of coercion is applied exclusively by the criminal prosecu-
tions body [14, p.32].

Detention is not only the taking of a decision, which can be formalized by a ruling, 
but also a procedural action, the conduct of which is related to a specific procedure, 
which must be reflected in the report. Due to the specificity of the legal nature of deten-
tion, its results, when executed by the police or other competent bodies on the basis of 
an order of the criminal prosecutions body, must be recorded in the detention report, 
indicating the specific grounds for detention. In other cases, it is not appropriate to issue 
a detention order and, together with it, draw up a detention report [25, p.98].

However, the detention report should be considered as a justification for the actual 
detention of a person suspected of committing a crime, reflecting the entire process of this 
activity. When drawing up the detention report, the representative of the criminal prose-
cution body, as a basis for his/her decision, may rely on factual data obtained from certain 
sources, the procedural analysis of which allows their use in an official and legal manner.

The presence of objective data pointing to a person possibly involved in a crime is not 
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enough for the person to become a suspect. A legal basis is also required, that is, a proce-
dural act. This directly corresponds to point 28 of Article 6 of the Criminal Procedure Code 
of the Republic of Moldova, which stipulates that any decision of the criminal prosecution 
body, adopted during the criminal trial, must have the character and form of an order. To 
recognize a person who has been detained procedurally as a suspect would be better, as 
mentioned above, on the basis of an appropriate order recognizing the person as a suspect.

Several authors have emphasized that the information about the circumstances ob-
tained at the time of physical capture (actual detention), and not following the procedural 
formalization (perfecting) of the detention, could have evidentiary value [33, p.44].

Such information can be obtained during the activity that directly precedes the 
drawing up of the detention report, for example, from the persons who carry out the 
capture and forcibly bring the suspect to the law enforcement authorities. They may re-
flect data about the circumstances that are to be proven in the criminal trial (Art.96 CPC) 
[2], such as the person’s behavior at the time of capture: resistance, attempt to escape, 
destruction or concealment of available objects and documents. The circumstances in 
which the detention took place will show the involvement of this person in the commis-
sion of the crime [30, p.82]. In this context, it is necessary to reflect in the detention re-
port the data obtained at the time of the capture in flagrante delicto, which precedes the 
procedural detention [18, p.72].

At the time of the detention of the suspect, the person performing this action is 
entitled to subject the detained person to a body search, under the conditions of Art.130 
of the Criminal Procedure Code of the Republic of Moldova – without drawing up an or-
dinance to this effect and without the authorization of the investigating judge [8, p.436]. 
The report should mention whether the suspect was explained the rights and obligations 
at the time of physical capture. This aspect is essential to ensure respect for the funda-
mental rights of the detained person and to prevent violations of legal procedures, thus 
ensuring the subsequent validity of the procedural act.

In the event of a person being detained at the scene of a crime, i.e. before the initi-
ation of criminal proceedings, before being forcibly brought to the criminal prosecution 
authorities, he or she may be searched in accordance with Art.429 of the Contravention 
Code of the Republic of Moldova [3], as already mentioned, without a special order and 
without the authorization of the investigating judge. The results of the search are reflect-
ed in the body search report, in accordance with the provisions of Art.429, para.(6) of the 
Contravention Code, which is attached to the report on the contraventional detention 
(Art.434 of the Contravention Code). Subsequently, these reports shall be attached to the 
materials of the criminal case and, together with the interrogation report of the per-
son who drew them up, become evidence in the criminal case. However, in such cases, 
there is confusion between contraventional actions and criminal procedural ones, which 
is inadmissible. These procedures should be clearly separated to ensure the fairness and 
legality of the entire process.

The Criminal Procedure Code of the Republic of Moldova (Art.173) [2] does not clear-
ly specify by what means (mail, fax, telephone, etc.) the notification of the suspect’s de-
tention should be sent. In any case, the criminal case materials must contain information 
on the content and means by which the notification was made. In order to ensure compli-
ance with the confidentiality of the criminal prosecution and to prevent any attempt by 
the detainee to warn his accomplices, the notification of the detainee’s relatives should be 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică523
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

an obligation of the representative of the criminal prosecution body. Only at his discre-
tion, the detainee may be given the opportunity to communicate this personally. Notifica-
tion of the detainee’s relatives may also be carried out through the defense attorney, and 
in this case a confidentiality signature may be requested regarding the non-disclosure of 
information about the criminal prosecution.

Information about the suspect’s detention is necessary for his/her relatives and 
acquaintances so that they do not take measures to search for the specific person, so as 
not to consider the person missing without a trace [8, p.437].

In accordance with the provisions of para.(4) of Art.173 of the Criminal Procedure 
Code, if there is a need to prevent a serious risk to the life, freedom or physical integrity 
of a person, to ensure the secrecy of the initial stage of criminal prosecution, to prevent 
prejudice to criminal proceedings, to prevent the commission of another crime or to pro-
tect the victims of crimes, with the reasoned authorization of the investigating judge, the 
notification of the detention may be postponed for a period of up to 12 hours, except in 
the case where the detained person is a minor.

In addition to the notification of the detention, a copy of the detention report should 
be sent to the prosecutor. Moreover, the notification of the prosecutor about the detention 
must be carried out immediately. This creates conditions for the immediate correction of 
any violations and for ensuring respect for the legitimate rights and interests of the person.

Besides, the announcement (communication) of the report of detention to the sus-
pect is a legal fact, which generates a legal relationship between the suspect who acquires 
the subjective right to legal assistance and the person conducting the criminal prosecution. 
Point 11 of the Body of Principles for the Protection of All Persons Under Any Form of Deten-
tion or Imprisonment, adopted by the General Assembly, at 76th Plenary Session, by Reso-
lution 43/173 of 9 December 1988, contains the following imperative provision: “If available, 
full information about any decision to detain, as well as the reasons for the detention, shall 
be brought to the attention of the detained person or his lawyer without delay” [1, p.119].

In the detention report, in addition to other information, it is not necessary to in-
clude the detainee’s explanations, although the suspect is entitled to give explanations 
regarding the suspicions formulated against him/her, and in the detention report form a 
place may be reserved for this purpose, with the mention “in connection with the deten-
tion (name and initials of the suspect) stated...”.

The suspect’s explanations represent a statement regarding the circumstances that 
served as the basis for detention, as well as other circumstances that the person knows 
about what happened. These explanations can be obtained only from the beginning of the 
criminal investigation, when indications of the commission of a crime are identified. The 
detainee’s verbal explanations, given directly during the physical detention, are not men-
tioned in any official document at present, although it would be useful to record them in 
the detention report. This would help to better clarify the circumstances of the detention 
and ensure the transparency of the trial. The Criminal Procedure Code explains the right 
to “give statements and explanations” by the fact that the person who is held criminally li-
able shall, in all cases, give statements, thereby explaining the circumstances of the crime. 
In this sense, the explanations represent the content of the statements themselves, that 
part of them in which the suspect expresses the own view and understanding of the cir-
cumstances of the crime of which he/she is suspected.

Arguing for the separation of the concepts of ‘explanation’ and ‘statement’, E.M. Kly-
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ukov justifiably emphasizes the negative consequences of their identification. According 
to him, this leads to the fact that the criminal prosecution bodies record only the infor-
mation and opinions communicated during the interrogation, which harms the legitimate 
interests of the suspect. Therefore, it is essential that the suspect’s explanations, which 
are not made during a formal interrogation, but which may be relevant to understanding 
the facts, must be considered and correctly recorded, thus protecting his/her rights and 
ensuring a fair procedure [21, p.33].

Given that the procedure for obtaining and giving explanations during the prepa-
ration of the report on the suspect’s detention is not regulated by law, this opens up 
possibilities for violating the provisions of the criminal procedure law. The possibility of 
recording the detainee’s explanations in the detention report is one of the guarantees of 
the immediate implementation of the person’s right to give explanations, without wait-
ing for the interrogation, which may be postponed within the limits of the legal term 
of the detention measure. In addition, giving statements is a right, not an obligation of 
the suspect. The entire interrogation may not take place if the suspect refuses to make 
statements. At the same time, the right to give explanations, in which the detainee could 
express the own point of view on the circumstances of the detention, without wishing to 
disclose information about specific facts, will also remain unrealized.

Therefore, providing explanations represents the exercise of the suspect’s right to 
defense, protecting the person in question against the suspicion formulated against him/
her. This contributes to establishing the elements of the subjective side of the crime, as 
well as to obtaining factual data that can confirm either the involvement or non-involve-
ment of the suspect in committing the crime.

The video recording of the detention, which is mentioned in the report and which 
is attached to the report, could strengthen the evidence and could constitute a means 
of guarantee that those involved in the physical detention acted according to the law, 
but the media coverage of these recordings should not be approved [15, p.114; 16, p.310]. 
Moreover, means of visualization, diagrams of the place of detention can be drawn up if 
it is necessary to increase the evidentiary value of the detention report, which shall be 
attached to the report of this criminal prosecution action [12, p.276].

From the suspect’s right to know what he/she is suspected of, the need to indicate 
in the detention report the initial legal qualification of the crime of which the detained 
person is suspected arises.

Conclusions. The ambiguity of the procedural form of recording the recognition 
of a person as a suspect (report, order), provided for in the current legislation, does not 
always ensure the appropriate guarantees of the right to defense and its status. The ap-
propriate unified form is the order recognizing the person as a suspect, and the detention 
report must be drawn up in cases of detention of a suspect on the grounds provided for 
in Article 166 of the Criminal Procedure Code of the Republic of Moldova. However, under 
these conditions, the “report of detention of the suspect” should be renamed the “report 
of detention of a person suspected of committing a crime”.

The detention report must be drawn up immediately after the actual detention of 
the suspect or, if this is not possible (for tactical reasons, due to natural disasters, com-
bat actions, etc.), within the shortest possible time after his/her bringing to the criminal 
prosecution body. From the moment of receiving notification of the detention, the court 
is obliged to verify its validity and legality.
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The detention report may also include such information as: a description of the fac-
tual circumstances of the detention, the detainee’s verbal explanations, an explanation of 
the conditions of detention of suspects and the rules of the regime in places of detention, 
in order to ensure the protection of their rights during the deprivation of liberty.

Finally, as a matter of lege ferenda, we propose to supplement Article 167 of the 
Criminal Procedure Code of the Republic of Moldova with paragraph (7) to state that: “The 
explanations of the person detained as suspected of committing a crime must be recorded in 
the form of the detention report of the suspect. Such explanations are given of their own free 
will and must not replace the interrogation of the person suspected of committing a crime”.
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Summary
The main purpose of the criminal trial is to bring the criminal legal relationship before the courts, a con-

text in which we are talking about a set of rights and obligations for the participants in the criminal relation-
ship. Thus we find a system of law valued for the state and society, the function of punishment when fundamen-
tal social values are violated. The accusation, therefore the accusation, holds a weight of great importance in the 
process of preventing and combating the facts that represent crimes. So, in the context of globalization and the 
incredibly rapid development of computerization, the fight against crime from an informational point of view 
is of great relevance, because the sphere of cybercrimes that increasingly affect today’s society is very topical.

The function of the accusation, either in general if we are talking about crimes, or in particular by corre-
lating it with computer crimes, aims to exercise the coercive function of bringing criminals before the criminal 
courts to be held criminally liable, by applying the sanctions provided by law. Therefore, the function of accu-
sation (indictment) represents in the legal systems of all states, the dynamic element starting from the criminal 
prosecution to the final pronouncement of a criminal court decision.

In this study, it will be highlighted that in its evolution, the entire criminal process has known several 
prosecution systems that have been reflected in particular ways in the criminal procedure characteristic of 
each criminal law system. At the same time, evidentiary aspects related to the criminal trial will be revealed in 
relation to the analysis of the prosecution’s function.

Keywords: criminal, procedure, accusation, accuser, prosecution, cybercrime, victim, crime.

Introduction. Compared to the civil trial, in which we discuss only the function of 
the trial, in the criminal procedure we find the preliminary procedure, as a rule, of carry-
ing out a set of investigative actions that are carried out in order to accumulate evidence 
necessary to find out the legal truth in the respective case.  It is particularly relevant to 
carry out a comparative analysis of the criminal law systems in Europe, thus discovering 
that European law shows us that the Weberian model “ideal type” (Idealtyp) is applied, ac-
cording to which the criminal process takes place in a single stage/phase, namely the trial 
phase. Thus, European law enshrines the fact that it has not been embraced in relation to 
the particularities of the criminal trial in which the original victim of the crime – the state 
and society – reacts through its representatives (the Public Prosecutor’s Office) in order 
to collect evidence and hold the offender criminally responsible, noting the existence in 
the criminal trial of functions other than the trial [1, p.9].

Considering the above-mentioned aspect, it is important to note that the accusa-
tion or accusation means the affirmation, the direction towards the realization of criminal 
liability, reflected in the procedural act of the criminal prosecution body, of the prose-
cutor or in the request of the injured party, regarding the commission of the crime by a 
certain person [2, p.215]. The function of accusation or accusation within the criminal 
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procedure is carried out through the activity of initiating the criminal action and its ex-
ercise, which involves the preparation of a procedural act that represents the accusation 
of a certain clearly established person, named within the procedure as the perpetrator of 
the crime, therefore the activity of indictment through the act of initiating the criminal 
action,  sending or summoning a criminal case, by debating, showing the reasons used to 
prove his accusation before the criminal court, a procedure that also involves the promo-
tion of legal remedies and their motivation within the competent courts, according to the 
legislation of each state.

The function of accusation holds a significant importance in the process of com-
bating and preventing the facts provided by the criminal law, since by exercising this 
function, the persons who have committed crimes are summoned to appear before the 
courts to be held criminally responsible. The indictment function is the dynamic element 
that advances the criminal process from the beginning of the criminal investigation to the 
pronouncement of the final criminal decision [3, p.97]. The prosecutors who carry out 
their activity within the Public Ministry and the judges who work in the criminal sphere, 
perform the procedural functions of prosecution and judgment, respectively. In order to 
ensure the proper administration of criminal justice and to guarantee the independence 
and impartiality of those who exercise these judicial functions, Criminal Procedure Law 
regulates their distribution among various bodies. Thus, the prosecution (prosecution 
function) is in principle granted to the prosecutor, and the mission to decide on the guilt 
of the accused – to the courts [4, p.205].

In order to define the function of prosecution, it is necessary to take into account a 
series of elements such as: proving the violation of a legal norm; the commission of an act 
provided for by the criminal law that constitutes a crime within the meaning of the law; 
the existence of a criminal law relationship at the time of the violation of a substantive 
rule of law, by committing an act, which according to the law constitutes a crime.  As the 
criminal law relationship arises, a criminal law relationship is thus formed, which has as 
a consequence the criminal liability of the perpetrators. In this context, it is obvious that 
the criminal process represents the activity through which those who have committed 
crimes are judged by the competent courts, through this activity creating a criminal legal 
relationship, so a set of rights and obligations is established for the subjects of this legal 
relationship.

Thus, in the name of the state and society, the right of punishment (jus puniendi) is 
capitalized [5, p.833].

The accelerated development of information technology, worldwide, has the effect 
of producing antisocial acts, called “criminal” both in American criminal law and in the re-
ports presented by computer specialists, facts that could not have existed in the technical 
conditions existing 10 years ago, for example.

Computer systems now offer new, some even sophisticated opportunities to break 
laws and create a high potential for committing types of crimes carried out differently 
than in the known traditional ways.

Methods and materials applied. Comparative law issues. In the study carried out we 
started from the premise that the social reality in all its complexity cannot be captured, 
accepting that the results of the research will be considered true probabilistic data, con-
text in which we studied the legislation, the specialized literature related to the subject, 
taking into account the opinions of some experts in the field of reference, the function of 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică529
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

the accusation from the perspective of combating crime with examples from computer 
forensics as a current benchmark of crime,  providing elements of comparative law on the 
function of the prosecution.

At the same time, we resorted to the secondary analysis of data collected by other 
researchers, aspects rendered in the bibliographic references shown.

Discussions and results obtained. Achieving the desired correlation in order to 
highlight what was envisaged, it should be noted that throughout its evolution, the crim-
inal process has been recognized as having different systems of accusation. For example, 
within the system of private prosecution that is specific to the primitive era of revenge or 
composition, the exercise of criminal action against the perpetrators represented a right 
of the victim and of the members of his family, even of the entire community called tribe. 
So, within developed societies this system became useless, since the fight against crimes 
could not be left to the discretion of the victims, especially if we are talking about crimes 
that seriously harm the general interests of society as a whole. Thus, it is noted that with 
regard to the private prosecution, the criminal prosecution was initiated at the initiative 
of the victim or the heirs.

From the current perspective, the private prosecution signifies particular situations 
existing in various criminal procedure laws, in which the criminal action is set in motion 
with the formulation of a criminal complaint by the injured party, from which time the 
criminal bodies show their intervention as representatives of the rule of law, being the 
criminal prosecution bodies and when the complaint is filed by the victim of a crime and 
the state bodies represented by the criminal bodies intervene prosecution and the Pros-
ecutor’s Office which intervention involves several stages, in particular we are talking 
about the continuation of the criminal investigation.

If the victim does not file a complaint as a result of suffering a crime, the crimi-
nal process can also be initiated at the initiative of the state bodies which, based on the 
law, take over and continue the criminal investigation. In some cases, if there is no such 
complaint by the victim, the criminal investigation cannot be initiated and the case can 
no longer be judged by a criminal court in order to pronounce a decision to convict the 
offender [6, p.38-39].

Mr. Igor Dolea, former judge of the Constitutional Court of the Republic of Moldova, 
stated that the principle of availability was at the origins of the criminal charge. Thus, it 
was revealed that over time the rule of law has taken all the steps to get involved in the 
criminal process in order to ensure a safe means of stopping the commission of crimes. It 
was also shown that the criminal phenomenon presents a high social danger, a context in 
which the principle of officiality broadens its scope of applicability.

It is obvious that the act provided for by the criminal law and called a crime causes 
damage to the victims of the crime, an aspect in relation to which the principle of availa-
bility is viable for the criminal procedure together with that of the official. Depending on 
the case, the principle of availability may govern over the principle of officiality [7, p.260].

Being in direct correlation within the system of private accusation, the system of 
popular accusation was created, according to which any citizen injured by the crime had 
the right to formulate and support the accusation. It has been demonstrated in practice 
that this system was not complete because the victims of crime did not proceed to formu-
late complaints, and if they did formulate these complaints, they were driven by revenge 
through illegal means such as blackmail methods or various set-ups, thus concealing re-
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ality. The popular accusation was characterized by the fact that the criminal prosecution 
was initiated at the initiative of any citizen who proved that he was acting on behalf of 
society.

On the other hand, the ex officio prosecution implied the self-referral of the judges 
who were handling a certain criminal case with specific persons, according to the prin-
ciple that the judge is his own prosecutor. Thus, we note that this system of ex officio 
prosecution violated the principle of separation of procedural functions, namely the pro-
nouncement of a court decision based on the judicial activity must be carried out by a 
state body other than the one representing the prosecution.

Taking into account the need to organize in the best and fair conditions the activity 
of holding the perpetrators criminally responsible, the system of public prosecution was 
adopted through a special authority, which bears the name of Public Prosecutor’s Office in 
Western legislation and Prosecutor’s Office in the legislation of former socialist countries. 
Under these circumstances, the criminal investigation is initiated at the initiative of the 
specialized officials, who are the magistrates of the Public Ministry.

The Public Ministry, being a procedural institution, is the result of a long historical 
process. Its origin can be found in French law, in the so-called “les procureurs du roi” of 
the fourteenth century, instituted “pour la défense des inmteredu princve et de l’Etat” [8, 
p.560].

According to the sources, it is shown that at the beginning, the prosecutors were 
considering the pursuit of tax interests resulting from the collection of fines and con-
fiscations within the royal treasury. Along the way, the limits of their duties have been 
limited to the duties they have at the moment, namely tracking criminals and supporting 
the prosecution.

A much more complex and complete mode of organization according to the ordi-
nances of France during the years 1552, 1553 and 1586 is noted. During this period, the title 
of “prosecutor’s office” at the beginning resulted from the fact that the prosecutors had a 
place on the prosecutor’s office next to the representatives of the parties, and not on the 
platform next to the judges [9, p.50-51].

According to the studies carried out so far, it is demonstrated that the public accu-
sation represents the initiation and conduct of the criminal trial without taking into ac-
count the will of the victim. At the same time, the principle of officiality takes into account 
the obligation of the criminal prosecution bodies to discover the truth by unmasking the 
criminals and holding them criminally responsible, disregarding the position of the vic-
tims who most often show revenge.

In this context, criminal prosecution can be defined as the procedure through which 
justice is done through the activity of administering the information necessary for judging 
the criminal case, a context in which justice becomes a protector of the general interest 
of citizens, therefore also of society as a whole.

As far as the public prosecution is concerned, it is noted that the criminal prosecu-
tion bodies or the prosecutor initiate the criminal action (criminal prosecution) even if a 
prior complaint of the victim has not been filed, thus this last aspect is analyzed under the 
aspect that it represents a right of the victim having no legal consequences on the initia-
tion or termination of the criminal investigation.

In the event that a crime is committed, the state in its capacity as subject of the so-
cial values protected by the law is obliged to apply the legal procedures in order to hold 
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the perpetrators criminally responsible, motivated by the fact that justice is a general 
process useful for the legal order and for society.

 The public interest requires the State to take measures in all circumstances in which 
crimes are found to have been committed. The protection of the public interest from 
this point of view also implies the protection of the private interest. Looking at things 
from this perspective, the individualization, establishment and application of penalties is 
a public prerogative. There are also cases in which the state does not have the attribute, 
nor the possibility, to intervene in the ascertainment of the commission of crimes. This 
last aspect involves the intervention of different institutions that carry out the following 
activities: the initiation of the criminal process ex officio and the prior complaint. Howev-
er, we note that the formality of the criminal process implies, first of all, the observance 
of the positive obligations of the state in the investigation of crimes.

In all cases, the four systems are recognized by numerous legislations, some empha-
sizing citizens or victims, others on the state, the vast majority knowing, however, two or 
three of them [10, p.139].

As an example, in the Anglo-Saxon legislation we find especially the system of popu-
lar accusation, according to which the initiation of the criminal action can be done by the 
victim, police bodies or by any person.

Practice shows that the system of public prosecution is superior to all systems, al-
though there are cases in which, due to certain inactions of the authorities with specific 
competences, there is a possibility that criminals will not be caught and punished, thus 
harming the legitimate interests of the victims.

It is revealed that the system of popular accusation is maintained in the Anglo-Sax-
on legislation, and that it does not operate autonomously but in conjunction with a public 
prosecution (Attorney General or Solicitor General), which exercises criminal prosecution 
in the case of crimes that harm the interests of the British Crown.

In the English system, in principle, any citizen can prosecute, but, as a rule, it is the 
police who launch, at the end of the investigation, the public action. In this way, through 
a very original fiction, the police act in the same way as any individual who could act, not 
as a representative of the state, “the police being simply paid for what any citizen could 
do as a civic duty” [11, p.56].

This principle was mitigated by the existence of a specialized prosecution service: 
in 1879 the Director of Public Prosecution (DPP) was created and in 1985 the Crown Prose-
cution Service (CPS). The Crown Prosecution Service is a public service created for Eng-
land and Wales, headed by a Director of Public Prosecutions, and can be consulted by 
Parliament through the Attorney General [12, p.85]. This service, headed by the Director of 
Public Prosecutions, has the essential mission of continuing or stopping the prosecution 
launched by the police [13, p.19].

In cases where the criminal investigation is carried out on behalf of the state or the 
private person notifies the state bodies, the investigation of the case is carried out by the 
collaborators of the police bodies, by the prosecution subdivisions within the DPP, by the 
CPS (since 1986), headed by the Attorney General. The British Police carry out the prose-
cution in the vast majority of crimes. Its powers and powers were substantially expanded 
by the Law on Police and Evidence in Criminal Cases of 1984. In the case of serious crimes, 
which threaten the security of the state (riots, acts of corruption, protection of state 
secrets, etc.), the investigation is carried out by the Department of Public Prosecution 
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under the leadership  of the Attorney General, who is the person with the highest public 
office in the state in the field of criminal prosecution. The fraud office deals with various 
frauds, even ensuring investigations [14, p.20].

In the English system there are no very detailed provisions of the private prosecu-
tion activity, which is determined by its peculiarities. The adversarial system, character-
istic of Anglo-Saxon countries, gives an important role to the parties and considers the 
judge as an arbitrator in the dispute between the prosecution and the defense; The accus-
er and the accused, with their lawyers, collect the evidence and administer it before the 
judge, a neutral and unbiased person, who follows the dispute that takes place in public 
session and adopts a decision based on what has been presented to him, even if it does 
not correspond to his own conviction [15, p.473].

The American system is very different from the previous one and much simpler. 
Since its origins, it has been separated from the English tradition, still founded on the idea 
of private and popular pursuits. In the United States of America there is today a public 
service, a veritable Public Prosecutor’s Office, which has a monopoly on prosecution:  the 
United States Attorney for federal crimes, the District Attorney and the Municipal Attorney 
for state crimes. In this way, in the United States of America, the figure of the prosecutor 
is a leading figure.

According to the criminal procedure regulations, in the USA criminal prosecution 
is carried out by a wide circle of bodies and persons with positions of responsibility, the 
most important of which are the Police and the Atornetura. At the same time, it is im-
portant to mention that the police carry out criminal prosecution in the vast majority of 
cases. A key role in initiating criminal prosecution is assigned to the Attorney Service.

It is also important to note that in the American system there is no such procedural 
subject as an injured party, the term victim being used. This fact is determined by the in-
admissibility of using a person in two capacities – witness and accuser.

France adopts the system of public prosecution, because it is the Public Prosecu-
tor’s Office that ensures the prosecution except for certain crimes, for which several ad-
ministrations could act, such as, for example, customs, post and telecommunications, 
roads, etc., either alone or in competition with the Public Prosecutor’s Office [16, p.121].  
In some cases, the criminal action can also be initiated by the victim and/or by some pro-
fessional associations. The legislator began to authorize the actions of trade unions and 
professional orders, as well as a large number of associations.

It is worth mentioning that in France, in 1985, a new collegiate body was established 
with attributions in the segment of criminal investigation supervision – the Criminal 
Prosecution Palace. It has broad powers in the field of initiating criminal investigations, 
verifying the legality and validity of the criminal investigation.

In Germany, the state has a monopoly on prosecution through the Public Prosecu-
tor’s Office (Offizialprinzip). If the Germans have adopted the system of public accusation, 
it is because individuals cannot always file a complaint and since prosecution must be 
mandatory, only a reliable service can ensure compliance with this principle [17, p.542].

The criminal prosecution aims to provide the accuser with the possibility of tak-
ing an appropriate decision in the matter of bringing the public accusation. The criminal 
prosecution itself cannot be focused directly only on the person who is identified, but also 
on a person unknown at the time of the start of the investigation.

In the German state, criminal prosecution is carried out by the police, the prose-
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cutor and the investigating judge. The victim also has a substantial role in the German 
criminal process. On the one hand, it can act, having the capacity of a party (intervener).

In accordance with Art.380 para.(1) German Code of Criminal Procedure, for certain 
categories of offences the private prosecution is admitted only if the attempt at reconcil-
iation has failed, the accuser being obliged to provide a confirmation of this fact.

This private action (privatklage) also exists in Swiss law, where a clear distinction is 
made between the victim, the civil party claiming reparation (the French conception) and 
the victim, the criminal party who formulates the complaint (the German conception), i.e. 
a kind of private accuser who seeks conviction [18, p.323].

At the same time, in Switzerland, the injured party is a party with numerous rights, 
even if it is an accessory party in relation to the Public Prosecutor’s Office. This private 
criminal action is not limited as in Germany to certain actions.

In the Spanish system, public action can be initiated through the Public Prosecutor’s 
Office (Ministero Fiscal). Here, any individual, regardless of whether he was a victim of 
the crime or not, can also set it in motion. Likewise, foreigners can also file a complaint 
for crimes concerning their persons or property. Spanish doctrine sees popular action as 
both a right and a public function.

In certain cases, the system of private prosecution is also recognized. Thus, it exists 
for punishable offences only at the diligence of the victim, in respect of which the victim 
can act alone.

The Italian system is very different from the Spanish one, specifically, in the case of 
ordinary crimes, only the Public Prosecutor’s Office has the prerogative to act. In the case 
of minor crimes that bear the name of private crimes (querelas), the criminal prosecution 
is initiated only at the request of the victim.

On the other hand, under Portuguese law, the Public Prosecutor’s Office and the 
victim have the power to bring proceedings. In this legal system, the victim is not only the 
injured person, but also the person who has suffered an injury and who initiates the civil 
action.

In the context of discussing the criminal process for the purpose of achieving jus-
tice, there is no doubt that the essential component is crime. Globalization and the in-
credible rapid development of computerization, the fight against crime from an informa-
tional point of view is of great relevance, because the sphere of cybercrimes that hovers 
more and more in today’s society is of great relevance. 

Thus, the purpose of justice is clear, namely to stop the phenomenon of crime, by 
its entire modern means, which requires up-to-date techniques in terms of cybercrime. 
Crime, in all its aspects, can be stopped/ combated by prompt, operative action and by 
modern current investigation techniques, by collecting and comparing evidence in order 
to discover the truth.

The realization of justice involves the activity of the subjects participating in the 
criminal action, therefore of the participants in the criminal process. The concrete pur-
pose of justice must have as a priority the respect of the fundamental principles enshrined 
in European law and transposed by the States into national legislation, such as human 
dignity, the fundamental rights and freedoms of every citizen, legality, the presumption 
of innocence, the right to defence, the principle of free access to justice, the principle of 
adversarial proceedings and equality.

All these aspects, without limiting us, complete the complexity of the criminal pro-
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cess, characterized by objectivity and legality. To these essential ideas, there is also the 
aspect of regulating the incompatibilities provided by the legislator in the Criminal Proce-
dure Code, referring here to the institution of abstention and recusal that come to ensure 
the objectivity of the criminal process and to remove situations that question the quality 
of the act of justice.

From the perspective of the topic treated, there are several problematic aspects, 
turning our attention to three of them, as follows:

– A first problematic aspect is represented by the way of collaboration between the 
criminal investigation officers and the prosecutors, a context in which the solution of re-
moving the problematic aspects would be solved simply by exchanging ideas and knowl-
edge between these subjects, thus correcting the problem of delaying the trial and judg-
ing within a reasonable time. The accusation exercised by the prosecutor and the criminal 
investigation officer is a public accusation, but in our legal system there is also the private 
accusation.

– The second problematic aspect (in the case of the Republic of Moldova), considers 
inopportune legislating of the provision of competence in the field of administering ev-
idence in criminal proceedings, and subjects other than police officers and prosecutors, 
therefore to the finding bodies, state control bodies, investigation officers, and last but 
not least to the Agency for the Recovery of Criminal Assets, an aspect that raises real 
problems. Referring to the relatively numerous legislative changes that have led to the 
creation of inaccuracies, through the excess of legislating the subjects competent to ad-
minister evidence in the criminal trial, it appears of utmost necessity to legislate their co-
ordinated activities, on the contrary, the administration of evidence outside the criminal 
procedural framework inevitably leads to the violation of the right to a fair trial.

– Finally, from the perspective of combating crime, the issue of new crimes in the 
online space arises, such as identity theft and phishing scams, investment fraud, spoofing 
(the action of falsifying the sender of sent emails, in order to hide the identity of the real 
address where the message comes from), as well as romance scams.

The issues raised at international meetings on combating cybercrime are as follows:
– The lack of a global consensus on the definition of “cybercrime”;
– The lack of a global consensus on the motivation for carrying out these acts;
– The lack of expertise from authorized persons belonging to institutions with con-

trol attributions in the field;
– The lack of adequate legal norms regarding access and investigation of computer 

systems, including the lack of norms through which computerized databases can be con-
fiscated;

– The lack of legislative harmonization regarding investigations in the field;
– The transnational nature of this type of crime;
– The existence of a small number of international treaties on extradition and mu-

tual assistance in the field. 
The Council of Europe has initiated its own case study for the development of the 

legal framework on combating cybercrime. The Council’s Commission of Experts on Com-
puter Crime has adopted Recommendation R(89)9, which is also a guide for action for the 
Member States of the European Union.  The United Nations has also been involved in 
the study and combating of the analyzed phenomenon. Numerous documents have been 
published, among which the following stand out: the Report “Proposals for the concer-
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tation of international actions to combat any form of criminal activity” (1985); Resolution 
introduced by the representative of Canada on combating computer crime (1990); “Unit-
ed Nations Declaration on Basic Principles of Justice for Victims of Abuse of Power and 
Crime” (1990); the Report “The Challenge Without Borders: Cyber-crime-international 
efforts to combat organized crime, transnational” (2000).

The differences that exist between the criminal codes of the states in terms of the 
way of regulating cybercrime are explained, on the one hand, by the fact that crimes in 
the field of computer activities have only been recognized worldwide in recent years and 
have had divergent evaluations, and, on the other hand, by the low level of development 
of some states in the field of information technologies and telecommunications systems,  
which did not impose the introduction of regulations in this area.

INTERPOL and EUROPOL also have responsibilities in combating cybercrime, both 
of which have unspectacular results due, on the one hand, to poor technological equip-
ment, and on the other hand, to the small number of specialists working in this sector and 
the lack of harmonized legislation.

As a result of the analysis and studies elaborated, it is found that, both at the level of 
management of institutions with predominantly computerized activity subject to “pres-
sures”, and at the level of the simple injured citizen, the essential problem related to the 
lack of a clear legislation on the responsibilities of surveillance of internet lines in order 
to limit the damages created as a result of the commission of computer crimes persists.

In this context, the issue of legislation in this area must be clarified, i.e. the harmo-
nization of legislation, and on the other hand, each state must ensure that it has material 
resources for the appropriate technical equipment, as well as specialized personnel to 
intervene in these types of crimes.

Conclusions. In order to ensure a correct and complete administration of crim-
inal justice, respecting the guarantees regarding the independence and impartiality of 
criminal investigation bodies and courts, the criminal legislation concisely legislates the 
distribution of precise tasks among the subjects – the participants in the criminal trial. 
Thus, the criminal investigation, therefore the function of prosecution, is in principle the 
responsibility of the prosecutor, and the actual accusation by which the guilt of the per-
petrator is established and the punishment applied is the responsibility of the judge.

In criminal proceedings the function of prosecution is carried out by initiating the 
criminal action and exercising it, which involves the formation of the accusation against 
the perpetrator of a crime, the indictment of him by the act of initiating the criminal ac-
tion, the referral or summons to criminal trial, the support and proof of the accusation 
before the court, including by exercising appeals and supporting them before the com-
petent courts.

In its evolution, the criminal trial has known several prosecution systems: private 
prosecution, popular prosecution, ex officio prosecution and public prosecution. The four 
systems are enshrined in numerous legislations, some focusing on citizens or victims, 
others on the state, the vast majority of which, however, know two or three of them.

Information technology has quickly established itself as a dominant component in 
all sectors of activity of modern society. The extremely rapid growth of computer net-
works has led to the improvement of communication systems, and computer devices have 
become indispensable tools for carrying out various activities. Computer advances have 
resulted in the scale of different methods and means of committing crimes, through com-
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puters and telephones.
In this context, the internet has become an unlimited platform for launching cyber-

attacks, with the involvement of sophisticated methods of breaking the law. The vulnera-
bility created by the exposure of personal data in the online environment and the lack of 
individual prevention measures for each citizen have favored the unlimited opportunity 
to commit cybercrimes.

In all these ideas related to the existence of cybercrime, the problematic aspects 
noted above require their clarification, because the resources on all niches involved in the 
fight against cybercrime no longer allow gaps of this type. Specifically, against the back-
ground of threats to social values in the online system, it is imperative that the criminal 
system works perfectly, focusing on the analysis and in-depth study of these new types of 
crimes that invade the whole world.

The clear delimitation of responsibilities and subjects – participants in the criminal 
process – is the most important priority, taking into account the legislation of the states 
of the world that are constantly changing due to the accelerated development of infor-
mation technology.

International cooperation is facing an ongoing challenge posed by the rise of trans-
national cybercrime. Only a few countries of the world (United States of America, Canada, 
Australia, Hong Kong, China) have adequate laws to combat the phenomenon in question, 
but without satisfactory results being obtained, much less the eradication of the phenom-
enon. Other states (Japan, Belgium, Great Britain, Italy, Malaysia) have brought into dis-
cussion the extent of the phenomenon studied, the legal framework existing here being 
limited to only a few of the areas of computer use.

Starting from the need to harmonize the legislative framework necessary to combat 
this large-scale criminal phenomenon, immediate measures are needed in the two afore-
mentioned niches, namely the allocation of financial resources for the appropriate tech-
nical equipment, the clear establishment of the participants on behalf of the state that 
carries out the criminal investigation, and last but not least the specialized professional 
training on this type of crimes – through training courses of high standard for people 
working in the field of combating cybercrime.
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Summary
This article indicates that the system of combating crime faces a number of challenges that complicate 

the effective maintenance of law and order. It is emphasized that one of the most serious problems is corrup-
tion in law enforcement and the judicial system. It undermines trust in state institutions, promotes impunity 
for criminals and creates conditions for the flourishing of organized crime. Attention is drawn to the fact that 
an important factor affecting the crime rate is the shadow economy. Undeclared income, illegal labor market 
and financial fraud not only reduce budget revenues, but also create a criminal environment, contributing to 
corruption, money laundering and tax evasion. It is alleged that a separate problem is the rehabilitation and 
resocialization of persons who have served their sentences. The lack of effective social adaptation programs, 
discrimination of former prisoners in the labor market and insufficient psychological support contribute to the 
recurrence of crimes.

Keywords: crime, crime prevention, corruption, shadow economy, criminal legislation, re-socialization, 
law enforcement.

Introduction. Law enforcement and effective counteraction to crime are important 
tasks of any state. In the context of globalization and the rapid development of technolo-
gies, the crime situation is taking on new forms and threats, which requires the modern-
ization of mechanisms for combating offenses. The modern system of combating crime 
faces a number of serious challenges, among which corruption plays a key role in law 
enforcement and the judicial system. It creates an atmosphere of impunity and prevents 
effective investigation of crimes.

Methods and materials applied. During the study, various methods of scientific 
knowledge were used. In particular, using the logical-semantic method, it was deter-
mined that the system of combating crime covers the fight against corruption, the shad-
ow economy, as well as the rehabilitation and resocialization of persons who have served 
their sentences. Documentary analysis and formal legal method made it possible to ana-
lyze laws and other regulations governing these issues, to identify certain gaps in legisla-
tion that may complicate the fight against crime. 

Using the comparative legal method, the experience of other countries in the fight 
against organized crime and corruption was considered, which made it possible to assess 
the possibility of applying such approaches in Ukraine. Modeling and forecasting meth-
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ods have helped to determine possible directions for improving legislation and practical 
measures in the field of combating crime, in particular regarding control over shadow 
financial flows and the return of former prisoners to normal life in society.

The scientific and theoretical basis of the work is the scientific works of domestic 
and foreign scientists in the field of law, sociology, philosophy, psychology, political sci-
ence, management theory and many other sciences, including interdisciplinary research.

Discussions and results obtained. Corruption is a negative social phenomenon that 
manifests itself in the criminal use by officials, public and political figures of their rights 
and official capabilities for the purpose of personal enrichment [1].

A detailed study of the causes and conditions of corruption crime is a key to devel-
oping effective measures to counter this negative phenomenon. Among the main factors 
contributing to the spread of corruption, there are legal, economic, organizational, man-
agerial and social:

 – Legal factors include shortcomings of the current legislation, which does not pro-
vide a holistic system of anti-corruption measures. The lack of a systematic approach to 
the preparation of bills, insufficient analysis of the state and trends in corruption lead to 
the inefficiency of legal norms in the fight against this phenomenon;

 – Economic factors are associated with low wages of public servants, uneven distri-
bution of resources and economic instability. These conditions create a favorable envi-
ronment for the emergence of corruption practices;

 – Organizational and managerial factors relate to shortcomings in the structure and 
functioning of state institutions. Lack of transparency in management processes, ineffi-
ciency of control and supervision contribute to the spread of corruption; 

 – Social factors include society’s tolerant attitude to corruption, low level of legal 
culture and civic activity. This leads to the perception of corruption as a norm and com-
plicates the fight against it [2].

Corruption is one of the key factors that weaken the effectiveness of the law en-
forcement system and complicate the fight against crime. It penetrates into all spheres of 
public life, creating conditions for impunity for criminals, undermining law and order and 
reducing citizens’ trust in state institutions.

One of the most serious consequences of corruption is the weakening of law en-
forcement. When representatives of the police, prosecutor’s office or judicial system re-
ceive undue benefit, criminals can avoid responsibility, which leads to an increase in crime 
rates. Unprofessional or biased investigation of criminal proceedings also contributes to 
the appearance of falsifications and illegal acquittals. In addition, corruption in public 
administration leads to embezzlement of budget funds that could be used to reform the 
system of combating crime.

Another important aspect is the connection of corruption with organized crime. 
Criminal groups often use bribery of public servants to ensure their activities, which 
makes them almost inviolable. Fighting corruption is critical to effectively combating 
crime. This requires a comprehensive approach: strengthening anti-corruption legis-
lation, independent judicial control, transparency in the activities of law enforcement 
agencies and active public participation in exposing corruption schemes.

Analysis of the current legislation on liability for corruption offenses gives grounds 
to assert that Ukraine has created a generally sufficient legislative framework for effective 
anti-corruption. It provides for a whole range of criminal-, administration-, civil, disci-
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plinary and other measures, which allows to bring to this or that type of responsibility 
almost any official of public authorities who has committed this or that abuse of power or 
official position [3, p.140].

Combating corruption should be based on the basic principles that ensure the pres-
ervation of the legitimate rights and freedoms of citizens. The effectiveness of anti-cor-
ruption measures is possible only with the close cooperation of state bodies, public or-
ganizations and society. And state policy in this area should be aimed at eliminating and 
neutralizing the factors that contribute to the spread of corruption.

An important aspect is the adaptation of the legal framework to changes in the so-
cio-economic and political life of the country. The focus should be on preventive meas-
ures based on the analysis and forecasting of corruption trends. Practical actions to pre-
vent and expose corruption schemes should be carried out by relevant law enforcement 
agencies.

One of the key methods of combating corruption is to increase the efficiency of 
anti-corruption structures. It is important to respond promptly to citizens’ reports, infor-
mation in the media and the results of sociological research on cases of corruption. It is 
also necessary to pay attention to its prevalence in various areas of public administration.

Among the most effective methods of preventing corruption manifestations, one 
can single out minimization of personal contact between public servants and citizens, 
which reduces the possibility of committing corruption offenses.

An equally important problem is the shadow economy, which contributes to the fi-
nancing of criminal groups and undermines the economic stability of the state. The shad-
ow economy is a serious challenge for the state, as it not only weakens financial stability, 
but also contributes to the growth of crime rates. The shadow economy covers illegal 
business activities, tax evasion, smuggling, corruption schemes and illegal employment, 
which creates a fertile ground for the development of criminal groups.

According to Z.S. Varnalia, the shadow economy is a complex socio-economic phe-
nomenon, which is represented by a combination of uncontrolled and unregulated (both 
illegal and legal, but immoral) economic relations between economic entities in obtain-
ing super-profits by hiding income and tax evasion [4, p.430]. Any activity in the field of 
shadow economy is criminal. One of the key causes of economic offenses is a deviation 
from generally accepted social norms. It is also important to take into account that social 
development in many countries occurs in conditions of social and economic instability, 
inconsistency of legislation, administrative chaos and other factors. Thus, the shadow 
economy should be considered not only as a deviation from the established standards of 
social development, but also as a forced reaction of participants in economic relations to 
adverse conditions. Many types of economic activity are carried out within the law, but 
the obtained financial results are often hidden or distorted for tax evasion.

Since entrepreneurs seek to act rationally, it can be assumed that in a shadow econ-
omy they are guided by the same principles of economic benefit. Therefore, the strategy 
of counteracting the shadow economy should not be based on strict administrative regu-
lation, but on creating favorable conditions for doing business in the legal field, as well as 
taking into account the interests of the business community.

One of the main negative consequences of the shadow economy is a decrease in 
state budget revenues. This limits the ability to finance law enforcement, social programs 
and economic reforms, which in turn weakens the ability of the state to effectively coun-
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ter crime. It is important to note that in conditions of war, the shadow economy critically 
weakens Ukraine, reducing budget revenues. This directly affects defence, social support, 
infrastructure recovery and economic stability. It should also be noted that the shadow 
economy is a source of funding for organized crime. Smuggling, illegal drug production 
and trafficking, illegal migration and labor exploitation are directly related to the crimi-
nal environment, which contributes to the spread of crime and increase the level of so-
cial tension. Illegal transportation of goods across the border brings significant profits 
to criminal groups. This applies to the illegal circulation of alcohol, tobacco, weapons, 
precious metals and electronics. Smuggling not only deprives the state of customs du-
ties, but also contributes to the spread of dangerous goods, such as counterfeit prod-
ucts and drugs. In the shadow economy, the production of counterfeit goods is widely 
developed, including fake medicines, alcohol, tobacco and branded products. This not 
only causes economic damage to legal enterprises, but also threatens public health. The 
turnover of narcotic substances is one of the most profitable segments of the shadow 
economy. Criminal groups earn money on the production, smuggling and distribution of 
drugs, which contributes to an increase in the level of drug addiction, an increase in crim-
inal activity and a general deterioration in social security. Undeclared labor and human 
trafficking are another source of income for criminal structures. Illegal transportation of 
migrants, forced labor and sexual exploitation are direct consequences of the functioning 
of the shadow economy, which violate human rights and deepen social tension.

Do not forget that another important aspect is the spread of corruption, because 
enterprises operating in the shadows often use bribery to avoid control by government 
agencies. This creates a vicious circle in which corruption supports the shadow economy, 
and it, in turn, contributes to the further spread of corruption.

Thus, the financing of organized crime through the shadow economy leads to an 
increase in corruption, the spread of violent crime, a decrease in the level of security and 
undermining the economic development of the country. The weakening of state control 
over illegal financial flows allows criminal groups to strengthen their influence on politics 
and business. Combating the shadow economy and criminal business is a key task for 
ensuring law and order and stability in the state. This requires strengthening financial 
monitoring, reforming the law enforcement system, international cooperation and raising 
the level of legal culture among citizens. In addition, significant attention should be paid 
to the effectiveness of criminal legislation. Gaps in legislation and outdated regulatory 
mechanisms often fail to meet modern challenges, such as cybercrime and transnational 
organized crime.

Criminal law is one of the key elements of the legal system of any state. Its effec-
tiveness determines the level of law and order, the protection of the rights and freedoms 
of citizens, as well as ensuring justice. However, in modern conditions there are often 
situations when the current criminal legislation is not sufficiently effective or outdated, 
requiring appropriate reforms.

We propose to consider in more detail the term criminal law policy. The author D.O. 
Balabanova notes: “Criminal policy is understood as the current daily activities of state 
authorities and the public in organizing and implementing measures to combat crime, as 
well as the general line in the criminal legal sphere legally defined and implemented by 
the state authorities, that is, the main directions, priorities, most important tasks, ways 
and means of implementing criminal legal regulation (criminal legal policy) are adequate 
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to the existing needs in society. The content of criminal policy is also largely, the imple-
mentation of a set of socio-economic and ideological measures designed to influence the 
causes of crime, and thereby, contribute to its reduction” [5].

The effectiveness of criminal law policy, first of all, is based on the effectiveness of 
the criminal law and depends on the effectiveness of criminal law norms and institutions. 
However, to consider the effectiveness of criminal legal policy as a consequence of the 
effectiveness of certain criminal legal norms and institutions would be wrong. It is deter-
mined by the action of the entire complex of criminal legal protection. At the same time, 
the effectiveness of the policy is significantly influenced by law enforcement practice and 
the general level of development of legislation and the level of legal awareness of society 
[6, p.313-314].

One of the key problems is the imperfection of the legal norms governing respon-
sibility for certain types of offenses. Outdated or contradictory provisions complicate 
their application and contribute to the emergence of legal conflicts. Insufficiently clear 
wording of norms can also lead to ambiguous interpretation, which reduces the level of 
legal certainty. For example, Article 364 “Abuse of power or official position» of the Crim-
inal Code of Ukraine contains formulations that do not define clear boundaries between 
intentional violations and managerial errors, which makes it possible for arbitrary inter-
pretation by the courts” [7]. There is also a problem of excessive criminalization of certain 
acts and, conversely, insufficient criminal liability for certain offenses. For example, in the 
field of environmental offenses and cybercrime, the legal mechanisms of punishment are 
underdeveloped. This leads to a situation where criminals exploit legislative gaps to avoid 
accountability.

Legal conflict is a discrepancy or contradiction between normative legal acts regu-
lating the same or related legal relations, as well as between the competences of the au-
thorities. In jurisprudence, the issue of legal conflicts is traditionally associated with the 
problem of inconsistencies in the legal system. In the theory of state and law, this concept 
is considered much wider [8].

The main problems of legal acts are:
• Gaps in legislation. Gaps in normative legal acts arise from the lack of proper reg-

ulation of certain social relations. They may be the result of a non-systemic approach to 
lawmaking or untimely updating of legislation in accordance with modern challenges. The 
lack of clear rules leads to an ambiguous interpretation of laws, which complicates judi-
cial and administrative practice;

• Law-making errors. The low quality of legislative initiatives may be due to the lack 
of scientific justification in their development. This leads to the excess of authority by the 
authorities, the adoption of conflicting norms, as well as inconsistency between individ-
ual acts. Such shortcomings create legal uncertainty and negatively affect the implemen-
tation of the law;

• Disadvantages of rule-making technology. Inaccurate and contradictory wording 
in normative legal acts complicates their application, contributing to different interpreta-
tions and creating legal conflicts. Insufficiently clear definition of concepts, duplication of 
norms in different acts and the lack of a unified approach to the structure of laws impede 
effective enforcement.

In order to improve the quality of regulatory legal acts, it is necessary to propose:
 – Optimize the process of rulemaking by strengthening the legal expertise of nor-
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mative legal acts.
 – Increase the level of professional training of legislators and experts in the field of 

law.
 – Eliminate existing conflicts and gaps in the current legislation.
 – Implement mechanisms for monitoring the effectiveness of legal norms and their 

compliance with public needs.
 – Ensure the stability of legislation, reducing the excessive frequency of changes in 

regulations.
The criminal legislation of Ukraine often does not have time to respond to changes 

in society, technological development and new forms of crime. For example, in the field 
of cybersecurity, many provisions are outdated and do not take into account the complex 
mechanisms of modern cybercrime, such as hacker attacks, phishing schemes and the 
use of cryptocurrency for illegal operations. In addition, new challenges related to mili-
tary conflicts also require a revision of criminal law. For example, it is necessary to clearly 
define criminal liability for collaboration, war crimes and terrorist financing, which is es-
pecially relevant in the current conditions.

Another aspect of low adaptability is the insufficient development of alternative 
punishments and mechanisms for resocializing offenders. In many European countries, 
electronic controls, probation and other methods are actively used to reduce the number 
of prisoners, while ensuring effective prevention of relapses.

One of the key factors of low efficiency of criminal legislation is problems with the 
practical implementation of punishments. Despite the presence of clearly defined sanc-
tions in the CCU, judicial practice demonstrates cases of excessive softness or, converse-
ly, too severe sentences. This is often due to the subjective factor of judicial discretion, 
the influence of corruption factors and the low efficiency of law enforcement agencies. 
An important problem is also the overload of the penitentiary system and the inefficiency 
of correctional institutions. In conditions of insufficient funding and inadequate condi-
tions of detention of convicts, the system of execution of sentences does not contribute 
to their re-socialization, but on the contrary – often becomes an environment for further 
criminal development of a person.

Another problem is the discrepancy between the punishment and the severity of 
the crime. For example, for some corruption offenses, courts impose soft fines which do 
not create the necessary preventive effect. At the same time, in cases of less significant 
crimes, such as property offenses, convicts receive strict sentences.

Analysis of the effectiveness of the criminal legislation of Ukraine indicates the need 
for comprehensive reforms, such as:

• Amending the CCU, eliminating contradictions and improving legal mechanisms 
for regulating responsibility for the latest types of crimes.

• Introduction of more flexible legal mechanisms that will allow responding quickly 
to new challenges, in particular in the field of cybercrime and military security.

• Reform of the penal system, focusing on the international experience of resocial-
ization of offenders.

• Increase the transparency of the judicial system, ensuring fairness and validity of 
punishments.

An important aspect is the rehabilitation and resocialization of persons who have 
served their sentences, because their isolation from society without proper support leads 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 544
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

to the repeated commission of crimes. The problems of rehabilitation and resocialization 
of persons who have served their sentences are relevant both for society and for the state 
system of law and order. After serving their sentences, former convicts face numerous 
difficulties associated with returning to normal life. The main problems of this process are 
social stigmatization, difficulties with employment, lack of proper support from state and 
public organizations, as well as psychological aspects of adaptation.

After serving his sentence, the convict again returns to society, where he must com-
ply with his norms and laws. However, due to personal characteristics and pronounced 
social maladaptation, he does not always manage to do this. That is why the main task 
of institutions that carry out criminal sentences is the re-socialization of convicts. This 
process is inextricably linked with social adaptation, and their combination at this stage 
is one of the key directions of specially criminological prevention of recurrent crime. It is 
known that imprisonment negatively affects a person’s personality, which is confirmed by 
the high level of repeated crimes among those who have recently served their sentences.

The problem of resocialization remains the focus of attention of criminologists, ju-
rists, teachers, psychologists, sociologists and representatives of other social sciences. 
The need to provide assistance to persons who have served their sentences in prisons has 
long been recognized by the world community as an important aspect of social policy.

The process of resocialization takes place in two main stages: 1) during the serving 
of the sentence; 2) after dismissal.

The first stage is aimed at helping the convict to overcome negative emotions aris-
ing from isolation from society and restrictions on personal freedom. It also includes the 
formation of psychological readiness to perceive these time constraints.

The second stage involves the provision of psycho-emotional support to the liber-
ated person with the aim of its successful social adaptation. Important tasks of this period 
are the restoration of social ties, adaptation to ordinary life, as well as the formation of a 
realistic view of the world around us and the difficulties that the former convict may face 
after release [9].

One of the key problems is the negative attitude of society towards persons who 
have served their sentences. Social stigmatization leads to the isolation of such people, 
limits their ability to get a job, find housing or establish relationships in the community. 
Lack of trust and fear of relapse make many employers refuse former convicts in employ-
ment, which greatly complicates their integration into society.

Another significant problem is the lack of effective state support programs. Many 
people after leaving prison are left without housing, work and livelihoods, which increas-
es the risk of re-committing crimes. In some countries, there are special programs for 
resocialization, which include vocational training, psychological support and assistance 
in finding a job. So, even in the decisions of the London International Congress of 1872 
written: “Care for those released from prisons is necessary. The state should provide or-
ganizations of patronage with constant monetary support and give their activities a gov-
ernmental character” [10, p.193]. This expression remains relevant today, because one of 
the key indicators of the development of any civilized state is to ensure the protection 
and protection of the rights, freedoms and legitimate interests of all citizens, including 
convicts. It is also important to implement measures aimed at the successful re-socializa-
tion of former offenders and their return to a law-abiding life. Ukraine is no exception to 
this rule, so such initiatives need further development and improvement [11, p.198].
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Psychological adaptation also plays an important role in the rehabilitation process. 
Prolonged stay in prison conditions negatively affects the psycho-emotional state of a 
person, which can complicate his interaction with the environment. Many ex-convicts 
need qualified psychological help to overcome stress, aggression, depression and a sense 
of alienation.

An important direction in solving these problems is the involvement of public or-
ganizations and volunteer movements in the rehabilitation process. Social projects, ad-
aptation centers, mentoring and volunteer support can greatly facilitate the re-socializa-
tion of former convicts. In addition, it is necessary to improve legislation to ensure social 
guarantees for such persons, as well as to conduct information campaigns to reduce the 
level of stigmatization in society.

Thus, the rehabilitation and resocialization of persons who have served their sen-
tences is a complex process that requires the interaction of the state, the public and the 
former convicts themselves. Only through the creation of favorable conditions for the 
return of these persons to normal life can the level of recurrent crime be reduced and the 
harmonious development of society be promoted.

Conclusions. Analysis of problems and challenges in the system of combating crime 
shows that an effective fight against criminal threats requires an integrated approach, 
taking into account modern socio-economic conditions, as well as improving legislative 
and institutional mechanisms.

One of the key factors complicating the fight against crime is corruption. It per-
meates various levels of public administration, law enforcement and the judicial system, 
creating conditions for offenders to evade responsibility and undermine citizens’ confi-
dence in the legal system. Corruption not only distorts the very principle of justice, but 
also contributes to the spread of organized crime, reducing the effectiveness of any law 
enforcement measures. Elimination of this phenomenon is possible only by strengthening 
anti-corruption legislation, reforming the judicial system and introducing strict control 
over the activities of public servants.

An equally important factor contributing to the crime situation is the shadow econ-
omy. Its significant share in the structure of the national economy means large-scale eva-
sion from taxes, illegal trafficking of goods and financial flows, which creates a financial 
base for the activities of criminal groups. The fight against shadow processes requires 
not only strengthening criminal liability for economic crimes, but also creating favorable 
conditions for conducting legal business, which will minimize incentives for concealing 
income and violating the law.

The effectiveness of criminal legislation remains another problematic aspect, since 
the existing norms do not always meet modern challenges. Legislative gaps, unclear 
wording and low adaptability of the legal system to new types of crime (in particular, cy-
bercrime, financial fraud, environmental offenses) significantly complicate law enforce-
ment activities. Improvement of criminal legislation should be aimed at eliminating legal 
conflicts, harmonizing norms with European standards and strengthening responsibility 
for serious crimes.

The issue of rehabilitation and resocialization of persons who have served their sen-
tences deserves special attention. The current system of execution of sentences is mainly 
aimed at isolating criminals, and not at correcting them, which leads to a high level of 
relapse. Lack of quality social adaptation programs, discrimination of former prisoners in 
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employment and stigmatization in society negate efforts to reduce crime. It is necessary 
to introduce effective mechanisms of post-penitential support, in particular educational 
and professional programs, probation measures and a system of state control over the 
social adaptation of persons who have returned to society.

Thus, the considered aspects confirm the need for a systematic approach to com-
bating crime, which should include both preventive measures and improvement of leg-
islative and social mechanisms. In view of this, the modern system of combating crime 
requires deep reforms, the introduction of anti-corruption measures, the improvement 
of the legislative framework and the creation of effective mechanisms for the social adap-
tation of former convicts are necessary as well.
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Summary
Efficiency in anticipation of new convictions at the ECtHR regarding the respect for the right to private 

life of witnesses during the criminal investigation phase should not lead to the erroneous application of differ-
ent approaches and interpretations of criminal procedure norms. Thus, the need to eliminate flawed practices 
that would jeopardize the smooth running of the procedure and the right to private life of witnesses is essential.

The importance and opportunity of the research is determined by the need to identify legislative gaps 
that affect the guarantee of the right to private life, and not only, and by the need to develop effective instru-
ments to eliminate abuses in this phase of the criminal investigation. In this regard, the issue of respecting the 
right to private life and guaranteeing it during the criminal investigation phase remains a sensitive subject.

The study conducted allows to establish the directions and trends of the criminal procedure policy pro-
moted in the Republic of Moldova and Romania in the line of ensuring and realizing the right to private life 
during the criminal investigation phase. Practical aspects of respecting the right to privacy during the crimi-
nal investigation phase are also addressed, in order to highlight the technical and procedural difficulties faced 
by law enforcement agencies, which contribute to the effective protection of the right to privacy in criminal 
proceedings, in order to ensure respect for the right to privacy in the practice of applying criminal procedural 
norms.

Keywords: right to privacy, criminal investigation phase, witnesses, measures, protection.

Introduction. In order to meet the respect for the right to privacy of witnesses, 
during the criminal investigation phase, it is necessary to implement witness protection 
measures, through the criminal procedural norms regulated in this regard.

Methods and materials applied. The renal follow-up represents the phase of the re-
nal process in the appropriate judicial body exercising the judicial function, materialized 
in this article, called renal follow-up.

The main judicial activity related to this function is the activity of criminal prose-
cution, exercised by criminal prosecution bodies according to specific competencies and 
subsumed under the scope of the criminal process establishing the offense and bringing 
it to criminal prosecution, namely “to establish all the circumstances relevant to the case”, 
as a result of the administration of evidence [1, p.747], which also includes witness state-
ments.

In the criminal prosecution phase, judicial activity of a subsidiary nature may also 
be identified, corresponding to another judicial function, regulated by special provisions, 
which concerns the rights and freedoms of the person, including respect for the right to 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 548
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

privacy.
This subsidiary activity is exercised either by the criminal prosecution bodies or by 

other bodies for this phase (the judge of rights and freedoms).
To summarize, in consideration of the express provisions, in the phase of criminal 

prosecution two judicial functions can be exercised simultaneously:
• Criminal prosecution function (of a principal nature);
• Function of provision on fundamental rights and freedoms of the person (of a sub-

sidiary nature).
The criminal prosecution function is exercised by criminal prosecution bodies (in 

RO by the prosecutor and criminal investigation bodies; in RM by the prosecutor and 
criminal prosecution officers specifically designated by the bodies established at the level 
of the Ministry of Internal Affairs, the Customs Service and the National Anticorruption 
Center), while the function of providing for fundamental rights and freedoms of individ-
uals is exercised, primarily, by the judge of rights and freedoms in RO and by the investi-
gating judge, in RM, and, subsidiary, also by criminal prosecution bodies.

Therefore, according to the express permission of the law, there is no incompati-
bility in the simultaneous exercise of two judicial functions by the criminal prosecution 
bodies.

The purpose of this procedural phase is expressly set out in the Art.252 CPC RM: 
“collection of necessary evidence regarding the existence of the offense, the identifica-
tion of the perpetrator, in order to determine whether or not it is appropriate to refer the 
case to the county court under the terms of the law and to establish his liability”, and in 
Art.285 para.(1) CPC RO: “gathering the necessary evidence regarding the existence of of-
fenses, identifying the persons who committed the offense and establishing the criminal 
responsibility for the offense, in order to determine whether or not the case should be 
sent to the county court”.

The specific purpose of criminal prosecution mainly concerns the criminal side of 
the case. However, it can also be extended to the civil side, but in a situation where a civil 
action must be exercised ex officio.

The object of criminal prosecution, set out at the legislative level of the Republic of 
Moldova, in Art.252 of the Criminal Procedure Code, and at the legislative level of Romania 
– in Art.285 of the Criminal Procedure Code, is carried out in practice by fulfilling specific 
activities. These activities are not only material, but also personal (as a subject of evidence 
that is carried out in order to bring about the investigation).

By reporting on these complex issues, the implementation of the object of criminal 
prosecution ensures the discovery of the truth by providing the necessary evidentiary 
material to clarify the case under all circumstances, including witness evidence.

We consider that the implicit purpose of the evidence-gathering activity, which 
constitutes the object of the criminal prosecution phase, is to guarantee a fair solution 
to the criminal case. The connection of witnesses with the criminal case and their pro-
tection, respect and protection of the rights to private life is essential. In this sense, the 
legislation has regulated this legal framework of witness protection and respect for the 
right to private life, being provided by the CPC RO in Art.125-130, and CPC RM in Art.110.

The Romanian legislation, Art.125-130 CPC, in support of the safety of witnesses 
who are subject to certain states of risk and risk of being prosecuted for contributions 
of a decisive nature in criminal cases, granted these witnesses the status of threatened 
witnesses and vulnerable witnesses. Not only that, the possibility of being included in the 
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Witness Protection Program was also created for the whistleblower, according to Art.4 
para.(1) of Law No.682/2002. The legislation of the Republic of Moldova, even if it does not 
provide for these titles, threatened witness or vulnerable witness, establishes protection 
for certain witnesses that we will present below, under certain conditions, according to 
Art.110 CPC RM.

In this regard, the CPC RO provides in Art.125 the status of threatened witness grant-
ed when there is a reasonable suspicion that the life, bodily integrity, freedom, property 
or professional activity of the witness or a member of his family are endangered, as a 
result of the data he provides to the judicial bodies or his statements. Art.110 of the CPC 
RM provides the same legal text, without regard to the status of threatened witness or 
vulnerable witness. According to Art.110 of the CPC of the Republic of Moldova, protection 
is applied only in situations when they concern “a serious, particularly serious or excep-
tionally serious crime and if the respective technical means exist”. Also, the protection 
measures for all categories of witnesses, subject to certain risk situations and to risk due 
to the contributions of a decisive nature in criminal cases – is established by Art.215 of the 
CPC. In these situations, the criminal investigation body, the prosecutor, for the criminal 
investigation phase are obliged to apply the measures provided for by the legislation of 
the Republic of Moldova for protection of the life, bodily integrity, freedom or property 
of the participants in the trial, as well as of the close relatives of the witnesses, including 
their family members, being ordered by a reasoned decision of the prosecutor, mandatory 
for the body authorized to protect witnesses.

The method of identifying witnesses who require the application of the protection 
measure, from the first phase, is not established by any of the legislations of the two 
countries, as an identification norm for the purpose of applying/not applying the protec-
tion measure, although, according to Art.20 letter g) of the Law on Police Activity and the 
Status of the Police Officer of the Republic of Moldova [2], one of the attributions of the 
Police is to ensure the protection measures for witnesses in the criminal trial. The early 
identification of a witness who is at risk of being exposed to intimidation or who needs 
protection is specified in the Second Additional Protocol to the European Convention 
on Legal Assistance in Criminal Matters1 [3], adopted in Strasbourg on 8 November 2001, 
in force since 7 October 2004 for RO, and since 13 March 2012 for RM. According to the 
ECtHR, in the case of Doorson v. Netherlands, judgment of 26 March 1996, it is provided: 
“the life, liberty or security of witnesses (...) may be put at risk, as well as other interests 
falling within the scope of Article 8 of the Convention” [4]. Such interests of witnesses are 
protected by the Convention, which implies that “the Contracting States should organize 
their criminal proceedings in such a way that those interests are not unduly put at risk” 
[4].

In support of the legislation of the two states, regarding witness protection meas-
ures, we also mention the Criminal Law Convention on Corruption [5, Art.22], adopted 
in Strasbourg on 27 January 1999, in force since 30 January 2002 for RO, and since 30 
October 2003 for RM. The Convention refers to the legislative and other measures that 
prove necessary to ensure effective and appropriate protection for persons who provide 

1 ”Article 23 Protection of witnesses. When a Party makes a request for assistance under the Convention or 
one of its protocols concerning a witness who is at risk of being exposed to intimidation or who is in need of 
protection, the competent authorities of the requesting Party and those of the requested Party shall make 
every effort to determine together measures for the protection of that person, in accordance with their na-
tional law”.
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information relating to offences (...) or otherwise collaborate with the authorities respon-
sible for investigations or prosecutions and for witnesses who give a statement regarding 
the offences expressly provided for; and the United Nations Convention against Transna-
tional Organized Crime [6, Art.24] of 15 November 2000, in force since 08 November 2002 
for RO, and since 17 February 2005 for RM. The Convention requires states, both RO and 
RM, to apply “appropriate measures to ensure effective protection against possible acts 
of reprisal or intimidation of witnesses who, in criminal proceedings, testify regarding the 
crimes provided for in this Convention and, in case of need, of their parents and other 
close persons”.

Both RO and RM have established in their legislation measures to protect and safe-
guard witnesses subjected to states of risk and risk of being prosecuted for their contri-
butions of a decisive nature in criminal cases. The violations that occurred are produced 
from the first moment of identification by the criminal investigation bodies, when the 
protection measure must be applied.

From this point of view, the existence of reasonable suspicion, as mentioned by 
the author Remus Budăi, “is left by the legislator to the assessment of the judicial body” 
[7, p.7]. However, we take a different position on the fact that only the assessment is not 
sufficient, the moment of ascertaining the existence of the risk and the obligation of the 
judicial body to analyze it from the first moment, are the essential aspects in this regard. 
The same author describes the state of danger, in the sense that “it can be deduced from 
various elements”, and as an example he mentions: “the concrete fears of the witness, 
the object of the file, the name or antecedents of the perpetrator or the relationship be-
tween the perpetrator and the witness” [7, p.7]. The analysis of the state of danger must 
be ascertained and implemented, following a negative result, by the criminal prosecution 
body for this phase, through adopting and proposing the protection measure. Thus, in 
the course of the criminal prosecution, once the need to apply the protection measure is 
identified, Art.126 CPC RO provides that once the status of threatened witness is granted, 
the prosecutor, ex officio, even if it can also be granted at the request of the witness, to 
one of the parties or to a principal subject of the proceedings, shall take the following first 
measures:

• Protection of identity data by granting a pseudonym under which the witness will 
give his statement;

• Hearing the witness without being present, through audio-video transmission 
means, with distorted voice and image, when other measures are not sufficient.

In this regard, the prosecutor shall – in the event of the application being accepted 
or ex officio – order the status of a threatened witness and apply protective measures by 
reasoned order, which may be conducted in conditions of confidentiality. What happens, 
however, in the event of the rejection of the witness’s application regarding the protec-
tive measure? The order and the request which contain the data of the witnesses and the 
pseudonym not being subject to the protection measure, are not kept confidential, and 
must be filed with the case file. In these situations a violation of the right to private life 
may be created, in the sense that this very rejection is contested, and the case reaches, 
according to Art.339 CPC ROM the hierarchically superior prosecutor for resolution. In 
the situation where the request is admitted by the hierarchically superior prosecutor, 
both it and the order are kept confidential, but the issue is the course of the file and the 
possibility for other persons to obtain the data until the resolution of the request regard-
ing the taking/not taking of the protection measure. In these situations, the request and 
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the order must not be filed with the case file, until the solution given by the hierarchically 
superior prosecutor.

In the case of applying the above-mentioned protective measures, the state of dan-
ger must not be recorded in the witness’s statement, as the statement remains in the case 
file and may compromise and lead to the witness’s disclosure, violating the provisions of 
Art.129 CPP RO, do not reveal your real address or personal identity data, as these are 
recorded in a special register to which only the criminal prosecution body, the judge of 
rights and liberties, the pre-trial chamber judge or the court will have access, under con-
ditions of confidentiality. The state of danger must be recorded in a report drawn up by 
the criminal prosecution bodies.

Of course, the protection measures are communicated to the authority designated 
to carry out the measure. Depending on the risks involved, other measures may be taken, 
such as:

• Surveillance and protection of the witness or provision of temporary accommo-
dation;

• Accompaniment and protection of the witness or family member and assistance 
during the release.

The protective measures shall be maintained throughout the course of the criminal 
proceedings if the state of risk has not ceased, and the prosecutor is obliged to verify, 
at reasonable intervals, whether the conditions for which the protective measures were 
ordered are maintained, and in the event of disagreement by reasoned order, to continue 
the measures.

Regarding the proposal to introduce norms, in order to identify or not the need to 
apply protective measures by the criminal prosecution bodies from the first moment of 
recording the witness statement, we refer to the Decision of the CJEU RO, No.237/A/2018, 
where the prosecutor made the decision “not to disclose the identity of the witness, being 
inspired by the need to ensure the necessary protection against possible reprisals from 
the defendant” [8].

As a means of protection for the criminal prosecution phase, in the procedure from 
Romania, the protection measures can also be issued during the preliminary chamber 
procedure. Even if the legislation of the Republic of Moldova does not provide for the 
preliminary chamber procedure, in Romania the CPC introduced during the criminal pro-
ceedings this phase, preliminary to the court, which can be used to verify both the legality 
and the basis of the act of sending the case to the court, including the legality of the ad-
ministration of the cases and the performance of such measures by the criminal prose-
cution bodies, as well as the elimination of the return of the file to the prosecutor for the 
resumption of the renal prosecution. This institution, the Pre-Trial Chamber, is known in 
many European systems, being, also, regulated in the Statute of the International Renal 
Court and is able to verify the existence of sufficient evidence regarding the renal use, to 
justify the conduct of the trial phase.

Although the entire procedure in the preliminary chamber is not public, the legislator 
divided it into two distinct moments, which correspond to the texts of Art.344 CPC RO, re-
spectively Art.345 CPC RO. The text of Art.344 CPC RM are marginally named preparatory 
and stabilizing measures and are preceded by checks to be made by the pre-trial chamber 
judge regarding the competence, legality of the referral to the court and the administration 
of the cases and the performance of such measures by the judicial authorities.

If the state of risk has arisen, without verifying the possibility of the danger occur-
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ring and ordering measures beforehand, during the pre-trial proceedings, the pre-trial 
judge2 [9], ex officio or upon notification by the prosecutor, shall, together with the order 
of the threatened witness status, apply one or more of the following measures:

• Surveillance and removal of the witness’s residence or provision of temporary ac-
commodation;

• Accompanying and ensuring the protection of the witness or a family member and 
assisting him/her during the hearings.

The above-mentioned protection measures shall be communicated to the authority 
designated by law to carry out the measures. The following protection measures may also 
be issued:

• Non-publicity of the court hearing during the hearing of the witness;
• Hearing the witness without being present in the courtroom, through audio-video 

transmission media, with distorted voice and image, when other measures are not suffi-
cient;

• Protection of the witness’s identity data and the assignment of a pseudonym under 
which he or she can give testimony.

Although the protective measure procedure exists, there are also shortcomings. In 
this regard, an aspect that is not provided for by any of the legislations of the two coun-
tries, during the criminal investigation phase, when recording the statements of witness-
es, and not only, the criminal investigation body must analyze the situation of the case in 
order to determine whether or not to impose the protection measure, through verifica-
tions and responses of the criminal investigation bodies, which lead to the identification 
of the need for the protection measure or not. The answers can be achieved, as I men-
tioned above, through the following questions: “Who? What? How? Where? and Why?” 
[10, p.303].

An example identified following our own documentation, as an imperfection of the 
legislation and the fact that various forms of violation of privacy may occur, we present 
Decision No.1295 of the Buzău Court-Criminal Section [11], pronounced on 17.09.2021, in 
file No.8347/200/2021. In this case, the witness’s data, including his/her domicile, were 
identified by the interested party who influenced the witness, in order to change the 
solution. In this regard, there were interventions by that party, through threats, pressure, 
etc.

In short, in the case, the Payments and Intervention Agency for Agriculture sued the 
said E.C. administrator of a company, for the return of large sums of money and interest, 
claiming that he was sent an envelope containing a notification report and the proof of 
communication that was communicated to him by mail was attached to the file. Before 
the court, the said E.C. contested the signature as not being his, on the proof of receipt 
of the report, thus drawing up a criminal file under the aspect of committing the crime 
of material forgery in official documents, provided for by Art.320 of the Romanian Crim-
inal Code, the investigative competence falling to the Prosecutor’s Office attached to the 
Buzău Court. On 19.04.2021 in the criminal file in question No.4692/P/2018, the Prose-
cutor’s Office attached to the Buzău Court ordered the case to be closed, as it was found 
2  In the judicial practice prior to the entry into force of the CPC, it was decided that the defendant’s request, 
before the courts, to be included in the Witness Protection Program is inadmissible, since the legal provisions 
require cumulative fulfillment of the conditions set out in Art.4 of Law No.682/2002 and regulates the special 
procedure in this sense, and the initiation of the procedure falls within the competence of the renal research 
body or the prosecutor, who verifies the fulfillment of the requirements set out by law for the form of appli-
cation for inclusion in the program. The court, having no such authority,
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that the fact did not exist. During the investigation, the postal worker was identified and 
claimed, which was confirmed in the conclusion of the hearing, that he handed over the 
personal envelope to the said E.C. on that date, and the latter signed the confirmation 
document, which he signed with the sheet turned upside down, which the latter contest-
ed in court. The said E.C. did not know the personal data of the postal worker, only his 
name and surname and the institution to which he belonged.

On the occasion of the contestation of the Order to Close, the postal worker was 
summoned to court as a witness, who stated and claimed that after the hearing in that 
case he met with the said E.C. and “he proposed 3 times and insistently, to support, on 
the occasion of a possible subsequent hearing, the fact that he had not handed over the 
envelope, but that he had left it at the shop located in the yard of his house. He made it 
clear to him in an obvious way that, by doing so, he would obtain an advantage” [11, p.4].

Even though the hearing was not public, the preliminary chamber judge in Conclu-
sion No.1295 of 17.09.2021, ordered the annulment of the Classification Ordinance and the 
referral of the case for the completion of the criminal investigation. The conclusion was 
sent to the parties, namely the said E.C. but also to the witness, the postal worker, in its 
contents the domicile data of the postal worker, the witness in question, were recorded, 
even though he reported to the court that he was being pressured to change his state-
ment.

Checks were also carried out on the court portal [12] regarding this conclusion, the 
solution without the existence of Conclusion 1295 is presented.

In this case, the preliminary chamber judge, by the measure that could be taken, of 
non-disclosure of the data regarding the postal worker’s domicile in the Conclusion, com-
municated to the petitioner, who has an interest in the case, meant “destruction of the 
influence of any interest” [13, p.174], and not the possibility of using these data later, given 
that even in court the postal worker presented that the petitioner proposed to him after 
a meeting to make an unrealistic claim about the envelope that he did not hand it over to 
him and would obtain an advantage, insisting on these aspects. We ask ourselves, by pass-
ing the data of the postal worker’s domicile, a witness in the file, in the Conclusion, does 
the judge not create the subsequent possibility of committing a crime against the postal 
worker. What role did the postal worker’s address data have in the Preliminary Chamber 
Court’s Conclusion, to the extent that he had the status of a witness in the criminal case? 
We answer and support that the postal worker’s address and address data presented in 
the Conclusion should have been protected and not included in the Conclusion, as a guar-
antee of the protection of personal data and the right to privacy. Through this omission of 
the court and the failure to identify the need to apply the protective measure, a prejudice 
was created that could have been avoided. After the parties’ Conclusion was sent, there 
were threats that imposed a subsequent protective measure and the investigation of the 
said E.C. The aspects could have been avoided by protecting and not disclosing the postal 
worker’s address and address data in the Conclusion.

If we refer to the ECtHR jurisprudence, the case of Al – Khawaja and Tahery v. Unit-
ed Kingdom [15] of 15 December 2011, presents the fear attributable to threats or maneu-
vers. In this sense, “allowing a (...) who has attempted to intimidate witnesses to benefit 
from the fear caused to them would be incompatible with the rights (...) of witnesses” [14].

According to Art.5 of RO Law No.682/2002, the criminal investigation body during 
the criminal prosecution phase, at the request of the prosecutor, and the prosecutor, 
during the pre-trial proceedings, at the request of the pre-trial judge, shall include in the 
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Program a witness, a family member of the accused or an appropriate person, during the 
case, formulating reasoned arguments to this effect.

The application for inclusion in the Program must include:
a) Information regarding the relevant case;
b) Personal data of the witness;
c) Data and information provided by the witness, including the decisive role of the 

witness in finding the truth;
d) Circumstances in which the witness came into possession of the data and infor-

mation provided or will provide them;
e) Any elements that may prove the state of risk in which the witness is;
f) An estimate of the possibilities of recovering the damage caused by the offense;
g) The persons may be aware of the data and information held by the witness and 

may have provided it to the judicial authorities or have the intention to provide it;
h) Evaluation of the psychological profile of the witness and other persons to be 

included in the Program;
i) The risk that the witness and other persons for whom inclusion in the Program is 

requested present to the community to which they are to be resettled;
j) Data relating to the witness’s financial situation;
k) Any other data that may be relevant for evaluating the witness’s situation and for 

including the witness in the Program.
The application for inclusion in the Program must be accompanied by the person’s 

written consent to be included in the Program, as well as by the evaluation carried out 
by the National Office for Witness Protection, the authority designated to implement the 
measure at the level of RO, regarding the possibility of including the person in question 
in the Program (Art.6 of Law No.682/2002). What happens if the witness does not want 
the measure to be applied and there is no written consent from him? Situations may be 
different, for the smooth running of the investigation we support the witness, for excep-
tional situations, to be applied the protection measure ex officio, without his consent if 
he does not want it.

Regarding the status of vulnerable witness, the prosecutor or, as the case may be, 
the court may decide to grant the status of vulnerable witness to the following categories 
of persons: the witness who suffered a trauma as a result of the commission of the crime 
or as a result of the subsequent behavior of the suspect or defendant; or the minor wit-
ness. Once the status of vulnerable witness is granted, the prosecutor and the court may 
order the protection measure Thus, according to Art.130 CPC RO, upon granting the sta-
tus of vulnerable witness, during the criminal prosecution, the prosecutor shall provide 
the following protection measures:

• Accompanying and ensuring the protection of the witness or a family member and 
assisting him/her during the proceedings;

• Hearing the witness without his/her presence, through audio-video transmission 
means, with distorted voice and image, when other measures are not sufficient.

During the preliminary chamber proceedings, once the status of a vulnerable wit-
ness has been established, the preliminary chamber judge shall decide to impose one or 
more of the following measures:

• Accompanying and ensuring the protection of the witness or his/her family mem-
bers and assistance during the hearings;

• The inviolability of the court session during the witness’s questioning;
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• Hearing the witness without being present in the courtroom, through audio-video 
transmission media, with distorted voice and image, when other measures are not suffi-
cient;

• Protection of the witness’s identity data and the assignment of a pseudonym under 
which he or she can give testimony.

Distortion of voice and image is not mandatory, but necessary in some situations.
The prosecutor, the pre-trial chamber judge, or the judge of the court, shall rule as 

soon as possible, but no later than 5 days from the receipt of the request, by order, on the 
request for inclusion in the Program (Art.7 of Law No.682/2002).

As the case may be, the prosecutor, the pre-trial judge shall communicate the order 
or decision to the National Office for Witness Protection3 [15], which shall take all neces-
sary measures to develop and implement the support scheme.

The National Office for Witness Protection, hereinafter referred to as the NOWP, 
operates within the Ministry of Interior and under the authority of the General Inspector-
ate of the Romanian Police, at the directorate level, having, among others, the following 
powers:

a) Submits applications for inclusion in the Program and ordinance, respectively, as 
provided for in art. 8, second sentence;

b) Take all necessary measures to ensure the inclusion of the Program4 [16] and aim 
to achieve this in the best possible conditions;

c) Designate the liaison person between the protected witness and the NOWP, as 
well as the other person named in the Protection Protocol5 [16], to ensure this liaison in 
critical situations;

d) Completes, within 7 days from the date of issuance of the order or the date of 
inclusion in the Program, the Protection Protocol with each protected witness and com-
pletes and includes the support scheme for this witness.

The personnel included in the Program acquire the status of protected witnesses at 
the time of signing the Protection Protocol6 [16].

Within 3 days of signing the Protection Protocol, the NOWP shall notify the prose-
cutor of the fact of his/her inclusion in the Program.

Within the Program, the protected witness must have obligations. In this regard, 
they must:

3 Art. 4 - “The NOWP carries out all its activities in compliance with the necessary conditions to ensure the 
secrecy of the personnel included in the Program and the data and information it holds regarding these as-
sets, including the secrecy of its personnel, equipment and activities, with priority given to protecting the life, 
integrity and health of witnesses included in the Program”.
4 Art. 2 let. f) - “The Witness Protection Program, hereinafter referred to as the Program, represents the spe-
cific activities carried out by the National Office for Witness Protection referred to in Art. 3, with the support 
of central and local public administration authorities, in order to protect the life, bodily integrity and health of 
persons who have acquired the status of protected witnesses, under the conditions provided for by this law”.
5 Art. 2 let. i) - “The protection protocol represents a confidential understanding between the National Office 
for Witness Protection and the protected witness regarding protection and assistance to be provided to the 
protected witness, the obligations of the witness, the presumptive and the situations in which protection and 
assistance are provided”.
6 Art. 9 para. (3) – “The protection protocol shall be signed, in the case where the persons referred to in para-
graph (1) are minors, by the legal representatives and the like. If the signing of the protection protocol by the 
legal representative cannot be made or if the signing by such person is contrary to the interests of the minor 
or if the legal representative refuses to sign, even if If the prosecutor, in the case of a court, considers that 
inclusion in the Program is in the interest of the minor, the Protection Protocol will be signed personally by 
the minor, with the consent of the prosecutor, in the case of a court.
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• Provide the information and data they possess, which are decisive in finding out 
the truth in the matter;

• Comply with the measures established in the support scheme;
• Refrain from any activity that could put them at risk or compromise their partici-

pation in the Program;
• Not to contact any known person or person from criminal circles, in the case of 

taking protection measures and assistance measures;
• Immediately to inform the NOWP RO about any changes in personal life and in the 

activities they carry out during the period of the Program, including in the case of invol-
untary contact with persons who are the subject of the case.

NOWP RO is obliged to establish a support scheme for each protected witness, to 
provide protection and assistance measures, and to implement them. These measures 
may change depending on the evolution of certain parameters related to the state of risk 
or certain circumstances in the life of the protected witness.

Witness protection measures may be provided, individually or in combination with-
in the framework of the support scheme, as follows:

• Protection of the identity data of the protected witness;
• Protection of the witness’s statement;
• Hearing of the protected witness by the judicial authorities, under an identity oth-

er than his real one or through special methods of image and voice distortion;
• Protection of the witness in detention, pre-trial detention or in execution of a 

private order of release, in collaboration with the bodies administering the places of de-
tention;

• Special security measures at home, in custody and to protect the release of the 
witness to and from the judicial bodies;

• Change of domicile;
• Change of identity;
• Change of appearance.
The assistance measures that can be provided, according to the case, within the 

framework of the support scheme are:
• Reintegration into another social environment;
• Professional requalification;
• Change or securing of the job;
• Securing of an income until finding a job.
To these measures is added the protection measure regarding the provision of the 

witness with a firearm and a weapon7 [17].
Conclusions. The procedure provides for protective measures applied depending on 

the particularity and necessity of each category of witnesses and risks. By correctly applying 
the procedure, the respect and protection of the right to privacy of witnesses is ensured.
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Summary
The article presents an analysis of an interdisciplinary approach to crime prevention through changing 

the thinking of offenders, as traditional punitive methods do not always yield the desired results. The brain’s 
ability to adapt, known as neuroplasticity, opens up new opportunities for correcting deviant behavior, which 
is particularly relevant in the context of cybercrime.

The research reveals the significance of neuroplasticity as a dynamic property of the brain in changing 
its structure and function in response to new experiences. Experimental studies have shown that even people 
prone to offenses can transform their cognitive and behavioral patterns if properly stimulated. That is why 
cognitive-behavioral therapy programs are actively being developed in international practice, which helps of-
fenders change their way of thinking and decision-making.

The prospect of applying neuroplastic methods in the prevention of cybercrime is noted. Hackers and 
other digital offenders often have high cognitive potential, which can be redirected to constructive activities, 
in particular through participation in “white hat” cybersecurity programs. There are successful cases when 
former cybercriminals have become cybersecurity experts and have worked for the benefit of society.

A number of legal challenges are identified, including the issue of legal regulation of rehabilitation pro-
grams and the ethical aspects of using cognitive technologies. The importance of research in the field of the 
application of cognitive correction methods and neuroplasticity for the development of an effective system of 
crime prevention in the digital age is emphasized.

Keywords: cybercrime, psychology, neuroplasticity, crime prevention, rehabilitation of offenders.

Introduction. In modern times, world society is gradually moving away from the 
usual types of punishment, as, starting from the previous century, moving away from 
the death penalty. Existing approaches to crime prevention, which are mostly punitive, 
are limited effective. At the moment, there are a number of more peaceful and humane 
ways for a criminal to bear responsibility. Remembering the policy of human rights, we 
can note that it is very important to further rehabilitation of a person who has left the 
places of punishment, in society, in order to continue life as a full-fledged citizen, and not 
branded as a “sitting” outsider. The techniques used by psychologists, psychotherapists 
and other specialists working with the psyche of individuals have reached a fairly high 
level and demonstrate demonstrable results. For example, specialists use such means as 
neuroplasticity. Research in the field of this method demonstrates that human thinking 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică559
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

and behavior can change under the influence of targeted cognitive training. This opens 
up new opportunities for the rehabilitation of offenders, in particular in the field of cy-
bercrime. Now computer technologies are developing very rapidly, and cybercriminals 
are stepping up with them. Based on this, the law enforcement system requires the latest 
and innovative methods of preventing and combating crime. In particular, such methods 
that will not only deter offenses, but also help them arise less and less, due to the change 
in the cognitive patterns of criminals and persons prone to marginal behavior. Therefore, 
the study of such a scientific issue as the use of neuroplasticity in the form of a method 
of crime prevention is relevant not only from the theoretical side, but also from the side 
of practical introduction into the system of means used by the law enforcement system.

Problem statement. Traditional methods of fighting crime focus on punishment and 
control, but they do not change the way offenders think. The psychological mechanisms 
that shape criminal behavior remain unexplored in forensic science, although they deter-
mine whether a person will return to illegal actions.

Neuroplasticity is the ability of the brain to change under the influence of experi-
ence. This means that even stable deviant attitudes can be adjusted if cognitive processes 
are properly influenced. There are already rehabilitation programs that help offenders 
change their way of thinking, but they are hardly used in forensic practice.

This is especially true for cybercriminals, who often do not realize their actions as 
socially dangerous. Their criminal behavior is often based on specific cognitive beliefs, 
not on the usual motives of offenders. Because of this, standard punishments do not give 
the desired effect. All of the above questions are not sufficiently investigated.

In this study, we analyzed how neuroplasticity mechanisms can be used to change 
the thinking of cybercriminals and what rehabilitation methods can be effective in the law 
enforcement system.

Discussions and results obtained. In recent decades, science has made a break-
through in understanding the work of the brain, and one of the most popular discoveries 
was neuroplasticity – the ability of the nervous system to change. It was once believed 
that the brain of an adult is a fixed structure, and it cannot be rebuilt, but studies have 
proved the opposite: the brain changes throughout life under the influence of experience 
and activity. Neuroplasticity is a general concept that combines various mechanisms of 
change in the nervous system, but it is often used without specifying, which causes con-
fusion even among scientists. In society, this term is also often misunderstood: many 
believe that neuroplasticity is a magical method of self-development or even a way to 
treat any diseases. Because of this, it is actively used in motivational training, business and 
education, promising people to “reprogram the brain” to achieve success. However, not 
all popular statements about neuroplasticity are confirmed by science, so it is important 
to distinguish between real brain capabilities and exaggerated commercial statements.

Although neuroplasticity seems like a modern discovery, the idea of the brain’s abil-
ity to change has been around for more than 200 years. As early as the 18th century, the 
Swiss naturalist Charles Bonnet and the Italian anatomist Michele Vincenzo Malacarne 
discussed the possibility that mental exercises could affect brain growth. Malacarne even 
conducted experiments on animals and claimed that those who were actively trained had 
more developed brains. In 1791, German physician Samuel Thomas von Sömmering com-
pared the brain to muscles, suggesting that active mental activity alters its structure as 
physical exertion alts the body.
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Later, in the 19th century, William James first introduced the concept of “plasticity” 
in his textbook “The Principles of Psychology” (1890), explaining habits as the result of the 
formation and strengthening of neural connections. Santiago Ramon y Cajal also made a 
great contribution, which,using microscopy and new methods of coloring tissues, proved 
that the brain consists of individual cells – neurons that connect with each other. It was 
his discovery that laid the foundation for modern neuroscience [1].

In the Handbook of Clinical Neurology (Chapter 1 – Defining Neuroplasticity), the 
author, Giorgio M. Innocenti, defines neuroplasticity as the ability of the brain to change 
its structure and function in response to internal or external stimuli. He emphasizes that 
this ability differs during periods of development and in adulthood. During development, 
neuroplasticity includes the processes of neurogenesis, neuronal migration, differenti-
ation and the formation of connections between them. In adulthood, it manifests itself 
mainly due to changes in the strength of synaptic connections [2].

Magozhata Kosut notes in her research that neuroplasticity is a fundamental prop-
erty of the nervous system, which provides its ability to adapt, self-renew and cognitive 
flexibility. Initially, this concept was considered exclusively in the context of regenera-
tive processes after brain damage, but further scientific experiments have proved that 
the mechanisms of neuroplasticity is a key for learning, memory formation and even the 
development of pathological conditions, such as epileptogenesis or chronic pain. Neuro-
plasticity is a key property of the nervous system, which ensures its adaptability, ability 
to learn and recover from damage. Its main mechanisms are long-term potentiation (LTP) 
and long-term attenuation (LTD), which determine the strengthening or weakening of 
synaptic connections. LTP helps to increase the efficiency of signal transmission due to 
an increase in the number of glutamatergic receptors, while LTD, on the contrary, reduc-
es their expression, providing flexible regulation of neural activity.

The author identifies the following types of neuroplasticity: synaptic, structural and 
homeostatic. Synaptic neuroplasticity is manifested in a change in the strength of con-
nections between neurons due to repeated activity. This phenomenon underlies learning 
and memory, because it determines the efficiency of the transmission of nerve impulse 
between cells. Structural plasticity is manifested in the morphological changes of den-
dritic spines: their enlargement and stabilization contribute to the consolidation of long-
term memories, while the reduction of little-used synapses ensures the effective func-
tioning of neural networks. Homeostatic plasticity performs a balancing role, maintaining 
an optimal level of excitability, which prevents both excessive and insufficient neuronal 
activity. It allows the nervous system to adapt to changes in the external environment, 
while maintaining the stability of its functioning.

Magozhata Kosut also noted that the development of neuroplasticity is significant-
ly influenced by sensory experience and learning, which leads to the formation of new 
neural circuits. This is especially noticeable in critical periods of development, when the 
brain is most sensitive to external stimuli. In the future, a deeper understanding of these 
mechanisms will contribute to more effective rehabilitation after neurological injuries 
and optimization of human cognitive potential [3].

Neuroplasticity is the main mechanism of changes in the brain, allowing to adapt to 
new conditions, and change its structure under the influence of the environment. This 
phenomenon is being actively investigated, in particular in the context of neurocriminol-
ogy, which studies how changes in the brain can be associated with criminal behavior. 
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Modern technologies, such as functional magnetic resonance imaging, can detect ab-
normalities in brain structures that may be prerequisites for criminal activity. Thanks to 
neuroplasticity, it is possible to better understand how changes in the brain can affect 
criminal behavior, which opens up new opportunities for the development of effective 
methods of crime prevention.

Identifying certain neurobiological markers can help identify individuals prone to 
aggression and apply specialized therapeutic methods to them even before their predis-
positions manifest themselves in criminal activities. These techniques may include not 
only psychotherapeutic approaches, but also neurobiological interventions such as neu-
rofeedback, which helps control brain activity and reduce impulsive responses. In gener-
al, the use of neuroplasticity in criminology opens up new horizons for the formation of 
more effective and personalized strategies in the fight against offenses [4].

In their study, Glenn and Raine examine the neurobiological aspects of criminal be-
havior, in particular how neuroscience can affect the prediction and prevention of crime, 
as well as the punishment system for offenders. They focus on the potential applications 
of neuroscience in criminal law to better understand the causes of aggression and vio-
lence, as well as on ethical and legal issues arising from such approaches.

According to the results of their research, neurocriminology, as a scientific disci-
pline is at a stage of development, and although its research opens up new opportuni-
ties for predicting and preventing criminal behavior, it is not yet ready for revolution-
ary changes in the legal system. Technologies that allow the study of brain processes, 
in particular neurobiological aspects, already provide an opportunity to identify factors 
that may contribute to a tendency to delinquency. However, it should be noted that the 
practical application of research results requires careful analysis, because the correlation 
between neurobiological factors and criminal behavior is often not straightforward.

On the one hand, there is considerable potential to develop new, less invasive meth-
ods for crime prevention. For example, the use of neurobiological indicators to predict the 
risk of recurrence can be a useful tool for the judicial system. However, this raises ethical 
questions, in particular regarding the admissibility of the influence of biological mark-
ers on legal liability. It is also important to study the emotional component of behavior, 
which, along with cognitive aspects, is critical to understanding the motives of offenders.

Equally important is the discussion on the concept of partial responsibility, which 
could better reflect the real circumstances of the crimes. As scientific research contin-
ues to gain popularity, the issue of neuroethical consequences, such as the stigmatiza-
tion of persons with certain biological predispositions, is increasingly on the agenda. As 
a result, although neurocriminology is still at the initial stages of its development, its 
potential in changing approaches to the punishment and prevention of crime can not 
be overestimated [5].

In the context of neuroplasticity, it is important to pay attention to how a variety 
of biological and neurobiological factors can influence decision-making and behavioral 
responses, particularly under conditions of stress or threat. Research in the field of neu-
rocriminology, in particular, shows how changes in the brain can predispose individuals 
to certain forms of antisocial behavior, which similarly reflects the reality of cyber threats 
faced by modern societies. Cyberattacks, especially against local water systems, demon-
strate how the lack of resources, training and innovative approaches to protection can 
lead to catastrophic consequences. In the face of such threats, as in matters of crimi-
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nology, it is important to develop prevention programs that take into account not only 
external factors, but also neurobiological and psychological aspects.

The application of neuroplasticity in these cases can be used to develop more effec-
tive prediction and prevention mechanisms, whether in offenses or in cyber threats. For 
example, just as neurobiological markers can help identify individuals with increased ag-
gressiveness, so in cybersecurity it is important to be able to identify vulnerabilities early 
to prevent serious incidents. When it comes to cyber defence, the issues of resources and 
lack of proper support are critical, and an effective response to such challenges requires 
strategic approaches and interdisciplinary cooperation, which is manifested in neuro-
plasticity as a means of adapting to new conditions.

In the annual analytical review for the reporting period from October 2023 to Sep-
tember 2024, the publication of which was made possible by the support provided by 
the US Agency for International Development, according to the terms of the grant to 
the Ukrainian Foundation for Security Studies within the framework of the USAID Pro-
ject “Cybersecurity of Critical Infrastructure of Ukraine”. It is noted that at the present 
stage of development of artificial intelligence and cybersecurity technologies, the need 
to introduce clear regulatory documents governing the development of AI in Ukraine is 
becoming critical. This includes an emphasis on the use of AI in areas such as information 
technology, public administration, and the security and defense sector. The preparation 
of specialized strategies and standards for the implementation of these tasks based on in-
ternational best practices, in particular the CISA recommendations, will be an important 
step to increase the effectiveness of the fight against new cyber threats.

At the same time, there is a significant shortage of resources at the local level to 
ensure an adequate level of cyber defense, which makes this sector vulnerable to attacks. 
In this regard, it is necessary to promote the development of basic guidelines and tools 
for self-assessment of cybersecurity at the level of local organizations, which will increase 
their ability to respond to potential cyber threats.

Also, to improve the overall level of cybersecurity of national infrastructures, it is 
worth taking into account the experience of countries where similar initiatives have al-
ready been implemented, in particular in the field of ensuring the protection of media 
organizations and critical supply chains. The integration of such measures in Ukraine will 
contribute to greater resistance to cyber-attacks and reduce possible risks to national 
security.

An equally important aspect is the need to train new personnel in the field of cyber-
security that meet the requirements of modern technologies. The development of train-
ing and retraining programs, in particular in the public sector, should become a priority 
for the coming years, which will increase the number of highly qualified specialists capa-
ble of effectively countering cyber threats at all levels [6].

Khan F., Amatya B., Galea M., Gonzenbach R., Kesslring Yu., in their study described 
how neuroplasticity can be used as a method of rehabilitation of persons after traumatic 
events, which is similar to our topic – rehabilitation of offenders after returning from 
prison. The authors noted that neuroplasticity is a key mechanism in the process of neu-
rorehabilitation, because it allows the brain to restore its functions after injuries or dis-
eases. This phenomenon ensures the ability of neural networks to change their structure 
and functioning in response to damage or loss of function. It is important that rehabil-
itation methods focused on neuroplasticity should not only be medical but also multi-
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disciplinary, encompassing psychotherapeutic and physiological interventions to ensure 
comprehensive recovery.

According to studies, in particular for such diseases as stroke, traumatic brain dam-
age, Parkinson’s and multiple sclerosis, neuroplastic approaches have proven effective in 
restoring motor and cognitive functions. One of the most powerful tools in this process is 
physiotherapy, which has a strong evidence base in improving treatment outcomes. Psy-
chological interventions also continue to be actively investigated as an additional element 
that can strengthen recovery processes. However, existing studies often demonstrate 
a certain limitation in methodology, which requires further scientific research to reach 
clear conclusions regarding other rehabilitation measures [7].

We have already determined above that neuroplasticity is the ability of the brain to 
adapt to new conditions, which manifests itself in changing the structure and function-
ing of neural networks in response to a variety of factors, including learning, trauma or 
environmental influences. This process allows not only to restore lost functions, but also 
to optimize cognitive processes, improving adaptation to new technological and social 
conditions. The study of neuroplasticity can be an important tool in the fight against cy-
berthreats and the prediction of cybercrime, as it allows us to understand how a person 
adapts to changes in the technological environment, as well as how neuroplastic mecha-
nisms can influence behavior in the context of cybersecurity.

One method of neuroplasticity that can be useful in the fight against cyber threats 
is to constantly train and train the brain to adapt to new technologies. With the constant 
development of digital technologies, people are forced to learn new skills to counter cy-
bercrime, such as phishing, virus attacks or social engineering. Learning and consciously 
improving cognitive skills through neuroplastic mechanisms allows us to more quickly 
recognize cyber threats, anticipate them and take appropriate security measures. This, in 
turn, reduces the likelihood of a successful cyber-attack at the level of individual users or 
organizations.

Another important area of  application of neuroplasticity in cybersecurity is the pre-
diction of cybercrime. Understanding how neuroplasticity contributes to the formation of 
new habits and reactions allows the development of methods of psychological influence 
to prevent illegal actions in cyberspace. For example, studying changes in the behavior of 
potential criminals can help predict their next steps. Using neuroplastic approaches, it is 
possible to develop psychological training programs for potential offenders that, through 
changing their beliefs and behavior, could reduce the likelihood of committing cybercrime.

Neuroplasticity techniques such as cognitive behavioral therapy, exercises to devel-
op memory and concentration, and training to adapt to new technologies can be applied 
both in training ordinary users to prevent cyber threats and in strategic cybercrime pre-
vention programs. Over time, these approaches can create a new paradigm in the fight 
against cybercrime, where psychological methods help not only protect against attacks, 
but also predict and prevent them [8].

The article “Neuropsychological rehabilitation, neuroimaging and neuroplasticity” 
discusses the importance of the use of neuroplasticity in neuropsychological rehabilita-
tion, in particular in the context of neuroimaging. The process of neuroplasticity is crit-
ical for restoring brain functions after injury or damage, as the brain is able to adapt and 
modify its neural networks in response to new demands or conditions. Neuroimaging, as 
a tool, makes it possible to capture these changes and predict the restoration of functions 
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based on the detected changes in brain structures.
Research suggests that neuroimaging may have implications not only for docu-

menting changes in the brain but also for optimizing the rehabilitation process. In par-
ticular, the determination of preserved neural networks in patients allows for adjustment 
of treatment methods, contributing to a more effective recovery. For example, in the case 
of patients who have experienced a stroke or severe traumatic brain injury, neuroimaging 
allows you to determine which networks in the brain remain active, which allows you to 
focus the efforts of rehabilitologists on these zones to restore functions.

However, the authors note that despite the prospects for using neuroimaging, there 
are significant difficulties in implementing this approach. One of the main problems is 
the heterogeneity of patient groups and the lack of standardized rehabilitation methods, 
which makes it difficult to compare the results of various studies. Moreover, more studies 
are needed to confirm the effectiveness of such approaches in different clinical settings.

Thus, neuropsychological rehabilitation is entering a new era where innovative ap-
proaches such as neuroimaging and neuroplasticity can significantly improve the recov-
ery process. However, to achieve maximum results, further research and improvement 
of treatment methods are needed so that neuroimaging can become an important tool in 
personalized rehabilitation. These methods can be used to rehabilitate offenders [9].

In international practice, there are successful examples of rehabilitation programs 
aimed at changing the cognitive models of former cybercriminals. Within the framework 
of the case-herd “Hack-and-leak operations in Latin America: the case of Guacamaya”, it 
was found that such attacks significantly affect the politics, reputation of state structures 
and can even have legal consequences. According to Liemann Escobar and Barr (2024), 
the hacktivist group Guacamaya, having organized large-scale data leaks, attracted atten-
tion, especially in Mexico and Colombia.

The authors of the study note that information coverage of these events in the me-
dia varies significantly depending on the political situation in each country. To assess the 
effects of the attacks, they used the adapted three-stage Shaires model, which helps to 
understand their impact on public opinion, the reputation of governments and legal as-
pects. The findings of the study confirm that such operations not only expose the actions 
of state bodies, but also stimulate public discussions about the transparency of power and 
its responsibility to citizens.

As a result of participating in such programs, some former cybercriminals began 
working as cyber defense consultants, developing strategies to counter criminal cyber 
activity. The program provides not only practical training in technical skills, but also psy-
chological trainings that contribute to changes in the perception of offenses and behav-
ioral attitudes of participants [10].

This approach allows you to change the way of thinking of former cybercriminals, 
promoting their socialization and involvement in positive activities, using their skills to 
ensure security, and not to violate the law. This experience demonstrates the effective-
ness of neuroplastic methods in changing the cognitive models of offenders and has great 
potential for adaptation in other countries.

It is worth noting that during our research we determined that despite the wide-
spread idea of neuroplasticity, there are skeptical views about its possibilities that should 
be taken into account when developing methods for using this phenomenon in medical or 
criminological practices.
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Conclusions. This approach not only offers a transformative way to reshape the 
mindset of former cybercriminals but also fosters their reintegration into society by en-
couraging them to use their expertise in constructive ways that contribute to security 
rather than undermine it. By utilizing neuroplastic methods, we can significantly alter 
cognitive patterns, shifting offenders’ behaviors towards positive change. The results 
from this case study reveal the profound impact of neuroplasticity on the rehabilitation 
process and suggest that such methods have a promising future in reducing recidivism, 
particularly in the context of cybercrime.

However, it is essential to acknowledge that while the potential of neuroplasticity 
is widely recognized, there remains a degree of skepticism regarding its applicability and 
effectiveness. These concerns must be carefully addressed in the development of thera-
peutic strategies, especially in the intersection of psychology, criminology, and medicine. 
More comprehensive research and a balanced approach to integrating these methods 
will be crucial in maximizing their impact on both individual offenders and the broader 
criminal justice system.
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Summary
In the practical application of the law regarding hospitalizations in psychiatric institutions, a series of 

insurmountable normative deficiencies have been identified, the omission of which is capable of affecting fun-
damental human rights and freedoms and, consequently, leading to the condemnation of the Republic of Mol-
dova at the ECHR. Based on the premise that scientific debate constitutes a real and effective tool for achieving 
optimal results, this study highlights the issues related to the practical application of the legal institution – 
hospitalization in a psychiatric institution, the mistakes made by individuals who administer or contribute to 
the administration of justice, as well as potential solutions for improving the national regulatory framework 
in this regard.

Keywords: hospitalization, psychiatric institution, right to liberty, security measure, coercive measure, 
safety measure.

Introduction. Following the widely publicized case of A.B., in which, on August 18, 
2017, a person with psychiatric disorders was placed under preventive arrest and subse-
quently died in detention, an event that led to disciplinary sanctions, including the dis-
missal of the presiding judge [18], the issue has become very current. In this case, the 
competent court determined, among other findings, that “the judge acted in violation of 
the legal provisions governing the examination of the request for the application of coercive 
measures”.

Requests or petitions for the application of medical coercive measures before the 
substantive examination of a criminal case are increasingly being submitted in judicial 
practice by medical institutions, the prosecution, or the parties involved in legal proceed-
ings. This trend highlights a significant deficiency in the correct understanding of the 
legal framework governing such measures. Moreover, when such requests are granted, it 
often results in an unjustified application of the law by the courts.

The decision to submit an individual to involuntary placement must be made by a 
judicial authority [...] which is required to act under legally prescribed procedures [...] 
[38]. The phrase “prescribed by law” imposes the existence of a fair and adequate proce-
dure that provides the individual with sufficient protection against arbitrary deprivation 
of liberty [10, § 189]. The inherent vulnerability of individuals with mental illnesses or 
disabilities demands heightened attention to prevent any actions – or omissions – that 
may compromise their well-being. Consequently, the involuntary admission of a patient 
to a psychiatric institution must always be accompanied by the necessary legal safeguards 
[36].
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Therefore, before the substantive examination of the case and the issuance of a 
ruling on the application of medical coercive measures, the court may authorize hospital-
ization in a psychiatric institution only in the presence of justifying circumstances. This 
measure does not fall under procedural coercive measures (including preventive meas-
ures) or security measures.

However, the hospitalization of individuals in psychiatric institutions presents cer-
tain regulatory particularities, practical application deficiencies, and evident legal short-
comings. Analyzing these aspects is urgently necessary, both to ensure a proper under-
standing of the legal framework and to facilitate future legislative improvements.

A normative dysfunction has the potential to generate legal uncertainty, create am-
biguities regarding the outcome of judicial proceedings, and lead to serious repercussions 
for the protection of human rights, which, in this context, are subject to unwarranted 
interference [35].

Methods and materials applied. This study employs a comprehensive approach, 
utilizing methods such as analysis, synthesis, logical reasoning, literary interpretation, 
and comparative analysis. The materials used include relevant legislative acts, scientific 
publications in the field, as well as judicial decisions issued at both national and interna-
tional levels.

Discussions and results obtained. Under Article 14 of the Convention on the Rights 
of Persons with Disabilities No.320/2007 [16], State Parties must ensure that persons 
with disabilities, on an equal basis with others: a) Enjoy the right to liberty and personal 
security; b) Are not deprived of their liberty illegally or arbitrarily, and that any depriva-
tion of liberty occurs under the law, with the existence of a disability not justifying any 
form of deprivation of liberty.

According to Article 5 § 1(e) of the European Convention on Human Rights (ECHR) 
[15], everyone has the right to liberty and security. No one shall be deprived of their lib-
erty except in the following cases and under legal procedures: [...] if it concerns the legal 
detention of [...] a person with a mental disorder.

Based on Article 51, paragraph (2) of the Constitution [14], no one can be subjected 
to forced medical treatment except in cases provided by law.

Involuntary admission to a psychiatric institution undoubtedly infringes upon an 
individual’s liberty (as seen in the cases of Luberti vs. Italy [6], David vs. Moldova [3], Filip 
vs. Romania [4], C.B. vs. Romania [2], etc.) and, therefore, should only occur with judicial 
authorization [34, p.10]. The absence of procedural rules regarding the detention of in-
dividuals deemed incapable, in contrast to the numerous guarantees applied in ordinary 
cases, is likely to result in a violation of the provisions of Article 5 § 1 of the ECHR (as evi-
denced in the case of H.L. vs. the United Kingdom [5, §§ 120, 124]).

Deprivation of liberty ordered under Article 5 § 1(e) of the Convention must serve a 
dual function: on one hand, a social protective function; on the other hand, a therapeutic 
function, in the best interest of the person with a mental disorder [8].

In the case of Luberti vs. Italy [6, § 27], the European Court of Human Rights estab-
lished that national authorities must be recognized as having a certain degree of discre-
tionary power in deciding whether an individual should be hospitalized as “mentally ill”. 
An individual cannot be considered “mentally ill” within the meaning of § 1 of Article 5 of 
the ECHR and deprived of their liberty unless at least the following three conditions are 
met: it must be credibly demonstrated that the person is mentally ill; the mental disorder 
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must be of such nature or degree that it justifies compulsory detention; the validity of 
continuous detention depends on the persistence of such a disorder.

The Law on Mental Health and Well-being No.114/2024 [30] stipulates only two cas-
es for involuntary hospitalization in a psychiatric institution: involuntary admission (Ar-
ticle 31) and treatment through the application of coercive medical measures (Article 23). 
Formally, the first case is regulated by the Law on Health Protection No.411/1995 (Article 
42 Medical Assistance for Persons with Mental Disorders [29]) and the Civil Procedure 
Code (Articles 309-311 Authorization of Forced Hospitalization and Forced Treatment 
[11]), while the second case is regulated by the Criminal Procedure Code (Articles 488-503 
Procedure for the Application of Coercive Medical Measures [12]).

According to paragraph 27 of the Regulation on the Activity of Psychiatric Hospi-
tals (Annex No.3 to the Ministry of Health Order No.591/2010 [33]), hospitalization in 
a psychiatric hospital occurs in the following cases: the presence of mental disorders; 
the psychiatrist’s decision to conduct an examination and/ or treatment under inpatient 
conditions; the court’s decision regarding the application of coercive medical measures; 
the conduct of a psychiatric evaluation in cases and the manner prescribed by law, with 
the consent of the individual or their legal representative.

Judicial practice shows that the hospitalization of the defendant in a psychiatric 
institution occurs in a differentiated manner:

• Based on the order for a psychiatric-legal examination, on an outpatient basis, 
without revoking the preventive measure [28];

• Based on the order for a psychiatric examination, on an inpatient basis, with the 
revocation of the preventive arrest measure [20, § 5];

• Based on the application of a security/ precautionary measure – hospitalization in 
a psychiatric institution [17; 27];

• Based on the application of coercive medical measures [39].
The first two cases find their legal basis in Article 152 of the Criminal Procedure 

Code (Hospitalization in a medical institution for the conduct of judicial expertise).
It is noted that Article 152 of the Criminal Procedure Code fails to reference the sta-

tus of the accused as “defendant” limiting itself to the terms “suspect” and “accused” even 
though paragraph (3) addresses the situation where the necessity for hospitalization in a 
medical institution for judicial expertise arises during the trial.

Since the legal provisions provide a differentiated legal regime for the suspect 
(whose hospitalization duration is up to 10 days, with the possibility of extension after 
being formally charged) and the accused (whose hospitalization duration is up to 30 days, 
with the possibility of extending up to 6 months upon the written request of the physician 
facing difficulties in conducting the judicial expertise and requiring additional time), we 
consider it necessary not only to regulate the status of the defendant in the provision of 
Article 152 of the Criminal Procedure Code but also to establish an appropriately differ-
entiated legal regime for them, taking into account the specific nature of the procedures 
before the courts.

The third case – as a security/ precautionary measure – is based on the provisions 
of Article 490 of the Criminal Procedure Code (Hospitalization in a psychiatric institution).

Article 490 of the Criminal Procedure Code, in turn, does not refer to the stage of 
the trial, explicitly stating that it applies to “a person under criminal investigation” [...] by 
the “investigative judge”.
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In this context, we consider it essential to adapt the provisions of Article 490 of the 
Criminal Procedure Code to situations where the necessity for hospitalization or exten-
sion of hospitalization in a psychiatric institution arises during the trial phase. In the same 
context, the term “up to 6 months” for the hospitalization of the accused in a psychiatric 
institution, as stipulated in Article 152 para.(6) of the Criminal Procedure Code, should 
be considered and extended by Article 490 of the same Code. This is because, similar to 
preventive arrest, hospitalization in a psychiatric institution can and should apply to both 
stages of the criminal process, up until the ruling is issued by the trial court.

Finally, we consider the phrase “illness of the person” ambiguous in the correct ap-
plication of the provisions of Article 490 of the Criminal Procedure Code, as the nature 
of the illness is not explicitly specified, whether it concerns a mental illness, a serious 
illness of another kind, or a common illness (such as seasonal flu or other viral infections, 
etc.). In this case, it would be useful to refer to the List of Mental Disorders that deprive a 
person of the ability to understand their actions or direct them, which serves as the basis 
for submitting a request for release from serving a sentence or for replacing or revoking 
preventive detention for seriously ill detainees before the court, as outlined in Annex No.2 
to Government Decision No.417/2024 [19].

Regarding the fourth case – hospitalization in a psychiatric institution based on the 
application of coercive medical measures – it can only have legal applicability within the 
final resolution of the case through a court ruling regarding the application of coercive 
medical measures.

Thus, based on Article 99 of the Criminal Code [13], individuals who have committed 
acts provided by criminal law while in a state of irresponsibility […] may have the follow-
ing coercive medical measures applied by the court, which are carried out by the health-
care protection institutions: a) Hospitalization in a psychiatric institution with regular 
supervision; b) Hospitalization in a psychiatric institution with rigorous supervision.

Moreover, according to Article 488, paragraph (1) of the Criminal Procedure Code, 
coercive medical measures […] are applied by the court to individuals who have commit-
ted harmful acts, provided by criminal law, while in a state of irresponsibility […] [12].

On the other hand, in domestic jurisprudence, there are multiple cases of the appli-
cation/ extension of safety measures until the corresponding court decision is adopted.

This results in differentiated jurisprudence either rejecting requests/ proposals for 
the application/ extension of coercive measures with a medical character [22], or par-
tially admitting such requests/ proposals, with the decision to hospitalize in a psychiatric 
institution for the detention of arrested individuals [23; 17], or fully admitting the indicat-
ed requests/ proposals [21; 24; 25; 26].

In our opinion, the application of coercive medical measures until the adoption of 
the court ruling within the special procedure is unfounded, as it infringes upon the prin-
ciple of the presumption of innocence. Moreover, the court that applies a safety measure 
through a judicial decision is placed in the position of having to double its decision upon 
issuing the final judgment (as if a criminal penalty were established before the court’s final 
decision, rather than correctly applying preventive measures).

Furthermore, the application of coercive medical measures until the final resolution 
of the case for 6 months neglects the conditions and guarantees established by law (i.e. 
Articles 152 and 490 of the Criminal Procedure Code).

In the case of Rakevich vs. Russia, “domestic law required a judge to rule on the 
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request for involuntary hospitalization within 5 days from the date of the medical unit’s 
request, but 39 days passed before the court decision was rendered” [7]. Thus, authoriz-
ing hospitalization in a psychiatric institution for a period of 6 months (i.e. omitting the 
extensions of up to 30 days as stipulated in Article 152, paragraph (6) CPC) could lead to 
a finding that “the person’s hospitalization was not carried out through a process pre-
scribed by domestic law, and consequently, the violation of Article 5 § 1 of the ECHR” [7].

Thus, the judge who issues a forced hospitalization decision for a victim contrary 
to the law shall be held accountable under Article 307 of the Criminal Code. In the case 
where the judge has a prior understanding with the psychiatrist and issues a hospitaliza-
tion decision contrary to the law, the judge will be held responsible under Article 169 of 
the Criminal Code as an accomplice, instigator, or organizer of the offence [1, p.329].

Another major issue is that the Psychiatric Clinical Hospital is not equipped to hold 
persons arrested under Article 490 of the Code of Criminal Procedure. The psychiatric 
institution does not have spaces/ rooms for the placement/ detention of persons un-
der preventive arrest, and it is not adapted for such forced hospitalization. It is not a 
penitentiary or a detention facility for criminal investigation, and therefore cannot exe-
cute the court orders regarding the hospitalization of detainees in psychiatric institutions 
for medical coercive measures [32]. This unresolved issue over time leads to a series of 
conflicts between the judicial, psychiatric, and systems ensuring respect for individuals’ 
physical and mental integrity. Medical institutions repeatedly notify the courts about the 
impossibility of executing the court orders/ warrants for hospitalization in psychiatric 
institutions, and the Ombudsman consistently objects to the continued authorization of 
the hospitalization of defendants in the manner provided for under Article 490 of the 
Code of Criminal Procedure [32].

The court’s orders for placement in a psychiatric facility for purposes other than 
medical or healthcare-related, such as awaiting the completion of criminal investigations 
or judicial proceedings, exceed the objectives, responsibilities, and functional competen-
cies of the Clinical Psychiatric Hospital [37].

In turn, to overcome the existing situation, psychiatric medical institutions obtain 
an agreement from the accused, in which they give their consent to be hospitalized in the 
medical institution for treatment. This approach seeks to resolve the conflict between the 
judicial and psychiatric systems, ensuring that the necessary medical care is provided, 
while also respecting the legal rights and protections of the individuals involved. Howev-
er, it raises further questions regarding the balance between voluntary and involuntary 
hospitalization and whether consent in such circumstances can be considered fully in-
formed and free from coercion.

The situation described by Amnesty International highlights a significant concern 
regarding the voluntary nature of hospitalization, particularly in cases where individu-
als are initially reluctant but are later convinced or pressured to sign consent forms for 
treatment. This raises ethical and legal issues about the true voluntariness of the consent 
obtained, especially when there are elements of coercion involved [31].

The European Court of Human Rights found a violation of Article 5 § 1 (e) of the 
ECHR in cases where individuals “the claimant was forcibly taken from his home by the 
police, then, under escort, was handcuffed and taken to the psychiatric hospital where he 
was urgently admitted”. The Court also found that “the expression of willingness to sub-
mit voluntarily to a psychiatric examination does not change the Court’s determination of 
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the involuntary nature of the hospitalization” [2, §§ 53, 59]. A lack of consent for hospital-
ization was also attested in cases where “the person attempted to escape from the clinic 
several times” [9, p.13].

Conclusions and recommendations. In light of this study, we reach the firm conclu-
sion that the application of medical coercion measures until the adoption of the judicial 
sentence is unfounded. To eliminate danger and prevent the commission of acts provided 
by criminal law, it is possible to apply the security measure – hospitalization in a psychi-
atric institution.

Hospitalization in a psychiatric institution can be applied regardless of whether the 
person is in detention or not and regardless of whether it is necessary or not to carry out 
a stationary psychiatric examination. In this case, compliance with the conditions stip-
ulated in Article 152 of the Criminal Procedure Code (particularly the ordering of hospi-
talization based on the ruling and judicial warrant for a period of up to 30 days, with the 
possibility of extension up to 6 months) and ensuring the guarantees specified in Article 
501, paragraph (1) of the Criminal Procedure Code (i.e. verifying the necessity of continu-
ing the measure at least once every 6 months, based on the corresponding medical opin-
ion) are mandatory.

To perfect the national legal framework, we propose establishing a special legal re-
gime for the “defendant” status of the person within the provisions of Article 152 of the 
Criminal Procedure Code.

At the same time, we propose adapting the provisions of Article 490 of the Criminal 
Procedure Code to situations where the necessity of hospitalization/ extension of hospi-
talization in a psychiatric institution has arisen during the trial process.

Finally, we emphasize the urgent need to adapt certain sectors within psychiatric 
institutions for the detention of persons for whom the measure of hospitalization in a 
psychiatric institution has been ordered (regulation of status and legal competencies, 
providing appropriate equipment and funding, training personnel, providing rooms, de-
veloping internal instructions and rules, etc.).
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Summary
The paper explores the benefits and risks of using personal gadgets by medical professionals in the con-

text of digitalization of healthcare. Legal, ethical and organizational aspects related to the protection of pa-
tients’ confidential information, medical confidentiality and prevention of cyber threats are considered. Ap-
proaches to secure integration of personal devices, including BYOD system, mobile device management (MDM) 
tools and personnel training in cybersecurity basics are proposed. The need for standardization of internation-
al standards, certification of medical applications and development of corporate regulations is substantiated. 
The paper emphasizes the importance of an integrated approach to maintain a balance between innovation and 
patient data protection.

Keywords: digital medicine, personal gadgets, medical malpractice, cybersecurity, BYOD.

Introduction. Modern digital technologies are having a significant impact on health-
care, transforming the processes of diagnosis, treatment and interaction between health-
care professionals and patients. One of the key trends in recent years has been the active 
use of personal gadgets – smartphones, tablets and laptops – by healthcare professionals 
in their professional activities. These devices provide instant access to professional data-
bases, clinical guidelines, electronic document management systems and tools for remote 
patient monitoring. Such use contributes to faster decision-making, reducing errors and 
improving the quality of care.

However, the use of personal devices in medical practice involves a number of eth-
ical, legal and organizational challenges. There are issues related to the protection of 
patients’ personal data, medical confidentiality, prevention of unauthorized access to 
medical information, and compliance with cybersecurity principles. In addition, the lack 
of clear distinctions between personal and professional use of devices can lead to misrep-
resentation of medical records, confusion in data management, and, ultimately, decreased 
patient trust in the healthcare system. Uncontrolled or insufficiently regulated use of 
gadgets can also have legal consequences for healthcare professionals and organizations.

The purpose of the study is to comprehensively examine the benefits and risks of 
using personal gadgets in the professional activities of health care workers and to develop 
recommendations for their safe and effective use.

Methods and materials applied. The research material included scientific publi-
cations, methodological guidelines, recommendations, protocols, as well as national and 
international legal acts regulating medical crimes, protection of patients’ rights and pro-
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fessional ethics of health care. Personal gadget refers to a device owned by a health work-
er and used at the health worker’s discretion. Personal gadget means a device owned by 
the employer but customized and designed for individual use by a specific health worker. 
Sources included data from international and national databases such as PubMed, Google 
Scholar, CyberLeninka, National Bibliometric Instrument. Legal information systems were 
used to analyze legislation, including Register of Legal Acts of the Republic of Moldova, IT 
System Legislation of the Republic of Moldova and similar platforms of other countries. 
Comparative and content analysis methods of selected normative and scientific sources 
were used for the study.

Discussions and results obtained. 1. Digitalization of medicine and the role of per-
sonal gadgets. The increasing role of personal electronic devices (smartphones, tablets, 
laptops) in health care is driven by several factors. First, smartphones provide health-
care professionals with instant access to professional databases, electronic journals, and 
treatment guidelines. According to a study by Ventola, the availability of mobile apps for 
checking drug interactions and dosage recommendations reduces clinical errors and im-
proves the quality of care delivery [23]. Secondly, in many healthcare institutions, there 
are increasing demands for rapid data sharing, as timely interaction between team mem-
bers determines the outcome of treatment, especially in acute care.

Socio-cultural factors also contribute to the development of the use of personal 
gadgets in medicine. The majority of modern specialists, having mastered digital tech-
nologies at university, continue to actively use them in their practice. According to the 
report of the World Health Organization [21], the expansion of digital skills among medical 
staff contributes to the efficiency of the health care system as a whole. These trends can 
be traced not only in developed countries, but also in middle-income countries, where 
mobile communication often becomes an important tool for delivering health services to 
remote regions.

In addition, the concept of digital medicine, which is based on the integration of 
innovative technologies into practice, is becoming increasingly popular. In some cases, 
personal devices are seen as mobile clinics that allow collecting patient data remotely: 
measuring heart rate, blood pressure, and blood sugar levels using special accessories 
and mobile applications. Such solutions significantly simplify the monitoring process and 
form an evidence base for telemedicine consultations, which are being actively developed 
in Moldova, Ukraine, Romania, Russia and other countries in accordance with local reg-
ulations.

However, such a rapid proliferation of personal gadgets in the medical environ-
ment also raises significant organizational, legal, and ethical challenges. One of the key 
issues is the separation of personal and professional information. According to a number 
of international studies, the lack of clear boundaries between personal and work space 
on a phone or tablet can lead to data confusion, breaches of medical confidentiality and 
misrepresentation of medical records. In addition, cybersecurity is significantly compro-
mised if every personal device is connected to a hospital’s corporate network without 
proper security measures in place.

On the ethical side, there is the problem of maintaining trust between doctor and 
patient. If a patient suspects that his/her personal information (photos, videos, exami-
nation results) may be stored or transmitted through private channels not intended for 
medical use, this may negatively affect the principle of confidentiality enshrined in many 
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professional codes. For example, the Code of Medical Ethics of Romania [4] emphasizes 
the doctor’s obligation to ensure the privacy of the patient and to respect the secrecy of 
the therapeutic process. Similar provisions exist in the legislation of the Republic of Mol-
dova, Ukraine and the Russian Federation.

From an organizational point of view, for many clinics and hospitals the question re-
mains: who is responsible for setting up and maintaining the security of personal gadgets? 
Some institutions are moving towards Bring Your Own Device (BYOD) systems, combin-
ing personal and corporate environments. However, without clear regulation, supervi-
sion and training of staff, the situation can get out of control, which has repeatedly led 
to major data breaches and lawsuits against medical organizations [19]. Thus, the rapid 
expansion of digital technologies offers significant benefits, but requires a coordinated 
approach that includes defining clear rules for the use of personal devices and fostering a 
culture of responsible attitude to confidential information.

2. Benefits of using personal devices in medical practice. WHO in its official agenda 
on digital health emphasizes that mobile applications, telemedicine, electronic patient 
management systems and other innovative solutions have the potential to reduce the 
gap in access to health care [24]. These initiatives are actively supported not only by in-
ternational organizations, but also by national ministries of health in Moldova, Romania, 
Ukraine and other countries, which implement relevant bylaws and strategies. In Moldo-
va, for example, there is a national e-Health program aimed at digitalization of medicine, 
and in Ukraine there are pilot projects on electronic medical records and telemedicine 
consultation in rural areas.

A significant part of these programs involves the use of mobile gadgets at the pri-
mary health care level. General practitioners and family doctors often access remote da-
tabases and consult with specialists from regional centers using smartphones and tablets. 
In conditions of limited funding or shortage of stationary equipment, personal mobile de-
vices become indispensable assistants. However, legislators often underestimate the legal 
and ethical aspects of such use, which creates a regulatory gap. In most cases, national 
programs of digitalization of healthcare provide for the use of secure communication 
channels, but in practice, doctors continue to use personal messengers and applications 
that do not always meet security standards. Therefore, there is a need to harmonize WHO 
international guidelines with local regulations, as well as to introduce strict certification 
of medical software.

One of the most obvious benefits of using personal gadgets in medicine is improved 
communication within interdisciplinary teams. The rapid exchange of data can reduce 
the time needed to make a solution and thus speed up the response time in emergency 
situations. Several studies have shown that doctors who use mobile devices for real-time 
consultations are less likely to make dosage errors, respond faster to changes in patient 
condition, and maintain documentation more efficiently [23]. For clinical and healthcare 
managers, this means increased productivity and optimized processes.

Improved quality of care is also linked to the ability to quickly access scientific pub-
lications, clinical protocols and the latest evidence-based guidelines. Whereas in the past 
a doctor had to use a desktop computer or go to a medical library to find the information 
he or she needed, today many guidelines are available in mobile applications, supple-
mented by regular updates. This accessibility of knowledge leads to more correct and up-
to-date treatment regimens, as well as allows for more rapid changes in therapy tactics 
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based on new scientific evidence [17]. However, these benefits directly depend on the 
doctor’s ability to properly separate personal activity on a mobile device from profession-
al activity, as well as on compliance with information security rules to exclude the risks 
of data compromise.

3. Ethical and organizational challenges of digital medicine. Legal regulation of the 
use of personal gadgets in medicine is formed at the intersection of several levels: inter-
national, regional (e.g., within the European Union) and national. This multilevel structure 
complicates the situation, as each country adapts the common norms according to its 
traditions, legal system and level of development of digital infrastructure. In Republic 
of Moldova there is Law No.133 of 08.07.2011 on the protection of personal data, which 
prescribes the mandatory registration of personal data operators and the development of 
internal policies for their protection [15]. The EU has introduced the well-known GDPR – 
Regulation (EU) 2016/679 (General Data Protection Regulation) [20], and the US has the 
Health Insurance Portability and Accountability Act (HIPAA) [22], which establishes strict 
requirements for the transfer and storage of medical information.

The multilevel nature of regulation reflects the complexity of medical activity itself. 
Professional standards and ethical norms overlap with information security issues, which 
creates a number of conflicts between the need for fast and convenient data exchange 
and the need for strict access control [8]. In addition, national laws often conflict with 
local regulations issued by healthcare institutions for internal use. As a result, health care 
providers may find themselves in a situation of legal uncertainty, which increases the 
risks of misuse of gadgets.

In the context of medical confidentiality and the protection of patients’ person-
al data, technical and organizational security mechanisms are of particular importance. 
Standard measures such as encrypting communication channels and backing up medical 
data are only partially decisive when it comes to healthcare providers’ personal smart-
phones and tablets. To guarantee privacy, comprehensive strategies are needed, from 
choosing certified messaging apps to installing multi-factor authentication on the device 
[6]. Otherwise, personal devices can become a weak link in the cybersecurity of health-
care institutions.

The effectiveness of certain measures depends on the degree of awareness and mo-
tivation of staff. Health care workers who do not realize the scale of legal consequences 
may neglect basic rules: keeping passwords in the open, using insecure cloud services, or 
sharing information with patients via social networks. In this sense, a culture of security 
remains a significant factor: if a team adheres to strict regulations and management pro-
vides ongoing training and audits, the likelihood of data breaches is reduced. Neverthe-
less, even in countries with strict legislation (e.g., Germany, where GDPR is fully imple-
mented) there are incidents of medical data leakage [12]. This emphasizes that laws alone 
are not enough: system solutions and continuous monitoring are needed.

As the issues of personal data protection are becoming more and more acute in the 
society, relevant court proceedings on the facts of leakage of medical information are 
getting wide coverage. In Moldova, Ukraine, Romania and Russia, there have been numer-
ous cases when either a healthcare institution or a specific employee was held liable for 
unauthorized transfer of patient data. Court practice shows that in most cases the key 
point is to prove the guilt or negligence of the medical worker, as well as to check whether 
the clinic had any internal instructions and whether the staff had been trained in the use 
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of personal devices.
Some cases reach the criminal courts, especially if the disclosure of information had 

serious consequences for the patient or was used for personal gain. In this aspect, it is 
relevant to mention the problem of cross-border data transfer, when a doctor consults 
foreign colleagues and as a result the patient’s personal data is disseminated outside the 
jurisdiction of the national law. In such cases, legal norms may be difficult to apply, as 
different countries regulate the circulation of medical data differently, and conflicting 
norms may arise. Thus, judicial practice forces healthcare institutions not only to improve 
internal protocols, but also to carefully control the use of personal gadgets, up to and in-
cluding banning their use for certain activities.

4. Legal regulation and data security. The personal gadgets of healthcare workers 
are potentially vulnerable because they often do not meet corporate security standards. 
Leakage scenarios may include loss or theft of the device, malware infection, use of public 
Wi-Fi networks without encryption, and deliberate actions of the users themselves [3; 10]. 
Analysis of such incidents shows that even the trivial transmission of a patient’s photo or 
video through a common messenger can lead to the uncontrolled dissemination of con-
fidential information.

In modern medicine, where telemedicine is increasingly used, the risk is also in-
creased because digital communication channels such as videoconferencing, online chats 
and e-mail are becoming commonplace. According to studies conducted in several Euro-
pean clinics, a significant proportion of staff has at least once sent patient data from their 
personal smartphones without proper encryption [5]. It is noteworthy that even formally 
certified applications can collect metadata that can, under certain conditions, reveal the 
identity of a patient and the nature of the treatment provided.

To reduce the likelihood of leakage and privacy breaches, various professional as-
sociations have developed guidelines and standards. For example, the American Medical 
Association has issued Guidelines for Patient-Physician Electronic Mail, which empha-
sizes the importance of encryption, clear patient information, and strict segregation of 
personal and professional correspondence [14]. In Europe, similar recommendations are 
contained in the European Commission’s Joint Protocols on Telemedicine, which empha-
size the need for clear authentication protocols and regular audits of personal device use 
[18].

In addition, a culture of security in a medical organization requires ongoing cyber 
hygiene training for staff, development and updating of internal regulations, and discipli-
nary action for perpetrators. Implementing such strategies requires budget and admin-
istrative effort, but data shows that investments in systemic cybersecurity are less costly 
than the consequences of lawsuits and reputational losses after major breaches. The main 
challenge is to ensure continued compliance, as the habit of using personal gadgets for 
work-related solutions is deeply ingrained in the daily practices of doctors and nurses.

5. Strategies to minimize risks when using personal gadgets. The BYOD concept ap-
peared in the corporate segment back in the 2010s, but now it is actively penetrating 
healthcare, where mobility and rapid access to data are critical. Studies indicate that in 
conditions of resource constraints, hospital staff are more willing to use their own de-
vices than standard desktop computers or laptops provided by their employers [3]. This 
increases the speed of accessing electronic medical records, reduces logistical time and 
improves collaboration between colleagues. At the same time, the budget is saved: insti-
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tutions are not obliged to purchase and maintain a large number of mobile devices.
However, the main benefit of BYOD is the increased satisfaction of employees who 

continue to work in the familiar digital environment. It also has a positive effect on mo-
tivation, as medical staff does not need to learn new technology, install unknown appli-
cations, etc. According to a number of American clinics, the introduction of BYOD with 
simultaneous certification of used applications for medical information exchange has im-
proved coordination between different departments [19]. Nevertheless, the success of 
such a strategy largely depends on the depth of preliminary preparation, which should 
include the development of clear security policies, training programs, and continuous 
monitoring of compliance with regulations.

Despite the obvious benefits, BYOD also comes with significant risks. Not every per-
sonal device is sufficiently secure, and the installation of multi-stage authentication or 
corporate VPN clients can cause user frustration that interferes with daily work. In ad-
dition to technical difficulties, there are also legal risks: when an employee quits, there is 
a question of who and how deletes patients’ medical data from his personal gadget [13]. 
Such situations can lead to unauthorized storage and further dissemination of confiden-
tial information.

To mitigate risk, organizations are implementing Mobile Device Management (MDM) 
software – specialized systems that allow employees’ personal devices to be administered 
remotely. This makes it possible to block them if they are lost or stolen, set restrictions 
on application installation, and automatically delete sensitive data after the end of the 
employment contract. However, such tools require additional financial outlay and often 
raise questions about employee privacy, as the employer is given some authority to con-
trol personal devices. In the end, the success of BYOD in healthcare depends on a bal-
ance between technical security measures, legal regulations and respect for the privacy 
boundaries of healthcare workers.

6. Specifics of using personal devices in critical environments. The issue of photo-
graphing and videotaping patients for therapeutic purposes directly affects the princi-
ples of bioethics, in particular the autonomy of the individual and the need for informed 
consent. In many countries, legislation indicates that the patient must be informed in 
advance of the purpose, perceived risks and extent of use of the recorded material. If a 
recording is made on a personal device without clear guarantees of confidentiality, the 
patient may consider it an invasion of privacy, and in some jurisdictions it may be consid-
ered a breach of medical confidentiality.

An additional concern is the subsequent storage or use of such recordings. Even in 
cases where the photo or video is important for documenting treatment or presenting 
at a medical conference, there is a risk that the material will end up on uncontrolled re-
sources. The Codes of Ethics of Romania, Moldova, Ukraine, and Russia contain general 
provisions about the need to be careful with patient personal data, but do not always 
specify technical details [4]. As a result, a medical worker may find himself in a situation 
where an elementary careless posting of a photo may become a reason for a lawsuit.

The use of personal smartphones and tablets is most dangerous in highly special-
ized units, where a mistake can cost a patient’s life or compromise sterility. In operating 
rooms where strict aseptic and antiseptic protocols are in place, dropping in a gadget can 
increase the likelihood of infection in the operating area [21]. In addition, distracting the 
surgeon with a phone call or message has the potential to affect the course of surgery. 
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Therefore, many hospitals set strict bans on the use of personal devices in operating 
rooms: only special sterile medical tablets designed to monitor the patient’s vital signs 
are allowed.

In intensive care units, constant monitoring of patients is critical, so any unauthor-
ized filming or use of messengers can be distracting to staff. In some cases, staff may 
substitute the use of clinical monitors for viewing data from a personal gadget, which has 
the potential for errors. Organizational protocols of some large clinics in Europe and the 
United States contain strict norms to limit personal activity of staff in such departments, 
up to a complete ban on smartphones [11]. Despite the fact that modern digital solutions 
can facilitate the work of doctors, their inappropriate use in critical areas can do more 
harm than good.

7. Legal liability for data leakage. Legal qualification of breach of confidentiality of 
medical data varies from administrative liability to criminal prosecution, depending on 
the severity of consequences and intent. Most national legislations (Moldova, Ukraine, 
Russia, Romania) indicate that a doctor who discloses the secrecy of treatment or per-
sonal data of a patient can be fined, disqualified or imprisoned (if significant damage is 
involved). However, the difference between reckless leakage and willful disclosure can be 
subtle. Case law often considers whether the healthcare organization had adequate safety 
protocols and whether the employee had received appropriate training.

The digital footprints that doctors leave on their devices are important. If an inspec-
tion reveals that a patient’s personal data has been stored or transmitted through unse-
cured channels, resulting in a leak, this may be perceived as gross negligence, which falls 
within the scope of the offense. In such a case, the role of the personal gadget becomes a 
key detail that determines not only the degree of the doctor’s guilt, but also the liability of 
the institution’s managers who failed to ensure proper controls and BYOD policies.

With the development of digital technologies and global telemedicine, many cases 
involving leaks of medical information are becoming cross-border in nature. A doctor 
consulting a patient from another country may use cloud services located on servers in 
third countries, which complicates the issue of jurisdiction and law enforcement cooper-
ation. Europol and Interpol are increasingly involved in investigations of crimes related to 
the theft and sale of medical data, as such information has a high value on the black mar-
ket [1]. This means that a doctor who violates confidentiality may face not only internal 
disciplinary measures, but also a serious international investigation if the leak is global in 
scope.

As a result, law enforcement practice demonstrates the growing attention to dig-
ital security issues in medicine. Underestimating the risks of personal gadgets can lead 
to severe consequences, from loss of patient trust and large fines to criminal penalties. 
Therefore, health care providers need not only to be aware of their country’s legal frame-
work, but also to realize that in today’s digital environment, privacy concerns transcend 
national boundaries.

8. Prospects for digital medicine and the balance between innovation and safety. The 
final conclusion is that the use of personal gadgets in medicine is a natural and largely 
productive phenomenon, if it is accompanied by a well-designed risk management sys-
tem. Many studies confirm that mobility and quick access to information improve the 
quality of treatment, reduce operating time and promote an integrated approach to pa-
tient management [23]. However, a balanced approach is required: digital innovations 
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should not contradict the fundamental principles of medical ethics and patient privacy.
Solutions to the problems of modern medicine are impossible without the involve-

ment of information technology, but it is in medicine that compromises with security are 
unacceptable. Managers of healthcare institutions should develop and regularly review 
internal regulations, pay attention to staff training, and create a culture of responsibility 
for the digital footprints we leave when providing medical care [17]. Such an approach 
will preserve the benefits of personal gadgets and minimize potential legal and ethical 
conflicts.

The role of mobile technology in healthcare will continue to grow in the coming 
years, with new applications emerging for diagnostics, monitoring and clinical solution 
support. The development of 5G and cloud platforms makes it possible to share medical 
data in real time, which is especially relevant for telemedicine. However, coordinated 
efforts by lawmakers, technology companies, medical communities, and advocacy organ-
izations are needed to make these perspectives happen safely. International collabora-
tions, such as WHO and European Commission working groups and participation in sci-
entific consortia, can help to establish universal standards for digital security and protect 
patients’ rights [24].

Working together will not only avoid regulatory duplication, but also facilitate 
cross-border collaboration in the exchange of health information. For healthcare pro-
viders, this means that personal gadgets will increasingly become an important part of 
everyday practice in the foreseeable future, but with clear rules and a high level of risk 
awareness. This is the only way to balance innovation and patient protection, creating a 
solid foundation for the further development of digital medicine.

Conclusions. The digitalization of medicine and the use of personal gadgets by med-
ical professionals have become an inevitable part of modern healthcare. Mobile technolo-
gies have great potential to improve the quality and accessibility of medical care, optimize 
diagnostic and treatment processes, and improve communication within medical teams. 
However, the widespread adoption of personal devices requires a systematic approach 
that balances innovation and safety.

For safe use of gadgets, it is necessary to develop and regularly update regulations, 
take into account national and international legal norms, and implement mobile device 
management (MDM) tools. It is equally important to foster a culture of digital risk aware-
ness, which implies increasing digital literacy among healthcare professionals and train-
ing them in the basics of cybersecurity. This will minimize the likelihood of data breaches, 
breaches of patient privacy and legal consequences.

Further development of digital medicine requires standardisation of legislation, 
creation of international safety standards and active cooperation between government 
authorities, technology companies and professional communities. The development of 
technologies such as 5G and cloud platforms will open up new opportunities for diag-
nostics, monitoring and telemedicine, but only if ethical and legal principles are strictly 
adhered.

The joint efforts of all participants in this process will create a solid foundation for 
the further development of digital medicine, preserving the core values of healthcare – 
protecting patients’ rights, their data and ensuring the quality of care.
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Summary
 According to the authors, providing prisoners with physical and mental disabilities with adequate 

treatment and adequate medical care is of particular importance to ensure the health and safety of sick pris-
oners and of all others. Thus, they must be provided with the minimum security necessary to ensure their safe 
detention. Also, when assigning prisoners with disabilities, the risk of ill-treatment by other prisoners should 
be taken into account in order to ensure their protection. 

Therefore, this category of convicts requires a special approach when interacting with them. The prob-
lem is that prison officials are not always psychologically prepared to solve these complex professional prob-
lems. In this challenging context, prison systems must develop and implement effective strategies to protect 
prisoners with mental and behavioral disabilities. It is essential to adopt a multidisciplinary approach, which 
includes continuous training of custody staff in the field of mental health and disabilities, improving their 
access to specialized mental health support and services, as well as implementing robust abuse reporting mech-
anisms designed to protect victims of violence.

Keywords: international standards, prisoners’ rights, prison, physical disabilities, mental disabilities.

Introduction. Convicts with physical and mental disabilities represent a particularly 
vulnerable group. Despite the introduction of international provisions and rules regard-
ing this category of convicts into national legislation, the practice of their implementa-
tion demonstrates the difficulties that persons from this category face in everyday life in 
places of detention.

Within the context of international legal instruments, the issue of prisoners with 
disabilities is linked to their various physical limitations, which create a particular sen-
sitivity to violence, discrimination, exploitation and inadequate conditions of detention. 
In addition, prisoners with disabilities may feel “inferior” to other prisoners because they 
cannot work or perform certain types of work and have difficulties with movement and 
care. People with disabilities may also face basic neglect from those around them due to 
their medical and psychological difficulties.
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Thus, the problems faced by these people in society are amplified in the penitentiary 
environment, as it cannot adequately respond to their needs. In this regard, society’s at-
tention should focus on cases of discrimination against prisoners with disabilities, paying 
particular attention to the way the penitentiary, with its closed environment, is adapted 
to their special needs.

Methods and materials applied. Within the study limits of this article, the following 
methods were applied: analysis, synthesis, comparison and logical awareness. The mate-
rials used are the publications of scholars in the field.

Discussions and results obtained. According to the Convention on the Rights of Per-
sons with Disabilities, persons with disabilities include those who have long-term phys-
ical, mental, intellectual or sensory impairments which, in interaction with various bar-
riers, may hinder their full and effective participation in society on an equal basis with 
others [1, Art.1].

As mentioned in the Manual for the Treatment of Prisoners with Special Needs, the 
problems faced by people with disabilities in the community are often exacerbated in 
prisons due to the specifics of the closed and restricted environment and the violence 
resulting from prison overcrowding and the lack of an adequate system of differentiation 
between prisoners and their appropriate supervision [2, p.104]. Therefore, any physical 
or other disabilities must be analyzed and taken into account during the placement and 
assessment process, when making classification decisions, and in the overall analysis of 
the case.

The detention of physically disabled, sick and elderly people in prison raises a whole 
range of problems. Due to their physical limitations, these prisoners are particularly vul-
nerable to violence, discrimination, exploitation and harsh conditions of detention. Physi-
cal problems and limitations can affect their ability to follow routine procedures and meet 
the normal demands of prison. Sometimes the elderly, sick, and disabled are prevented 
from participating in physical exercise and other activities due to a lack of adequate fa-
cilities. Sometimes their medical or psychological problems are left unnoticed [3, p.40].

Persons with physical disabilities (especially those with long-term disabilities) may 
face various obstacles that prevent them from being on an equal level with other prison-
ers. It is also important to ensure that laws and procedures are in place to ensure that 
persons accused of or convicted of a crime are not discriminated against on the basis of 
their physical disability. Increased attention is paid to physical disability in places of de-
tention due to the existing closed and restricted environment [4, p.65].

Like all prisoners, persons with disabilities must be provided with the minimum se-
curity necessary to ensure their safe detention.

Prisoners with physical disabilities should be placed in accommodation that is ap-
propriate to their needs. Where necessary, accommodation should be modified to help 
prisoners adapt to new conditions. For example, cells can have handrails, steps can be 
brightly colored and marked to make them visible to people with visual impairments, and 
portable ramps can be used to facilitate access for wheelchair users. It is necessary to 
ensure unhindered access to health services [5, p.51].

When assigning prisoners with disabilities, the risk of ill-treatment by other prison-
ers should be taken into account to ensure their protection.

As regards assessment, then upon placement in prison, where possible, impediments 
to the prisoner’s participation in its implementation should be revealed. The identifica-
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tion of these problems should be part of the assessment of pressing needs. Along with 
this, it is necessary to develop strategies to resolve them. For example, if there are forms 
or questionnaires that need to be completed by prisoners, people with visual or motor 
impairments will need the assistance of a staff representative to read their questions and 
record their answers, or a computer system capable of handling such tasks. Similarly, if a 
person has a mental disorder, an attempt should be made to simplify questions and pro-
vide repetition, if necessary [6, p.35].

With regard to classification and allocation, it is essential that prisoners with disabil-
ities are placed in conditions that meet their needs and protect them from victimization 
by other prisoners. Prisoners should be allowed to carry any assistive devices relevant to 
their disability (e.g. wheelchairs and crutches), unless there are exceptional reasons for 
prohibiting them for security reasons. Where a particular risk is identified, an appropriate 
alternative should be provided [5].

The structure and architecture of the place of detention may also make it difficult 
for prisoners with reduced mobility to access dining rooms, toilets, recreation and vis-
iting facilities. Prisoners with visual impairments may not be able to read personal cor-
respondence or prison rules and regulations unless they are assisted or the material is 
presented in Braille. Prisoners with hearing or speech impairments may be denied inter-
preter services and may be unable to participate in various activities.

In short, to ensure equal treatment of prisoners with disabilities and protect their 
fundamental rights, prison authorities must have special policies and strategies that will 
address the needs of this vulnerable group. These policies must address as a priority is-
sues such as staff training, classification, accommodation, medical care, access to pro-
grams and services, safety, etc. [4, p.66].

Prison authorities should carefully consider the need to detain elderly, sick and dis-
abled people. When such people are imprisoned, special measures should be taken to 
ensure that their specific physical and mental health needs are met, particularly those 
related to memory loss, which may affect the appeal process. These prisoners need addi-
tional protection from prison staff to ensure that they are not abused by other prisoners. 
Creating an atmosphere of mutual respect and tolerance will allow these prisoners to live 
in a safe and healthy environment [3, p.40].

Furthermore, in order to overcome the problems faced by prisoners with disabili-
ties, the following recommendations can be highlighted:

– Facilitating access for people with disabilities to the devices they need, such as: 
wheelchairs, crutches, braces, hearing aids, glasses, etc.;

– Ensuring access for prisoners with disabilities to all activities and programs in the 
prison, including education and vocational training and recreation;

– Collaborating with relevant civil society organizations working with people with 
disabilities to implement programs that meet the needs of prisoners with disabilities;

- placing information about organizations that provide assistance to people with 
disabilities in places accessible to prisoners, as well as distributing information brochures 
(in accessible format) to prisoners with disabilities upon placement in detention.

Prisoners with mental disabilities. Health services in penitentiary institutions have 
been a constant concern for national, regional and international human rights mecha-
nisms and in most cases, their concerns coincide. Recommendations on improving pris-
oners’ access to medical, mental health and psychosocial services have been repeatedly 
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addressed to the Government of the Republic of Moldova [7].
In many prison systems, a significant number of prisoners suffer from various men-

tal disorders. Many prisoners had psychological problems before being placed in prison. 
Others, especially those sentenced to life imprisonment or long-term imprisonment, de-
veloped mental disorders during detention, as a reaction to the stress caused by the pris-
on environment. These problems are aggravated by the lack of adequate treatment and 
assistance programs in prisons [3, p.38].

Global data consistently indicate that a significant number of prisoners suffer from 
serious mental disorders. According to the World Health Organization [8], prevalence 
studies in many countries have shown that 10-15% of the prison population suffers from 
severe and persistent mental illness, including mental disorders such as schizophrenia 
and bipolar disorder. Mental disorders often coexist with other health problems, such 
as substance abuse. Mental health and substance use disorders are even more prevalent 
among female prisoners: available evidence suggests that prevalence rates for this group 
are at least four times higher than for the general population as a whole. Both North 
American and European data indicate that approximately 75% of women in prison suffer 
from substance use disorders [9].

According to information provided by the Medical Department of the National Pen-
itentiary Administration, “mental disorders occupy the first or second place in the mor-
bidity structure, with approximately 3.000 diagnoses recorded annually. This figure must 
be evaluated in relation to the total number of people in detention: in 2022 – 6.084 people, 
and in 2023 – 5695 people” [7].

Despite the fact that the penitentiary system provides outpatient services in the 
medical departments of each penitentiary, inpatient medical services in Penitentiary 
No.16 – Pruncul, and outpatient medical services under contracts provided by the Clinical 
Psychiatric Hospital and the Balti Psychiatric Hospital, there are significant gaps in the 
approach and treatment of prisoners [7].

Mental abnormalities are a factor that negatively influences the behavior of the con-
victed person, aggravating his tendency to various types of deviations, complicating the 
processes of resocialization and social adaptation. Therefore, this category of convicts 
requires a special approach when interacting with them. The problem is that the employ-
ees of places of detention are not always psychologically prepared to solve these com-
plex professional problems. In most cases, without having special knowledge and skills, 
employees treat prisoners with personality disorders in the same way as everyone else, 
without taking into account their characteristics. As a result, the operational situation in 
the place of detention becomes more complicated, the number of crimes committed by 
convicts with mental disorders increases, and the effect of the influence of resocialization 
decreases.

In this challenging context, prison systems must develop and implement effective 
strategies to protect prisoners with mental and behavioral disabilities. It is essential to 
adopt a multidisciplinary approach, which includes continuous training of custody staff 
in the field of mental health and disabilities, improving their access to specialized mental 
health support and services, as well as implementing robust abuse reporting mechanisms 
designed to protect victims of violence. It is clear that increased investment in human 
and financial resources is crucial to improving conditions in the prison system, ensuring 
adequate care and respect for the fundamental rights of people with mental disorders. 
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Reforms in this regard would not only improve the quality of life of affected prisoners, but 
would also contribute to reducing recidivism and their reintegration into society after 
release [7].

It should be noted that any mistreatment of prisoners with mental disorders, any 
failure to comply with relevant norms and standards, as well as violation of prisoners’ 
rights regarding mental health and treatment of mental disorders constitutes a violation 
of Article 3 of the European Convention on Human Rights [10], according to which: “No 
one shall be subjected to torture or to inhuman or degrading treatment or punishment”.

In this regard, the case law of the European Court of Human Rights can be exempli-
fied. Thus, in the case of Țîcu v. Romania [11], the applicant, who had delays in physical and 
mental development, complained about the poor conditions in the prisons where he was 
held, in particular due to overcrowding. The Court held that there had been a violation of 
Article 3 of the Convention because the conditions of detention in prison were not suit-
able for any prisoner with medical conditions such as the applicant, who should be pro-
vided with appropriate medical care and assistance in a specialized residential institution.

The Principles for the Protection of Persons with Mental Illness and the Improvement 
of Mental Health Care state: “All persons with or perceived to have a mental disorder have 
the right to be treated with humanity and with respect for their inherent human digni-
ty [12, para.(2)]. All persons with or perceived to have mental disabilities have the right 
to protection from economic, sexual and other forms of exploitation, physical or other 
forms of violence and degrading treatment [12, para.(3)].

The United Nations Standard Minimum Rules for the Treatment of Prisoners (Nelson 
Mandela Rules) also provide that persons with mental disabilities should not be detained 
in prison and that “prisoners suffering from other mental illnesses or disabilities should 
be monitored and treated in special institutions under the supervision of doctors [13, rule 
82-83].

Mental illness refers to various forms of disorders that affect the ability to think or 
act correctly. Severe mental illness involves significant disturbances in thinking or mood 
that affect behavior, reasoning, awareness, or the way to cope with the needs of daily life 
and is characterized by pain or disability. The most common forms of mental disorders 
are anxiety, depression, schizophrenia, and suicidal tendencies [3, p.38].

People with mental retardation have below-average intellectual abilities and under-
stand or perceive the reality around them differently than other people. Prison staff often 
treats this category of prisoners in the same way as people with mental illness, although 
their problems are completely different and require different solutions. People with men-
tal retardation tend to have difficulty performing everyday tasks. Mental illness, in turn, 
involves disorders of thought or mood that affect judgment, behavior, the ability to un-
derstand reality, and cope with the demands of everyday life [3, p.38].

Mental disabilities encompass a wide range of profoundly different conditions. They 
are distinguished by their different causes and effects, in particular the way in which a 
prisoner’s right to health should be interpreted and implemented. These differences have 
essential relevance for the way in which such a prisoner should be treated, including the 
implementation of any security measures [4, p.62].

Thus, whenever possible, a distinction should be made between prisoners with:
– Intellectual disabilities (including persons with mental retardation);
– Mental illnesses (such as affective, psychotic or neurotic disorders);
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– Mental and behavioral disorders due to the use of psychoactive substances;
– Personality disorders [4, p.62].
In this regard, prison staff needs to have an understanding of mental health issues in 

order to be able to identify problems and difficulties as they arise. They play a crucial role 
in the early identification of prisoners with mental health problems. They need to be able 
to distinguish prisoners with mental illness from prisoners with intellectual disabilities. 
For both categories of prisoners, the prison environment is often a source of increased 
stress. This can exacerbate an existing mental illness or cause it to develop. In addition, 
people with mental retardation are likely to suffer abuse and mistreatment in prison which 
will make their lives even more difficult. In this regard, the behavior of prison staff and the 
prison environment are important factors in maintaining the mental health of prisoners 
and can contribute to reducing the stress and anxiety caused by imprisonment. Prison 
staff has a responsibility to protect both groups of prisoners from abuse and to create an 
environment that is conducive to working with people with mental health problems and 
their rehabilitation [3, p.38].

The treatment of prisoners with intellectual disabilities should be based on provid-
ing a safe and secure environment, preferably by separating them from other prisoners, 
because people with mental retardation are at greater risk of exploitation and physical or 
sexual abuse. Adaptive behavior is always impaired, but in protected social environments 
where support is provided, this impairment may not be at all evident in subjects with mild 
mental retardation [4, p.63].

The process of health screening on admission to prison (the first 24 hours of admis-
sion are the most risky) and subsequent assessments at regular intervals are key compo-
nents of self-harm and suicide prevention strategies. Training of staff in mental health, 
which includes risk assessment and prevention, is essential. In short, mental health pro-
motion in prisons should be a key element of prison management and health care policies 
[4, p.65].

At the national level, among the basic problems revealed in this area are the follow-
ing:

– Incidence of mental disorders combined with systemic problems;
– Increased prevalence of mental disorders in detention;
– Vulnerability and dangers of violence for detainees with disabilities or mental dis-

orders;
– Poor medical infrastructure;
– Insufficient budget;
– Acute shortage of specialists [7].
Dealing with prisoners suffering from mental disorders is a challenge for any prison 

system. However, early identification and provision of appropriate mental health services 
are essential to meet the special needs of these individuals. For this reason, the assess-
ment and classification of prisoners should include, at a minimum, a process of screening 
and identification of those with serious mental health problems and those at risk of sui-
cide and self-harm, which should be carried out as soon as possible after their placement 
in the appropriate institution. These prisoners may be particularly vulnerable to victimi-
zation in ordinary prison environments or, conversely, pose a risk to prison staff and oth-
er prisoners due to behaviors associated with their condition. In view of the above, espe-
cially in the case of serious mental disorders, the needs of these individuals should, where 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 590
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

possible, be met in specialized psychiatric or medical units or facilities, where qualified 
doctors can conduct an examination, assess the situation and provide treatment [6, p.34].

In this regard, the Committee for the Prevention of Torture (CPT) has found that 
“a mentally ill prisoner should be accommodated and cared for in a hospital unit with 
sufficient equipment and suitably trained staff. Such an institution could be an ordinary 
psychiatric hospital or a specially equipped psychiatric institution within the prison sys-
tem” [14]. The treatment of a mentally unstable and violent patient should be carried out 
under close supervision, with the provision of medical care and, if deemed necessary, in 
combination with the use of sedatives.

The use of physical restraint should only be justified in rare circumstances and, 
where such measures are proposed, should always be at the direct request of a physician 
or with his/her approval. The means of physical restraint should be removed as soon as 
possible. All instances of the use of physical restraint should be recorded in writing [14].

According to the United Nations Standard Minimum Rules for the Treatment of Pris-
oners (Nelson Mandela Rules), prison staff must undergo, before entering service, a course 
of general and special training based on contemporary evidence-based best practices in 
criminal science. Only candidates who have successfully passed the theoretical and prac-
tical tests after completing the training will be allowed to enter service. In this regard, 
training must also include training in the field of first aid, the psychological needs of pris-
oners and the corresponding dynamics in the prison environment, as well as medical care 
and assistance, including early detection of mental health problems [13, rule 76].

Every prison must have a health care service responsible for the assessment, pro-
motion, protection and improvement of the physical and mental health of prisoners, with 
particular attention being paid to prisoners with special health care needs or with health 
problems that hinder their rehabilitation. The health care service must include an in-
terdisciplinary team with sufficient qualified personnel, acting independently and having 
sufficient experience in psychology and psychiatry [13, rule 25].

Every prison shall also have at least one qualified medical officer, who shall have 
knowledge of psychiatry. The medical service shall be organized in close conjunction with 
the general administration of the community or National Health Service. It shall include 
a psychiatric service for the diagnosis and, where appropriate, the treatment of cases of 
mental deficiency [13, rule 22].

According to the recommendations of experts in the field, “it is imperative to in-
tensify efforts to improve access to mental health services, develop comprehensive edu-
cation and awareness programs to combat stigma, and invest significantly in the training 
and development of mental health professionals”. Close collaboration between healthcare 
institutions is essential to create a robust support system capable of responding effec-
tively and promptly to the complex needs of people affected by mental and behavioral 
disorders. Immediate and coordinated action is crucial to transform these alarming sta-
tistics and significantly improve the quality of life for all citizens” [7].

Conclusions. Therefore, each case of detention of persons with disabilities and 
those suffering from serious illnesses, as well as their placement in places of detention, 
requires special attention and an individual approach. This is especially true for the crea-
tion of conditions for maintaining health, respecting the dignity of a person who is already 
limited in their capabilities, which is perceived by them especially acutely. One of the 
most important tasks of detention facilities is to avoid harming the health of the person 
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during his temporary isolation from society. It is also important to remember that the 
health status of persons in detention is one of the most important indicators of respect 
for human rights in places of detention in general and for vulnerable groups in particular.

Under these conditions, convicts suffering from mental disorders constitute a spe-
cial group in the general mass of convicts, who are very sensitive to the unfavorable fac-
tors of the penitentiary environment, poorly adapt to new conditions, are prone to ex-
hibiting victimization traits or, on the contrary, manifest aggression and pose a threat to 
others. Consequently, this category of convicts requires special attention and a special 
approach from the staff of the detention institution.

Achieving the goal established by law of correcting convicts in the respective cat-
egory and preventing the commission of new crimes is possible by solving a number of 
complex tasks, among which, of particular importance, are the following:

- Providing assistance to convicts in adapting to the conditions of the place of de-
tention, as this process is difficult due to the vulnerability of their psyche to the unfavora-
ble factors of the penitentiary environment;

– Preventing failures in the adaptation of a convict with a mental disorder, which 
lead to a deepening of the mental disorder and various types of deviations;

– Facilitating the process of integrating them into the convict community, prevent-
ing harassment and aggression by other convicts;

– Taking into account the characteristics of the convicted person’s mental disorder 
in the process of involving him in work and socially useful activities;

– Individualization of educational work with the respective convicts depending on 
the nature of the mental anomaly;

– Constant monitoring and control of the behavior of convicts with mental disor-
ders to prevent the commission of disciplinary offenses and criminal acts;

– Early identification of convicts with mental disorders and their referral to a spe-
cialist (psychologist, psychiatrist).

The practical component of the professional competence of an employee working 
with mentally ill convicts consists of the ability to apply knowledge in specific profession-
al situations. In this context, the following skills are of particular importance:

– Determining the pathological mental state of the convicted person based on ex-
ternal signs;

– Predicting the behavior of a convict with a mental disorder and assess the degree 
of danger he poses to others and to himself;

– Conducting a constructive dialogue with the convicted person, taking into ac-
count his or her mental state and the type of mental disorder.

Consequently, the professional and psychological training of future employees of 
places of detention to work with convicts with mental abnormalities should be carried 
out by a wide range of specialists from various fields of scientific knowledge (in particular, 
clinical psychologists, psychiatrists).
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Summary
This study addresses the essential aspects of Article 2608 of the Criminal Code of the Republic of Mol-

dova, introduced by Law No.136 of June 6, 2024, for the amendment of certain normative acts aimed at the 
criminal prevention of illegal operations involving non-cash payment instruments. In the context of rapid 
digitalization, where non-cash financial tools (bank cards, electronic wallets, virtual currency) are increasingly 
used, the legislation of the Republic of Moldova has updated its legal framework to respond to the challenges of 
modern financial crime. The provision criminalizes actions such as the fraudulent use of payment instruments, 
the unlawful possession of banking data, or the acceptance of transactions with a fraudulent nature, providing 
a clear legal basis for sanctioning offenses in the virtual environment.

At the same time, this paper highlights the role of virtual currencies in cross-border illicit activities such 
as money laundering or the financing of organized crime. By aligning with EU Directive 2019/713, the integrity 
of the payment system and the right to property are safeguarded, while traditional legal concepts are adapted 
to technological realities.

Likewise, the article analyzes the mechanisms through which the new legislation enhances the author-
ities’ ability to prevent, investigate, and sanction digital financial fraud, marking an essential step in harmo-
nizing national legislation with international standards of economic security.

Keywords: non-cash payment instruments, electronic money, virtual currency, cryptocurrencies, digital 
payments, bank cards.

Introduction. In the digital age, non-cash payment instruments have become ubiq-
uitous, facilitating commercial and interpersonal transactions on a global scale. This 
technological and economic evolution, while bringing numerous benefits, also creates 
new vulnerabilities in the financial sphere. The exponential growth in the use of bank 
cards, online payment platforms, electronic money, and virtual currency has inevitably 
attracted sophisticated criminal activities aimed at exploiting security gaps and obtaining 
illicit material gains.

In this context, the need for a distinct criminalization of illegal operations involv-
ing non-cash payment instruments becomes evident. Aware of these realities, the national 
legislator introduced art. 2608 into the Criminal Code of the Republic of Moldova, entitled 
“Illegal operations with non-cash payment instruments” [1]. This legal provision represents 
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a crucial tool in the fight against modern financial crime, aiming to protect the payment 
system, the legitimate holders of payment instruments, and economic stability in general.

Recognizing this legislative gap and the need to align with international standards 
in combating financial crime, the legislator introduced not only Art.2608, but also Art.132³ 
of the Criminal Code of the Republic of Moldova, which clearly defines the notion of 
“non-cash payment instrument” and its various forms (non-cash payment instrument, 
electronic payment instrument, electronic money, virtual currency). This prior and com-
prehensive definition is essential for the consistent and effective application of the new 
incriminating provision.

In a rapidly digitized era, in which financial transactions are increasingly shifting 
from the physical to the virtual space, contemporary society is confronted with new ty-
pologies of criminality. Non-cash payment instruments – bank cards, electronic wallets, 
virtual currencies – are no longer merely convenient modern tools, but are increasingly 
becoming targets or even means through which illicit acts are committed. The alarming 
rise in cyber fraud, particularly in the field of digital payments, has required a reassess-
ment of the national legal framework and its harmonization with the trends and challeng-
es identified at the international level.

The legislative response was not delayed. Through the introduction of Art.2608 into 
the Criminal Code of the Republic of Moldova, the legislator established a new offense 
that sanctions illegal operations involving non-cash payment instruments.

Discussions and results obtained. Before the adoption of this provision, the legal 
framework in Moldova faced significant shortcomings in addressing electronic fraud. Of-
fenses involving non-cash payment instruments were previously handled under general 
theft (Art.186 CC) or fraud (Art.190 CC), regulations that were inadequate for the specific 
nature of acts committed in the virtual space.

The adoption of this article comes in a tense international context, where cyber-
crime is becoming increasingly transnational, organized, and difficult to control through 
traditional criminal investigation methods. Recent reports confirm that fraud involving 
virtual currencies and non-cash payments ranks among the top emerging threats. Ac-
cording to TRM Labs, crypto transactions in 2024 reached a total of USD 10.6 trillion, of 
which USD 45 billion were linked to illicit activities – a decrease from 0.9% in 2023 to 
0.4% in 2024 – yet still having a significant impact on global financial security [2].

INTERPOL has noted a rise in the use of virtual currencies for money laundering 
and organized crime financing, with increasingly sophisticated schemes involving crypto 
exchanges, anonymous digital wallets, and social media platforms used to recruit inter-
mediaries (money mules) [3]. At the same time, the EUROPOL report – EU SOCTA 2025 
– highlights that electronic payments have become the “new normal” for organized crim-
inal groups, which increasingly exploit vulnerabilities in digital financial systems to carry 
out large-scale fraud [4]. Common methods include phishing, business email compromise 
(BEC), and the use of counterfeit cards across international networks.

According to the Annual Payment Fraud Intelligence Report: 2024, approximately 
269 million card records and 1.9 million stolen bank checks were posted on dark web and 
clear web platforms in the United States in 2024. This growth reflects both the intensifi-
cation of data breach incidents and the frequent reposting of compromised data. Notably, 
card-not-present (CNP) data predominated, underscoring the increasing impact of fraud 
in e-commerce [5].
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Regarding financial losses, the Federal Trade Commission (FTC) reported that con-
sumers lost over USD 12.5 billion to fraud in 2024 – a 25% increase compared to the pre-
vious year. Of this amount, USD 5.7 billion was linked to investment-related scams [6].

At the European level, the European Banking Authority (EBA) reported that in the first 
half of 2023, the total value of fraudulent credit transfers reached EUR 1.131 billion, while 
card fraud amounted to EUR 633 million. In terms of volume, 7.31 million fraudulent card 
transactions were recorded with cards issued in the EU/EEA during the same period [7].

Prior to the recent introduction of Articles 2608 and 132³ into the Criminal Code 
of the Republic of Moldova, the legal system faced major challenges in effectively crim-
inalizing and sanctioning fraud involving non-cash payment instruments. This difficulty 
stemmed from the specific nature of electronic crime, which often does not align with 
classical offense patterns developed for a different socio-economic and technological 
context. Efforts to adapt traditional legal tools to the complex realities of electronic fraud 
led to numerous interpretative and practical limitations, highlighting the need for a spe-
cialized legislative approach.

The legal object of the offense provided for in Article 2608 of the Criminal Code of 
the Republic of Moldova consists of a complex of social relations protected by criminal 
law. First of all, it concerns the social relations regarding the security and integrity of the 
non-cash payment system. This includes not only the physical existence of the infrastruc-
ture (networks, terminals, servers) but also all the complex mechanisms and procedures 
through which fund transfers, payments for goods and services, cash withdrawals, and 
other financial operations are carried out without the effective use of banknotes or coins. 
The non-cash payment system represents a vital and increasingly indispensable element 
of the modern economy, facilitating electronic commerce, investments, salary manage-
ment, tax and duty payments, and a multitude of other essential economic activities. En-
suring its correct and efficient operation and, above all, protecting it against disruptions 
and abuses caused by criminal activities is therefore a major and legitimate concern of 
the legislator.

In a modern economy undergoing continuous digitalization, payment systems have 
experienced accelerated diversification, far exceeding the traditional model of cash trans-
actions. Bank cards, electronic wallets, virtual currencies, and other forms of advanced 
payment have become not only viable alternatives but, in many contexts, preferred solu-
tions for payments both in the physical and online environments. This technological evo-
lution requires an adaptation of legal instruments, as well as a terminological clarification, 
in order to understand precisely which non-cash payment means are subject to criminal 
protection.

Moreover, Directive (EU) 2019/713 of the European Parliament and of the Council 
of 17 April 2019 on combating fraud and counterfeiting of non-cash means of payment 
emphasizes the importance of regulating and protecting these instruments. For exam-
ple, point (13) of the Directive states that effective criminal law measures are essential to 
protect non-cash means of payment against fraud and counterfeiting. As underlined in 
this context, acts such as the collection and possession of payment instruments with the 
intention of committing fraud through methods such as phishing or skimming should be 
considered standalone offenses, without requiring the actual use of the fraudulent means 
of payment [8].

In addition, point (8) of the aforementioned Directive states that, the existence of 
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common definitions in the field of fraud and counterfeiting is essential for a coherent 
approach to its enforcement by the Member States. This includes the recognition of new 
types of non-cash payment instruments that allow the transfer of electronic money and 
virtual currencies, as well as the various elements that operate together, such as mobile 
payment applications and the corresponding authorizations (e.g., passwords) [8].

Thus, the connection between national and European legislation is essential for the 
effective regulation of cashless payment instruments and the fight against the associated 
frauds.

In this regard, Article 132³ of the Criminal Code of the Republic of Moldova provides 
a fundamental definitional framework. A cashless payment instrument means a payment 
instrument, an electronic payment instrument, electronic money, or virtual currency. 
This framework definition encompasses the four specific forms described in the follow-
ing paragraphs:

– By “cashless payment instrument” is meant a device, an object, or a record, which 
is protected, intangible or tangible, or a combination thereof, other than legal tender, and 
which, alone or together with a procedure or set of procedures, allows the holder or user 
to transfer money or monetary value, including through electronic money or virtual cur-
rency: debit/credit bank cards used daily at POS terminals or online; gift cards or prepaid 
vouchers (issued by companies such as Amazon, iTunes, Orange, etc.); social cards (e.g., 
food cards, electronic social vouchers used for paying essential products); smart brace-
lets with payment functions linked to bank accounts or applications; QR codes generated 
for payment in mobile applications.

– By “electronic payment instrument” is meant an instrument that allows cash with-
drawals, loading and unloading of electronic money, as well as fund transfers other than 
those carried out by financial institutions: Revolut, Wise, Monese – (fintech applications 
authorized as payment institutions or electronic money issuers, not banks in the clas-
sic sense, although some have later obtained limited European banking licenses); mobile 
electronic POS terminals (used by delivery persons, small merchants); peer-to-peer ap-
plications (PayPal or Cash App); WebMoney (an older electronic payment platform used 
especially in the post-Soviet space, with a virtual wallet associated with various curren-
cies).

– By “electronic money” is meant a monetary value stored electronically, including 
magnetically, representing a claim on the issuer, which is issued upon receipt of funds 
(other than electronic money), for the purpose of carrying out payment transactions and 
which is accepted by a person: monetary values in digital wallets such as Skrill, Neteller, 
Payeer; balances in gaming platforms (e.g., Robux, FIFA Coins, national lottery – purchased 
with real money and used in the virtual environment); values on public transport cards.

It is worth mentioning that WebMoney also operates as an electronic money issu-
er through its system of internally stored electronic units [9]. These are represented by 
codes such as WME (equivalent to the euro), WMZ (equivalent to the US dollar), WMR 
(equivalent to the ruble), WMU (equivalent to the hryvnia), etc., which can be used to 
make payments to other users or accepting merchants.

A “virtual currency” is understood as a digital representation of value that is not is-
sued or guaranteed by a central bank or a public authority, is not necessarily linked to a 
legally established currency, and does not have the legal status of money or currency, but 
is accepted by natural or legal persons as a means of exchange and can be transferred, 
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stored, and traded electronically: cryptocurrencies such as Bitcoin, Ethereum, Litecoin, 
which operate in a decentralized system based on blockchain technology; stablecoins like 
USDT, USDC, DAI, which attempt to reduce value volatility by pegging to stable assets 
(e.g., the US dollar); non-fungible tokens (NFTs – unique digital assets traded on block-
chain platforms and mainly used in digital art, gaming, or collectibles).

It is important to mention that Law No.308 of December 22, 2017, on preventing and 
combating money laundering and terrorist financing uses similar terminology, referring 
to the concept of “virtual asset” [10]. Although the name is slightly different, the defini-
tion is equivalent and allows the inclusion of modern forms of virtual currency, including 
NFTs, within the regulations regarding digital financial transactions.

Closely linked to the security of the payment system, the legal object of the offense 
also includes the property rights of legitimate holders over funds and payment instru-
ments. This means that criminal law protects the right of individuals and legal entities to 
freely and unrestrictedly dispose of the money and payment instruments they own.

The material object of the offense provided by Art.2608 of the Criminal Code of the 
Republic of Moldova differs depending on the specific form of the act described in par-
agraphs (1)-(3), and must be analyzed in close connection with the notions of cashless 
payment means and their forms, defined in Art.132³ of the Criminal Code of the Republic 
of Moldova.

In the case of paragraphs (1) and (3), the material object is represented by the funds, 
monetary values, or money over which the criminal action is exercised – whether it is 
withdrawal, transfer, loading, or unloading. These funds can be expressed in the form of 
bank balances, electronic money, virtual currency, or other forms of digitized monetary 
value, being the goods actually affected by the act. Cashless payment instruments or elec-
tronic payment instruments – such as cards, applications, digital wallets, or identification 
data – in these cases have the role of means used to commit the offense, being used to 
access and transfer the aforementioned values, without constituting themselves the ob-
ject of the action.

In contrast, paragraph (2) regulates the act of acquiring or possessing a cashless 
payment instrument and an electronic payment instrument obtained through a crime, 
which is acquired or held for fraudulent use. The criminal act directly targets possession 
of that instrument – whether it is a physical card, an electronic account, a seed phrase, 
a private key, or a set of access data. Also, insofar as possession or acquisition aims to 
access funds derived from a previous crime, those funds – money or other monetary 
values – also constitute material objects. Broadly speaking, the material object of this 
act includes any illegally appropriated cashless payment means, within the meaning of 
Art.132³ of the Criminal Code of the Republic of Moldova – that is not only payment in-
struments, but also electronic money, virtual currencies, money, and monetary values 
accessed through them.

Closely related to the legal object of the offense – which aims to protect property 
and the integrity of modern payment systems – an analysis is required of the way in which 
this manifests itself through the perpetrator’s behavior. Beyond the protected social val-
ue, the essence of the incrimination lies in the actual conduct that gives rise to the spe-
cific social danger. In this sense, the external dimension of the criminal act regulated by 
the paragraphs of Art.2608 of the Criminal Code of the Republic of Moldova reflects what 
is known in doctrine as the objective side of the offense.
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Essentially, the first paragraph of Art.2608 of the Criminal Code of the Republic of 
Moldova sanctions a certain form of complicity or participation in fraud, focusing on the 
action of allowing or consenting to a financial transaction known to be tainted by illegal-
ity. This legal provision does not directly punish the person who initiates the fraud (for 
example, the one who uses a stolen card), but rather the person who, being in a position 
to prevent it, chooses to accept it, thereby facilitating the occurrence of the damage.

First, the central element is the action of “acceptance” of an operation. This term 
must be interpreted broadly, covering any manifestation of will, explicit or implicit, by 
which a person gives their consent for the transaction to be carried out. It is not just a 
formal agreement, expressed by a written or verbal declaration, but also any behavior that 
indicates consent. Thus, “acceptance” can take various forms:

a) A cashier who processes a card payment while knowing the card is counterfeit;
b) A bank employee who authorizes a fund transfer from an account they know is 

accessed illegally;
c) A system administrator who allows access to a virtual currency platform, knowing 

the user is not the legitimate owner.
What unites these examples is the idea that the person has the power and possibility 

to refuse the transaction but consciously chooses not to do so.
Second, the legal norm refers to specific types of financial operations:
Cash withdrawal: the action of releasing cash from an account, either via an ATM or 

bank teller;
Fund transfer: the electronic movement of money from one account to another, 

which may occur within the same financial institution or between different ones;
Loading or unloading electronic/virtual currency: funding or emptying an electronic 

wallet or virtual currency account, operations specific to new forms of digital money.
Third, it is essential for the incrimination that the operation is carried out illicitly. 

Paragraph (1) mentions two such modalities:
Use of a counterfeit payment instrument: this involves using an instrument (card, 

electronic device, etc.) that has been forged or altered to mislead regarding its authen-
ticity;

Use of a payment instrument without the consent of the holder: this refers to a situa-
tion where the instrument is authentic but used by someone unauthorized (e.g., use of a 
stolen card or card data without the owner’s permission).

A crucial element of the objective side is the perpetrator’s knowledge of the illicit 
nature of the operation. This means the person must be aware that the payment instru-
ment is counterfeit or used without consent. Knowledge can be direct (the person was 
explicitly informed) or indirect (it results from the obvious circumstances of the case).

Beyond incriminating the direct use of payment instruments, para.(2) of Art.2608 CC 
RM addresses the preparatory phase of the offense, sanctioning actions by which crimi-
nals gain possession of these instruments. This paragraph moves away from incriminat-
ing the direct use of payment instruments and focuses on an earlier stage essential for 
committing fraud: the illicit obtaining of control over these instruments. Practically, the 
legislator punishes those who get hold of payment means, preparing the ground for their 
subsequent use for criminal purposes.

For example, consider a case where an offender obtains a stolen bank card from a 
residence. This person is not the original thief but receives the card knowing it was stolen. 
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The offender “acquires” physical control of the card with the clear intent to use it for pur-
chases or cash withdrawals. This acquisition may be “for themselves” (intending personal 
use) or “for another” (intending to pass the card to an accomplice).

In another scenario, a person might possess a set of card data obtained through a 
cyber-attack. Although they did not participate in the hacking itself, they have received a 
list containing card numbers, CVV codes, and other information needed to perform online 
transactions. The person “holds” this data by storing it electronically, intending to use it 
for fraudulent purchases.

A similar example in the virtual currency domain is when an individual unlawfully 
gains possession of a seed phrase or private key linked to a crypto wallet. Even without 
personally stealing these credentials, the individual stores them electronically with the 
intent to access another person’s digital funds. In legal terms, possessing these sensitive 
data without authorization is equivalent to unlawfully holding a payment instrument, trig-
gering the application of para.(2) of Art.2608  Criminal Code of the Republic of Moldova.

What unites these scenarios is that the person comes into possession of a “non-cash 
payment instrument” (card, authentication data, electronic wallet, etc.) knowing it was 
obtained through criminal means. The instrument is not legally acquired but has an illicit 
origin.

The crimes by which a payment instrument may be “acquired” vary. It could be theft 
(card stolen from a wallet), robbery (card taken by force), or even illegal access to a com-
puter system (card data stolen from a database).

Para.(3) of Art. 2608 CC RM differs from the previous provisions by criminalizing the 
consummation stage of the fraud, namely the actual execution of the criminal scheme. It 
is no longer only about possessing illicit instruments or facilitating others’ access to them, 
but about carrying out an actual financial operation through fraudulent means. Essential-
ly, this provision sanctions the unauthorized use of payment instruments.

To better understand this offense, it is necessary to analyze the legal modalities by 
which it may be committed. The central element is the action of “carrying out” a financial 
operation. This entails initiating and completing all procedural steps required to com-
plete the transaction. The specific ways in which an operation may be “carried out” vary 
depending on its nature. For example, “carrying out” a cash withdrawal involves physically 
inserting a card into an ATM and following the steps necessary to obtain the money. In 
the case of a fund transfer, “carrying out” means initiating and electronically authorizing 
the transfer through a banking or payment IT system. Similarly, “carrying out” a payment 
or exchange of electronic or virtual currency involves using specialized software applica-
tions. The common feature of these actions is the active involvement of the perpetrator 
in executing the financial operation.

What renders the action of “carrying out” illicit is the use of the payment instrument 
without the consent of the rightful holder. This aspect constitutes the essential legal ele-
ment. The absence of the holder’s consent may take two main forms. First, it may concern 
the use of a non-cash or electronic payment instrument without the legitimate owner’s 
approval, covering situations such as using a stolen, lost, or found card, or unauthorized 
access to an electronic wallet. Second, it may involve the unauthorized use of identifi-
cation data enabling access to the payment instrument – such as PIN codes, passwords, 
biometric data, or, in the case of electronic or virtual currency wallets, specific authen-
tication data like seed phrases (consisting of 12, 18, or 24 words), private keys, or other 
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security elements associated with blockchain systems, all used without the consent of the 
authorized person.

In this context, an additional but indispensable legal element is the absence of the 
holder’s consent. For the criminal provision to apply, it is necessary to establish with cer-
tainty that the operation was carried out without the express, freely given consent of the 
person entitled to dispose of that payment instrument.

The place of committing the offense may be determined not only by where the per-
petrator actually executed the fraudulent operation but also by where the victim suffered 
the effects of the damage, especially in cases where the act has a transnational character 
or is carried out through electronic means. If the victim is located in a different jurisdic-
tion than the perpetrator, the place where the damage was effectively produced will be 
taken into account, such as the illegal withdrawal of funds from a bank account or the 
fraudulent use of a payment instrument. In such cases, the jurisdiction of judicial author-
ities may be established according to principles of private international law, and the act 
will be treated as committed in the location where the damage occurred. Additionally, 
international regulations may apply to cooperation between competent authorities from 
different states.

Regarding the time of committing the offense, it varies depending on the specific 
nature of the act:

• For the acceptance of a fraudulent transaction, the moment of the offense corre-
sponds to the completion of the transaction processing by the person who consented to 
it (e.g., the cashier who approves payment with a counterfeit card);

• In the case of illicit acquisition or possession of payment means, the offense is 
considered committed at the moment of taking possession of the fraudulent instrument, 
even if it has not yet been used (e.g., receiving a stolen card or storing stolen authentica-
tion data);

• At the execution of fraudulent operations, the time is that of the technical com-
pletion of the transaction (e.g., withdrawing funds from an ATM, validating the transfer of 
cryptocurrencies).

This differentiation is essential for determining the temporal competence of the 
criminal law and the statute of limitations. For example, illegal possession of a bank card 
may be discovered months after acquisition, but the time of commission remains the mo-
ment of taking possession. In contrast, for fraud with a counterfeit card, the legal period 
starts from the date of its use. Thus, the time is not uniform but relates to each stage or 
manner of commission provided in the article, reflecting the complex dynamics of digital 
offenses.

Next, moving to the subjective side involves analyzing the perpetrator’s guilt, which, 
in the analyzed offenses, is expressed in the form of intent. This means that the perpe-
trator acts with awareness of the illicit nature of their act and with the will to commit it. 
Negligence, characterized by a lack of foresight or carelessness, is not compatible with 
the nature of these offenses, which generally imply planning or deliberate action.

The form of intent may vary depending on the specific manner of committing the 
offense:

In the case of fraudulent acceptance of operations, the intent is direct. The perpe-
trator has a clear and precise understanding that the operation involves a falsified pay-
ment instrument or one used without the consent of the holder and nevertheless chooses 
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to accept it. They desire and aim to permit the completion of the fraudulent transaction.
In the case of illicit acquisition or possession of payment means, the intent is also 

direct. The essential element is the perpetrator’s purpose. They must have the awareness 
that the payment means were obtained by committing an offense and act with the explicit 
aim to use it fraudulently. Mere acquisition or possession, without this purpose, does not 
constitute a crime.

In the case of fraudulent execution of operations, the intent is direct. The perpetra-
tor is aware that they are using a payment instrument or identification data without the 
consent of the holder and intends to carry out the operation.

The purpose pursued by the perpetrator gains a defining importance in the content 
of para.(2) Art.2608 of the Criminal Code of the Republic of Moldova, representing an in-
dispensable element of the subjective side. In this scenario, neither the acquisition nor 
the possession of a cashless payment instrument is criminalized autonomously, but only 
to the extent that these acts are performed with the intention of fraudulent use, either 
for oneself or for another. Thus, criminal law does not sanction the mere fact of having 
or coming into possession of such a payment instrument, but only when this action is ac-
companied by the intention to use it illicitly, with the purpose of obtaining unjust material 
gain. This purpose expresses the internal will of the perpetrator and directly projects into 
the structure of the subjective side, conditioning the very typicality of the act provided 
for in para. (2).

By contrast, in the case of paragraphs (1), (3), as well as the aggravated forms regu-
lated in paragraphs (4) and (5), the offense is consummated through the simple realization 
of the described action, without the need for the criminal investigation body to prove 
the existence of a specific purpose pursued by the active subject. In these situations, it 
is sufficient that the perpetrator acts with direct intent, knowing the illicit character of 
the instrument or the operation performed, without requiring the existence of a distinct 
purpose, such as obtaining material advantage.

Finally, the motive that caused the perpetrator to act, although not a constitutive 
element of the offense, may be relevant in individualizing the sentence. Motives may vary, 
from greed and the desire for quick enrichment to revenge or the necessity to cover 
debts.

Regarding the aggravating circumstances provided in paragraphs (4) and (5), these 
do not modify the form of guilt, which remains intent. However, they influence the degree 
of social danger of the act and, consequently, aggravate criminal liability. For example, 
committing the offense by an organized criminal group denotes meticulous planning and 
increased dangerousness, while causing large or especially large damages indicates sig-
nificant material prejudice and serious harm to the victim’s patrimony.

The active subject of the offense regulated in Art.2608 of the Criminal Code of the 
Republic of Moldova can be both a natural person and a legal entity. In the case of natu-
ral persons, criminal liability intervenes when the act is committed by a person who has 
reached the age of 16 and who has the capacity to bear criminal responsibility according 
to the law.

Regarding legal entities, criminal liability applies when illegal acts are committed 
for the purpose of obtaining a benefit for the respective entity. In these cases, criminal 
responsibility does not depend on the individual actions of employees but on how the 
organization permits or encourages the commission of these acts, implying collective 
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responsibility. Thus, legal entities may be sanctioned for offenses committed by their rep-
resentatives or by any other person related to their professional activity, insofar as these 
acts are carried out in the interest and for the benefit of the organization.

Conclusions. The adoption of Article 2608 of the Criminal Code of the Republic of 
Moldova represents a defining moment in the evolution of the criminal legislative frame-
work, highlighting the state’s concern for updating legal norms in relation to new forms 
of crime generated by digital transformations. This regulation responds to the evolution 
of payment instruments and the diversification of methods through which fraud can be 
committed, providing authorities with a clear and coherent legal framework to effectively 
address new forms of financial crime.

The necessity of introducing this incrimination norm stems from the accelerated 
dynamics of cashless payment instruments, which have become ubiquitous in daily trans-
actions and, consequently, vulnerable to fraudulent exploitation. In the absence of an ex-
plicit incrimination, authorities faced difficulties in legally qualifying certain acts that did 
not fit within the classic patterns of theft or fraud. Art.2608 of the Criminal Code fills this 
gap and reflects a profound understanding of the new risks arising from the digitalization 
of financial services.

Besides offering a criminal mechanism to sanction these offenses, the article con-
tributes to strengthening confidence in the modern payment infrastructure and protect-
ing the participants in these systems. The careful wording of the legal content, including 
the delimitation of the legal and material object, as well as the objective and subjective 
elements, ensures clear and uniform application of the norm in judicial practice.

Overall, the introduction of Art.2608 of the Criminal Code of the Republic of Moldova 
is not only timely but indispensable in a society where technology constantly redefines 
the way economic value circulates. This legislative intervention demonstrates a proactive 
and responsible approach by the legislator, contributing to strengthening the criminal 
law’s capacity to respond to the complex challenges of the contemporary digital environ-
ment.
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Summary
Parallel financial investigations are a pivotal component in the fight against profit-driven crime. Their 

primary goal is the swift identification of illicitly acquired assets so that these can be frozen and, where ap-
propriate, confiscated. This article analyses the legislative framework, judicial practice, and investigative 
techniques currently applied in the Republic of Moldova. To harmonise domestic law with European Union 
standards and international conventions, Moldova has introduced advanced legal instruments such as extend-
ed confiscation and a specialised asset-recovery agency (ARBI). Despite the large amounts of criminal assets 
placed under restraint – for instance, assets exceeding MDL 1.2 billion were seized in 2024 [1] – their ultimate 
confiscation remains limited, owing chiefly to protracted proceedings and evidentiary hurdles.

The study reviews key jurisprudence, including national rulings and European Court of Human Rights 
decisions (e.g., Telbis and Viziteu v. Romania, 2018), and presents notable case studies in asset recovery. It 
also outlines core investigative methods – from inter-institutional and cross-border cooperation to offender 
financial profiling – highlighting best practices and the need to strengthen financial-investigation capacity 
alongside conventional criminal prosecution. The findings underscore the importance of continued legislative 
alignment and an enhanced “follow-the-money” approach to secure effective recovery of crime proceeds within 
the examined legal framework.

Keywords: parallel financial investigations, asset seizure, extended confiscation, criminal-asset recov-
ery, Agency for Recovery of Criminal Assets (ARBI), National Agency for the Management of Seized Assets 
(ANABI), international cooperation, money-laundering control.

Introduction. Organised crime and serious profit-driven offences compel justice 
systems to modernize their investigative tools so that asset-based sanctions become a 
central means of deterrence. Within this context, the concept of the parallel financial in-
vestigation has emerged as an indispensable component of criminal prosecution in cases 
of profit-motivated crime. A parallel financial investigation is carried out alongside the 
core criminal inquiry and focuses on tracing illicit financial flows and assets acquired 
through crime, enabling their swift restraint. Its ultimate purpose is to recover the pro-
ceeds of crime – either through special confiscation (of assets derived directly from, or 
used to commit, the offence), or through extended confiscation (of wealth that exceeds 
lawful income, under the conditions laid down by law) – and to compensate victims for 
the harm caused.

The need for parallel financial investigations is underscored by recent international 
developments. Both the United Nations Convention against Corruption (UNCAC, 2005) 
and Council of Europe conventions (e.g. the 1990 Convention on Money Laundering, and 
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the 1999 Criminal Law Convention on Corruption) require States to meet minimum stand-
ards for tracing, freezing and confiscating criminal assets. Likewise, Recommendation 30 
of the Financial Action Task Force (FATF) compels States to ensure that their authorities 
can conduct financial inquiries in parallel with investigations into profit-generating of-
fences. The European Union, through directives and regulations, has established a legal 
framework that facilitates the cross-border tracing and recovery of illicit assets, recog-
nising that “follow-the-money” methods are essential in combating serious crime.

Against this backdrop, the Republic of Moldova – faced with corruption, mon-
ey-laundering and tax-evasion phenomena – has undertaken significant reforms. These 
include amendments to the legislative framework (introducing parallel financial investi-
gations into criminal procedure law, adopting extended confiscation provisions, and cre-
ating asset-recovery agencies), as well as institutional strengthening (the establishment 
of ARBI in 2017).

The present paper aims to analyse these developments. First, it outlines the rele-
vant normative framework and explains how it permits parallel financial investigations. 
Second, it examines case-law and judicial practice – from domestic court decisions to key 
rulings of European jurisprudence – in order to highlight both achievements (successful 
cases of asset restraint and confiscation) and obstacles encountered. Third, it discusses 
the methods and techniques employed by the competent authorities in such investiga-
tions: inter-agency and international cooperation, use of financial intelligence (banking 
and tax data), profiling the financial behaviour of suspects, IT tools and networks such 
as CARIN, and so forth. Through this integrated analysis, the study seeks to identify best 
practices and to offer recommendations for making parallel financial investigations more 
effective, so that the confiscation of illicit assets becomes a concrete and frequent reality 
rather than merely a legislative aspiration.

Methods and materials applied. This research adopts an interdisciplinary and com-
parative methodology. It analyses relevant legislation from the Republic of Moldova and 
Romania (Criminal Codes, Codes of Criminal Procedure, and special statutes governing 
Asset-Recovery Agencies, together with secondary regulations) alongside the legal in-
struments adopted at European Union level (directives and regulations) concerning the 
freezing and confiscation of criminal assets. In addition, applicable international conven-
tions and evaluation reports (such as MONEYVAL/FATF mutual-evaluation reports) were 
reviewed to understand the broader context and international standards.

The documentary research drew on both academic sources (peer-reviewed articles, 
studies in specialist journals, and conference proceedings) and practical legal materi-
als (statutes, court judgments, and official press releases issued by relevant institutions). 
Particular attention was paid to well-publicised case studies and official reports on as-
set confiscation, in order to illustrate how parallel financial investigations are applied in 
practice.

The findings from the review of documents and cases are synthesised in the dis-
cussion and results section, which presents the key observations and offers critical inter-
pretations. By triangulating legislative provisions, case-law and practical experience, the 
study endeavours to formulate well-documented conclusions and to propose potential 
improvements.

Discussion and results obtained. I. Legislative Framework in the Republic of Moldova 
and the European Union. In the Republic of Moldova, the notion of “parallel financial in-
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vestigations” was expressly incorporated into the Criminal Procedure Code (CPC) in 2017. 
Article 6 point 20¹ of the CPC defines a parallel financial investigation as “the totality of 
criminal-procedural actions, special investigative measures, and/or measures provided 
under Law No.48/2017 on the Criminal-Asset Recovery Agency that are carried out for 
the purpose of gathering evidence concerning a suspect, accused person, civilly liable 
party, defendant, or convicted person, their property and the assets effectively owned by 
them, as well as the property of the owner and administrator of assets effectively owned 
by the suspect, accused person, civilly liable party, defendant, or convicted person, with 
a view to recovering criminal assets or identifying and tracing assets that are or may be-
come subject to restraint and confiscation” [2].

In other words, the Moldovan legislature created a legal basis that allows crimi-
nal-investigation bodies, simultaneously with the inquiry into the underlying offence, to 
conduct an extended examination of the wealth of persons involved and of any assets 
that may be subject to seizure and confiscation. The CPC likewise stipulates in Article 
229²(1) (introduced by Law No.49/2017) that the investigative body shall conduct parallel 
financial investigations in order to trace criminal assets and collect evidence in respect 
thereof [3].

To implement these provisions, the Republic of Moldova established a specialised 
body: the Criminal-Asset Recovery Agency (ARBI). ARBI was created by Law No.48 of 30 
March 2017 [4] as an autonomous subdivision of the National Anticorruption Centre 
(CNA). Under that law, ARBI is mandated to carry out parallel financial investigations, 
draw up official records of their results, and apply restraint measures (seizure) to crimi-
nal assets under the CPC. The Agency is also responsible for administering and realising 
seized property, maintaining related records, and engaging in international cooperation 
(including information exchanges and negotiations for the repatriation of criminal assets). 
ARBI’s creation formed part of Moldova’s alignment with European standards, as Directive 
2014/42/EU obliges Member States to maintain effective mechanisms for identifying and 
managing illicit assets; although Moldova is not an EU Member State, it has followed these 
trends through its agreements with the Union.

Beyond parallel financial investigations in criminal proceedings, Moldova has intro-
duced “extended confiscation” and the offence of “illicit enrichment”. Extended confisca-
tion, set out in Article 106¹ of the Criminal Code (introduced in 2013), permits the confis-
cation of a convicted person’s wealth that substantially exceeds lawful income where the 
person has committed certain serious offences. Coupled with parallel financial investi-
gations, this measure provides the legal basis for confiscating assets that appear uncon-
nected to the predicate offence but cannot be lawfully justified.

At the European Union level, the regulatory framework for identifying and freezing 
crime-derived assets has advanced significantly in recent years, serving as a benchmark 
for Member States and associated countries alike. Directive 2014/42/EU of the Euro-
pean Parliament and of the Council of 3 April 2014 on the freezing and confiscation of 
instrumentalities and proceeds of crime in the EU laid down binding minimum stand-
ards: all Member States must provide in their domestic law for extended confiscation, 
confiscation of assets transferred to third parties, and, in certain circumstances, confis-
cation without a prior conviction (non-conviction-based confiscation) [5]. The Directive 
also required the establishment of liaison officers or national asset-recovery structures 
– the well-known Asset Recovery Offices (AROs) – to facilitate domestic asset tracking and 
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cooperation with counterparts abroad. Member States were obliged to transpose these 
provisions by 2016; in the Republic of Moldova, ARBI was created in part on the model of 
such structures.

The EU subsequently adopted Regulation (EU) 2018/1805 on the mutual recogni-
tion of freezing and confiscation orders, directly applicable as of December 2020 [6]. 
This Regulation enables a seizure or confiscation order issued in one Member State to 
be recognised and executed directly in another, eliminating the cumbersome exequatur 
procedures of the past. The aim is to make cross-border asset tracking and freezing much 
faster and more effective – crucial in an era of global financial flows and offenders who 
shift assets across borders. The EU has also supported informal networks such as CARIN 
(established in 2004) and has integrated within Europol a specialised centre (EC3 – Finan-
cial Crime) that provides operational support to States in complex financial investigations.

More recently, in 2022, the European Commission proposed a new legislative pack-
age to strengthen asset recovery, including a draft Directive on asset recovery and confis-
cation (COM(2022) 245) [7]. The proposal seeks to expand the mandate of AROs (e.g., by 
granting them the power to impose short-term administrative freezes) and to broaden 
non-conviction-based confiscation procedures in situations such as the absence or ab-
sconding of the suspect. It would also make parallel financial investigations mandatory for 
certain serious offences at EU level, recognising their importance.

Overall, the EU provides a common framework that actively promotes this type of 
investigation by imposing results-oriented obligations concerning confiscation. Legisla-
tion is thus converging toward the desired objective: the proactive pursuit of criminal 
proceeds. The next section explores how these legislative developments have been re-
flected in practice and case-law.

II. Judicial Practice and Relevant Case-Law. The effective implementation of parallel 
financial investigations depends not only on the existence of statutory provisions but also 
on the willingness and ability of law-enforcement bodies and the courts to use them. An 
examination of practice in the Republic of Moldova reveals both progress and significant 
challenges.

Since parallel financial investigations were introduced in 2017, prosecutors and ARBI 
officers have launched hundreds of such inquiries in cases of corruption, money-launder-
ing, smuggling, and other economic crimes. These efforts have resulted in the restraint 
of a remarkable volume of assets, including real estate, land, luxury cars, bank accounts, 
company shareholdings, and even crypto-currencies.

By way of illustration, in 2023 ARBI imposed seizure orders on 1,048 assets worth 
roughly MDL 1.9 billion – an increase on 2022 figures [8]. Many of these assets were linked 
to high-profile proceedings such as the banking fraud case popularly known as the “Bil-
lion Theft”. On 13 April 2023 the Chisinau Court of Appeal convicted the principal defend-
ant, Ilan Sor, in absentia, sentenced him to fifteen years’ imprisonment, and ordered him 
to pay material damages exceeding MDL 5 billion [9]. The assets concerned – including 
bank and company shares, real property, and funds channelled to offshore jurisdictions 
– had been successively identified and frozen through parallel financial investigations 
conducted by prosecutors with the support of ARBI and international partners (including 
law-enforcement agencies in the jurisdictions to which the money had been transferred). 
The judgment – now at the enforcement stage, which requires international cooperation 
to secure actual recovery – is a landmark for Moldovan judicial practice, demonstrating 
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the capacity to trace and confiscate assets in complex financial-crime cases.
Yet Moldovan experience also exposes difficulties. The conversion rate from re-

straint to final confiscation is very low: only about 0.7 per cent of the value of ARBI-seized 
assets actually entered the State budget as confiscated property in 2018-2022 [10]. This 
points to a gap between assertive asset freezing and courtroom outcomes. Causes include 
delays during trial, the complexity of financial evidence, and occasional procedural ambi-
guity. For example, the Criminal Procedure Code does not spell out in detail how parallel 
financial investigations should be conducted, leaving room for divergent views on data 
collection, the rights of affected persons, and investigative limits. This lacuna was raised 
before the Constitutional Court. In Decision No. 11 of 26 January 2021, the Court examined 
the constitutionality of provisions on seizure and parallel financial inquiries, concluding 
that a proper balance between effective asset tracing and the protection of fundamen-
tal rights (such as property rights and the presumption of lawful acquisition) requires 
norms that are clear and foreseeable. Legislators were asked to specify the procedures, 
thereby offering adequate safeguards to persons whose property is targeted before final 
judgment. Amendments – likely to mirror practical experience and the Practical Guide to 
Parallel Financial Investigations issued by the Prosecutor General’s Office in 2019 [11] – 
are expected.

In sum, Moldovan practice shows that prosecutors and ARBI actively employ the 
instrument, leading to the freezing of significant wealth. Final realization – definitive con-
fiscation – depends, however, on the speed and quality of judicial proceedings. Ongoing 
reform seeks to accelerate procedures and remove ambiguities so that the proportion of 
assets ultimately confiscated rises substantially in the coming years.

A comparison with Romania shows that parallel financial investigations were driven 
mainly by the work of the National Anticorruption Directorate (DNA) and DIICOT (which 
combats organised crime), both of which embedded financial specialists in investigative 
teams. A 2013 Basel Institute report noted that Romanian authorities tended to focus on 
the criminal side of investigations and less on the financial dimension, urging that offend-
ers’ financial profiles become part of every serious-crime inquiry [12]. Mixed teams with 
dedicated financial investigators were recommended within the police and prosecution 
service. These recommendations were later implemented: DNA now has its own finan-
cial-analysis unit, and prosecutors routinely apply precautionary seizure in corruption 
and fraud files.

The impact is visible in numerous high-profile cases. Romanian courts have ordered 
substantial confiscations, including on the basis of extended confiscation. A telling ex-
ample is the corruption case dubbed “Bribes at CFR”, in which several former officials 
– including ex-Finance Minister Sebastian Vlădescu – were indicted for taking bribes. In 
first-instance proceedings in March 2022, the High Court of Cassation and Justice im-
posed sentences totaling thirty years’ imprisonment on five defendants and ordered the 
confiscation of €10.5 million, assets that had been seized earlier by DNA prosecutors [13]. 
Confiscations involved sums running into millions of euros from each defendant (about 
€3 million from Vlădescu, €2.5 million from a former bank director, €1.66 million from 
an intermediary, etc.), corresponding to the bribes received. To secure recovery, DNA 
had already frozen a range of assets during the investigation: luxury apartments, houses, 
land, bank accounts, and equity holdings. In Vlădescu’s case, two apartments, a duplex, a 
house, land, garages, interests in fourteen firms, and receivables from third parties were 
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under seizure – practically his entire fortune. The case illustrates the modus operandi: an 
in-depth financial probe ran parallel to the criminal investigation so that, when judgment 
was delivered, the assets were already identified and frozen, ready for confiscation. These 
good practices are worth emulating by the competent authorities in Moldova.

Case-law has also confirmed the compatibility of such measures with human-rights 
standards. A key judgment is that of the European Court of Human Rights (ECtHR) in Tel-
bis and Viziteu v. Romania (2018). Mr and Mrs Telbis and Viziteu complained that assets 
(bank accounts and property) had been confiscated in a corruption case against Mr Telbis 
although Mrs Telbis, the formal owner of some property, was not initially a party to the 
proceedings. The ECtHR examined whether Romanian procedures respected the right to 
a fair trial and property protection. The Court held that national law allowed bona-fide 
third parties to challenge restraint and confiscation measures and that the applicants had 
been able to present their case on appeal [11]. Accordingly, in its judgment of 26 June 2018 
the ECtHR found no violation of Article 6 of the Convention (right to a fair trial) in the 
extended-confiscation procedure – implicitly confirming that confiscation mechanisms 
(including vis-à-vis third parties) comply with Convention standards provided sufficient 
procedural safeguards exist. Similar ECtHR rulings (e.g., Albanese v. Italy, 2016, concern-
ing non-conviction-based confiscation of a mafia member’s assets) have deemed such 
measures proportionate to the legitimate aim of combating serious crime.

Nevertheless, Romania also faces challenges. MONEYVAL and European Commis-
sion reports note that, despite progress, effective confiscation of criminal proceeds re-
mains relatively modest compared with the scale of economic crime. MONEYVAL (2022) 
observes that Romania has enhanced its capacity to freeze, seize, and confiscate crimi-
nal income and actively applies these measures to the most common domestic offences. 
Confiscation is, however, still rare in other cases, and authorities should strengthen in-
vestigators’ ability to conduct parallel financial inquiries, locate assets, and pursue re-
covery [14]. In other words, an official gap remains between legal potential and practical 
implementation – certain illicit assets escape identification or confiscation, particularly 
in human-trafficking and drug cases where the inquiry focuses on the predicate offence 
rather than the money trail.

One past constraint was the shortage of financial specialists in police and prosecu-
tion offices. The situation has improved in recent years through training and the creation 
of the financial-investigator role. The Romanian Police has set up economic-crime units 
that cooperate with prosecutors, and the Prosecutor General’s Office organises joint 
teams – including experts from the National Agency for Fiscal Administration (ANAF). 
ANABI itself has launched capacity-building projects, e.g., training with foreign experts 
(from France, the United Kingdom) on the “follow-the-money” approach. International 
cooperation has also paid off: within the CARIN network, Romania has identified and re-
patriated assets hidden abroad (e.g., Romanian traffickers’ villas and luxury cars in Spain 
or Italy, subsequently frozen).

An important recent development is the operationalisation of the European Public 
Prosecutor’s Office (EPPO), in which Romania participates. EPPO investigates fraud involv-
ing EU funds, and in such inquiries – often featuring money diverted across several coun-
tries – parallel financial investigations are used intensively. For example, in 2025 EPPO 
Bucharest investigated a €9.5 million IT-funds fraud, gathering financial evidence in Cy-
prus, the Czech Republic, Malta, and even outside the EU (Monaco, the United States, 
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Ukraine) [15]. Funds were traced through bank accounts of shell companies with the help 
of OLAF and the authorities concerned, showing the efficiency of the new cooperation 
mechanisms. EPPO has announced that, if the defendants are convicted, asset confisca-
tions and sizeable fines will follow (the companies involved risk confiscation and penal-
ties of up to about €422,000). Such EPPO cases anticipate a unified European case-law 
in which financial investigation is integrated from the outset, regardless of borders, and 
they can serve as a model for domestic inquiries.

Synthesis. In both Moldova and Romania, judicial practice demonstrates the utility 
of parallel financial investigations: numerous assets have been identified and frozen, and 
courts have begun ordering substantial confiscations, thereby validating tools such as ex-
tended confiscation. National and European case-law has confirmed that these measures 
comply with fundamental rights, provided procedural safeguards are respected. Howev-
er, challenges persist – slow proceedings, limited administrative capacity, and increas-
ingly sophisticated asset-concealment methods. Bodies such as MONEYVAL thus urge 
authorities in both countries to intensify their efforts: money-laundering and recovery 
of criminal proceeds must be treated as priorities on a par with prosecution of the pred-
icate offence. The next section will examine in detail the methodologies and techniques 
employed in parallel financial investigations, which are closely linked to the practical ef-
fectiveness discussed here.

III. Methods and techniques of financial investigation employed. The success of par-
allel financial investigations depends largely on the range of methods and tools available 
to investigators, and on the coordinated manner in which they are applied. This section 
surveys the main “follow-the-money” techniques used in the Republic of Moldova, many 
of them harmonised with European practice yet adapted to local circumstances.

Access to financial and economic information. The first crucial stage is the rapid col-
lection of data on a suspect’s assets and transactions. Prosecutors and investigators may 
query national databases such as: the Land and Cadaster Register; the Vehicle Registry; 
Shareholder Registers, and Tax and Banking Records. Mechanisms have been established 
for direct or expedited access to these data. ARBI officers, for example, can consult gov-
ernment databases and obtain information on a suspect’s bank accounts within a short 
time. Romania, by transposing Directive (EU) 2019/1153, created an electronic Bank-Ac-
count Register at ANAF that shows all accounts held by a person at financial institutions 
– greatly facilitating investigators’ work. These tools eliminate multiple requests and 
provide a quick overview of the suspect’s estate: real property, vehicles, bank accounts, 
shareholdings, and so forth.

Analysis of financial flows and bank documents. Once the relevant bank accounts are 
identified, scrutinising them becomes essential. Financial teams obtain lengthy account 
statements – usually five to ten years back – to cover the likely period of offending and 
wealth accumulation. Forensic-accounting techniques track the money trail from incom-
ing payments (e.g. bribes disguised as “contracts” with shell companies) to final destina-
tions (asset purchases, transfers to foreign accounts, or relatives). Specialised software, 
such as IBM i2 Analyst’s Notebook, helps detect patterns and visualise complex financial 
networks (e.g. chains of companies used for laundering). Supporting documents (con-
tracts, invoices) are examined to expose fictitious transactions. Owing to the sheer data 
volume, certified accountants are often engaged to produce expert findings.

International cooperation in asset identification. Cross-border elements are in-
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creasingly common as offenders stash wealth abroad. Moldovan authorities rely on judi-
cial-cooperation instruments under the 1959 European Convention on Mutual Assistance 
and the UN Convention against Transnational Organised Crime. The ARO-CARIN net-
work is pivotal: ARBI contact points communicate swiftly – formally and informally – with 
counterparts in Cyprus, Switzerland, the UK, the UAE, and others. In Russian-Laundro-
mat-related money-laundering inquiry, ARBI worked with EU partners to trace offshore 
accounts and luxury apartments, securing foreign restraints worth millions. Europol fre-
quently supports such efforts by facilitating Joint Investigation Teams (JITs); a 2020 Ro-
mania–Italy JIT under Eurojust dismantled a human-trafficking ring and simultaneously 
froze assets – bank accounts and Italian Real Estate – demonstrating the power of con-
certed financial investigation.

Special investigative techniques applied to the financial strand. In certain situations, 
investigators resort to covert methods. Undercover agents or collaborators embedded in 
financial-crime circles gather intelligence on laundering routes or asset locations. Oper-
ational surveillance – wire-tapping or tailing – may capture conversations about moving 
money or transferring property. Such techniques, authorised by a prosecutor or inves-
tigating judge, have been used in complex corruption cases: intercepted calls revealed 
plans to “shift the money from that account”, prompting immediate freezing orders. Con-
trolled money deliveries, carried out in cooperation with banks, allow real-time moni-
toring of suspect transactions. Financial-intelligence units (FIUs) add a preventive layer: 
they receive suspicious-transaction reports and can impose short-term administrative 
freezes (24-72 hours) pending referral to prosecutors, giving parallel investigations a crit-
ical head-start.

Asset profiling and identification of beneficial owners. A core analytical technique 
is constructing an asset profile for the suspect and close associates. Investigators list 
everything the suspect officially owns, then widen the circle to spouses, relatives, com-
panies where the suspect is a shareholder or director, and possible proxies (nominees). 
Because offenders often place property in others’ names, legislation (and EU directives) 
allows confiscation from third parties who knew – or ought to have known – the illicit or-
igin. Establishing the beneficial owner is therefore vital: ARBI combines registry data with 
intelligence and open-source material (social media, investigative journalism) to uncover 
hidden links. If a luxury villa stands in a cousin’s name but the cousin has no income and 
close ties to the suspect, investigators infer beneficial ownership by the suspect and seek 
a seizure order, shifting the burden to the court to clarify substantive ownership.

Domestic inter-institutional cooperation. An emerging best practice is the forma-
tion of national joint groups comprising prosecutors, police officers, anti-fraud experts, 
and tax inspectors. In Moldova, ARBI works with the Tax Service and the Financial-In-
telligence Service to cross-match data for example, detecting large gaps between a civil 
servant’s declared income and actual wealth (illicit-enrichment cases). In Romania, ANABI 
cooperates with ANAF to value assets and with the FIU (ONPCSB) to trace suspect trans-
actions. Prosecutors can assemble mixed operational teams; in a VAT-evasion case, for 
instance, tax inspectors may reconstruct financial flows alongside criminal investigators. 
This integrated model provides multidisciplinary expertise and embodies the domestic 
application of the “follow-the-money” principle.

Realisation and management of seized property. Although not an investigative step 
per se, efficient management of seized assets is a technical necessity. Trials may last years, 
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during which assets can lose value (unused cars, perishable goods). ARBI may administer 
or even sell certain assets in advance – after owner consent or where deterioration is 
likely – depositing the proceeds in a special account. If the asset is later confiscated, 
the funds go to the State; if the defendant is acquitted, the equivalent value is returned, 
balancing interests. Rigorous, transparent procedures prevent depreciation and ensure 
that confiscated property retains value, making asset management an integral part of the 
recovery process.

Sensitivity to individual rights. Finally, all techniques must be balanced against proce-
dural safeguards. Persons whose property is seized have the right to be notified and to chal-
lenge the measure; courts periodically review the justification. Third parties may contest if 
they claim rightful ownership or lack a link to the offence. Modern financial investigation 
respects such rights: when a joint bank account is blocked, investigators try to segregate 
the defendant’s portion to avoid disproportionate harm to an uninvolved spouse. Another 
good practice is appointing seizure administrators (e.g., a court-appointed administrator or 
ANABI itself) when companies are charged, allowing legitimate business to continue under 
supervision and preserving value for employees and creditors. These measures uphold pro-
portionality and protect the economy and bona-fide third parties.

The methods and techniques of parallel financial investigation are diverse and com-
plementary from “hard” measures (bank-record examinations, financial searches, judicial 
cooperation) to “soft” approaches (data analytics, inter-agency collaboration). Moldovan 
authorities possess a toolkit capable of fulfilling their tasks, and experience shows that in-
tegrated use markedly increases the chances of asset recovery. Success, however, hinges 
on skilled personnel and institutional commitment: as experts stress, in profit-driven 
crime the financial investigation should take precedence, with traditional criminal inves-
tigation in a supporting role. Rapidly tracing money and assets often leads investigators to 
the perpetrators, whereas focusing solely on the offender may leave illicit gains unrecov-
ered even after conviction. The techniques outlined above should therefore be regarded 
as an essential component of any modern, complex inquiry.

Conclusions. Parallel financial investigations have proven to be an indispensable 
tool in the arsenal of Moldovan criminal-justice authorities for effectively combating 
profit-driven crime. This analysis shows that, in recent years, the Republic of Moldova has 
made considerable progress by adopting the necessary legal framework and setting up 
dedicated institutions for the recovery of criminal assets, in line with practices promoted 
within the European Union.

From a legislative standpoint, Moldova now has laws that allow extended confisca-
tion, early asset-freezing, and swift international cooperation. The concept of the paral-
lel financial investigation is expressly embedded in national legislation, underscoring the 
priority given to asset tracing from the very outset of criminal proceedings. At EU level, 
Directive 2014/42/EU and Regulation 2018/1805 have established an ambitious common 
standard, encouraging states to treat asset recovery as a priority equal to holding offend-
ers criminally liable.

Judicial practice confirms this, as the case studies discussed demonstrate that par-
allel financial investigations have led to the freezing of impressive fortunes, even in com-
plex cross-border cases. Through ARBI, Moldova has seized assets worth billions of “lei”, 
showing its ability to immobilise criminal benefits at an early stage. Domestic jurispru-
dence and ECtHR case-law (e.g. Telbis and Viziteu, 2018) have upheld the legality of such 
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measures, provided procedural rights are respected. Nonetheless, Moldova still faces 
challenges concerning the pace of proceedings and the conversion of restraints into final 
confiscations: to date, less than 1 % of frozen value has turned into confiscated property, 
indicating the need for faster trials and stronger financial evidence.

The study of methods and techniques underscores the importance of a proactive, 
integrated approach. Follow the money is no longer a slogan but an operational principle: 
financial inquiry must begin alongside the investigation of the offence itself. Experience 
shows that when resources – financial experts, data access, international cooperation – 
are committed, results follow quickly, from blocked foreign accounts to assets returned 
to victims. Technology and information-sharing have greatly enhanced these investiga-
tions, but procedural transparency, avenues of challenge, and careful asset management 
remain essential to maintain legal sustainability.

Comparing Moldova, Romania, and the EU reveals a broadly convergent and positive 
trajectory: a paradigm shift in law-enforcement whereby success is measured not only 
in convictions, but also in assets recovered. New EU initiatives will further reinforce this 
orientation and continue shaping reforms in Moldova.

Recommendations emerging from this analysis include:
• Strengthening institutional capacity – more specialised financial investigators, con-

tinuous training, and technological upgrades (integrated databases, analytical software).
• Targeted legislative improvements – clearer rules for parallel financial investiga-

tions (especially in Moldova) and streamlined confiscation procedures, potentially ex-
panding non-conviction-based confiscation where suspects abscond, in line with the 
forthcoming EU directive.

• Enhanced international cooperation – full use of networks such as CARIN, EPPO 
mechanisms, and equitable sharing of confiscated assets to incentivise mutual assistance.

• Multilateral handling of complex cases – joint prosecutor–tax-police teams, na-
tionally and internationally, to tackle both the offence and the profit simultaneously.

• Transparency and social reuse – publicising outcomes to reinforce confidence that 
“no one is above the law”, and channeling confiscated assets into community projects or 
special funds to give visible effect to recovery efforts.

In summary, parallel financial investigations in the Republic of Moldova have matured 
from a theoretical concept into an established practice embedded within the European as-
set-recovery ecosystem. As legislation continues to align and operational capacity expands, 
depriving offenders of their illicit gains should become the rule rather than the exception – 
deterring future crime by removing its financial allure and enabling more effective redress 
of social harm, thereby reinforcing the rule of law in economic as well as legal terms.
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Summary
The article analyzes the issue of theft prevention, focusing on special criminological measures and their 

role in reducing crime. It highlights three levels of prevention: general-social, special-criminological, and indi-
vidual. General prevention aims to eliminate the social causes of crimes, such as economic instability. Special 
criminological prevention focuses on specific criminogenic factors and involves operational and investigative 
activities. Individual prevention targets individuals predisposed to criminal behavior. The author emphasiz-
es the importance of applying the principle of inevitability of punishment, early detection of crimes, and the 
responsibility of law enforcement bodies. Gaps in theft investigations are mentioned, particularly – the in-
sufficient involvement of all actors in the law enforcement system. The essential role of citizens’ preventive 
behavior, as well as the media’s role in informing the population, is discussed.

The article also highlights the crucial role of legal education, community involvement, and victimolog-
ical approaches in preventing thefts. It proposes a complex, multisectoral approach that targets not only the 
punishment of offenders but also the elimination of conditions that favor thefts, with the goal of ensuring public 
safety, economic stability, and citizens’ trust in authorities.

Keywords: theft, theft prevention, criminological prevention measures, victimology, important priori-
ties, preventive influence, reduction, analysis.

Introduction. When analyzing the issue of preventing the theft, it is first necessary 
to define what is meant by preventive activity. Modern internal criminological literature 
provides many definitions of this activity. Most criminologists consider preventive ac-
tivity as one of the means of social regulation of social relations aimed at eliminating the 
causes of crime, as an interaction of economic and social measures, educational, peda-
gogical, organizational, and legal measures, and as a combination of different levels of 
crime prevention. Crime prevention is a much more effective method of combating crime 
because legal and penal measures have a limited character [2, p.132-136].

Discussions and results obtained. The analysis of crime prevention definitions al-
lows us to identify a number of common characteristics of this phenomenon. The con-
tent of crime prevention consists of the activity of the state (through its legislative, law 
enforcement, judicial bodies, and others) and society. This activity is multi-level and sys-
temic and is aimed at achieving concrete goals – the elimination of causes and conditions 
of crime commission, accountability and punishment of individuals who have committed 
crimes.

Preventive activities are generally understood in both broad and narrow senses. In 
a broad sense, it is an activity aimed at preventing specific crimes, and in a narrow sense, 
it involves identifying the causes and conditions that contribute to the commission of 
crimes, identifying individuals prone to committing them, and taking necessary preven-
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tive measures with them. All these form a single concept of “crime prevention”.
Depending on the hierarchy of causes and conditions of crime, there are three main 

levels of crime prevention: general social, special-criminological, and individual [9, p.20-
21].

General social crime prevention includes a set of socio-economic, political, legal, 
ideological, and organizational measures aimed at developing the economy, stabilizing 
the political situation in the country, improving the material living standards of the popu-
lation, culture, and citizens’ consciousness. These measures are aimed at solving general 
social problems and do not primarily aim at preventing crimes. However, by contributing 
to the elimination of the causes and conditions of crime, they play an extremely important 
role in combating crime. One of the main causes of thefts is socio-economic instability. In 
this regard, social measures of primary importance include those aimed at improving the 
socio-economic situation of citizens, ensuring economic stability, developing the social 
support system, developing the economy, developing infrastructure, eliminating inequal-
ities in economic and social development, and supporting the increase of public welfare 
through the organization of sustainable and productive employment, and reducing un-
employment.

However, by counteracting and objectively neutralizing the general causes and con-
ditions of crime, the application of general social crime prevention measures creates a 
favorable environment for the prevention of theft at the criminological special and indi-
vidual levels.

The special criminological level (criminological prevention) consists of targeted ac-
tion against criminogenic factors associated with specific types and groups of criminal 
behavior. The goal of their application is, usually much more limited than that of general 
social measures, although in some cases they may take on significant dimensions and may 
cover, for example, entire branches of the national economy or extend to specific catego-
ries of people (minor offenders, recidivists, etc.). The objects of this prevention are both 
crime in general and its types, as well as specific crimes.

The elimination or neutralization of these complex causes and conditions of crimi-
nal behavior is achieved during the activities of relevant actors, for whom the preventive 
function represents the fulfillment of their professional tasks.

General social prevention and special criminological prevention are interconnect-
ed. By combating the general causes of crime, general social measures create a favorable 
environment for crime prevention at the special criminological level.

The individual level (individual prevention) includes activities related to specific in-
dividuals whose behavior conflicts with legal norms [8, p.154-155].

A systematic combination of general-social, special-criminal, and individual crime 
prevention measures, as mentioned above, can contribute to successfully combating 
common crimes such as theft from the property of others.

Special criminological prevention of theft from others’ property represents a set of 
organizational and managerial measures, investigative and operative measures aimed at 
identifying, eliminating, or neutralizing factors that contribute to the commission of such 
crimes, as well as preventive and prophylactic impact on individuals inclined to commit 
them.

The most important direction of special prevention of theft of another person’s 
property, prevention of self-determination (self-production) of these crimes, are meas-
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ures aimed at ensuring the principle of the inevitability of criminal responsibility for the 
person guilty of committing the crime, complete detection (establishment) and disclosure 
of such crimes. It is not accidental that one of the criminological axioms states that impu-
nity for criminals is the most favorable condition for the self-reproduction and multipli-
cation of crimes. In support of the above, let us quote the words of one of the represent-
atives of the classical school of criminal law, Cesare Beccaria, who in his scientific treatise 
“On crimes and punishments”, wrote that the most effective means of deterring crime is 
not the cruelty of punishments, but their inevitability. “The certainty of punishment, even 
if moderate, will always have a stronger impact than the fear of a harsher punishment 
accompanied by the hope of impunity” [1, p.169].

However, it should be noted that the situation regarding the combating of hidden 
(naturally latent) and disguised (artificially latent) crimes, leaves much to be desired. As a 
result, a significant number of individuals guilty of committing thefts from others’ prop-
erty have remained unpunished, evading justice, which is a significant incentive for com-
mitting new similar crimes and other types, and creates an atmosphere in society that 
allows criminals to keep citizens – potential victims of crimes – in fear. Criminological 
studies indicate that official data on crime do not objectively reflect the criminological 
state in society [5].

Thus, analyzing various positions regarding crime prevention and the activity of law 
enforcement bodies in this field allows for the formulation of the following definition: 
crime prevention is a diversified, multi-dimensional, multi-level activity regulated by legal 
norms, carried out by state bodies, social organizations, economic entities, and individual 
citizens, with the aim of preventing the commission of crimes, including the elimination, 
weakening, or neutralization of the causes and conditions that generate them, preventing 
or minimizing their consequences, as well as exercising a corrective impact on individuals 
with illegal behavior.

Regarding impunity, it is worth mentioning that the detection rate for burglaries is 
about 35%. Most of these are crimes that are solved “in pursuit”. If the perpetrator is not 
caught “in the act”, it is very difficult to prove their guilt. In general, according to experts, 
it is a type of crime that is often solved not from crime to criminal, but from criminal to 
crime. If a burglar is caught at the crime scene, they often admit to committing other bur-
glaries for which the investigation was previously suspended due to the unidentified per-
petrators. Unfortunately, after the discovery of the crime, law enforcement can no longer 
assist the victims: their stolen goods have usually been sold by the criminals, and the 
money spent. The channels for selling stolen goods work very efficiently: within hours, 
items are sold at the fence.

Rarely does a thief keep their loot: after all, it is direct evidence against them. The 
above allows us to conclude that the timely detection of theft crimes is a very effective 
means of deterring the commission of new such crimes, thus significantly reducing their 
potential reproduction, including even moderating the theft of goods. Additionally, it has 
the potential to significantly increase public satisfaction with law enforcement.

The study of materials from criminal cases, analytical reports, and decisions from 
coordination meetings of law enforcement bodies in the Republic of Moldova, dedicated 
to issues of theft prevention, particularly theft of others’ property, has allowed for the 
identification of a series of typical errors and omissions made during preliminary inves-
tigation and investigation in these types of cases, whose elimination, we believe, would 
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improve the situation with their disclosure, which would undoubtedly have a positive 
impact on their prevention.

Among the characteristic deficiencies inherent in investigating theft from others’ 
property, we must include errors in the organization of detection (identification) of these 
crimes in a timely manner, which affects the opportunity to investigate and examine them 
and directly affects the effectiveness of subsequent operational and investigative actions. 
In some cases, the reasons for these errors in judgment may be victimogenic. For exam-
ple, a victim of theft, not wanting to “make a scene” and considering the damage caused 
by the theft to be insignificant, does not report it to the authorities.

As is known, theft from others’ property is committed secretly, under conditions 
of invisibility. Usually, appropriate conspiracy measures are taken, including leaving the 
crime scene secretly. All of this significantly increases the responsibility of law enforce-
ment in ensuring the objectivity, completeness, and comprehensiveness of the crime’s 
disclosure. The analysis of the practice of preventing thefts committed by organized 
criminal groups shows that such crimes can only be resolved through skilled and close 
cooperation, applying joint efforts of investigation, operational, and forensic units of law 
enforcement bodies.

The study also showed that in a number of criminal cases, when there is a clear lack 
of evidence regarding the guilt of the accused persons, the broad capabilities of opera-
tional and investigative services to search for new sources of evidence are rarely used. 
For example, in group theft cases, operational services often limit themselves to identi-
fying one of the accomplices, usually the direct perpetrator of the theft, without taking 
the effort to search for their accomplices. At the same time, no appropriate measures are 
taken to identify the organizers and other participants in the criminal groups. The same 
applies when a minor, who is the author of a theft, acts under the instructions of an adult. 
Often, in such situations, there is a lack of professionalism both in proving the complicity 
in their actions and in qualifying the actions of an adult and holding them accountable for 
involving a minor in criminal activity [6, p.58-59].

In maintaining operational case files, especially cases of theft, it is necessary to make 
the most of “the informational capacities not only of the criminal investigation staff but 
also of other units of the internal affairs bodies” [7, p.166].

No doubt, without applying these measures, using only classic investigative tech-
niques and methods of activity, or even by increasing the number of police officers, it is 
extremely difficult, if not impossible, to solve complex crimes committed under condi-
tions of invisibility.

Another serious factor in the fight against theft of other people’s property is peo-
ple’s behavior themselves, their lack of basic vigilance. This same opinion is shared by the 
police, who believe that a significant number of thefts, and especially home burglaries, are 
caused by the victims’ own carelessness [4].

Meanwhile, to protect yourself and avoid becoming a victim, it is necessary to follow 
some fairly simple rules, most of which are aimed at preventing burglaries in apartments, 
as other types of theft are usually spontaneous actions based on the victims’ mistakes. If 
possible, install bars on all glass structures (hardware, balconies, loggias). Metal shutters 
are effective for protection. The entrance doors to the staircase and apartment must 
close tightly. Whether you are at home or away, the door must always be locked. Never 
open the door without checking who is on the other side. Install resistant doors. The 
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door must open outward and be covered with metal, and the frame and door should be 
equipped with anti-demolition pins. There should be at least two locks, preferably of dif-
ferent systems. At least one of the locking devices should have a particularly strong pin. 
Equip the door with a chain, peephole, and bolt. Sometimes, it is useful to install a padlock 
that opens with a keychain. Install a metal door or one with bars on the platform. All exits 
to the attic, elevator room, and roof should have reliable hinges and locks. The staircase 
must be fully lit – during thefts thieves turn off the lights and use flashlights. Remove or ask 
family members, friends, or neighbors to take the mail out of the mailbox if you leave the 
apartment for a longer period. Neighbors with whom you have a good relationship should 
be asked to pay attention to the integrity of the apartment doors and leave contact phone 
numbers in case you need to call them. In cases of extended absence, install an automatic 
light-switching system or ask acquaintances to turn on the light in the apartment. Write 
down the serial numbers of your television, video, and audio equipment, valuable docu-
ments, and keep this list in a safe place. If possible, mark the most valuable items in the 
apartment with engraving or another method. Never leave the apartment keys under the 
doormat, on the electrical panel, in the mailbox, or in other conventional places, especial-
ly near the door. Analyze suspicious visits from unknown people and repeated calls to the 
landline. If possible, equip the staircase with surveillance cameras. Know that criminals 
frequently check if there are people at home by ringing the doorbell and asking questions. 
Notify the police about all suspicious visitors, people wandering aimlessly in the staircase, 
strangers taking objects from the building’s hallway, and try to remember their physical 
features, their car’s number, and provide this information to the arriving police team. Ad-
ditionally, avoid buying items from unknown people, as they may be stolen.

The highest criminal activity in committing thefts is characteristic of the age group 
of 18-24 years, most of whom have no interest in work. The issue of fighting crime among 
youth has always been an important topic in criminology. The study of the personalities of 
young offenders who have committed thefts shows that there is a constant predominance 
of males over females in this group. However, preventing theft among young women is 
no less important than among men. Unemployment is one of the main criminogenic fac-
tors contributing to thefts by young people, and in this regard, it is necessary to actively 
utilize the potential of social protection bodies and employment services. Unfortunate-
ly, most young people who have reached adulthood and committed thefts did not have 
their own families at the time of committing the crime and did not intend to start one. 
Therefore, to achieve results in preventing crimes, it is necessary to carry out targeted 
and personalized work not only with single-parent and disadvantaged families but also 
with families that require special attention for objective reasons (e.g., families with many 
children, migrants, etc.). Recidivism among young people who have committed thefts is 
quite high, and from my personal experience, I can observe that every person in this age 
group, especially minors involved in thefts, has previously committed crimes of the same 
nature or has been drawn into such activities again in a short period.

It is necessary to develop a set of measures aimed at overcoming legal nihilism, 
which would include: educating respect for the legislation of the Republic of Moldova, 
which regulates various aspects of state and social life; informing the public about the 
state of legislation concerning criminal liability for thefts; widely promoting materi-
als about individuals held responsible for committing thefts and the measures applied 
to them; promoting the measures developed by the state to prevent economic crimes 
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against property; providing information on legal ways to protect rights, including proper-
ty rights; presenting positive results in preventing economic crimes against property and 
promoting statistical data on the number of discovered and solved thefts and robberies. A 
special role in achieving these tasks belongs to the juvenile divisions of the internal affairs 
bodies, which are among the subjects not only of preventing juvenile delinquency but also 
of the state’s criminal policy in general. Therefore, for the efficiency of preventive activ-
ities, it is necessary to develop a system of additional financial incentives for employees 
involved in preventing economic crimes among young people.

An important role in preventing crime is promoting the ideology among young peo-
ple of “prioritizing spiritual values over material ones”, which aligns with the fundamental 
long-term interests of society and the state.

Victimological prevention is a component, a subsystem of the entire crime preven-
tion process, and it should be emphasized that limiting the application of prevention tac-
tics exclusively to individuals committing hidden thefts of others’ property is not correct. 
This circumstance does not provide grounds for transferring all the blame for the crime 
from the thieves to the victims, but it is of significant importance for developing effective 
measures to prevent such crimes [3]. It is necessary to change the state’s traditional ap-
proach not only regarding the issue of crime prevention through purely social and spe-
cialized prevention measures but also regarding the victimological behavior of potential 
crime victims, especially concerning their tendency towards materialistic actions.

As investigative practice shows, the incorrect and often provocative behavior of the 
victim is one of the causal factors in the genesis of an illegal act. It is assumed that the 
role of the victim in the genesis of a socially dangerous act is determined not only by their 
behavior but also by certain psychological traits.

Undoubtedly, the victim and the offender cannot be placed on the same level, but it 
is absolutely necessary to consider the victim’s role in committing the crime. Here arises 
the question of taking these circumstances into account when determining the punish-
ment for offenders. The term “provocation” is not used in legislation, either as a stan-
dalone crime or as an aggravating or mitigating circumstance.

From a criminal victimology perspective, provocation must be considered the inap-
propriate behavior of the victim that has generated a reaction from the perpetrator.

The mass media should be used as fully as possible in the system of theft prevention. 
Press publications, radio and television programs should be focused on preventing crimes 
with materialistic motivation. These are an effective means of victim-oriented preven-
tion of thefts because they inform the population about the criminogenic situation in the 
country, the state and dynamics of analyzed crimes, methods used by criminals to enter 
victims’ homes, channels for disposing of stolen goods, and possible means of protection 
against crime. The media must be systematically used both for educating citizens on vic-
tim prevention and for demonstrating the effective activities of law enforcement author-
ities in this area.

Considering the classification and typology of theft victims, it is important to inform 
the public about who most frequently becomes a victim of criminal activity and under 
what circumstances.

It is considered appropriate to prepare educational videos or video games (such 
as advertisements) that inform citizens about how not to become victims of thefts, how 
to behave in a criminogenic situation. A series of TV programs with the participation of 
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specialists from various fields (criminologists, sociologists, psychologists) should be pre-
pared, addressing the issues of victim-oriented prevention of property crimes.

A significant preventive influence on potential victims of crimes can come from in-
formation not only about the criminal liability of thieves, but also about the punishment 
applied, the regime, and the detention rules for those sentenced in penitentiary institu-
tions.

Increasing the intensity and effectiveness of special criminological prevention of 
theft of others’ property requires the skilled use of financial resources allocated to com-
bating crime.

An analysis of press materials and confidential conversations with law enforcement 
officers shows that one of the most effective means of protection against burglars is en-
tering into a protection contract with companies providing security services.

More accessible preventive means of technical protection for homes include the 
installation of locks with enhanced security (preferably two) on entrance doors, the in-
stallation (reinforcement) of metal doors, and bars on windows and balconies.

However, the use of these and other technical means does not guarantee the ab-
solute impossibility of theft in a particular apartment or other spaces, but it significantly 
reduces the risk of criminal intrusion.

Special criminological prevention of theft of others’ property is not limited to the 
efficient functioning of security services. It is important to ensure the effectiveness and 
efficiency of all services and units of law enforcement agencies, especially the internal 
affairs agencies, which are somehow associated with preventing or suppressing theft, 
searching for thieves, and detaining them. In this regard, great responsibility lies with 
criminal investigation officers, sector officers, patrol officers, forensic experts, and inves-
tigators.

We believe it is important to emphasize the moments that highlight the importance 
of applying theft prevention measures, namely reducing the crime rate and increasing 
public safety. Thefts are crimes that have a direct impact on public perception of security. 
The higher the level of thefts is, the lower the citizens’ trust in the legal order and security 
system. Adopting criminological measures helps reduce crime, creating an atmosphere of 
trust in the protection of citizens’ rights and property.

One of the most important values in a rule of law state is the protection of citizens’ 
property. Thefts violate this fundamental right, causing physical, material, and psycho-
logical suffering to victims. Criminological measures aim to restore public order, allowing 
citizens to feel protected and contributing to the preservation of personal and family 
well-being.

Theft, especially large-scale theft, causes significant economic damage to both pri-
vate individuals and businesses, which can lead to increased security costs, higher prices, 
and a decrease in economic activity levels. The adoption of effective measures against 
theft contributes to the stability of the economy, reducing financial losses and creating 
conditions for business development, which is important for both small and large busi-
nesses.

When theft prevention measures are effective and systematically implemented, they 
contribute to the formation of a legal culture among citizens. Society begins to perceive 
crime as a serious violation of norms and standards, which in turn influences public mo-
rality. People begin to realize the consequences of their actions and show more respect 
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for the rights of others, leading to a reduction in law violations in general.
Large-scale thefts or frequent theft cases can generate social dissatisfaction and 

tension. The adoption of comprehensive anti-theft measures strengthens citizens’ trust 
in state authorities and the rule of law. It also contributes to improving relations between 
the state and citizens, which is important for social peace and stability.

Effective theft prevention has a long-term effect, aiming to reduce the number of 
crimes in the future. When crime becomes less attractive to society, especially to young 
people, this leads to a decrease in the number of offenders, thus contributing to the for-
mation of a safer and more stable social environment for future generations.

Conclusions. Therefore, we can conclude that, in order to improve the effectiveness 
of special criminological prevention of theft of others’ property, as well as other types of 
crime, the full potential of cooperation and coordination of joint efforts by law enforce-
ment agencies and their services to prevent crime is not yet sufficiently involved and 
utilized. If the necessity for such cooperation is recognized and mutual understanding is 
achieved between law enforcement bodies, we believe that in the long run, the situation 
will improve. First and foremost, this will enable the achievement of significant positive 
results in preventing theft of property.

At the same time, it should be remembered that relying solely on punitive, repres-
sive police measures to prevent theft is both wrong and inefficient. This is the task of all 
authorities and local self-government bodies. Public associations, political parties, reli-
gious confessions, and other non-governmental organizations should play a significant 
role in addressing theft prevention. At the same time, solving the problem of property 
violations, especially theft, should become one of the important priorities of the state’s 
modern social policy.
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Summary
In the context of increasingly complex forms of juvenile delinquency, the criminal justice system in the 

Republic of Moldova faces the challenge of balancing the strict application of the law with the adequate protec-
tion of adolescents in legal conflict. This paper explores the particularities of criminal prosecution concerning 
youths in conflict with the law, from a forensic perspective, analyzing both the national and international legal 
frameworks, as well as relevant best practices. The study highlights current gaps and limitations in criminal 
proceedings, especially regarding the interrogation of minors, pre-trial detention conditions, and the right to 
legal representation.

Beyond the legal aspects, the article also integrates psychosocial factors, such as family structure, the 
impact of parental migration, and the heightened vulnerability of adolescents. Specific proposals are made to 
adjust criminal procedures to the cognitive and emotional realities of young individuals, emphasizing the im-
portance of a multidisciplinary approach. Ultimately, the study advocates for strengthening a child-friendly 
justice system, grounded in prevention, rehabilitation, and social inclusion, while underlining the need for 
continuous training of professionals involved in juvenile criminal investigations.

Keywords: juvenile justice, adolescents, criminal prosecution, forensic science, interrogation, child 
rights, prevention, rehabilitation, legal protection, social vulnerability.

Introduction. This paper aims to investigate, from a criminological perspective, the 
complexity of juvenile delinquency, focusing on how this phenomenon is addressed by the 
criminal justice system in the Republic of Moldova. The existence of a national plan for the 
prevention of juvenile delinquency represents a key indicator of the state’s commitment 
to protecting the best interests of the child and of the functionality of the institutional 
mechanisms involved. The analysis will cover both the interpretation of statistical data on 
offenses committed by minors and the identification of causal factors that contribute to 
the emergence of deviant behavior. Such an approach allows for a deeper understanding 
of the social context, while also serving as a basis for public policies and legislative initia-
tives oriented toward prevention and early intervention. Particular attention will be given 
to the psychological dimension of juvenile offending, which requires a distinct approach 
from that applied to adult criminality.
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The effective resolution of criminal cases involving minors presupposes a rigorous 
understanding of the genesis of delinquent behavior, and the proposed solutions must be 
grounded in thorough psychological assessments. The involvement of specialists in child 
psychology, the analysis of personality traits, and the development of strategies for social 
and emotional rehabilitation must constitute central elements in the efforts to combat 
youth delinquency. Cases involving minors raise challenges that cannot be resolved solely 
through legal means. They require a multidisciplinary approach that integrates the legal 
component with social, educational, and human aspects. This intersection between legal 
norms and individual vulnerability calls for a rethinking of the traditional model of law 
enforcement in favor of a criminal justice system that is more responsive and adapted to 
adolescents. The complexity of such cases stems from the need to harmonize the require-
ments of legality and public safety with the obligation to protect the fundamental rights 
of minors.

Therefore, criminal prosecution should not be regarded as a rigid procedure, but as 
a balanced intervention governed by ethical responsibility and adaptability. Considering 
the cognitive and emotional developmental particularities of adolescents, every stage of 
the criminal process – from hearings and detention to the determination of sanctioning 
measures – must be calibrated to the minor’s ability to comprehend legal implications and 
to reintegrate into society. 

This research aims to provide a critical assessment of the normative framework and 
current judicial practices in the Republic of Moldova, with a special focus on the system’s 
ability to meet the specific requirements of juvenile justice. In addition, functional models 
from other countries will be examined to extract viable solutions that can be adapted to 
the national context. Through this integrative approach, the article seeks to contribute to 
the strengthening of a criminal justice system focused on protection, fairness, and effi-
ciency in handling cases involving minors in conflict with the law.

Methods and materials applied. The study is grounded in an integrated approach 
that combines the analysis of the normative framework with doctrinal review and rele-
vant case law, employing recognized legal research methods such as analysis, synthesis, 
deduction, and the historical method, complemented by comparative perspective and 
systemic approach. These methods are applied with the aim of identifying gaps and the 
reform potential of the juvenile justice system, with a particular focus on its compatibility 
with international standards and the actual needs of children in conflict with the law.

Discussions and results obtained. International legal instruments represent es-
sential pillars in the architecture of child protection within criminal justice proceedings. 
Among the most significant is the United Nations Convention on the Rights of the Child, 
adopted on 20 November 1989 and ratified by the Republic of Moldova in 1993.

This international treaty establishes a universally applicable and legally binding nor-
mative framework designed to effectively safeguard the fundamental rights of the child, 
including in the context of their interaction with the criminal justice system [1].

The Convention enshrines a series of core principles that directly influence how 
minors should be treated within criminal proceedings, including:

 – Principle of non-discrimination – prohibits any form of differential treatment 
based on factors such as age, gender, language, economic status, ethnic origin, disability, 
or the social status of the child or their legal representatives.

 – Best interests of the child – stipulates that the child’s best interests must prevail in 
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all decisions undertaken by judicial bodies, administrative authorities, or social protec-
tion agencies, reflecting a child-centered approach grounded in real needs.

 – Right to dignity and humane treatment – affirms the state’s obligation to protect 
minors from any form of torture or cruel, inhuman, or degrading treatment, including in 
situations of detention.

 – Social reintegration and community responsibility – emphasizes the importance of 
treating the child in a manner that fosters responsibility and rehabilitation, thereby facil-
itating reintegration into a stable family and community environment.

 – Absolute prohibition of degrading treatment – reinforces international standards 
against any form of physical or psychological abuse directed at children.

 – Restriction of liberty-depriving measures – requires that detention be used only 
as a measure of last resort, for the shortest appropriate period, and based strictly on a 
clearly established legal basis.

In addition to this convention, another key reference document is the United Na-
tions Standard Minimum Rules for the Administration of Juvenile Justice, commonly 
known as the “Beijing Rules”. Adopted through General Assembly Resolution 40/33 on 
29 November 1985, these rules provide a coherent framework for the functioning of na-
tional juvenile justice systems, promoting fair, humane, and proportionate treatment of 
minors in conflict with the law. The Beijing Rules emphasize: the prevention of juvenile 
delinquency through proactive social and educational policies; alternatives to detention, 
advocating for measures such as mediation, counseling, and social reintegration; and 
the active participation of the child in decision-making processes within a supportive, 
non-coercive environment.

The implementation of these international standards at the national level is essen-
tial to strengthen a legal system that responds effectively to the actual needs of minors. 
As a State Party to the Convention, the Republic of Moldova is obliged to reflect these 
principles in its domestic legislation and daily judicial practices. A fundamental principle 
enshrined in the Beijing Rules, developed under the auspices of the United Nations, stip-
ulates that in all criminal cases – except for those of minor gravity – the competent au-
thorities are required to carry out a thorough investigation before issuing a final decision. 
This examination must include aspects such as the minor’s personal background, family 
environment, socioeconomic conditions, and the specific circumstances of the alleged 
offense [2].

The rationale behind this rule lies in the need to ground judicial decisions in a com-
prehensive analysis of the child’s life circumstances, thereby avoiding arbitrary or dispro-
portionate treatment. In the same vein, the UN Convention on the Rights of the Child, rat-
ified by the Republic of Moldova in 1993, mandates in Article 40 that the state guarantees 
every child suspected or accused of having committed an offense the right to a fair trial, 
conducted promptly and with full respect for human dignity. This convention represents 
the cornerstone of any justice system that claims to be centered on the protection of the 
rights of minors in conflict with the law.

Complementing these provisions, two additional international documents further 
structure the normative architecture of juvenile justice: The United Nations Guidelines for 
the Prevention of Juvenile Delinquency, known as the Riyadh Guidelines, promote preven-
tion policies based on social inclusion, education, and community-based intervention.

Alongside these, the United Nations Rules for the Protection of Juveniles Deprived 
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of Their Liberty, adopted under Resolution 45/113, aim to ensure humane and age-ap-
propriate conditions in all forms of detention applicable to children. From a doctrinal 
perspective, Romanian professor Gabriel Mihai, a specialist in juvenile criminal law, ar-
gues that the effective implementation of these standards requires “not only a formal 
transposition into legislation but a genuine internalization of these principles within the 
professional culture of legal practitioners” [3, p.217].

In the context of the Republic of Moldova, applying these norms necessitates a crit-
ical analysis of the compatibility between international commitments and domestic leg-
islation, as well as current judicial practices. According to Article 50, paragraph (2) of 
the Constitution of the Republic of Moldova, the state undertakes to provide “a special 
assistance regime” for children and young people, thereby reaffirming the importance of 
differentiated treatment adapted to the developmental needs of this vulnerable group 
[4]. The legal framework for juvenile criminal liability is established in Article 21 of the 
Criminal Code, which sets the general age of criminal responsibility at 16. Exceptionally, 
liability may begin at the age of 14 for particularly serious offenses. Below this age thresh-
old, criminal liability is legally excluded, reflecting recognition of the child’s insufficient 
cognitive and emotional development to consciously assume the consequences of their 
actions [5].

As Moldovan researcher Cristina Țăranu affirms, “the legal treatment applied to mi-
nors must meet not only the requirements of the law but also educational and psychoso-
cial protection considerations aimed at reducing the risk of recidivism” [6, p.98]. There-
fore, the intervention of the state in cases involving minors under the age of 14 should not 
be repressive but rather social, educational, and reintegration-oriented, aligned with the 
modern paradigm of restorative justice. Alongside this penal framework, other branches 
of national law provide relevant normative foundations for child protection.

For instance, the Family Code, in Article 2, paragraph (1), recognizes the fundamen-
tal role of the state in defending and promoting family relationships, outlining the notion 
that a stable family environment acts as a shield against deviant behavior. Similarly, Law 
No.547-XV of 25 December 2003 on Social Assistance establishes an institutional network 
aimed at mitigating the effects of social risks on children and vulnerable families. This 
involves interventions through specialized services and financial support, with the goal of 
reducing social marginalization, particularly in the case of minors from socio-economi-
cally disadvantaged backgrounds.

In addition to these normative dimensions, criminological analysis emphasizes the 
relevance of psychosocial components in evaluating juvenile delinquent behavior. The 
minimum age of criminal responsibility is not merely a matter of positive law but also 
reflects a social and cultural construct tied to the moral maturation of the child. Recent 
studies in juvenile neuropsychology demonstrate that the brain’s executive functions – 
responsibility, empathy, and the ability to anticipate consequences – are not fully de-
veloped before the age of 18 to 21 [7]. According to researcher Mihaela Tomiță, “deviant 
behavior among adolescents is often an expression of emotional imbalance within the 
family, lack of supervision, or insufficient school integration” [8, p.164].

Consequently, the criminal justice system must shift from a purely retributive par-
adigm to an integrative one, centered on rehabilitation and early intervention. This ap-
proach is also endorsed by the United Nations, which explicitly recommends the integra-
tion of psychosocial services at all stages of the criminal process, from investigation to 
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post-sentence reintegration.With regard to the empirical dimension of the phenomenon, 
data provided by the General Police Inspectorate reveal a slightly upward trend in juve-
nile delinquency. In 2021, 695 offenses committed by minors were recorded, representing 
2.6% of the national total – an increase of 14.7% compared to the previous year. In 2022, a 
similar number of 705 offenses was reported, maintaining the same proportion within the 
overall crime rate [9]. Recent statistics confirm the stable share of offenses committed by 
minors in the total crime rate of the Republic of Moldova at around 2.6% in 2022, although 
a slight percentage increase of 1.4% was observed compared to the previous year.

While quantitatively stable, this figure conceals a complex structural dynamic, indi-
cating a rising trend in terms of severity and the types of offenses committed. A disaggre-
gated analysis reveals the clear predominance of property-related crimes. In 2021, thefts 
accounted for 52.8% of all offenses committed by minors, followed by robberies (9.5%) 
and acts of hooliganism (6.5%). Similar data were recorded in 2020, when 56.3% of the 
606 offenses attributed to minors were thefts, 6.6% were robberies, and 4% were acts of 
hooliganism [10]. Following a slight decline in 2020 (-8.7% compared to 2019), the subse-
quent years marked a return to an upward trend. This evolution highlights the limitations 
of the legal system in effectively and appropriately addressing the specific needs of this 
vulnerable group.

The need for an integrated intervention is increasingly pressing from strengthening 
prevention mechanisms to developing rehabilitation programs tailored to the individual 
needs of young people. In the legal doctrine, family structure and educational models 
are recognized as major determinants of minors’ behavioral profiles. In the case of the 
Republic of Moldova, studies reveal a direct correlation between the absence of paren-
tal supervision and the increased risk of juvenile delinquency. According to Irina Rusu, a 
specialist in social psychopedagogy, “economic migration, family breakdown, and the ab-
sence of parental authority create emotional voids that may be compensated by antisocial 
behavior” [11, p.241].

In households where parents have migrated abroad for work, children are frequent-
ly left in the care of relatives or other members of the extended family without any formal 
delegation of parental responsibilities. This situation creates emotional instability and a 
lack of daily supervision – risk factors also confirmed by studies conducted in Chișinău, 
where 41% of surveyed children stated that their mothers were abroad, and 35.7% lacked 
the presence of their fathers. In 34.5% of cases, there was no formal arrangement to en-
sure parental continuity. Another alarming aspect is the absence of specialized services 
dedicated to children affected by parental migration. At present, these children only ben-
efit from general support intended for minors in difficulty, without specific interventions 
tailored to the psychosocial vulnerabilities caused by family separation. This institutional 
gap limits the state’s capacity to provide effective psychological and educational support.

One of the most pressing social phenomena affecting the psychological well-being 
of minors in the Republic of Moldova is the economic migration of parents. Urban studies, 
particularly in the municipality of Chișinău, reveal a chronic lack of notification to author-
ities when parents leave the country, which undermines the ability of social workers to 
intervene in a timely manner. The consequences of this institutional shortfall are alarm-
ing: only 4.8% of surveyed children maintain daily communication with their migrant par-
ents, while 71.5% strongly feel the absence of parental affection, 61.7% suffer from a severe 
communication gap, and 22.7% report lacking coherent educational support.
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This emotional and educational disconnect has direct consequences on children’s 
emotional state and behavior. Minors left without supervision and emotional support fre-
quently exhibit risky behaviors such as alcohol and substance use, attendance at unsuper-
vised venues, depressive episodes, and impulsive aggression. These behaviors are symp-
tomatic of the lack of a stable and predictable emotional environment, which is essential 
during the formative stage of adolescence [12, p.152]. In this context, the normative and 
procedural framework of criminal investigation must be adapted to reflect the complexity 
of social realities. The Republic of Moldova has ratified the UN Convention on the Rights 
of the Child, and national legislation – particularly the Criminal Code and the Criminal 
Procedure Code – contains special provisions concerning minors in conflict with the law.

Criminal investigations involving adolescents must be conducted with strict obser-
vance of the child’s fundamental rights, including the right to defense, the right to a fair 
trial, the protection of privacy, and the application of a treatment adapted to their level of 
cognitive development. Interrogations, hearings, and other procedures must be conduct-
ed in an environment that does not induce anxiety, using clear and accessible language, 
with the mandatory participation of a lawyer and a specialized psychologist. The primary 
objective should not be repressive but restorative.

Modern juvenile justice policies promote alternative measures such as psycholog-
ical counseling, mediation, educational supervision, or community-based interventions, 
which provide real opportunities for reintegration and reduce the risk of recidivism. To 
make these measures effective, it is imperative that all actors involved in criminal in-
vestigation – police officers, prosecutors, judges – receive continuous training focused 
on adolescent psychology, empathetic communication, and the adaptation of procedural 
tools to the particular needs of each minor [13]. A key challenge remains ensuring a bal-
ance between public safety imperatives and the demands of child protection. In recent 
years, the Republic of Moldova has initiated reforms in the juvenile justice system, target-
ing both the expansion of prevention programs and the strengthening of rehabilitation 
mechanisms in line with international standards.

An essential pillar in building a juvenile-sensitive criminal justice system is the ju-
risprudence of the European Court of Human Rights (ECtHR), which, through a series of 
landmark decisions, has outlined interpretative benchmarks for respecting minors’ rights 
in criminal proceedings. These rulings emphasize the need for a rigorous adaptation of 
procedural safeguards to the cognitive and emotional development levels of children. 
Starting from the provisions of Article 6 of the European Convention on Human Rights, 
which enshrines the right to a fair trial, the ECtHR ruled in the cases of V.T. v. the Unit-
ed Kingdom and S.C. v. the United Kingdom that states have a duty to ensure effective 
legal representation for minors, as well as treatment appropriate to their age. The Court 
concluded that conducting an interrogation in the absence of a lawyer or parent/legal 
representative constitutes a serious breach of procedural fairness, particularly in the case 
of vulnerable individuals.

In the case of N.C. v. Italy, the Court reaffirmed that the pre-trial detention of mi-
nors must be used strictly as a measure of last resort, requiring courts to thoroughly ana-
lyze the adolescent’s personal circumstances and to ensure the protection of their dig-
nity and psychosocial integrity. The ECtHR emphasized that the standards for detention 
applicable to minors must differ significantly from those applied to adults, as the primary 
goal should be rehabilitation, not punishment. A landmark decision, Blokhin v. Russia, 
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provided an extensive assessment of situations where minors are placed in temporary 
detention centers. The Court held that in such cases, a presumption of the criminal na-
ture of the procedure arises, even if not officially classified as such. This presumption can 
only be rebutted under exceptional circumstances, and in their absence, the application 
of custodial measures amounts to initiating criminal proceedings under the Convention.

These rulings confirm the ECtHR’s consistent jurisprudential stance in favor of a 
juvenile justice model focused on the protection and rehabilitation of minors, in which 
procedures not only respect established rights but are also tailored to children’s develop-
mental realities. Reflecting these standards in domestic law – both legislatively and in the 
practice of prosecutorial and judicial bodies – is essential to ensuring a coherent, humane, 
and fair legal treatment. As emphasized by Prof. Dr. Ineta Ziemele, former ECtHR judge, 
“a justice system that fails to account for the particularities of minors becomes, through 
its rigidity, an additional factor of vulnerability” [14, p.314]. Building upon the theoretical 
foundations and conceptual framework previously analyzed, it is crucial to investigate the 
concrete manner in which the standards set by the European Court of Human Rights are 
implemented in practice, both within domestic jurisdictions and internationally.

The mere formal transposition of these norms into national legislation is insufficient 
in itself – real effectiveness depends on how they are concretely applied by the day-to-
day actions of criminal justice actors. A relevant model in this regard is the National Crime 
Prevention Council (NCPC) in the United States of America, which operates as a support 
mechanism for communities, families, and institutions in the effort to combat juvenile 
delinquency. This body develops analytical tools, evidence-based intervention methodol-
ogies, and educational strategies aimed at preventing the emergence of criminal behavior 
among youth. It also coordinates interinstitutional programs and supports the ongoing 
training of professionals in the field by promoting a culture of prevention and rehabilita-
tion rather than repression.

Regarding criminal proceedings involving minors, special attention must be paid 
to the interrogation phase, which represents one of the most vulnerable stages of the 
process. Interaction with a child suspect or accused cannot take place under the same 
conditions as with an adult; a psychologically supportive, non-intimidating environment 
is required – one in which the minor feels protected and understood. It is imperative that 
every procedural action be adapted to the child’s age, level of cognitive and emotional de-
velopment, and comprehension capacity. This adaptation calls for specialized profession-
al training for all involved actors – police officers, prosecutors, judges, and social workers 
– so that they may apply communication techniques appropriate for minors.

Moreover, the presence of a lawyer, psychologist, or trusted adult during hearings is 
mandatory to ensure that the procedure is fair and non-discriminatory [15]. In this con-
text, the “Beijing Rules” developed by the United Nations, offer a solid normative founda-
tion, emphasizing respect for the dignity of the child, the need for procedures tailored to 
their level of maturity, and the avoidance of stigmatization or retraumatization. Authori-
ties’ interventions must not be based solely on the seriousness of the offense, but should 
incorporate a broad assessment of the minor’s psychosocial profile, with the ultimate aim 
being rehabilitation rather than punitive sanction.

Furthermore, recent studies in forensic psychology show that merely involving a 
child in a criminal procedure can have long-term traumatic effects, negatively impact-
ing self-image, trust in authorities, and the trajectory of personal development. For this 
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reason, it is essential to include ongoing psychological support for minors throughout 
the entire criminal justice process. Such an integrative approach promotes both a re-
duction in the risk of recidivism and a more effective and sustainable social reintegration 
[16]. In the context of modernizing and humanizing the juvenile criminal justice system, 
alternative options to traditional interrogation procedures and punitive mechanisms are 
becoming increasingly relevant. Interventions such as restorative justice mediation, psy-
chological counseling, and community rehabilitation programs prove to be not only less 
traumatizing for young offenders but also more effective in terms of social reintegration 
and recidivism prevention.

A compelling example is offered by the Nordic juvenile justice models, particularly 
those of Sweden and Norway, where penal policies have been restructured around the 
principles of rehabilitation, restoration, and community participation. In these countries, 
the response to juvenile delinquency is guided by a philosophy that views the child not 
as a criminal, but as a developing individual in need of support for social reintegration. 
Families, schools, and community actors are actively involved in judicial interventions 
through integrated mechanisms that combine psychological support with education and 
individualized counseling.

Conversely, the analysis of cases in which minors’ procedural rights have not been 
respected reveals systemic dysfunctions that cannot be ignored. These examples, often 
documented in international reports or in ECtHR jurisprudence, offer critical reference 
points for normative and institutional recalibration. The study of such deficiencies does 
not serve a punitive purpose, but rather a constructive one: to identify vulnerabilities 
and prevent the perpetuation of practices contrary to the best interests of the child. Ac-
cordingly, the evaluation of the juvenile justice system must be dynamic and adaptable, 
focused on balancing the demands of public order with the imperative of child protection.

Such balance can only be achieved through an in-depth understanding of each case, 
taking into account not only the nature of the offense but also the child’s age, emotional 
maturity, family background, and psychosocial context. Moreover, shifting the focus from 
punitive response to identifying the root causes of deviant behavior represents one of 
the most challenging yet necessary directions. An effective juvenile justice system should 
not act solely post-factum but must include early educational and therapeutic interven-
tions aimed at fostering individual responsibility and preventing the escalation of criminal 
conduct [17]. A core component of this paradigm is the continuous and interdisciplinary 
training of professionals involved (judges, prosecutors, lawyers, psychologists, police of-
ficers) who must combine legal expertise with empathetic communication skills and psy-
choeducational intervention abilities.

Furthermore, in the digital age, the proliferation of judicial technologies necessi-
tates a reconsideration of how criminal procedures involving minors are managed, with a 
strong emphasis on data confidentiality, privacy protection, and the avoidance of re-vic-
timization. Juvenile justice reform cannot be envisioned outside of an ethical and human-
istic framework that prioritizes the child’s recovery, dignity, and future over the mere 
punitive imperative. Only through such a comprehensive approach can a justice system 
be built that not only enforces the law but also humanizes it, becoming a genuine instru-
ment of protection, transformation, and social inclusion.

A key document in shaping a child-friendly criminal justice system is the Council 
of Europe’s Committee of Ministers Guidelines on Child-Friendly Justice. Although pri-
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marily focused on judicial procedures and their alternatives, the guidelines emphasize 
the importance of cooperation among all stakeholders involved in responding to juvenile 
delinquency. They highlight the necessity of an integrative approach, in which profes-
sionals from diverse fields – legal experts, psychologists, police officers, social workers, 
medical personnel, and mediators – collaborate to gain a comprehensive understanding 
of the child and the context in which they are situated. The guidelines recommend the 
development of a common assessment framework for minors involved in judicial proce-
dures, which should consider not only legal aspects but also social, cognitive, emotional, 
and health-related factors.

This multidisciplinary approach contributes to making well-informed decisions cen-
tered on the best interests of the child and helps reduce the risk of disproportionate or 
ineffective interventions. Looking to the future, it is imperative that the juvenile criminal 
justice system in the Republic of Moldova continue its process of reform and adaptation 
in line with international developments and domestic social realities. This entails not only 
legislative changes, but also the active promotion of rehabilitation programs, ensuring ac-
cess to education, psychological services, and community support, particularly for minors 
from vulnerable backgrounds. At the same time, maintaining an open and constructive 
dialogue among all relevant actors – public institutions, civil society organizations, juve-
nile justice experts, mental health professionals, and local community representatives – is 
essential. Only through genuine collaboration can a criminal justice system be built that 
not only punishes but also educates, protects, and reintegrates.

In the same vein, it is important to emphasize that fair and humane treatment of mi-
nors in conflict with the law is not only a legal obligation but also a reflection of a society’s 
moral and institutional maturity. A child-friendly criminal justice system must be proac-
tive, empathetic, and equitable – focused on prevention, rehabilitation, and inclusion.

Conclusions and recommendations. At the conclusion of this research, we wish 
to emphasize the necessity of a periodic, rigorous, and impartial review of the juvenile 
criminal justice system, with a focus both on the progress made and on the areas that still 
require adjustments. Case studies, judicial practice analyses, and legal norm assessments 
indicate visible advancements in recognizing and addressing the specific needs of adoles-
cents in conflict with the law, as well as a growing orientation toward recovery and rein-
tegration measures. However, despite these positive developments, gaps persist, notably 
in ensuring effective access to qualified legal assistance, implementing age-appropriate 
interviewing methods, and providing sufficient psychosocial support programs.

Another critical aspect is the continuous training of the professionals involved in 
the justice process. Legal competencies must be complemented by a deep understand-
ing of the social and psychological dimensions that influence juvenile behavior. Judicial 
practices cannot ignore these realities if they aim to deliver effective and fair interven-
tions. Furthermore, adapting to the fast pace of social and technological change requires 
not only openness but also responsiveness. New technologies can enhance the criminal 
process but also bring risks related to privacy and the protection of personal data, par-
ticularly concerning children.

It is essential for the legal system to be flexible and responsive to the complexity of 
each case. Assessing a minor must involve more than evaluating the committed act – it 
requires analyzing their family background, emotional maturity, educational level, and 
support network. A fair justice system demands a delicate balance between safeguarding 
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public order and upholding human dignity, even in the most challenging situations. Sus-
tainable reform in this field cannot occur without the cooperation of all relevant stake-
holders – from legislators and judges to psychologists, educators, social workers, and 
NGOs. A collective vision is needed, one that treats the minor not merely as a subject of 
criminal liability but as a person in development, with the potential for change.

We therefore recommend the strengthening of a continuous monitoring system of 
the juvenile criminal justice response, aiming to build an institutional framework that does 
not punish, but offers genuine support and the opportunity for dignified development.
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Summary
The management of human activity emerged from the first forms of social organization, and to the ex-

tent of the continuous progress of humanity, the management of human resources is diversifying innovatively. 
Human thinking has accelerated the development of science and technology, and the basis of the organization 
and management of various activities, as a priority, is the efficient use of human, material and financial re-
sources necessary to achieve the purpose of the activity carried out.

Among the useful activities for society is the special investigative activity that aims to prevent crimes 
and fight crime through special investigation procedures and measures applied only on the grounds and under 
the conditions provided by law. The management of this activity is ensured through the leaders of the author-
ities - subjects of the special investigative activity and is carried out directly by the leader(s) of the specialized 
subdivision (s).

Keywords: leader, authority, specialized subdivision, special investigative activity, special investigative 
measures.

Introduction. Law No.59 of 29.03.2012 on Special Investigative Activity [1, Art.8] 
(hereinafter the Law on SIA) dedicates a separate article to the heads of specialized subdi-
visions; and for a better understanding of the structural organization of the authority that 
carries out special investigative activity, as well as the importance of the head’s position 
in this architecture, some explanations are needed.

The proposed law does not provide for the notion of the head of the specialized sub-
division, and under these conditions, it would be difficult to understand the importance of 
this position, as well as which persons are eligible to be appointed for this activity.

The formulation of a notion, without attributing the exhaustive aspect, would be 
necessary to highlight the significance of the function of head of the specialized subdivi-
sion, which has direct involvement in the organization of special investigative activity in 
the process of crimes/crime’s preventing and combating.
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In this context, we propose the following notion “head of the specialized subdivision 
with responsibilities in carrying out special investigative activity is the person designated in 
this position, based on the administrative act issued by the head of the authority – subject of 
the special investigative activity and/or issued by the head empowered with this right with-
in the institution subordinated to this authority, being invested with rights, obligations and 
responsibilities resulting from this law and from the rules for the application of this law”. 
This notion, if applicable, can be outlined by including professional, ethical and personal 
qualities specific to the position of a head of the specialized subdivision.

At the same time, the head of the specialized subdivision is perceived as a boss and/or 
as a leader, and leadership [2], has a multitude of leadership styles, which can also complete 
a notion, offering the leader opportunities to adapt their work in such a way that subordi-
nates to perform their function as well as possible and to be as productive as possible.

Only those persons who correspond to certain skills determined by the competencies 
in the field of special investigative activity, are appointed as heads of the specialized sub-
division, and taking into account the complexity of the organizational structure of the au-
thority – subject of SIA, management positions are ranked and delimited by competencies.

Among the basic skills that the head of the specialized subdivision must have, we 
can list the following:

 – Knowledge regarding the organization and implementation of special investigative 
activities;

 – Knowledge regarding the protection of information classified as state and service 
secret;

 – Managerial knowledge regarding planning, coordination and control of special in-
vestigative activity;

 –  Knowledge of working with confidential employees;
 –  Knowledge regarding the special file management;
 –  Knowledge regarding the financial assurance of special investigative activities, etc.

In addition to the basic skills listed, the leader is to ensure the proper functioning of 
the activity of the specialized subdivision led, which will include the series of necessary 
processes such as selection, hiring, continuous training and equipping with all the nec-
essary (special technical means, means of transport, other mobile and immobile logistical 
means, including for deployment) the subordinate personnel (investigation officers and the 
personnel who provide direct assistance in carrying out SIA tasks), etc. managerial skills.

Within the aforementioned context, it is noted that the functions of the heads of 
specialized subdivisions, arising from their functional competencies, are delimited by hi-
erarchy, and this delimitation is interdependent on the procedure for establishing the 
specialized subdivision with competencies in the field of SIA and on the procedure for 
granting the status of investigation officer.

According to Art.6 paragraph (1) of the Law on SIA, the subjects who carry out special 
investigative activity are the investigation officers of the specialized prosecutor’s offices 
(Anti-Corruption Prosecutor’s Office and Prosecutor’s Office for Combating Organized 
Crime and Special Cases) [3, Art.7 para.(1), Art.9 para.(1), (4) and (5), Art.99 para.(7) and (8)] 
and investigation officers of specialized subdivisions within or subordinated to the Min-
istry of Internal Affairs, the Ministry of Defense, the National Anticorruption Center, the 
State Protection and Guard Service, the Customs Service, the State Fiscal Service and the 
National Penitentiary Administration. Therefore, we determine that only the authorities 
mentioned in the provisions of paragraph (2) of the mentioned article may create within 
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or under their control specialized subdivisions with competences in the field of special 
investigative activity.

Simultaneously, the organizational structure and staffing of the specialized subdivi-
sion(s) within the authorities differ and are interdependent on several factors, including 
the complexity of the authority’s organizational structure, the tasks and their scope of 
implementation determined within the competence of one or another authority, etc.

Specialized subdivisions with competences in carrying out special investigative ac-
tivities (hereinafter specialized subdivisions) are created within or under the authority on 
the basis of the administrative act that is specific to the authority, signed by the head of 
the authority specified in Art.6 paragraph (1) of the Law on SIA.

For the establishment of specialized subdivisions with competences in carrying out 
special investigative activities within or under the subordination of the Ministry of Internal 
Affairs, the minister (in the case of another authority – its head) signs the administrative act 
(order), based on the motivated proposal(s) (necessary for the achievement of functional com-
petences and attributions in the field of SIA) of the head(s) of the subordinated institutions.

Respectively, the Minister of Internal Affairs (in the case of another authority – its 
head), through the administrative act, grants the status of investigation officer only to the 
positions indicated in the approved staff list according to the organizational chart of the 
specialized subdivision(s) with competences in carrying out special investigative activity. 
The heads of institutions subordinated to the authority have the power to issue the admin-
istrative act of hiring and nominally designating personnel in the positions of the special-
ized subdivision, if the legal norms provide for these powers, or this right is delegated to the 
head(s) of the subordinated institution(s) by order of the Minister of Internal Affairs.

The organizational chart and staffing of the specialized subdivision are diversified 
and include a number of other functions which, although not meeting the full competen-
cies of the investigation officer [4, Arts.9, 11, 12] through the support activities provided, 
contribute and/or are indispensable in achieving the objectives of the SIA. Thus, when 
granting the status of investigation officer, the support functions that are part of the spe-
cialized subdivision will also be taken into consideration, except for the functions within 
other subdivisions that do not have direct attributions to achieving the SIA objectives, but 
provide specialized support in a specific field of activity.

Each specialized subdivision is headed by a leader, who may be assisted by one or 
more deputies, having in their hierarchical subordination other heads that have the in-
vestigation officers directly subordinated. The hierarchy of subordination and division of 
management functions is diverse and does not have a similarity within the authorities – 
subjects of the SIA, because the organizational structure of the authorities differs.

Respectively, in the case of the creation of a specialized subdivision(s), the authority 
will issue one or more administrative acts, which will certainly include information regarding:

- Establishment within or under the authority of a viable operating structure;
- Approval of the organizational chart and staffing;
- Approval of the rules (regulations and/or instructions) for the organization and 

functioning of the activity;
- Delegation of powers to the head of the subordinated institution regarding ensur-

ing control, coordination and direction of special investigative activity, as well as the right 
to appoint persons to some leadership positions of the specialized subdivision(s), etc., 
powers that are within the direct competence of the head of the authority. 

The impartiality of the process of control, coordination and direction of activity 
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within an authority is a priority, and this process is achieved including by hierarchizing 
the subordination of management functions.

At the same time, it should be noted that although the Minister of Internal Affairs 
(in the case of another authority – its head), is the head of the authority within and under 
which specialized subdivisions with competences in carrying out SIA are established, how-
ever, the position of the minister, by virtue of the Law on SIA, is not invested with functional 
powers and competencies similar to those determined for the head of the subdivision spe-
cialized in carrying out SIA. The position of the head of the General Police Inspectorate (or 
the head of another institution within or subordinated to the authority – subject of the SIA) 
is in a similar situation, which has a deputy who is invested with the powers of organiza-
tion, coordination and control of special investigative activity. In turn, in other words, the 
Minister of Internal Affairs and the Head of the General Police Inspectorate ensure the issu-
ance of administrative acts regarding the creation, organization and ensuring the activity of 
specialized subdivisions, appoint the heads of specialized subdivisions to positions, ensure 
institutional, national and international cooperation, as well as ensure the control of special 
investigative activity. This does not mean that they are devoid of other skills characteristic 
of a leader of a specialized subdivision. In this sense, the Law on SIA makes a delimitation of 
the functional attributions of the head of the authority and/or the head of the institution 
subordinated to it from those of the head of the specialized subdivision.

The direct powers of the head of the authority result from the organization and 
functioning rules of the authority, adopted by the Parliament or the Government or by 
decree of the President of the Republic of Moldova. For example, the leadership of the 
Ministry of Internal Affairs is exercised by the minister, and the functional attributions of 
the minister are directly specified in the Regulation on the organization and functioning 
of the Ministry of Internal Affairs, approved by Government Decision No.693 of 30.08.2017 
on the organization and functioning of the Ministry of Internal Affairs [4, point 9]. Another 
example, the State Protection and Guard Service is headed by a director, appointed and 
dismissed from office by the President of the Republic of Moldova, and the functional 
attributions of the director are specified both in Law No.134 of 13.06.2008 on the State 
Protection and Guard Service and in the Regulation on the organization and functioning 
of the State Protection and Guard Service, approved by decree of the President of the Re-
public of Moldova, at the proposal of the director of the Service [5, Art.8-10]. The leaders of 
other non-exemplified authorities, subjects of the SIA, are also governed by the rules spe-
cific to the authorities to which they belong. Simultaneously, the basic attributions of the 
heads of the authorities, subjects of the SIA, determined by direct norms, are additionally 
complemented with a series of specific attributions granted by other laws, and the Law 
on the SIA, through the provisions mentioned above, serves as an example. Therefore, the 
excess of powers granted to the head of the authority may also have some unpredictable 
consequences, which can be anticipated including by delegating some powers to other 
leaders initiated in this field of activity.

So, in the case of an authority that has a complex organizational structure (for ex-
ample, the Ministry of Internal Affairs), as a rule, the head of the authority delegates some 
of his or her duties to the head of the institution subordinated to the authority, who, 
independently and/or in coordination, ensures the organization of the activity of the 
specialized subdivision(s) subordinated to him or her.

Returning to the provision of Art.8 of the Law on SIA, dedicated to the head of the 
specialized subdivision “heads of specialized subdivisions of the authorities that carry out 
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special investigative activity”, we are faced with the words “of the authorities”, also pres-
ent in paragraph (1) of the same article, which may further disrupt our perception of who 
the head of the specialized subdivision is in relation to the position of head of the author-
ity. On the contrary, as mentioned above, the head of the authority and/or the head of 
the institution subordinated to the authority only performs administrative functions hi-
erarchically superior to the function of the head of the subdivision specialized in carrying 
out special investigative activity. Starting from this fact, as well as understanding that the 
system of organization and functioning of the authorities - subjects of the SIA is different, 
it would be rational to submit a legislative initiative to exclude the words “of the author-
ities” from the title of Art.8 and from the provisions of paragraph (1) of the same article. 
Likewise, it would be rational to include in paragraph (1) of the aforementioned article the 
notion of the head of the specialized subdivision that carries out the special investigative 
activity, and additionally, a proposal for such a notion that was presented above. The ini-
tiatives presented would contribute to a clearer understanding of the notion of the head 
of the subdivision specialized in carrying out special investigative activities and would 
exclude any possible interpretations or textual errors.

In the meanwhile, the head of the subdivision specialized in carrying out special in-
vestigative activities has a number of duties, rights and responsibilities determined by the 
Law on SIA, but also by other norms developed for the application of this law.

The duties, rights and responsibilities of the head of the specialized subdivision re-
sult directly from the provisions of the Law on SIA (Art. 5 para.(2), Art.51, Art.6 para.(3), 
Art.7, Art.8, Art.9 para.(6), Art.10 para.(1) letter a) and para.(2), Art.11-13, Art.15-17, Art.20, 
Art.21 para.(3), Art.22 para.(1) and para.(4), Art.221 para.(2), para.(4) and para.(6), Art.24 para.
(1) and para.(2), Art.26 para.(1) and para.(3), Art.27 para.(1), para.(4), para.(5), para.(7) and 
para.(8), Art.28-364, Art.37 para.(1), Art.38 para.(2) and para.(3); Art.40, Art.41 para.(2)), as 
well as ensures the execution processes by the investigating officer of the procedures 
ordered in accordance with the Criminal Procedure Code [7, Art.572 para.(3), section 5 
“special investigative measures” Art.133-13812].

The delimitation of the functional attributions of the head of the authority from 
those assigned to the competence of the head of the specialized subdivision also results 
from other common and departmental norms approved by the subject authorities of the 
SIA, however, the provisions of these norms cannot be disclosed for the purpose of en-
suring the protection of information attributed to state secret.

Therefore, the head of the specialized subdivision within or subordinated to the 
authority, subject of the special investigation activity organizes and ensures the proper 
functioning of the led subdivision and is the person responsible for the implementation 
and control of compliance by the subordinated investigation officers with all processes 
regulated by the operating rules of the specialized subdivision in SIA carrying out.

Respectively, the head of the authority – subject of the special investigative ac-
tivity –exercises administrative functions directed at the creation and/or dissolution of 
the specialized subdivision, appoints or revokes the head of the specialized subdivision, 
approves regulations and other norms for the functioning of the specialized subdivision, 
delegates powers, as well as exercises other attributions provided for by the special norms 
in the field of SIA that do not overlap and do not contradict the attributions determined 
for the head of the specialized subdivision.

Ferenda law proposals:
- Exclusion of the words “of the authorities” from the title of Article 8 of Law No.59 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 638
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

of 29.03.2012 on special investigative activity, and presentation of the name of the article 
in the new wording “Head of the specialized subdivision carrying out special investigative 
activity”;

- Inclusion in Art.8 paragraph (1) of Law No.59 of 29.03.2012 on special investigative 
activity of the notion “the head of the specialized subdivision with responsibilities in car-
rying out special investigative activity is the person designated in this position, based on 
the administrative act issued by the head of the authority – subject of the special investiga-
tive activity – and/or issued by the head empowered with this right within the institution 
subordinated to this authority, being invested with rights, obligations and responsibilities 
resulting from this law and from the rules for the application of this law”;

- Textual merging of the current provisions of paragraph (1) with the provisions of 
paragraph (2) of Art.8 of Law No.59 of 29.03.2012 on special investigative activity, and 
presentation of the content of paragraph (2) in the new wording “The head of the special-
ized subdivision that carries out the special investigative activity, hereinafter referred to 
as the specialized subdivision, authorizes the special investigative measures provided for 
in Art.27 paragraph (1) point 3), gives written instructions and exercises control over their 
execution, distributes the documents ordering the performance of the special investigative 
measures, directs and coordinates the activity of the subordinated investigative officers”.

The proposals for lege ferenda submitted above aim to exclude possible interpreta-
tions or textual errors, and are intended to bring clarity to the procedure for appointing 
to office and granting the status of head of the specialized subdivision.

The functional attributions determined within the competence of the head of the 
subdivision specialized in carrying out special investigative activity are to be delimited by 
the administrative attributions with which the head of the authority and other heads of 
subdivisions and institutions within or subordinated to the authority are invested – sub-
jects of special investigative activity, and the common normative act and/or departmen-
tal act issued by the authorities implementing Law No.59 of 29.03.2012 on special investi-
gative activity are to remove the confusions found through this study.
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Summary
The comparative analysis of the legislation of Romania and the Republic of Moldova is a study worthy of 

attention given that both states have common social values   and sources of law.
The study of the typology of crimes committed in recent decades is aimed at protecting the norms in the 

field of the environment, public health, occupational safety, financial, commercial, and fiscal environment. This 
has determined the usefulness and necessity of regulating in modern criminal law the harshest punishment 
against legal entities. The liquidation of legal entities as a criminal sanction is a complex process, justified by 
socio-economic needs. The study of this institution has been the subject of disputes that have marked criminal 
doctrine throughout the last century. The dissolution of legal entities implies the occurrence of consequences 
provided for by civil legislation, so that the interaction of criminal law norms with civil law norms is achieved 
with difficulty, taking into account the purpose of criminal law in general.

Keywords: legal person, criminal liability of the legal person, liquidation, dissolution, private law legal 
persons, public law legal persons.

Introduction. The economic development of the late 19th and early 20th centuries 
was the premise for the emergence of more and more legal entities, so that the risk of 
committing crimes by them increased considerably. As a consequence, the criminal liabil-
ity of the legal person began to be regulated in legislation or jurisprudence. The common 
law system being the first to reintroduce in the contemporary era the criminal liability 
of the legal person [1, p.29]. This, becoming over time, from a historical fiction, a reality 
regulated in modern criminal codes. Whether it is necessary or not, whether it is useful or 
not, is a topic that still involves many discussions in the specialized literature. [2, p.653].

The study of the historical evolution of this institution is able to support the idea 
that the criminal liability of legal entity is not a reckless innovation of the last decades, on 
the contrary, it is in perfect accordance with the fundamental principles of criminal law, 
with the nature of the legal person and is justified by the needs of socio-economic order 
[3, p.81-84].

Promoters of the theory of reality believe that it is possible to engage the criminal 
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liability of the legal entity, or it is a legal reality, having its own will, distinct from that of 
its members, with its own patrimony, having rights and obligations distinct from those of 
its members. Once the civil liability capacity of the legal entity was recognized, it was only 
one step until the criminal liability was recognized [2, p.657].

The analysis of the criminal typology of the last decades shows a tendency to com-
mit crimes directed against the social values of general interest of the community: the 
environment, public health, work safety, the financial, commercial, fiscal field. This phe-
nomenon highlighted the need for a doctrinal approach to the usefulness of holding the 
legal person criminally liable.

The realization of criminal law norms takes place through the voluntary compliance 
by the majority of individuals of criminal precepts. Thus, the importance of the enforce-
ment of criminal law sanctions is determined by the achievement of the legal order both 
by compliance and by the coercion exercised against those who ignored the provisions of 
the criminal rules. If criminal liability is a consequence of the commission of a crime, then 
the sanction and its enforcement is the consequence of establishing criminal liability [4, 
p.81].

In modern criminal law, the Council of the European Union on June 19th, 1997 ap-
proved the second protocol drawn up under Article K.3 of the Treaty on the European 
Union, to the Convention on the protection of the financial interests of the European 
Communities by which it signaled to the member states that the Communities European 
countries may be affected or threatened by acts committed in the name of legal entities 
and by acts involving money laundering and the conviction that these states had reached 
of the need to adapt, as the case may be, national legislation, so that they provide for the 
criminal liability of legal entities for acts of fraud, corruption or money laundering, com-
mitted in their name, which harm or risk harming the financial interests of the European 
Communities. Thus, Art.3 of the mentioned normative act required the Member States to 
take the necessary measures so that legal entities are held criminally liable for the crimes 
of active corruption, fraud and money laundering. According to the cited regulation, the 
employment of criminal liability could occur under the conditions in which the crime is 
committed: a) in the name of the legal entity; b) by any person acting either individually 
or as a member of a body of the legal entity that has management attributions within it, 
on one of the following alternative bases: power of representation of the legal entity; the 
authority to make decisions on behalf of the legal entity; the authority to exercise control 
within the legal entity [5].

Methods and materials applied. Comparative analysis of the legislation of the Re-
public of Moldova and Romania, of the relevant doctrine requires studying each element 
of the execution of the penalty in the form of liquidation of the legal entity.

Discussions and results obtained. Subjects involved in ensuring the execution of the 
sentence with the liquidation of the legal entity. The State is the only active subject of 
criminal liability relations, having the monopoly of the right to punish. This is carried out 
through the bodies empowered with such powers. Criminal prosecution and trial of cases 
regarding crimes committed by legal entities are carried out according to the usual pro-
cedure, with some exceptions [6].

The administration of justice is an exclusive responsibility of the courts. The State 
has assumed this exclusive right based on the fact that it would be illusory for other 
participants in this relationship. The legal norms that enshrine this prerogative ensure a 
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mechanism of imperativeness. Thus, justice is administered in the name of the law only 
by the courts. The establishment of illegitimate courts is prohibited. No one may be found 
guilty of committing a crime and be subject to a criminal penalty, except on the basis of a 
final judgment of a court, adopted in accordance with the law. Sentences and other court 
decisions in a criminal case may be reviewed only by courts in accordance with the or-
ganization of their hierarchy. Sentences and other court decisions of illegitimate courts 
have no legal force and cannot be executed [6].

The liquidation of a legal entity consists in its dissolution, with the occurrence of the 
consequences provided for by civil law. This being the most severe punishment, because 
it leads to the loss of the legal personality of the person, determining the impossibility of 
its existence as a subject of rights and obligations, and the cessation of its capacity for 
use and exercise. The liquidation of a legal entity is established if the court finds that the 
gravity of the crime committed makes it impossible to maintain such a legal entity and 
extend its activity [9].

Pre- and post-liquidation stages, the sequence of actions taken by subjects in the pro-
cess of liquidation of a legal entity. The liquidation of a legal entity is a complex and con-
tinuous process and does not equate to the immediate cessation of the activity of the 
legal entity. It continues to exist after dissolution during the period of liquidation of the 
assets. However, from the moment of dissolution, the administrator cannot undertake 
new operations.

After the finality of the conviction decision ordering the liquidation of the legal enti-
ty, the court transmits its decision to the competent court to take measures and continue 
the liquidation process, in accordance with civil law. The competent person shall notify, 
within 5 days, the court that issued the conviction decision ordering the liquidation of 
the enterprise [7]. A similar regulation can be found in Romanian legislation in the norm 
of Art.498 of the Criminal Procedure Code: “a copy of the operative part of the conviction 
shall be communicated, on the date of its finality, by the judge delegated with the execu-
tion to the respective legal entity, as well as to the body that authorized the establishment 
of the legal entity, respectively to the body that registered the legal entity, requesting at 
the same time information on the manner of carrying out the measure” [18].

The State Register of Legal Entities is the information resource that is part of the 
State Register of Legal Units and contains data on legal entities registered in the Republic 
of Moldova. [8]. The conditions for registration are also regulated by Romanian legisla-
tion, through Art.226 paragraph (2) of the Romania Civil Code: “with the registration of 
a legal entity, its name and other identification attributes shall be entered in the public 
register [21].

As for legal entities under public law, it has long been considered in criminal doc-
trine that they cannot be held criminally liable, both because they ensure protection of 
general interests and because it would be unacceptable for the state, which holds the 
right to punish, to declare itself a criminal and to submit to its own repression. Over time, 
criticisms of the thesis of the non-criminal liability of legal persons under public law have 
intensified, arguing that there are no convincing arguments to justify why the state’s li-
ability, admitted in other matters (civil), should not be admitted in criminal matters [2, 
p.660-661]. In legislative terms, the state has regulated certain entities that the law rec-
ognizes as legal personality and which are exempt from criminal liability in consideration 
of the sovereign powers they exercise. According to Art.21 para.(4) of the Criminal Code 
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of the Republic of Moldova, legal persons, with the exception of public authorities, are 
criminally liable for offenses for the commission of which a sanction is provided for legal 
persons in the special part of the Criminal Code [9]. A similar norm is enshrined in the 
criminal law of Romania by Art.135 of the Criminal Code: “a legal person, with the excep-
tion of the state and public authorities, is criminally liable for crimes committed in the 
pursuit of the object of activity or in the interest or on behalf of the legal person” [27].

The notion of legal person is found in Art.171 of the Civil Code of the Republic of 
Moldova, as follows: “a legal person is a legal subject established under the law, having an 
independent organization and its own and distinct patrimony, assigned to the achieve-
ment of a certain purpose in accordance with the law, public order and good morals. Le-
gal persons are of public law or private law which in civil relations, are situated on equal 
positions” [10]. Likewise, the quality of legal person regulated by Art.188 of the Civil Code 
of Romania is conferred on those entities that are provided for by law, as well as any other 
legally established organizations that, although not declared legal persons by law, meet 
all the legal conditions imposed, namely to have an independent organization and its own 
patrimony, assigned to the achievement of a certain lawful and moral purpose, in accord-
ance with the general interest [21].

The liquidation of a legal entity is a complex legal and technical procedure that 
involves both criminal and criminal procedural law institutions as well as civil and civil 
procedural law.

Private law legal entities may be freely established only in one of the forms provided 
for by law. [10; 21]. For the reasons stated above regarding the non-admissibility of hold-
ing public law legal entities criminally liable, in this study we will refer to the liquidation 
procedure of private law legal entities in general and the procedure specific to certain 
categories of legal entities in particular in a comparative manner.

Legal personality is determined by the moment of issuing the administrative act in 
the form of a decision and its registration in the State Register. The procedure for dereg-
istration of a legal entity is similar, in that it is preceded by the moment of adopting the 
decision to deregister from the State Register. The registrar will adopt the deregistration 
decision within the period regulated by law after receiving the deregistration application.

Companies with legal personality are established in one of the following forms: a) 
general partnership; b) simple limited partnership; c) joint-stock company; d) limited 
partnership by shares and e) limited liability company [22].

The liquidation of a joint-stock company is carried out by a liquidation commission 
or liquidator to whom all powers of management of the company’s current activity are 
transferred. Based on the final and irrevocable decision of the court and after the com-
pany is removed from the State Register of Legal Entities, the National Financial Market 
Commission removes the securities of the respective company from the Register of Se-
curities Issuers, and the Central Depository/Registrar closes the accounts in its registers 
[11]. Art.237 of Law No.31 of 16 November 1990 (republished) on companies in paragraph 
(6) is regulated: “after the court decision of dissolution becomes final, the National Trade 
Register Office, through the registrar, at the request of the company, of any interested 
person or ex officio, appoints, by resolution, a liquidator registered in the Register of In-
solvency Practitioners” [20].

In the event of liquidation of a limited liability company, the liquidator or adminis-
trator is obliged to transmit to the state archive, in accordance with the legislation, the 
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company’s documents prior to its deletion from the State Register of Legal Entities [13].
The provisions of the state registration of legal entities and individual entrepre-

neurs also apply to non-commercial organizations [14].
Therefore, the competent body for their deletion is also the State Register of Legal 

Entities. The procedure for the liquidation of a non-commercial organization by court 
decision may also take place at the request of the Ministry of Justice, if its activity con-
tradicts the interests of national security, public safety, the defense of order or the pre-
vention of crimes, the protection of health, morals and the rights and freedoms of others 
and this measure is necessary in a democratic society, as well as if the provisions of Art.11 
para.(6) of the law on non-commercial organizations No.86 of 11.06.2020, have not been 
complied with. In Romanian legislation, the grounds for the dissolution of associations 
and federations by court decision or tribunal, as the case may be, are regulated by Art.54 
of the Ordinance of the Government of Romania on associations and foundations [23].

Trade unions are associations of voluntary nature, consisting of individuals united 
by common interests, including those related to their activity, and established for the 
purpose of defending the collective and individual professional, economic, labor and so-
cial rights and interests of their members. The primary trade union organization, the ter-
ritorial branch trade union center, the territorial interbranch trade union center, the na-
tional branch trade union center and the national interbranch trade union center obtain 
the status of a legal entity from the moment of their registration with the Public Services 
Agency in accordance with Law No.1129/2000 on trade unions and Law No.220/2007 
on the state registration of legal entities and individual entrepreneurs. Their liquidation 
is assimilated to the liquidation procedure of these entities [15]. The regulation of the 
Reorganization and Dissolution of Trade Union Organizations in Romanian Legislation is 
provided for in Chapter III of the Law on Social Dialogue No.62 of 10 May 2011 [24].

With reference to the legal status of political parties, they are voluntary associations 
with legal personality status [16]. The Ministry of Justice shall submit to the court an ac-
tion requesting the dissolution of the political party if there is a basis for ex officio dele-
tion from the State Register of Legal Entities. In the event of the dissolution of the political 
party by court decision, the Ministry of Justice shall request the Public Services Agency 
to note in the State Register of Legal Entities the initiation of the liquidation procedure 
of the respective political party. For the liquidation of a political party, the Ministry of 
Justice, in order to execute the final decision of the court, shall create a party liquidation 
commission. The liquidators are obliged to continue the ongoing operations, to execute 
the creditors’ claims, and if the available funds are insufficient to pay all debts, they are 
entitled to sell the assets of the political party. For damages caused through their fault, 
the liquidators are liable both to the political party in liquidation and to third parties. The 
existence of a political party ceases only after the completion of the liquidation procedure 
and the party’s removal from the State Register of Legal Entities [16]. A political party 
in Romania ceases its activity by dissolution, by decision pronounced by the Bucharest 
Court. Dissolution takes place by court order when the purpose or activity of the political 
party has become illicit or contrary to public order; when the achievement of the purpose 
of the political party is pursued by illicit means or contrary to public order [25].

In Republic of Moldova, the religious cult represents a religious structure, with the 
status of a legal entity, which carries out its activity on its territory according to doctrinal, 
canonical, moral, disciplinary norms and its own historical and cult traditions, which do 
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not contradict the legislation in force, being constituted by persons subject to the juris-
diction of the Republic of Moldova, who jointly manifest their religious beliefs, respecting 
the established traditions, rites and ceremonial [17].

The grounds for the termination of the activity of religious cults and their compo-
nent parts may be the decision of the court, if the religious cults or their component parts 
carry out serious actions or repeatedly carry out actions provided for in Art.24 paragraph 
(2) of the aforementioned law, or do not comply with the previous court decision to sus-
pend the activity of religious cults or their component parts. The Ministry of Justice has 
the right to act in court for the termination of the activity of religious cults or their com-
ponent parts, with the presentation of conclusive evidence regarding their guilt. There-
fore, the civil-legal liquidation mechanism takes place through the Ministry of Justice [17]. 
The dissolution of a religious association in Romania is decided by the competent court 
when, through its activity, the religious association seriously harms public security, order, 
health or public morals, fundamental human rights and freedoms, or when the religious 
association pursues a purpose other than that for which it was established [26].

The study of the historical evolution of the criminal liability of legal entities is in per-
fect accordance with the fundamental principles of criminal law, with the nature of the 
legal entity and is justified by socio-economic needs. The implementation of the mech-
anism of execution of the penalty in the form of liquidation of the legal entity in the leg-
islation of Romania and the Republic of Moldova has undergone significant evolution in 
recent decades, demonstrating its full applicability by the subjects involved in ensuring 
its execution.

Conclusions. The similarity of the legislations of Romania and Republic of Moldova 
is largely due to common social values   and sources of law. The institution of executing 
the penalty of liquidation of a legal entity represents in both cases a complex and long-
term technical-legal procedure. The interaction of the norms of criminal law and criminal 
procedure with those of civil law and civil procedure is inevitable. For these reasons, the 
mechanism is implemented with difficulties. Or the penalty is directed against the exist-
ence of the legal entity in particular, and the procedure itself is directed against its assets 
or activity with the capitalization through liquidation of its assets in general.
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Summary
Until the legislative regulation, the verification of testimony at the crime scene was used quite widely 

in practical activity, but it was carried out as experiment, additional crime scene investigation or interroga-
tion. Subsequently, in order to satisfy the needs of the judicial practice, it received legislative regulation and 
acquired the status of an independent criminal prosecution action, which led to carrying out special studies in 
the field of verification of testimony at the crime scene. However, despite the widespread use of the verification 
of testimony at the crime scene in the investigation of crimes, several tactical and procedural issues continue 
to remain unresolved. The insufficient understanding by the subjects of criminal prosecution of the issues 
pertaining to the verification of testimony at the crime scene and the lack of necessary experience in carrying 
out this criminal prosecution action substantially reduce the quality of its conduct. However, it is obvious that 
in such a situation, it is objectively impossible to assess the efficiency of verification of testimony at the crime 
scene and its ratio or correlation with other criminal prosecution actions, hence, the choice of the topic for this 
article.

Keywords: testimony verification, crime scene, criminal prosecution action, report, evidence, criminal 
prosecution body, interrogation, on-site investigation, criminal trial, tactics, correlation.

Introduction. New independent criminal prosecution actions are formed through 
an original combination of separate methods of cognition, united by a certain goal, which 
is different from the goal of the other criminal prosecution actions. The initial stage of the 
emergence and consolidation of the verification of testimony at the scene of the crime 
showed that the internal structure, which determines the essence, the content and the 
uniqueness of the operations fostering the essence of this criminal prosecution action, 
did not arise spontaneously, but a generous amount of time was required to establish the 
real requirements for obtaining evidentiary information in criminal cases [17, p.40].

Even after the legislative regulation of this criminal prosecution action was carried 
out in the Criminal Procedure Code [1], opinions were expressed in scientific circles re-
garding its non-acceptance as such, due to the great similarity with other criminal pros-
ecution actions [14, p.277-280].

It is believed that the verification of testimony at the crime scene combines a num-
ber of features characteristic of interrogation, on-site investigation, lineup and experi-
ment. This perception is, in fact, an element of the systemic approach in defining the ori-
gin of the verification of testimony at the crime scene in relation to other similar criminal 
prosecution actions. Indeed, an issue with a significant impact and scientific and practical 
meaning is the identification of the interdependence between the verification of testi-
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mony at the crime scene and other related criminal prosecution actions, as well as the 
discovery of similarities and differences between them. The use of a systemic approach 
allows understanding the object of research from different perspectives, emphasizing its 
complexity and structure, highlighting its specificity and uniqueness, as well as determin-
ing the relationships with other interconnected subjects.

The materialization and identification of the relationship between the verification of 
testimony at the crime scene and other related criminal prosecution actions presuppose 
a complex study of the object of research as a whole, from the perspective of systemic 
analysis. This means that the verification of testimony at the crime scene should not be 
viewed in isolation, but together with the interrogation, on-site investigation, lineup and 
the experiment, considering certain common features as well.

According to many researchers, the systemic approach is an important direction 
in contemporary science, since, fulfilling the theoretical and methodological function of 
knowledge, it contributes to the study of the systemic properties of many phenomena 
and processes [16, p.19; 31, p.241]. Starting from the current understanding of the systemic 
approach as interconnected elements, the manifestations of which represent qualitatively 
new properties that cannot be reduced to individual elements of the system, the research 
of the verification of testimony at the crime scene from the perspective of this approach 
should be oriented towards the following aspects: 1) The analysis of the verification of 
testimony at the crime scene and other related criminal prosecution actions should be 
carried out on the basis of precise criteria, namely: the objectives to be achieved in the 
criminal procedure, the features of the knowledge process, the nature of the research 
conducted, their scope, the peculiarities of recording the evolution and the results; 2) The 
identification of the common characteristics of the verification of testimony at the crime 
scene and other related criminal prosecution actions in the context of their purpose.

The proposed approach to the analysis of the verification of testimony at the crime 
scene will not only allow revealing the essential characteristics and features of this crim-
inal prosecution action, but also consolidating general knowledge pertaining to criminal 
prosecution actions as a specific system.

Methods and materials applied. The research methodology is based on the dialec-
tical method of cognition of reality and on particular methods of scientific knowledge: 
analysis, synthesis, induction and deduction. To carry out the research and achieve the 
set objectives and tasks, the comparative method was also used (which consists in the 
direct comparison of the verification of testimony at the crime scene and other related 
criminal prosecution actions based on specific features), as well as the generalization of 
criminal prosecution practice, and the current criminal procedural legislation was used as 
a normative basis. The theoretical foundation of the study is constituted by the works of 
researchers in the field of criminal procedure, forensics and judicial psychology.

Discussions and results obtained. Verifying and clarifying testimony at the crime 
scene is an effective tool for identifying and excluding the reasons for contradictions in 
the testimony of participants in the crime. The data obtained after verifying testimony at 
the scene are sometimes of major importance not only for conducting the investigation 
of the case, but also for exposing false testimony. Verifying testimony at the crime scene 
should be understood as an action of criminal prosecution and independent forensic tac-
tics when the representative of the criminal prosecution body together with the previ-
ously interrogated person make a trip to the crime scene in order to verify or clarify his/
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her testimony. This criminal prosecution activity is not only specific by the way it is car-
ried out, but to a great extent by the definite goals and tasks assigned to it, as well as the 
place where it is held [4, p.639-640]. At the same time, we can observe both a correlation 
of the verification of testimony at the scene of the crime with other criminal prosecution 
actions (presenting common features), as well as certain substantial differences (specific 
features) in relation to other evidentiary procedures.

The verification of testimony at the crime scene and the experiment in the criminal 
prosecution procedure. It is absolutely obvious that there are certain similarities between 
the verification of testimony at the scene of the crime and the experiment. However, 
this similarity is only evident in the case of the general rules for conducting criminal 
prosecution actions: both the verification of testimony at the scene of the crime and the 
experiments reproduce actions that occurred at the time of the crime, but only after the 
commencement of the criminal prosecution.

The main purpose of the experiment as an action, is to verify and clarify, in specially 
created artificial conditions, data relevant to the criminal case, by determining wheth-
er the verified person had the possibility to see, hear or perform certain actions or not. 
The verification of testimony at the crime scene does not pursue such a goal. Its goal is 
to determine the degree of knowledge of the person in relation to an event in a specific 
material context.

The purposes of the verification of testimony at the crime scene are: verification of 
the collected evidence; clarification of the collected evidence; obtaining new evidence; 
forming the representative of the criminal prosecution body’s own conviction in the ob-
jectivity of the information obtained during the interrogation and its relevance to the 
criminal event as a whole or to certain circumstances of it [5, p.657].

The verification of testimony at the crime scene, unlike the experiment, does not 
require modeling the situation in which the investigated event took place. Its essence lies 
in comparing the testimony of the suspect, accused, injured party or witness regarding 
the place and context of the event, the actions of the participants in it, with the testimony 
made by the same persons during the interrogation.

To conduct an experiment, it is necessary to create special conditions, as close as 
possible to the period in which the crime was committed. Besides, as several authors 
emphasize, the degree of compliance of these conditions generally depends on the con-
tent of the experiment, the context in which it will be conducted and the possibility of 
reconstructing that situation [12, p.605; 13, p.362; 25, p.385]. In the process of verifying 
testimony at the crime scene, no experimental actions are carried out. This is the basic 
difference between verifying testimony at the crime scene and an experiment [5, p.651].

Verifying testimony at the crime scene does not require such actions, since the con-
text is perceived as it was at the time of the crime. While an experiment can be carried out 
in a place that best corresponds to the conditions being verified, verifying testimony at 
the crime scene must take place in a specific place, determined by the participant in the 
criminal prosecution. In addition, verifying testimony at the crime scene can take place in 
any situation, regardless of weather conditions or time of day.

A distinctive feature of the verification of testimony at the crime scene is also the 
fact that the conduct of this criminal prosecution action is only possible with the direct 
participation of the person who has already been interrogated, while the experiment can 
be carried out without the participation of the person in question. In the experiment, 
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the representative of the criminal prosecution body plays the role of the organizer of 
this criminal prosecution action: he/she sets up the place of its conduct, the order and 
sequence of operations, the conditions of the experiment, defines the content of the re-
search conducted – in a word, the representative of the criminal prosecution body leads 
the entire process of the experiment.

During the verification of testimony at the crime scene, any external intervention 
in the conduct of this criminal prosecution action is strictly prohibited, as it may lead to 
the loss of the opportunity of obtaining new information relevant to the criminal case. On 
these terms, the representative of the criminal prosecution body asks the person whose 
testimony is being verified to indicate the route taken to the crime scene, to identify the 
place and to relate the associated circumstances. In this context, the lack of intervention 
represents a psychological means of deepening the understanding of the mechanism of 
the committed crime. In this regard, A.V. Dulov emphasizes that the presence at the place 
where the crime took place influences the psyche of the person making the testimo-
ny, stimulates memory processes and causes certain emotional experiences related to 
that place [19, p.134]. It’s also worth mentioning that, during the verification of testimony 
at the crime scene, the verified person comes into direct contact with the investigated 
event, right in the place where it took place. Therefore, it is easier to reach a conclusion 
about the involvement of the person in the verified event in the process of observing it.

In the case of conducting an experiment, the situation is completely different. First, 
the place of the experiment does not always coincide with the place of the crime. Second, 
artificially created conditions cannot fully reflect the depth of the investigated event. 
Third, when modeling the conditions, not the actual material evidence is often used, but 
only its models, which, ultimately, does not allow completely recreating the situation in 
which the person was at the time of the crime. Therefore, the information obtained from 
verifying the testimony at the crime scene allows for the most accurate assessment of the 
situation and the adoption of a correct decision based on it.

An important difference between the verification of testimony at the crime scene 
and the experiment also lies in the fact that, when recording the course and the results 
of the verified events in the report of the verification of testimony at the crime scene, the 
main attention is paid to the testimony and explanations of the person participating in the 
criminal prosecution action, as well as the peculiarities of his/her behavior, the manner 
in which he/she presents him/herself, the demonstration of his/her actions, etc. In the 
report of the experiment, the nature of recording the course and the results of the crimi-
nal prosecution action is different. First of all, the report of the experiment describes the 
context in which the verified action is carried out, the sequence of the respective actions, 
as well as the possibility of their repetition under different conditions and, of course, the 
results obtained [22, p.142].

Given the arguments presented, it can be concluded that in the experiment or the 
testing is carried out in specially created conditions, as close as possible to the investi-
gated event, in order to find out the factual data relevant to the case. However, even in 
the context of the verification of testimony at the crime scene, circumstances that are 
of significant importance for the criminal case are discovered. In this case, the final con-
solidation of evidence is carried out, but not through experimental actions, but through 
the use of the direct context in which the person demonstrates the event or action that 
occurred at the time of the commission of the crime.
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From the above, it can be concluded that, despite the similarities, the procedural 
nature of these criminal prosecution actions does not allow for their merger, due to es-
sential differences. Verification of testimony at the crime scene allows for less uncertain-
ty regarding the objectivity of the results obtained. This is due to the fact that conducting 
an experiment is associated with a greater number of organizational difficulties, and the 
results obtained within it are not always indisputable, since they depend on several con-
ditions. While in the experiment we are dealing with a modeled context scheme, in the 
case of verifying testimony at the crime scene, the person examines the real context in 
which the crime was committed [17, p.46-47].

The verification of testimony at the crime scene and the on-site investigation. Objec-
tively reflecting the activity of the persons involved in committing the illegal act, the trac-
es of the crime represent elements of great evidentiary value, as they are very precious in 
finding out the truth in the criminal trial [3, p.295; 6, p.15]. For this very reason, the on-site 
investigation occupies an important place within the evidentiary activities that contribute 
to achieving the goal of the criminal trial, namely to find out the truth [8, p.175; 9, p.43].

It should be noted that the verification of testimony at the crime scene and the on-
site investigation have certain common features, but their procedural character and the 
tactics of their conduct differ significantly. The similarity is manifested, first of all, by the 
specificity of the place of the verified event and the use of the same method of knowledge 
– the observation, through which the representative of the criminal prosecution body 
mentally builds a possible image of the event in question. Other than that, the differences 
between these two criminal prosecution actions are obvious, which makes impossible 
considering the verification of testimony at the crime scene as an action derived from the 
on-site investigation. The on-site investigation is a primary criminal prosecution action, 
directly aimed at recording the context of the crime scene and the existing traces in the 
form in which they were preserved at the time of the arrival of the person conducting the 
criminal prosecution.

The verification of testimony at the crime scene is not directly related to the results 
of the events that are brought to the fore during the on-site investigation. On the con-
trary, it is a continuation of the chain of criminal prosecution actions that directly derive 
from the initial stage of the investigation, and its conduct is possible only on the basis of 
the results of the on-site investigation.

The difference between these two investigative actions is also manifested in the 
following aspects: 1) The essence of the on-site investigation lies in the fact that the in-
formation about the circumstances of the event is obtained and recorded directly by the 
person conducting the criminal prosecution action, without any external intervention 
from third parties, so that the evidentiary information is perceived by the representative 
of the criminal prosecution body directly, without intermediaries, which to the greatest 
extent minimizes the risk of their distortion. In the process of verifying testimony at the 
crime scene, the search for relevant traces is carried out on the basis of the statements 
of the person already interrogated, which draws attention to the objects and other cir-
cumstances of the event, which previously remained unnoticed by the person conducting 
the on-site investigation. In this context, the representative of the criminal prosecution 
body plays the role of an observer of the actions of the verified person, since from these 
actions valuable information can be obtained that would allow reconstructing a complete 
picture of the crime; 2) The question of the necessity of verifying testimony at the crime 
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scene is a strictly personal prerogative of the person conducting the criminal prosecu-
tion. In deciding to conduct this criminal prosecution action, the representative of the 
criminal prosecution body is guided not only by the existence of relevant information in 
the testimony of the persons, but also by his own conviction regarding the advisability of 
conducting this criminal prosecution action [17, p.48].

On-site investigation, unlike the experiment, does not imply indicating the place or 
the object linked to the investigated event, it is not accompanied by the presentation of 
testimony regarding the place or the object of the crime [5, p.650; 9, p.214-215]. An impor-
tant condition for carrying out the verification of testimony at the crime scene is the par-
ticipation of the already interrogated person from among the suspects, the accused, the 
injured parties or the witnesses. However, during the on-site investigation, the participa-
tion of persons from this category is not mandatory [21, p.362]. As N.V. Vlasenko and V.V. 
Stepanov noted: “the explanations of the suspect, accused, injured party or witness made 
during the on-site investigation, are of an indicative nature, without procedural signifi-
cance” [15, p.17]. The information obtained during the on-site investigation subsequently 
determines the complex of criminal prosecution actions necessary for the investigation of 
the criminal act, including the verification of testimony at the crime scene.

One of the important aspects is the space within which each criminal prosecution 
action is carried out. Thus, in the case of the on-site investigation, all the valuable infor-
mation necessary to determine the circumstances of the case is located on a relatively 
small area, allowing only the analysis of the direct mechanism of committing the crime. 
In contrast, the verification of testimony at the crime scene provides us with much more 
clues and reasons for reflection on what happened, because not only it helps understand-
ing the mechanism of the event, but also the criminal activity related to the method of ar-
rival and departure from the crime scene, the influence of the environment on the crimi-
nal behavior, providing detailed images of the preparatory part of the criminal act.

From a tactical point of view, the verification of testimony at the crime scene is 
distinguished by a more complex mechanism of development, with a specific approach, 
which often requires individualized treatment for each specific case, considering the 
characteristics of the person being interrogated. It also imposes a number of require-
ments on the representative of the criminal prosecution body, the fulfillment of which 
directly influences the efficiency and the results of the information obtained within this 
criminal prosecution action. Before making a decision on conducting the verification of 
testimony at the crime scene, it is necessary becoming aware of the need to conduct this 
criminal prosecution action. Holding the relevant information about the place where the 
event occurred, keeping in mind the peculiarities of this territory and having available the 
results of other criminal prosecution actions, the person conducting the criminal prose-
cution action must, primarily, take a number of organizational measures. First, to analyze 
in detail and understand the entire course of the criminal prosecution action, developing 
an action plan. Second, to set the target, the result of which will be the final goal of the 
verification of testimony at the crime scene. Third, although this criminal prosecution ac-
tion is organized and conducted under one’s leadership, that leader should not forget the 
active role of the person being interrogated in terms of demonstrating his/her behavior, 
as it occurred at the time of the commission of the crime, followed by the analysis and 
comparison of that behavior with the information already existing in the criminal case [17, 
p.50-51].
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The difference between these two criminal prosecution actions also lies in the way 
of recording the progress and results obtained. In the report of the on-site investigation, 
the main attention is paid to the situation at the crime scene, and the objects discovered 
there should be described in detail and circumstantially, as they may confirm or deny the 
event that took place. In the case of verification of testimony at the crime scene, the sit-
uation is perceived and recorded in the report directly as worded by the verified person 
followed by the analysis of the behavior of that person, on the basis of which the mecha-
nism of the crime is restored [17, p.52].

The verification of testimony at the crime scene and the interrogation. Among the 
evidence administered in the criminal trial, an important place is held by the depositions, 
the testimony [2, p.7]. The interrogation is a criminal prosecution action that consists in 
obtaining by an authorized person, in accordance with the procedure set up by law, tes-
timony from a person who has information relevant to the criminal case under investiga-
tion [18, p.277]. Questioning (interrogation), viewed as a complex tactical activity, must be 
carried out considering certain factors: the legal provisions that regulate it, the applicable 
rules of forensic tactics, the person of the interrogated person, as well as the process of 
forming testimony in the mind of the interrogated person [7, p.8].

In the process of interrogation, the representative of the criminal prosecution body 
obtains from the interrogated person information regarding the investigated event, ex-
pressed verbally and not linked to the verification of their veracity. In fact, applying var-
ious forensic techniques and tactics tested in investigative practice, he/she stimulates 
the interrogated person to provide testimony regarding the circumstances directly or 
indirectly related to the investigated crime [20, p.410]. The verification of testimony at the 
crime scene is always carried out after the interrogation and is aimed at discovering data 
that were not fully presented during the interrogation. Therefore, the degree of com-
pleteness and veracity with which information will be obtained during the interrogation 
will influence not only the efficiency of verifying testimony at the crime scene, but also 
other criminal prosecution actions carried out within the criminal case. Interrogation is 
one of the main methods of obtaining information in a criminal case. During the verifi-
cation of testimony at the crime scene, the interrogated person, in addition to the ver-
bal exposition of the event, demonstrates also certain actions that took place in the real 
conditions of criminal activity. During the interrogation, one can only abstractly imagine 
what really happened, directly and immediately forming ideal images in one’s own con-
sciousness, generated by the testimony of the interrogated person.

Carrying out the verification of testimony at the crime scene significantly increases 
the chances of perceiving and understanding the investigated event, contributing to a 
deeper and more detailed identification of the circumstances of the case. Therefore, over 
this criminal prosecution action, one should try to reflect its conduct as completely and 
comprehensively as possible, regardless of the probative value that certain circumstances 
recorded in the report may have. This is important, because the law does not allow re-
peating the same criminal prosecution action with the same person in order to establish 
the same circumstances, unlike the interrogation. In the event of the emergence of new 
circumstances, the person already interrogated may be subjected to a new interrogation, 
and this can take place at any time during the criminal prosecution action, when neces-
sary [17, p.53-54].

In the opinion of the authors M.N. Khlyntsov, N.V. Vlasenko and V.V. Stepanov, the 
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verification of testimony at the crime scene cannot be considered as a ‘repeated’ or ‘sec-
ondary’ interrogation at the scene of the crime, since, in the course of verifying this tes-
timony, the interrogated person does not perform repeated operations related to the 
simple reproduction of information, but materializes a representation of the real image of 
the event. This is achieved by reproducing on the spot the circumstances and conditions 
of the investigated event, indicating objects, documents and traces relevant to the crimi-
nal case, demonstrating certain actions, as well as clarifying each fact, which is ultimately 
reflected in the report of the criminal prosecution action [15, p.26; 29, p.50].

We note that, despite the general rules for drawing up and recording information 
obtained in the course of a criminal prosecution action, the order and content of the re-
port of the verification of testimony at the crime scene differs from the order and content 
of the report of the interrogation. Thus, the report of the interrogation records only the 
verbal testimony of the interrogated person, without specifying their positions, move-
ments and gestures, while in the verification of testimony at the crime scene, attention is 
focused not so much on the speech of the verified person (on the dialogue), but on their 
actions, which allow the representative of the criminal prosecution body to judge in a 
more comprehensive way about the investigated event and, at the same time, to compare 
what he/she saw with the testimony previously obtained during the interrogation. If for 
the verification of testimony at the crime scene an important role is played by movement 
in space, accompanied by movements and gestures, it can be considered rational to use 
audio-photo-video recording means in this criminal prosecution action, in order to more 
fully convey what was observed, with these materials being attached to the materials of 
the criminal case. The interrogation can also be carried out with the application of tech-
nical means, but they will not fully visually reflect the scene of the event, which is suc-
cessfully achieved in the process of verifying testimony at the crime scene [17, p. 54-55].

One of the varieties of the interrogation is the interrogation during the confronta-
tion [23, p.36; 24, p.56; 27, p.44]. When contradictions are found in the testimony given 
in the same case by the persons interrogated, a confrontation is carried out, which is a 
questioning procedure in order to clarify the contradictions that exist between the tes-
timony previously given by two or more persons [11, p.426]. Not every contradiction in 
testimony requires a confrontation, since significant discrepancies can be resolved by 
repeated interrogation or by other means that sometimes more reliably state the cause of 
their occurrence and make the necessary adjustments to the previously given testimony 
[5, p.609].

A very important and significant difference between these two criminal prosecution 
actions is the number of persons participating simultaneously and whose testimony will 
be verified. To conduct a confrontation, the participation of at least two such persons is 
required, while the verification of testimony at the scene of the crime is possible only with 
one of these persons and only with his/her consent.

As in the case of the verification of testimony at the scene of the crime, the con-
frontation also involves persons who have already been interrogated. But while in the 
decision to conduct a verification of testimony of an already interrogated person, the 
representative of the criminal prosecution body is guided by the desire to investigate and 
understand the mechanism of the crime, clarifying the existing circumstances and ob-
taining new information, in the process of confrontation the efforts of the representative 
of the criminal prosecution body are, first of all, focused on finding out the truth about 
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the controversial circumstances [26, p.27] or on clarifying the essential contradictions in 
the testimony of the two persons [30, p.124]. When making the decision to conduct a con-
frontation, the representative of the criminal prosecution body assumes great respon-
sibility. First of all, he “must be convinced of the correctness, veracity of the testimony 
of one of the participants, in order to ensure that, during the confrontation, he/she will 
not be influenced by the person making false testimony”. Secondly, the very mechanism 
of confrontation is very complex from a psychological point of view and requires skills 
to predict the likely behavior of the persons involved in the criminal prosecution, under 
conditions of full concentration and mobilization of all mental processes [28, p.161].

The difficulties mentioned may also arise during the verification of testimony at the 
crime scene, since the testimony previously given by the interrogated person is also sub-
ject to verification. However, for the representative of the criminal prosecution body, it is 
much easier to identify the falsity of the testimony of the participants, since there is di-
rect contact with the place of the investigated event. From a psychological point of view, 
the verification of testimony at the scene is no less complex than the confrontation. The 
success of this action largely depends on the organizational skills of the representative 
of the criminal prosecution body, the ability to establish a psychological contact with the 
person whose testimony is being verified, as well as the ability to analyze and compare 
what was observed at the scene of the crime and what was mentioned during the inter-
rogation [17, p.56-57].

The verification of testimony at the scene of the crime and the lineup. The lineup is 
an activity with a practical character intended for the identification of persons, corpses 
or objects by certain persons, who perceived them in circumstances determined by the 
commission of a crime or other legal fact with criminal implications [10, p.491]. The author 
R.S. Belkin believes that the essence of lineup consists in the fact that the identifier men-
tally compares the image of an object or person that has remained in his memory with the 
presented image, determining their belonging to a group or category [12, p.648]. Lineup is 
always preceded by an interrogation on the circumstances of the case, in which the iden-
tifier is invited to give explanations regarding the main characteristics of the object of in-
terest. This procedure is mandatory, as it allows the selection of similar objects and clar-
ification of the significance of the criminal prosecution action. The essence of the lineup 
lies in the fact that the identifier is simultaneously presented with at least three objects, 
which are similar in their characteristics or constructive features. In the framework of 
this criminal prosecution action, the identifier, by comparing the ‘searched’ objects to 
their mental image, determines the similarity or differences between these objects.

When verifying testimony at the scene of the crime, the circumstances of the crim-
inal case are also identified, but in this case, the person whose testimony is verified does 
not select the necessary object from a set, but only provides a general picture (descrip-
tion) of the event that occurred.

Lineup can be carried out in a suitable place, at any time of the day or night, in any 
conditions, if they do not hinder the identification process. However, if the identifier has 
observed the searched object under specific conditions, it is necessary to create the con-
ditions under which that person perceived the object in question in order to carry out the 
lineup [17, p.57-58]. As an important form of forensic identification, lineup is one of the 
most effective ways of identifying unknown bodies, determining the ownership of illegally 
stolen property, weapons and tools used in committing crimes, etc. [3, p.430].
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Verification of testimony at the scene is carried out only at the crime scene point-
ed out by the person subject to interrogation. This criminal prosecution action can be 
carried out at any time of the day or night, depending on the convenience of the repre-
sentative of the criminal prosecution body. The most important thing is that the place of 
its conduct corresponds to the place where the act took place. The verification of testi-
mony at the crime scene is, by its procedural nature and content, much deeper and more 
comprehensive than the lineup, because it allows for a broader, more extensive and more 
complete understanding of the mechanism of the event that took place. While the lineup 
ends when the person making the identification recognizes the subject/object sought, 
briefly explaining its main features, the verification of testimony at the crime scene is not 
limited to this moment. When the person whose testimony is being verified at the crime 
scene points to a specific object, the representative of the criminal prosecution body gets 
the opportunity to better understand the mechanism of the crime: to study the surround-
ings, determine the circumstances that occurred at the time of the crime, discover traces 
and objects that were not found during the on-site investigation, i.e. mentally reconstruct 
the real picture of the event.

In the lineup report, the information is concentrated only within the limits of the 
testimony of the person participating in the criminal prosecution action in relation to the 
identified object and objects similar to it, with an indication of the distinctive features 
that allowed identifying the necessary object from a large number of objects and, if nec-
essary, with a description of the circumstances in which the identification was carried 
out. In the report of verification of testimony at the crime scene, the information about 
the event is reflected much more fully, since, in addition to the objects discovered at the 
scene, the report also contains data on how the participants moved, the characteristics of 
the place where the testimony is verified, and the actions of the participants in the crim-
inal prosecution action [17, p.58-59].

Conclusions. Based on a systemic approach, combining several elements of criminal 
prosecutions actions related to the verification of testimony at the crime scene, such as 
the experiment, the interrogation, the on-site investigation and the lineup allowed high-
lighting its complex character from a procedural and tactical aspect.

Analyzing the verification of testimony at the crime scene and the interrogation, 
we found an important difference that is observed in terms of their scope in space. If the 
interrogation provides the representative of the criminal prosecution body with informa-
tion about the event in verbal form and is in no way related to the verification of their ve-
racity at the scene of the criminal offense, then the verification of testimony at the crime 
scene, in addition to verbal testimony regarding the event, contributes to the formation 
of ‘ideal’ images in the consciousness of the representative of the criminal prosecution 
body, since it is carried out not in his/her office, but at the scene of the crime.

The content of the verification of testimony at the crime scene partially overlaps 
with the on-site investigation. In particular, it is about the correspondence of the place 
of the verified event with the use of the same method of knowledge – the observation, 
through which a possible image of the crime is built ‘mentally’. But if, within the frame-
work of the on-site investigation, the representative of the criminal prosecution body 
investigates the crime scene without the intervention of any outside person, then the 
investigation of material circumstances within the framework of the verification of tes-
timony at the crime scene is already carried out with the direct, immediate participation 
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and role of the person involved in the commission of the criminal act.
A certain degree of similarity can be observed between the verification of testimony 

at the scene of the crime and the lineup, since in both cases the circumstances of the case 
are discovered by identification, but, in the case of the verification of testimony at the 
scene of the crime, the person whose testimony is subject to verification does not select 
the necessary object from a group, which is done in the case of the lineup, but provides 
an overview of the event that took place.
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Summary
The article analyses the complexity of the causality of the crime of scam, highlighting the fact that it 

cannot be attributed to a single determining factor, but results from the interaction of multiple criminogenic 
causes. The author emphasises the probabilistic nature of social influences on criminal behaviour, pointing out 
that the same factors can produce different responses depending on individual characteristics and the social 
context.

The criminal phenomenon of scam, characterised by flexibility and adaptability, is constantly expand-
ing and diversifying, requiring a complex approach to the development of prevention and control strategies. 
The analysis of the criminogenic factors leading to the commission of scam shows that this type of crime is 
the result of a series of interdependent influences. The article provides a multidimensional perspective on this 
type of crime, emphasising the importance of the interaction between endogenous (individual, psychological) 
and exogenous (social, economic, political) factors in facilitating or deterring fraudulent criminal behaviour.

In this context, it emphasises the need for an integrated approach, taking into account both the indi-
vidual characteristics of offenders and the environment in which they operate. An effective fight against fraud 
requires not only punitive measures but also preventive measures based on financial education, advice, infor-
mation and prevention.

Keywords: criminogenic factors, endogenous factors, exogenous factors, scam, crymogenesis, casuality.

Introduction. Scam is an ever-growing criminal phenomenon characterized by high 
adaptability to economic, technological and social changes. This flexibility has led to the 
diversification of fraud methods and increased complexity of criminal actions, which re-
quires a multidimensional criminological approach to understand and prevent the phe-
nomenon.

An essential aspect in the criminological analysis of scams is the identification of 
criminogenic factors that influence the genesis and development of this type of crime. 
The study of the interaction of endogenous and exogenous factors in determining the 
origin of scams is of primary importance, especially in the context of the diversification of 
the methods of action of criminals and the virtually unlimited number of potential victims, 
as it allows us to understand the mechanisms that favor the emergence and perpetuation 
of these crimes.

A multidimensional criminological analysis, combining psychological, economic, le-
gal and social perspectives, is necessary to determine the relationships between crim-
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inogenic factors and the methods used by criminals. This approach helps to identify the 
fraudsters, the vulnerabilities of the victims and the facilitating contexts. This analysis can 
form the basis for an effective prevention strategy, including both proactive and reactive 
measures.

Methods and materials applied. In developing the article, the author used a complex 
approach, based on documentary, comparative and interdisciplinary methods of analysis, 
to examine the causality of the crime of swindling. The study integrates perspectives 
from criminology, sociology, psychology and economics, highlighting the influences of 
endogenous and exogenous factors on criminal behavior. This approach allows a detailed 
understanding of the dynamics of crime and contributes to the foundation of effective 
strategies to prevent and combat this type of crime.

Discussions and results obtained. Scam is the direct result of human behavior, in-
fluenced by predisposing personality traits as well as social, political, economic and cul-
tural factors that favor the development and perfection of fraud methods. Simply iden-
tifying the factual picture of the crime of scam and its development does not answer the 
question of how to prevent crime, because it is dealing with the data that is the end in 
itself, not the determining factors. Knowing the factors that determined the commission 
of fraud is important for analyzing and explaining the criminogenesis of scams.

Causes express the types of determinants that led to the commission of scams. The 
relationship between cause and crime is genetic in nature, since the cause generates the 
crime as a natural consequence of the crime, or the cause is a phenomenon that natu-
rally generates another phenomenon – the effect.  Causation in the sphere of social life, 
unlike natural causation, is probabilistic which means that social phenomena, including 
the criminality of scams, cannot be explained by a rigid relationship of chance, but by a 
complex network of interdependent factors.

At the same time, the occurrence of scams is not the result of the mere existence of 
the cause, regardless of its nature, but becomes possible in the context of circumstances 
that favor the commission of the unlawful act, i.e. criminogenic conditions which are the 
set of phenomena that, although they cannot give rise to the criminal phenomenon by 
themselves, create the necessary context for its occurrence [1]. The totality of the causes 
and conditions sine qua non constitutes a complete cause of the crime. In this context, the 
link between the element of cause and condition will only take effect in a specific context 
that triggers the criminal act [3].

Scam crime is a complex social phenomenon as it originates from the dynamics of 
social life and requires a multidimensional approach to be understood and managed ef-
fectively. It is not determined by a single factor, but results from a combination of influ-
ences that favor or amplify criminal tendencies.

Determining factors include the cause and conditions of a phenomenon [3], or are 
the elements that create an environment conducive to the development of crime. They do 
not act in isolation, but in combination being interwoven with each other, which increas-
es their determining power. The relationship between them is such that a change in one 
factor leads to a change in a phenomenon [6].

The factors that determine the phenomenon of scams can be divided into two broad 
groups: general factors that indirectly influence the commission of scams and the fight 
against it and determine not only the commission of scams, but also crime in general, and 
special factors that act directly on scams [4].

The general factors of scams are:
– Economic: the level of economic development of the state, economic crisis and 
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instability, the level of poverty, economic inequality, market instability, the existence of 
shadow economy, access to resources, etc.;

– Social: family, education, community, social infrastructure, social infrastructure, 
belonging and reference group, cultural norms, social values, media, etc.;

– Political: political instability, ineffective governance, domestic and foreign political 
competition [4], dysfunctional judiciary, political corruption, respect for human rights, 
ineffective security and law enforcement policies, state of war, etc.;

– moral-spiritual: moral upbringing, spiritual values and ethical convictions of a 
person, religious beliefs, specific ethnic mentality [4].

The special factors of scams are:
– Lack of effective regulation and control of economic and financial activities, lack 

of transparency in financial transactions, poor verification of financial information, mis-
management of financial institutions;

– Unstable economic environment, financial difficulties, existence of a ‘black mar-
ket’, unemployment;

– Loyalty to criminal reference groups;
– Major latency of scams;
– Advanced technology and digital communication environment;
– Lack of infrastructure to prevent scams;
– Impulsive and risky behavior, etc.
Factors are anything that influences the phenomenon of scams, either directly or 

indirectly. They can have a positive or negative impact on a process and can be of various 
types (social, economic, biological, etc.). For example, a poor economic environment may 
be a factor, but not all people in that environment become fraudsters. Respectively, all 
determinants are factors, but not all factors are determinants.

The criminality of scams cannot be explained by a rigid and unique causal relation-
ship. Scams evolve according to a number of factors that influence both the methods used 
by criminals and the level of sophistication of the frauds.

Endogenous factors of scams refer to the internal aspects of the individual that con-
tribute to the formation of criminal behavior that is oriented towards obtaining benefits 
through deception and/or abuse of trust. These include psychological traits, personal 
motivations and behavioral predispositions, which influence the decision to engage in 
such acts.

Contemporary criminology, based on research and theories in the field of psychol-
ogy, identifies three main categories of psychological factors that influence criminal be-
havior:

– Motivational factors: these are determinants and propulsive factors, which gen-
erate and propel an individual’s actions. These include motives, needs, tendencies, which 
can be positive or negative;

– Cognitive (cognition) factors: the process of understanding and interpreting the 
individual’s situation. Cognitive factors are orienting and influence the ability to evalu-
ate factual states. They include mental representations, internal imagery, and intellectual 
abilities to analyze and devise courses of action in the criminal context. For example, a 
con man may plan a criminal act based on his knowledge and skills;

– Conative (movement) factors: these are the factors that put into practice the de-
sires and intentions formulated by the individual. In this context, the conative factors are 
those factors that favor the transformation of intentions into concrete actions [1].

Instincts, as part of motivational factors, are innate, primal reactions that can un-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică661
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

derlie criminal actions when interacting with social, economic and psychological factors. 
They manifest as tendencies and impulses, which can be shaped by life experiences, ed-
ucation and social context [1]. They do not automatically lead to committing fraud, but 
under certain social, economic and psychological conditions they can become triggers.

In the case of scams, instincts manifest themselves as: 
Self-preservation tendency: it represents the primary need of the individual to en-

sure survival and safety. In conditions of economic hardship, financial insecurity or lack of 
essential resources, some individuals may resort to scams as a means of earning income 
and satisfying their basic needs.

Acquisitiveness tendency: reflects the natural human tendency to accumulate mate-
rial goods and resources. When legal earning opportunities are limited or perceived as in-
sufficient, the individual may be tempted to resort to fraud in order to obtain quick finan-
cial benefits, considering swindling as an easier solution than honest methods of work.

Self-assertiveness tendency: causes individuals to seek validation, prestige and rec-
ognition from others. When a person feels that he or she cannot achieve the desired suc-
cess or status through legal means, he or she may resort to scams, manipulation or abuse 
of trust to create an image of success and gain the appreciation of others [1].

The behavior of fraudsters is also determined by needs generated by various dep-
rivations. Scams, like other criminal behaviors, can be understood as a response to an 
individual’s unmet needs. Be it the basic need to survive or the desire for status and suc-
cess. Needs are the foundation of all interests. The former are physiological and biolog-
ical in nature, while interest is the result of the individual’s cognitive processes and is 
oriented towards changing and improving living conditions to ensure the satisfaction of 
these needs [9]. Thus, interest is the individual’s direction of action, aiming to maintain or 
change his or her situation in order to create the necessary conditions for the satisfaction 
of his or her own needs [7].

In this context, tendencies represent the primary drive, needs fuel motivation, and 
interest shapes strategy, all of which contribute to shaping the behavior of the con artists. 
These states have a logical sequence, each one deriving from the other, grounded in the 
individual’s reasoning and cognitive process.

Reasoning is not an innate ability, but the result of socialization and interaction 
with the environment, including family, school, reference groups and society in general. 
As part of this process, the individual adopts patterns of thinking that are specific to the 
society in which he or she lives, influenced by the cultural, moral, religious and historical 
aspects of that society [9].

The conative component transforms the cognitive and motivational factors into a 
concrete system of actions, determining not only the intention, perseverance in the reali-
zation of goals, but also the adaptability and perseverance of the con artist in the conduct 
of criminal activities. Unlike impulsive offenses, scams require planning, self-control and 
behavioral flexibility. Thus, scam is not a random act, but the result of a complex com-
bination of psychological traits that determine how the offender plans and executes the 
deception in order to obtain material and psychological benefits.

Thus, swindling is a well-defined complex psychological process, and the forma-
tion of criminal behavior is a complex and long-lasting process influenced by a variety 
of internal factors. These factors, considered individually, may represent distinct causes 
which, in certain favorable circumstances, may lead to the commission of a crime.

Exogenous factors of scams are influences external to the individual that contribute 
to the emergence and development of crime, without being directly responsible for the 
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commission of a crime. They represent the individual’s macro- and micro-environment.
The macro-environment refers to the wider social, economic, cultural and political 

context that influences the behaviors and attitudes of individuals and groups in society, 
which indirectly but significantly influence how individuals perceive the world around 
them and how they choose to act.

Economic factors relate to the state’s economic conditions, financial crises, inflation, 
high unemployment, high levels of poverty, etc. Fraud, being an integral part of proper-
ty crime, is predominantly aimed at obtaining material and financial benefits. The basic 
motive of this type of crime is material interest, and economic instability and lack of con-
fidence in the future have a significant impact on the development of swindling, which is 
an indicator of changes in the economy [4].

The digitalization of the economy has created new fertile ground for scams. Peo-
ple are more and more willing to invest in cryptocurrencies, buy online from untrusted 
sources or trust quick transactions without rigorous checks. In an accelerating pace of 
economic change, where the possibilities of information technology often outstrip regu-
lation, fraudsters are constantly finding new ways to exploit the lack of information and 
the desire for quick gain.

The development of scams is not only driven by poverty and economic inequality, 
but also by the vulnerability of victims who, for various reasons, including financial dif-
ficulties, become easy targets for fraudulent schemes. In times of economic crisis, when 
unemployment rises and people feel financial uncertainty, scams multiply as people be-
come more vulnerable to promises of get-rich-quick schemes, whether pyramid schemes, 
fake investments or ‘one-off’ opportunities promising spectacular returns.

In the case of scams, however, standard of living and poverty do not play a decisive 
role [4]. Moreover, lack of employment is not the determining factor in committing a 
scam. Scams, as part of “white-collar crime”, are often committed by people who are not 
in a precarious financial situation, but rather by individuals who occupy privileged social 
and professional positions. While poverty may be a factor in property crime in general, 
specific scams are more likely to be driven by psychological, economic and social factors 
that go beyond simple financial necessity.

Social factors such as social crises, societal structure, social inequalities and migra-
tion, profoundly influence scamming. In a consumer society in which moral values are 
often relativized, quick material success is promoted as the ultimate goal, regardless of 
the means used. This mentality favors the proliferation of scams, which are perceived not 
only as opportunities for illicit gain, but also as a means of social climbing.

Constant exposure to opulent lifestyles, intensely publicized through social net-
works and media, creates unrealistic expectations and amplifies the desire for get-rich-
quick. In this context, the digital environment becomes an essential tool for fraudsters, 
facilitating the rapid dissemination of scams and giving them the appearance of legitima-
cy.

At the same time, periods of social crisis, conflict and political and economic tran-
sitions contribute to the vulnerability of the population. Migration, whether in search of 
work or as a result of economic hardship, exposes individuals to the risk of falling victim 
to fraudulent schemes such as bogus job offers, speculative investments or non-existent 
financial aid.

Political factors refer to political instability and competition of national and foreign 
politics [4]. Political instability has a direct impact on the crime phenomenon by decreas-
ing the level of trust in state institutions, citizens are confused about tomorrow. Political 
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games and the juggling of discourses with a negative narrative increase tension in society, 
raising the level of vulnerability of citizens.

The war in Ukraine has amplified these problems, adding new dimensions to the 
phenomenon of scams in the Republic of Moldova. First, the massive influx of Ukrainian 
refugees has created new opportunities for criminals, who have exploited the situation 
through various fraudulent schemes, including scams related to housing, fictitious jobs or 
non-existent financial aid. Refugees’ vulnerability, lack of information and urgent need for 
assistance made them easy targets for fraudsters.

Moreover, in the context of the economic sanctions imposed on Russia, Moldova 
has become a breeding ground for money laundering and other illicit financial activities, 
including through the use of criminal structures specialized in cross-border scams. In 
addition, the war has facilitated an increase in misinformation and online propaganda, 
which has allowed the emergence of new types of scams based on emotional manipula-
tion of citizens.

Legal and organizational factors influence the development and spread of the phe-
nomenon of scams, either through legislative shortcomings or poor enforcement of ex-
isting legal rules. A legal framework that is weak, unstable or ill-adapted to new forms of 
scams can encourage the emergence and proliferation of scams, providing opportunities 
for criminals to exploit legal loopholes and diminishing the authorities’ capacity to respond.

An unstable or confusing legal framework provides opportunities for fraudsters to 
adapt and exploit loopholes. Criminal legislation needs to keep pace with new methods of 
fraud, especially in the context of digitization and globalization, where they are becoming 
increasingly sophisticated. In the absence of legislative updates clearly regulating new 
fraud schemes, enforcement of sanctions may be difficult or ineffective.

Equally, it is important to highlight the overburden on courts and prosecutors who 
have to deal with a huge volume of cases, many of them extremely complex. The sophis-
ticated nature of the scams, often involving elaborate financial schemes, international 
transactions and the use of digital technologies, requires extensive investigations, de-
tailed financial analysis and specialized technical expertise.

Legal uncertainty and uneven interpretation of criminal rules affect the effective-
ness of the fight against scams. Unclear interpretation of criminal law rules also makes 
it difficult to classify offences and to establish the legal liability of persons involved in 
fraudulent schemes.

Technological factors are a distinct set of exogenous factors which contribute sig-
nificantly to the development and diversification of scams. The rapid advancement of 
information technologies has profoundly reshaped the way people interact, communicate 
and transact, facilitating not only the evolution of society but also the expansion of crime. 
In this context, digitization, anonymization and global access to users have created an 
enabling environment for fraudulent activities.

The expansion of the internet and the widespread use of smart devices have provided 
fraudsters with sophisticated tools to carry out their fraud schemes. In addition, the virtual 
environment allows criminals to operate under false identities, using anonymous servers, 
encryption networks and other technologies that ensure invisibility and impunity.

The development of artificial intelligence and automation has led to improved fraud 
methods, enabling fraudsters to carry out attacks that are more precise and harder to de-
tect. In parallel, social networks are being heavily exploited to spread fraudulent schemes, 
exploiting the psychological vulnerability of users through advanced social engineering 
techniques.
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The micro-environment, as opposed to the macro-environment, is the individual’s 
closer and more influential social circle. It includes family, friends, colleagues and other 
small groups with whom the individual interacts frequently, and their influence may be 
determined by the norms and values imposed by these groups. In the case of scams, the mi-
cro-environment is often the factor that can encourage or even shape fraudulent behavior.

The family plays a key role in shaping individual behavior and has a significant im-
pact on the social and moral development of the individual. Determining factors include 
socio-economic status, family structure (full or single-parent family, united or disunited), 
emotional climate, parenting methods, and the child’s position within the family [10].

A fundamental aspect is the pattern of behavior that parents display in social re-
lationships, which has both an immediate effect on the child and a long-term influence. 
Children exposed to a family environment in which ethical and legal norms are ignored 
or relativized may develop a high tolerance for breaking social rules. Also, in families in 
which materialistic values are emphasized at the expense of moral principles, there is an 
increased risk that young people internalize the idea that financial success justifies the 
means used, including recourse to cheating or other fraudulent practices.

Thus, the family not only directly influences an individual’s behavior in childhood, 
but may also contribute to the development of criminal predispositions that manifest 
later in adult life. In this context, crime prevention policies should include measures to 
support families in promoting healthy educational models based on responsibility, integ-
rity and respect for social and legal norms.

School is the second most important micro-environmental factor in shaping individ-
ual behavior. It is important in the socialization process, contributing to the internaliza-
tion of social values, norms and rules. The school environment significantly influences the 
child’s harmonious integration into society or, on the contrary, it may foster the develop-
ment of deviant behavior, depending on the quality of education provided, interpersonal 
relations and the general climate in the institution.

A determining factor in this context is the influence of the peer group. Belonging to 
a deviant environment or group may encourage undesirable behaviors and involvement in 
illicit acts, including cheating or other economic and social crimes.

Similarly, co-workers and the nature of work tasks also influence the individual, fa-
voring certain deviant behaviors. As a rule, the moral traits of coworkers are transmitted 
to other employees, shaping perceptions of risks and benefits, so that individuals may un-
derestimate legal consequences, being encouraged by negative role models around them 
[11]. Thus, the micro-environment of work in which the rush for gain predominates, the 
desire to get suddenly rich through the use of manipulation and speculation, has a major 
impact on the development and reinforcement of criminal behavior, being a determining 
factor in the commission of scams.

Therefore, endogenous and exogenous factors are relevant in conditioning or de-
termining the commission of criminal acts due to their frequency and importance. Al-
though each of them may represent an independent cause of committing scams, most of 
the time, the factors interact and, in combination, increase the risks and the probability 
of criminal behavior, and knowledge of the criminogenesis of scams allows the develop-
ment of effective measures to prevent the criminal phenomenon and will help reduce the 
vulnerability of victims [10].

Conclusions. The causality of crime is an essential topic in criminology, because 
explaining the factors that determine crime, including scams, is fundamental for their 
prevention. In the social sphere, causality is probabilistic, which means that not all those 
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exposed to the same influences end up committing crimes. The criminality of scams is not 
determined by a single factor, but results from a complex combination of interdependent 
influences acting simultaneously and creating a favorable context for the occurrence of 
this type of crime.

Studying the criminogenic factors of scams, both endogenous and exogenous, provides 
a clearer insight into the mechanisms that generate crime. These factors create the breeding 
ground for scam criminality by influencing criminal predispositions and opportunities.

Importantly, no single factor acts in isolation, and the mere existence of crimino-
genic conditions does not automatically lead to offending. Scam is the result of a complex 
interplay between the individual characteristics of the offender, the social, economic, 
political, etc. context and the existing criminal opportunities. Therefore, the approach 
to the phenomenon must be multidimensional, taking into account both the prevention 
of criminogenic causes and the reduction of social vulnerabilities that allow this type of 
crime to develop.
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Summary
In the digital age and amidst the rapid growth of online interactions, identity protection has become 

a major challenge for both criminal and civil legislation. The exponential increase in the use of social media 
platforms, electronic services, and remote communication tools has enabled new means by which a person’s 
identity may be falsified or used fraudulently. The illegal presentation under a false identity, or assigning such 
an identity to another person, whether through official documents or digital instruments (e.g., online accounts, 
email addresses, or phone numbers), raises complex legal issues concerning criminal liability, the protection of 
individual rights, and information security.

This article aims to provide a criminal legal analysis of the act of illegal presentation under a false 
identity or the assignment of such identity to another person using official documents, user accounts on social 
platforms, email addresses, phone numbers, access cards, or other information society services. It will par-
ticularly highlight the distinction between fraudulent use of identity and the use of pseudonyms that do not 
infringe upon others’ rights.

Keywords: identity fraud, criminal liability, criminal-legal analysis, false identity.

Introduction. The identification of individuals by name is as old as the emergence of 
social life itself. From the earliest times, the name has been one of the fundamental ele-
ments by which natural persons have been individualized within society [1, p.11].

Legal scholars I. Dogaru and S. Cercel assert that to “identify” a natural person 
means to “ascertain their identity”, to distinguish the individual within society and within 
the totality of social relationships in which they engage. This necessity arises throughout 
an individual’s life, not only in their legal life but also in their “extrajudicial” existence [2, 
p.140-141]. A person holds the potential to be a subject of rights in all branches of law, and 
accordingly, their identification is necessary and undertaken across all these branches. 
Thus, within the legal domain, identification is all-encompassing. The legal system can-
not, in the normal course of civil transactions, allow for the “concealment of identity” 
whereby anonymity constitutes an exception. The concrete designation of the holder of a 
subjective right or the party bound to fulfill an obligation effectively constitutes their legal 
identification. Hence, identifying a natural person means the individualization of a human 
being, that is determining their legal status and identity [2, p.108].
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In accordance with Article 36(1) of the Civil Code of the Republic of Moldova, “every 
natural person has the right to a name established or acquired under the law”. The Mol-
dovan legislature has considered this means of identification to be paramount, further 
stipulating in Article 37(3) of the same legislative act that, “whoever uses another’s name 
is liable for all confusion or damages resulting therefrom. Both the bearer of the name and 
their spouse or close relatives may object to such use and seek reparation for the damage 
caused” [3, Art.36-37].

In this regard, it is to be appreciated that in any country, every natural person should 
possess a defined identity, recorded in an official document, which serves as proof of the 
person’s actual existence and which produces numerous legal consequences. A person’s 
identity holds exceptional significance in the relationships established between individu-
als, as well as between individuals and public authorities.

These relationships are protected by numerous legal norms, including criminal pro-
visions [4, p.144]. Consequently, any harm to public trust in the veracity of a person’s iden-
tity represents a significant social danger. For this reason, on June 6, 2024, the Parliament 
of the Republic of Moldova adopted Law No.136 amending various legislative acts, thereby 
supplementing the Criminal Code with Article 177¹, titled “Identity Fraud” [5, Art.38].

Identity fraud constitutes a dangerous and unlawful practice involving the creation 
of a false identity entirely distinct from the real one, with the aim of obtaining confidential 
information or committing other criminal acts. This method is frequently used to conceal 
the true identity of the perpetrator, thus facilitating illicit activities such as espionage, 
fraud, or other forms of manipulation of social, economic, or political systems. Essential-
ly, identity falsification serves as a cover that enables illegal acts to be committed with-
out detection, thereby endangering the safety and security of individuals, institutions, 
and society as a whole. Additionally, this type of offense may have devastating effects on 
public trust, adversely affecting interpersonal relationships and the integrity of official 
institutions.

Therefore, according to the Moldovan legislator, the offense of identity fraud con-
sists of the illegal presentation under a false identity or the attribution of such an identity 
to another person through the use of official documents in the name of another, the reg-
istration and/or use of user accounts on social networking platforms, web portals, email 
addresses, phone numbers, access cards, or other information society services. This is 
with the exception of the use of pseudonyms that do not infringe upon another’s identity 
or the pseudonyms of other data subjects, done for the purpose of deceiving or maintain-
ing deception in order to produce legal consequences [6, Art.177¹].

Thus, the illegal presentation under a false identity or the attribution of such an 
identity to another person infringes upon the civil rights of the individual, in accordance 
with the provisions of Article 37(1) and (3) of the Civil Code, which state that every person 
has the right to the protection of their name. Whoever uses another person’s name is lia-
ble for all resulting confusion or damage [3, Art.37].

A person’s name is a non-patrimonial personal right, characterized by the traits of 
absolute rights. Accordingly, all individuals are under a negative obligation to refrain from 
acts that would violate the name holder’s right, which consists of the respect and protec-
tion of that name.

The European Court of Human Rights, in its jurisprudence, has ruled that a name, 
as an identifying attribute of a person and as a signifier of familial ties, falls within the 
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scope of the concept of private life. The guarantee provided under Article 8 of the Euro-
pean Convention on Human Rights is, in essence, intended to ensure the development 
of everyone’s personality in relation to others, free from external interference [7, Art.8]. 
Likewise, under Article 28 of the Constitution of the Republic of Moldova, the state re-
spects and protects intimate, family, and private life.

The European Commission of Human Rights provided the following interpretation 
of the notion of private life: the right to respect for private life is the right to intimacy, the 
right to live as one chooses, protected from public exposure [8, p.62]. The individual’s right 
to self-determination, as well as their right to protection of intimate, family, and private life, 
carries some of the most remarkable and far-reaching practical and legislative implications 
[9, p.77]. Interpretive literature regarding these notions, as found in the International Cov-
enant on Civil and Political Rights, shows that respect for intimate and private life protects 
a distinct sphere of human existence and autonomy, which does not extend to the realm 
of the freedom and private life of others, and outlines the following essential aspects [10, 
p.294-295] for understanding the concept of intimate and private life:

• Identity – a sphere of individual existence that entails the protection of life, physi-
cal and mental integrity, freedom of conscience and thought, and the recognition of legal 
personality. The protection of private life also includes the safeguarding of the personal 
qualities of human existence and the way a person expresses their identity (for example, 
name, clothing, hairstyle, gender, feelings, and thoughts).

• Intimacy – the non-disclosure to the public of a person’s characteristics, actions, 
and personal data. In determining the degree of privacy of certain information, a range 
of factors must be considered, including the individual’s specific conduct and subjective 
emotional experiences. In a narrow sense, intimacy is ensured through respect for the 
home and correspondence, as well as the protection of personal data. In a broader sense, 
intimacy is also expressed through respect for the confidentiality of confessions and the 
guarantee of secrecy, for example, the secrecy of individual voting.

Based on the points outlined above, it is important to note that Article 8 of the 
Convention has a horizontal characteristic, meaning that it protects individuals not only 
against arbitrary interference by public authorities, but also against violations committed 
by private people. Thus, states may adopt measures aimed at ensuring respect for private 
life even in the context of relationships between individuals. This is also applicable to 
the protection of the right to one’s image and name against abuses by third parties (see 
Schüssel v. Austria No.42409/98, of 21 February 2002) [11, para.27].

Accordingly, the legislator has determined that the general legal object of the offense 
described in Article 177¹ of the Criminal Code – which falls under Chapter V, “Offenses 
against political, labor, and other constitutional rights of citizens” of the Special Part of 
the Criminal Code – consists of social relations related to the exercise of constitutional 
rights of citizens.

The special legal object of this offense concerns social relations related to the exer-
cise of the right to intimate, family, and private life, in accordance with Article 28 of the 
Constitution.

It is also important to highlight that the offense provided under Article 177¹ of the 
Criminal Code has both a non-material (immaterial) and a material object.

The immaterial object of the offense is the information protected by law regarding 
a person’s identity, which, in a broader sense, encompasses personal data. In this regard, 
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Article 3 of Law No.133/2011 on the Protection of Personal Data defines personal data as 
any information relating to an identified or identifiable natural person (the data subject). 
An identifiable person is someone who can be identified, directly or indirectly, by refer-
ence to an identification number or to one or more elements specific to their physical, 
physiological, psychological, economic, cultural, or social identity [12, Art.3].

The material object of the offense stipulated in Article 177¹ CC, consists of official 
documents, user accounts on social media platforms, web portals, electronic mail ad-
dresses, telephone numbers, access cards, or other services of the information society.

The term “official document” should be understood as a document that:
 – Contains information that has been developed, selected, processed, systematized, 

and/or adopted by official bodies or individuals, or made available to them in accordance 
with the law by other legal subjects;

 – Certifies facts that have legal significance;
 – Circulates within a system of registration, strict recordkeeping, and circulation 

control [13, p.41-42].
Additionally, the term “official document” also includes electronic documents. Ac-

cording to Article 2 of the Law on Electronic Identification and Trust Services, adopted 
by the Parliament of the Republic of Moldova on May 19, 2022, an electronic document 
is defined as content in electronic form, particularly in the form of text, or audio, visual, 
or audiovisual recordings, to which an electronic signature or seal has been applied [14, 
Art.2].

However, the notion of an “official document” refers not only to documents issued 
by public authorities, but also to those submitted to public authorities.

It should be emphasized that documents originating from private individuals must 
also be considered official documents when such documents are subject to a public au-
thentication procedure. It is precisely this procedure that confers upon the document 
an official character, meaning it becomes a matter of public law. This includes, for exam-
ple, a power of attorney issued by a natural person to another individual or legal entity, 
which is authenticated by a notary or a duly authorized official. Furthermore, documents 
from private individuals are to be regarded as official documents when such documents 
are formally received by a public legal entity, and subsequently remain at its disposal in 
connection with resolving matters addressed in the submitted documentation [15, p.1109-
1110].

Apparently, in the case of the offense under analysis, the documents that would 
serve to establish a person’s identity and that meet the conditions of an official document 
would, at first glance, be identity documents. According to Article 1(1) of Law No.273/1994 
on identity documents within the national passport system, the identity documents in 
this system include: all types of passports, identity cards, residence permits, travel doc-
uments for stateless persons (under the Convention Relating to the Status of Stateless 
Persons of September 28, 1954), refugee travel documents (under the Convention Relat-
ing to the Status of Refugees of July 28, 1951), and documents issued to beneficiaries of 
humanitarian protection [16, Art.1]. In addition, a driver’s license can also be considered 
an identity document. It is issued in accordance with the Regulation on the Procedure 
for Obtaining the Right to Drive Vehicles, the Issuance, and Validity of Driving Licenses, 
approved by Government Decision No.181/2022.

Additionally, other documents that confirm a person’s identity and meet the re-
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quirements of an official document may include student cards issued by relevant educa-
tional institutions, pensioner IDs, and employee IDs, among others.

A “user account on social media platforms” is understood to be an access unit within 
a social networking platform, created and managed to allow a user to interact with the 
respective online services or informational resources. A user account involves the regis-
tration and storage of information used to identify and authenticate the user, such as a 
username, password, or other authentication data. It may also include personal data or 
the history of the user’s interactions within that system.

A social network is a web-based service designed to create virtual connections be-
tween users, for social, commercial, political, or educational purposes. Thus, a social net-
work is understood as an informational network of Internet users, based on certain web-
sites where users can register and interact with other already-registered users.

The notion of “electronic mail” is defined by the Moldovan legislator in two separate 
normative acts. According to Article 2 of Law No.241 of 15 November 2007 on Electronic 
Communications, electronic mail refers to any message – text, voice, or containing sound 
or images – sent via a public electronic communications network and which can be stored 
in the network or in the recipient’s terminal equipment until it is accessed by the recipi-
ent [17, Art.2] The same definition is provided in Article 4 of Law No.284 of 22 July 2004 on 
Information Society Services [18, Art.4].

As for the term “telephone number”, it is not explicitly defined in the legislation of 
the Republic of Moldova. However, two related concepts are regulated by both national 
and European legislation: 1) A “geographic number” refers to a number within the National 
Numbering Plan, in which part of the digits have geographical significance and are used to 
route calls to the physical location of a network terminal; 2) A “non-geographic number” 
refers to a number within the National Numbering Plan that does not have geographical 
significance. These include, among others, mobile phone numbers, toll-free numbers, and 
premium-rate numbers [17, Art.2; 19, Art.2 let. d) and f)].

Likewise, the term “access card” is not defined in national legislation. However, an 
access card generally refers to a physical device (usually a plastic card or another type 
of electronic medium) used to grant a person access to a particular system, location, or 
computer network. The access card typically contains authentication data or encrypted 
information (such as a code or chip) that allows the user to gain authorization to enter a 
restricted area or interact with a protected system. Frequently, the access card is inte-
grated into an access control system, which manages permissions based on the authori-
zations assigned to the individual.

The final concept, which also constitutes the material object of the offense stip-
ulated in Article 177¹ of the Criminal Code, is the information society service. According 
to Law No.284 of July 22, 2004 on Information Society Services, an information society 
service is defined as any service provided for remuneration, at a distance, by electronic 
means, and at the individual request of the recipient of the service, including online sales 
of goods. Information society services are not limited exclusively to services that result 
in the conclusion of online contracts. As long as they constitute an economic activity, 
they also include services that are not remunerated by those who receive them, such as 
services that provide online information, commercial communications, or services that 
offer search, access, and data retrieval tools. Also considered information society services 
are those that involve the transmission of information via an electronic communications 
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network; the provision of access to such a network or the hosting of information supplied 
by the recipient of the service. Point-to-point services, such as video on demand or the 
provision of commercial communications via electronic mail, are likewise considered in-
formation society services.

The following do not constitute information society services, within the meaning of 
this law:

a) Services provided in the physical presence of both the provider and the recipient, 
even if this involves the use of electronic equipment;

b) Services with material content, even if delivered through electronic devices;
c) Services rendered without the use of the internet (offline services), such as the 

distribution of software on storage devices;
d) Services not provided via electronic data processing and storage systems, such as:
 – Voice telephony services;
 – Fax/telex services;
 – Services provided via voice telephony or fax;
 – Direct marketing by telephone or fax.
e) Services transmitted by data transfer without individual request, intended for si-

multaneous reception by an unlimited number of individual recipients (point-to-multipoint 
transmission), such as:

 – Transmission or retransmission of audiovisual broadcasting services;
 – Teletext [18, Art.4].
The objective element of the offense provided in Article 177¹ of the Criminal Code 

has the following structure: a prejudicial act that may take two forms. The first form is the 
presentation under a false identity through inducement or maintenance in error, and the 
second form is the attribution of a false identity to another person.

It is important to note that the first form of the prejudicial act consists of two ac-
tions:

a) The main action, which is the presentation under a false identity;
b) The adjunct action, which is the inducement of a person into error or maintaining 

that person in error.
Inducement into error refers to the act of deliberately or negligently creating a false 

perception of reality, thereby causing another person to adopt a particular course of ac-
tion based on a mistaken belief. This can be achieved through false statements, relevant 
omissions, exaggerations, or other means that affect the person’s free and informed con-
sent.

Maintenance in error involves failing to correct a mistaken belief that a person al-
ready holds, with the purpose of influencing them to act in favor of the one maintaining 
the error. This can manifest through fraudulent silence (intentional omission of relevant 
information) or through tacit confirmation of false information.

Additionally, the legislator, within the text of the provision, has outlined the meth-
ods of committing the offense, which are as follows:

a) Presenting oneself under a false identity by using official documents bearing the 
name of another person, through inducement or maintenance in error;

b) Presenting oneself under a false identity by registering and/or using user ac-
counts on social media platforms or web portals, through inducement or maintenance in 
error;
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c) Presenting oneself under a false identity by registering and/or using email ad-
dresses, through inducement or maintenance in error;

d) Presenting oneself under a false identity by registering and/or using a phone 
number, through inducement or maintenance in error;

e) Presenting oneself under a false identity by registering and/or using access cards, 
through inducement or maintenance in error;

f) Presenting oneself under a false identity by registering and/or using information 
society services, through inducement or maintenance in error.

With respect to presenting oneself under a false identity by using official documents 
bearing the name of another person through inducement or maintenance in error, this 
should be understood to mean that the perpetrator presents themselves under an identi-
ty other than their own and additionally uses an official document in the name of another 
person. These actions are carried out by means of inducing or maintaining a person in 
error. In this regard, the legislator did not specify whether the false presentation must 
occur before a public authority or a private entity. However, it did explicitly require the 
presence of prejudicial consequences, in this case taking the form of legal consequences, 
which are subject to analysis under the subjective element of the offense.

Furthermore, presenting oneself under a false identity through the registration 
and/or use of user accounts on social media platforms or web portals, by means of in-
ducement or maintenance in error, is understood to mean that the perpetrator, knowing 
the personal data of another person, enters that person’s data – rather than their own 
– when registering a user account on a social media platform. Thus, the perpetrator pre-
sents themselves on the platform using another person’s identity, accompanied by the 
act of inducing or maintaining the error. The same actions apply to the registration and/
or use of email addresses, phone numbers, access cards, or services of the information 
society. As previously stated, the legislator made it clear in all such cases that prejudicial 
consequences must result, specifically the production of legal consequences, which, as 
previously noted, falls within the scope of the analysis of the subjective element of the 
offense.

On a different note, the second modality of identity fraud is the attribution of a false 
identity to another person, which may be carried out both through the act of using the 
real identity of another person, and the act of entrusting an official document that serves 
to establish identity.

The act of “using” a person’s real identity means that the perpetrator employs au-
thentic information regarding the identity of an existing individual, information that may 
be found in the State Population Register or in another information system.

The act of “entrusting” may be expressed through the direct or indirect handing 
over of an official document that serves to establish identity.

Furthermore, criminal law distinguishes between the use of a false identity and the 
use of a pseudonym. The latter may be used as long as it does not infringe upon the iden-
tity of another person or the pseudonyms of other data subjects.

Considering the elements outlined in the objective component of the present of-
fense, the crime provided in Article 177¹ of the Criminal Code will not be committed in 
situations where, for example, a divorced woman presents herself under the surname 
acquired through marriage, even though the marriage has been dissolved, especially if 
the court decision dissolving the marriage does not contain any provisions regarding the 
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spouses’ surnames after the divorce.
The subjective component of the offense of identity fraud is characterized by direct 

intent. Additionally, the legislator has provided for the presence of a special purpose pur-
sued by the perpetrator, namely the production of legal consequences.

Regarding legal consequences, according to Constitutional Court Decision (CCD) 
No.194 of December 21, 2023, “the Court considers that it is neither possible nor reason-
able for the Criminal Code to provide an exhaustive list of legal consequences that may 
arise from the commission of the offense of computer-related forgery. In fact, an exhaus-
tive list of legal consequences could omit the regulation of situations that would reason-
ably justify criminal liability for computer forgery (see, mutatis mutandis, CCD No.78 of 
June 16, 2022, § 26; CCD No.179 of December 15, 2022, § 24; CCD No.89 of July 25, 2023, § 
24)” [20, para.24].

At the same time, according to the same Decision, paragraph 25 states that the Eu-
ropean Court has found that a law may still meet the requirement of foreseeability even 
if the person concerned must seek appropriate legal advice in order to reasonably assess 
the consequences that a particular action might entail [20, para.25].

Taking into account the observations made by the Constitutional Court in the afore-
mentioned case, where it was emphasized that there is no exhaustive list of legal conse-
quences that may result from the commission of a criminal offense – in this case, identity 
fraud – it follows that the existence of such a comprehensive list could omit the regu-
lation of situations that would reasonably justify holding a person criminally liable for 
committing identity fraud.

The subject of the examined offense is a natural person who, at the time of commit-
ting the offense, has reached the age of 16.

Conclusions. The analysis of the offense of illegally presenting oneself under a false 
identity, or fraudulently assigning a false identity to another person, reveals several legal 
challenges generated by technological developments and the growing complexity of digi-
tal interactions. The use of official documents, online accounts, email addresses, or other 
services of the information society to deceive or maintain a person in error – with the 
intent of producing legal consequences – requires clear and effective regulation, adapted 
to current social and technological realities.

Furthermore, it can be concluded that, when criminalizing this offense, the legisla-
tor adopted a vague definition, which creates difficulties for law enforcement and judicial 
authorities in effectively preventing and combating the phenomenon of identity fraud.
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Summary
This article focuses on how a minor child can be put in danger by the very person who raises and ed-

ucates him. Most of the time, there is a fine line that can be easily crossed between the exercise of parental 
authority and abusive behavior towards the child, which can ultimately lead to the commission of crimes. This 
article focuses on how a minor child can be put in danger even by the person who raises and educates him. Most 
of the time there is a fine line that can be easily crossed between the exercise of parental authority and abusive 
behavior towards the child, which can ultimately lead to the commission of crimes. The raising of minors is 
based on the principle of the best interests of the child, which is seriously violated when the parents or those 
who raise and educate them violate this line. Although the two institutions are part of two different branches 
of law, respectively public and private law, it is worth to make profund analysis.

Keywords: parental authority, minor child, parents, crime, Criminal Code, punishment, circumstantial 
subject, child’s interest, civil law, criminal law.

Introduction. The upbringing, education, physical and moral development of mi-
nors, as well as their formation as individuals perceived as social beings are influenced by 
their parents or those responsible for their care.

The protection of minors is essential to their development in society, and this pro-
tection is most often provided by their parents. The Romanian Civil Code refers to this 
form of protection as parental authority, an institution that is also found in the French 
and Canadian Civil Codes, as well as in the Family Code of the Republic of Moldova. Pa-
rental authority was also mentioned in the old Family Code of Romania, whose articles 
were largely absorbed into the Romanian Civil Code, but it was found under the name of 
parental protection, a name that we often find in doctrinal works.

Parental authority is defined in doctrine and in the Civil Code as the totality of the 
rights and obligations that parents have towards their minor children. These rights may 
also be exercised by other persons in whose care the minor is placed, such as a foster care 
institution or a guardian.

Therefore, through parental authority, parents guide minors on their path to matu-
rity and are obliged to provide them with an environment conducive to their physical and 
intellectual development. Thus, parental authority involves a series of duties for parents, 
who must ensure the minor’s right to education, health, and activities that can develop 
their artistic and sporting abilities, and so on.

Parental authority is governed, like any institution, by its own principles, but one of 
the most important principles is that of the “best interest of the minor”, which states that 
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parental authority is exercised by parents solely in the interest of the minor and with due 
respect for the minor.

Although in most cases in contemporary families, parents exercise their parental 
rights and obligations towards their children in accordance with the law and good morals, 
in exceptional situations there are exceptions to these rules.

The parent, guardian or person in whose care and protection the minor is may pun-
ish the minor when he or she misbehaves for the purpose of educating the minor and 
imposing limits, but such punishment must not exceed the scope of good morals and the 
physical and mental integrity of the minor, Physical punishment of any kind or punish-
ment that would have a strong emotional impact on the child is prohibited.

Definition, content and exercise of parental authority. Firstly, Article 483(1) of the 
Civil Code, found in Title IV, Chapter I, defines parental authority as “the set of rights and 
duties relating to both the person and the property of the child and belonging equally to 
both parents”.  It follows that, in the light of parental authority, the guardian of a minor is 
obliged to take care of the minor, ensuring everything necessary for a life appropriate to 
the minor’s harmonious development, and is obliged to maintain the minor and ensure his 
or her access to education and training [5, Art.483, para.(1)].

Parental authority has a broad scope, encompassing a multitude of rights and obli-
gations of parents. However, this scope is divided into two categories:

a) Rights and obligations regarding the child’s person;
b) Rights and obligations regarding the child’s property [3, p.487-499].
Within the first category, the doctrine lists the following rights and obligations:
1. The right and obligation to raise the child;
2. The right and obligation to care for the minor’s mental and physical health;
3. The right and obligation to provide for the child’s education, schooling and voca-

tional training;
4. The right and obligation to supervise the child;
5. The right to demand the return of the child from any person who has him or her 

without right;
6. The right to consent to the child’s engagement, marriage or adoption;
7. The right to determine the child’s place of residence;
8. The right to supervise the child’s education, upbringing and care;
9. The right to have personal relations with the child.
The second category includes rights and obligations of a patrimonial nature:
1. The right and obligation to take care of the minor’s patrimony;
2. The right and duty to represent the minor in civil acts and to consent to such acts.
Secondly, in order to understand the mechanism of this institution, which is ex-

tremely important in law, it is necessary to analyse and explain how parental authority is 
exercised. Therefore, parental authority is exercised as a rule by both parents together 
in equal measure, so that when one parent acts alone in exercising parental authority to-
wards third parties acting in good faith, it is presumed that he or she has acted with the 
consent of the other parent [3, p.499].

Joint parental authority arises:
– Upon the birth of the child for married parents;
– Upon recognition of the child by the unmarried father;
– By judicial means when the mother requests recognition of paternity.
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The general rule also has a number of exceptions regulated by the Civil Code. These 
exceptions are as follows:

1. Exercise of parental authority by one parent;
2. Unequal exercise of parental authority by parents;
3. Partial exercise of parental authority;
4. Exercise of parental authority by a guardian/curator/specialised institution [5, 

Arts.503-507].
Offences committed as a result of the abusive exercise of parental authority con-

trary to the best interests of the child. As mentioned above, in the exercise of parental 
care, the parent/guardian/carer entrusted with this power has a number of rights and 
obligations with regard to the person and property of the minor. However, there is a fine 
line between exercising these rights and committing abuse against the minor. As a re-
sult of the fact that parents receive these powers over their minor children by operation 
of law, many of them, unaware of what parental care entails from a legal point of view, 
they commit certain abuses or serious neglect towards their child, sometimes without 
knowing it, considering that this is the best way to raise their child, using physical pun-
ishment or depriving the child of food, punishments that are clearly unacceptable from 
both a moral and legal point of view. On the other hand, there are much more serious 
situations in which parents intentionally physically or psychologically abuse their minor 
children, situations in which they intentionally deprive the child of what is necessary for 
their growth or education, or subject them to inhumane treatment, which is extremely 
worrying.

Firstly, a distinction must be made between criminal and civil penalties that can be 
imposed on parents in such situations.

A first penalty is provided for in Article 508 of the Civil Code, but also in Law 
No.272/2004, Articles 41-43, when the parent is deprived of parental authority.

Disqualification is a sanction specific to civil law and involves the loss of a right, 
more specifically, in the present case, the loss of the right to exercise rights and obliga-
tions in relation to the minor child. The deprivation of parental rights occurs when the 
parent endangers the life, health or development of the minor child by subjecting them 
to ill-treatment, alcohol or drug abuse, abusive behaviour, serious neglect in the exercise 
of parental rights or violation of the best interests of the minor. We conclude that this 
sanction applies only when parents commit acts of a certain seriousness, such as those 
that fall within the categories listed above.

Secondly, deprivation must not be confused with criminal sanctions, such as impris-
onment or criminal fines, which occur when the parent commits criminal acts. The Crim-
inal Code regulates a number of offences precisely in order to protect the development of 
minors and to prevent parental authority from being invoked as an excuse for committing 
certain offences against the health or life of minors, or their physical and mental integrity, 
as parents cannot have supreme control over the body or mind of a minor child or over 
their property [4, p.224].

Thus, parental authority cannot be used as a mask that allows parents to exercise 
complete control over their children, who are not the property of a parent but social be-
ings who are extremely vulnerable from all points of view.

One of the most important offences under the Criminal Code is that set out in Ar-
ticle 197, which regulates the offence of ill-treatment of minors. This is defined as an of-
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fence that seriously endangers, through measures or treatment of any kind, the physical, 
intellectual or moral development of a minor by their parents or any person responsible 
for their care. The punishment provided by law for this offence is imprisonment and the 
deprivation of certain rights [6, Art.197].

The acts that constitute the material element of this offence are much more serious 
than those for which civil law provides for the deprivation of parental rights. Since these 
acts are extremely serious and the passive subject of the offence is a minor, an extreme-
ly vulnerable person as mentioned above, whom the law, regardless of its scope, always 
seeks to protect adequately, criminal proceedings are initiated ex officio and not upon the 
prior complaint of the victim. This method of initiating criminal proceedings was chosen 
because the victim may be influenced by the perpetrator and thus fraudulently prevented 
from reporting the offence to the competent criminal authorities. Criminal law classifies 
this offence as an offence against bodily integrity or health.

Analysis of the constitutive elements of the offence of ill-treatment of minors - 
Article 197 CC. The first element to be analysed is the object of the offence. This is subdi-
vided into two categories: the legal object and the material object: 

The legal object: this is also subdivided into the main legal object (the offence pro-
tects social relations relating to the physical and mental integrity of minors) and the sec-
ondary legal object (social relations relating to the upbringing and education of minors, 
family relations and social coexistence)

Material object: consists of the minor’s body when the offence is directed at them.
The second element consists of the subjects of the offence. There are two types of 

subjects: the active subject – the person who commits the offence; and the passive sub-
ject – the person against whom the offence is directed.

The active subject is circumstantial, is the law requires that they have a certain qual-
ity. They may be the perpetrator: the parent, regardless of whether they are the natural 
parent, adoptive parent or parent outside marriage, guardian, curator, another relative, 
even a nanny and any person in whose care the minor is.(For example, if parental author-
ity is exercised by a placement institution, the perpetrator may be the person in whose 
care the minor has been placed).

Criminal participation is possible in all forms (co-perpetration, complicity, incite-
ment).

For example, a relative insists and convinces one of the parents to leave the child 
hungry for several days in order to punish him for refusing to be polite, and the latter does 
exactly what he is instigated to do.

In a situation where the perpetrator does not have one of the qualities listed above, 
they do not commit the offence of ill-treatment of a minor but another offence against 
bodily integrity, for example (a neighbour who was close to the minor’s family sees that 
the minor has broken a window with a ball and repeatedly beats him with a wooden bat, 
causing injuries to his legs, has committed the offence of assault or other violence)

The passive subject is also circumstantial.  This is the minor, regardless of age or 
state of health, however, a minor who has reached the age of 16 and has acquired full le-
gal capacity cannot be the active subject of this offence. This refers to minors who have 
been emancipated by a court decision or who have attained full legal capacity through 
marriage. This opinion is also found in criminal doctrine, an opinion which we also share. 
Given that the minor has full legal capacity, he or she is no longer under parental author-
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ity and is no longer considered vulnerable, and therefore no longer qualifies as a passive 
subject [1, p.77].

Moving on to the analysis of the elements of the offence, we will now discuss the 
objective aspect of the offence, more specifically the material element. This represents 
the action or omission by which the offence is committed. The material element consists 
of seriously endangering the physical or mental development of the minor through meas-
ures or treatment of any kind, which can be achieved either through action or inaction: 
depriving the minor of liberty, physically abusing the minor, refusing to provide the minor 
with necessary medication when in poor health, refusing to give the minor food, using the 
minor for hard labour that may cause physical harm, and other similar acts. The essence 
of this offence is that the ill-treatment must be continuous, the actions or omissions must 
be repeated, a single act not constituting the material element of the offence.

In legal theory, the question has been raised as to whether the offence can be 
considered in conjunction with murder. The issue arose from the HCCJ Decision 
1646/05.05.2009, which stated that the two can be considered in conjunction. Legal the-
ory is divided on this issue. The first opinion is that the two offences cannot be considered 
in ideal concurrence because the repeated beating of the child, which ultimately leads to 
his death, means that the offence of ill-treatment is naturally absorbed into the offence of 
murder [2, p.87-89]. A second opinion is that the offence of ill-treatment can be consid-
ered in ideal concurrence with the offence of murder, or other offences such as unlawful 
deprivation of liberty, attempted murder, assault or other violence, sexual corruption or 
incest [1, p.77].

As a personal opinion, we tend to agree with the first doctrinal opinion, which also 
differs from that of the High Court, and consider that the crime of murder will naturally 
absorb that of ill-treatment. We justify this opinion by the fact that the active subject’s 
intention is to take the victim’s life, not to subject the minor to constant ill-treatment, 
which must be evident from the causal link between the act and the immediate conse-
quence. We have natural absorption, for example, when a parent repeatedly hits a one-
year-old minor at short intervals in critical areas such as the head and abdomen, causing 
his death, or when a parent intentionally deprives a child suffering from an incurable 
disease of the treatment that was absolutely necessary to keep him alive.

Last but not least, the immediate consequence of the offence must be analysed. This 
causes a state of danger to the physical and mental development of the minor, being a 
crime of concrete danger, and the moment when the offence is completed coincides with 
the moment when the measures or treatments that seriously endanger the minor cease 
[1, p.78].

The form of guilt is also of particular importance: the offence is committed with di-
rect or indirect intent, and if the active subject is a person other than a parent or relative, 
special circumstances should not be analysed. Conversely, if the perpetrator is the parent 
or guardian, circumstances such as education, social environment, family environment, 
age, standard of living, etc. must be taken into account.

Unlike the civil penalty of forfeiture of parental rights in cases of ill-treatment, in 
criminal law, ill-treatment of minors is punishable by imprisonment and the additional 
penalty of deprivation of certain rights, such as: prohibition of the exercise of parental 
rights, the right to be a guardian or curator, or prohibition of the right to hold the posi-
tion, profession or activity that was used when the offence was committed [2, p.90].
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This is an extremely important ECHR ruling that has influenced Romanian legisla-
tion on the loss of parental rights. In this ruling, the Court established that the automatic 
deprivation of parental rights is a measure that is too severe and violates the best inter-
ests of the child. This had a major impact on Romanian legislation, as the Criminal Code 
was amended on the basis of this ruling, with many automatic penalties being removed 
from the new Criminal Code (2014) or made subject to specific requirements [8].

In our view, the ECHR acted correctly because the offence committed by journalist 
Sabou was one of defamation and not one that concerned a minor child or a family mem-
ber, nor did it have any connection with his parental duties. Furthermore, the commission 
of such an offence did not in any way affect the way in which he exercised his parental 
rights, so such a sanction is unjustified, and the additional penalty of automatic depriva-
tion of parental rights was neither proportionate nor tailored to the particular situation 
of the defendant.

Conclusions. In conclusion, as stated above, there is a fine line between the abusive 
exercise of parental authority and the commission of an offence that may harm the best 
interests of the minor. As shown above, the offence of ill-treatment of a minor has an ac-
tive subject, but also a passive subject, which is the essence of this offence. The passive 
subject is most often the parent who exceeds the legal limits of parental authority, putting 
the minor’s development in serious danger.

This article provides a thorough and detailed analysis of the two institutions that are 
part of different branches of law, and also presents the correlation between the two and 
what this connection implies.
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Summary
Terrorism, in all its forms and manifestations, by its scale and intensity, by its methods of manifesta-

tion and cruelty, represents one of the most topical and sharp issues of humanity. The diversity of terrorist 
manifestations and their social dangerousness make terrorism stand out among all types of crimes, being one 
of the most acute problems of contemporaneity. The current stage of development of society is characterized 
by significant changes in the political, economic and social fields, which have led to a considerable increase in 
crimes of a terrorist nature.

The development of a methodology for investigating terrorism is one of the current objectives of foren-
sics. It is obvious that the notion of terrorism requires a concretization, which will be achieved as different ele-
ments of the criminal characteristics of terrorism are exposed and analyzed. However, the objective necessity of 
the scientific elaboration of the investigation methodology and the criminal characteristics of terrorism, their 
theoretical and practical significance, as well as the insufficient analysis of the issues addressed in forensics 
determined the choice of the theme of this research.

Keywords: criminal characteristics, terrorist act, object of the crime, method of commission, purpose, 
circumstances, place, time, traces, perpetrator, victim, consequences, harmful consequences, material damage.

Introduction. At present, there is no unanimously accepted definition of concept 
of ‘terrorism’ at the international level [10, p.278]. The author E.N. Zhevlakov argues that 
terrorist activity includes: 1) organization, planning, preparation and implementation of a 
terrorist action; 2) incitement to a terrorist act, violence against individuals and organiza-
tions, destruction of material property for terrorist purposes; 3) organization of an illegal 
armed formation, a criminal group (criminal organization) for the commission of terrorist 
acts, as well as participation in such an action; recruitment, arming, training and use of 
terrorists; financing of a terrorist organization or a terrorist group or other form of sup-
port provided to them [18, p.40-45].

I.I. Karpets defined terrorism as “an international, intrastate activity organized in a 
specific way, aimed at creating special organizations and groups for the commission of 
murders, causing bodily harm, the application of violence and kidnapping of persons as 
hostages, the forced deprivation of freedom of persons, the humiliation of personality, 
the application of torture, the acts of sadism, etc.” [20, p.98-99].

In this regard, we fully agree with the author I.I. Avdeev, who defines terrorism as a 
socio-political phenomenon, stating that terrorism, throughout the entire history of its 
existence, is characterized by a stable complex of features (particularities), which distin-
guish it from other forms of violence and ensure to it a certain species autonomy in this 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 682
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

system. These fundamental features of terrorism, total violence and terror are: socio-
political orientation, the illegal nature of the application of violence; the conspiratorial 
nature of the actions of its subjects, necessary to ensure the establishment and existence 
of terrorist structures and their participants, as well as the preparation and implementa-
tion of specific terrorist actions [12, p.61-65].

Based on the analysis of terrorist activity in different countries of the world, a num-
ber of features characterizing terrorism can be highlighted, namely: 1) Terrorism is used 
as a form of struggle for power; 2) Not only nationalist terrorist groups, but also those 
with ideological goals, are gaining the widest possible distribution; 3) Modern terrorists 
are better organized, technically equipped and more professional than they were some 
time ago; 4) Terrorism poses a major threat to the security of civil rights, the stability of 
the state system, economy and even democracy; 5) Governments of countries and the 
world community have not assessed the threats of terrorism in a timely manner, have not 
developed a coherent strategy to combat this phenomenon, especially in terms of its pre-
vention; 6) According to experts, terrorism will pose an even greater threat in the coming 
period [15, p.75].

In addition, the common features of terrorism include: 1) the demonstrative and 
ultimate nature of actions and demands; 2) causing physical harm (murder, bodily harm) 
or applying psychological violence to an indefinite circle of people; 3) causing material 
damage is not an end in itself, but is only a means of influencing people or authorities (the 
state) [23, p.15].

Knowledge of the illicit activity carried out by the perpetrator is decisive for es-
tablishing the specific and possible (virtual) consequences of the criminal manifestation, 
who the possible victims are and, last but not least, what were the causes, conditions and 
circumstances that facilitated the commission of the act [2, p.259]. Highlighting the com-
mon features and particular characteristics of the terrorist act allows us examining this 
phenomenon as a crime. In this context, there is a need to develop criminal characteris-
tics of the acts of terrorism.

Methods and materials applied. The general methodological basis of the research 
is dialectics as a general scientific method of knowledge of phenomena and processes in 
their interdependence and interconditioning, as well as systemic and structural methods 
of knowledge, which allowed the analysis of the formation, establishment and current 
state of the activity of law enforcement agencies in the field of combating terrorism. In 
the research process, the formal-logical method was applied, which allowed identify-
ing and analyzing the elements that constitute the notion and essence of the criminal 
characteristics and the mechanism of the investigated crime. The application of these 
methods and techniques of knowledge allowed a complex analysis of the problem of the 
criminal characteristics of terrorism (terrorist act), the systematization of the informa-
tion obtained and the formulation and justification, on this basis, of certain conclusions 
and recommendations.

Discussions and results obtained. Currently, the existence of the criminal char-
acteristics of a certain crime and its elements is the subject of several scientific debates. 
However, at the current stage of development of forensics as a science, the criminal 
characteristics must exist and represent the main, basic element of the description of a 
crime from the perspective of forensics. At the same time, multiple aspects related to the 
structure (elements) of the criminal characteristics of the crime remain under discus-
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sion. Some authors expand the criminal characteristics and introduce such an element as 
typical initial information into its structure [13, p.688; 16, p.25-26]. Other researchers, on 
the contrary, significantly narrow this concept, limiting it to the circle of circumstances 
that must be established in the process of investigating criminal cases [26, p.242-243]. In 
the opinion of S. Doraș, the criminal characteristics of the crime highlight and describe 
certain data with particular significance [4, p.520]. The author M. Gheorghiță states the 
following: “the criminal characteristics is a dynamic notion, which presents a descrip-
tion of the traces, attributes, signs of the specific crime, of those elements that outline 
the phenomenon or some evidence, indications of the crime taken separately at a certain 
stage” [6, p.732].

Without delving into the analysis of the positions of researchers with respect to 
the structure of the criminal characteristics, since this topic is not part of the subject of 
the research in question, the best substantiated is the concept and the structure of the 
criminal characteristics proposed by A.G. Filippov. In his opinion, the criminal character-
istics should be defined as “a system of features characteristic of a certain type of crime, 
which are of major importance for its investigation and which determine the application 
of forensic methods, techniques and means”. This author identifies five main elements of 
the criminal characteristics: 1) The immediate object of the crime; 2) The manner of com-
mitting and concealing the crime; 3) The circumstances in which the crime was prepared 
and committed (time, place, etc.); 4) The mechanism of trace formation; 5) The person of 
the offender and the victim [26, p.242-243].

Obviously, knowledge of all the components of the criminal characteristics of ter-
rorism, interconnected with each other, as I.I. Artamonov mentions, will allow building a 
more or less complete model of the crime based on fragmentary information and separate 
components, will allow formulating justified hypotheses regarding the preparation, com-
mission and concealment of this crime [14, p.36].

Regardless of the particularities of each specific act of terrorism, the investigation 
undertaken involves establishing categories of problems to be clarified, the answer to 
which is absolutely necessary to clarify the respective case and without which there is no 
possibility of the judicial body realizing the circumstance of whether or not the constitu-
tive elements of such a crime are outlined [2, p.301].

Making the criminal characteristics of terrorism, it should be noted that the object of 
the criminal attack is public safety (terrorists aim to cause harm to the security of society 
and the state, terrorist actions target the peace and security of humanity, the political and 
economic system, the foundations of the constitutional order and the normal functioning 
of state authorities).

In the opinion of authors S. Brînză and V. Stati, “the main legal object of the crime of 
terrorism is the social relations regarding public security defended against the provoca-
tion of an explosion, a fire or the commission of another act that creates the danger of 
causing death or injury to bodily integrity or health, essential damage to property or the 
environment or other serious consequences. In turn, the secondary legal object is formed 
by social relations regarding one of the following social values: life, health or psychologi-
cal (moral) freedom of the person; the integrity, substance or possibility of use of goods; 
the integrity of the environment; the normal functioning of public authorities” [1, p.524].

The main efforts of terrorists are directed towards causing the greatest possible 
damage, being interested in the scale and public resonance of the terrorist act, because 
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only in this way will their goal be achieved. Thus, if the action is planned in order to take 
hostages, for the release of which certain political and economic requirements must be 
met, terrorists choose in advance the place where the terrorist act will be committed and 
can anticipate, in general terms, what the consequences will be, who could be taken hos-
tage and, subsequently, deprived of life.

When terrorist attacks are committed by perpetrators acting on their own, usually 
the intended goal is the destruction of as many people as possible, which should cause 
terror among the population and determine government and political figures to take cer-
tain measures to urgently resolve some situations in a way that is beneficial to the ter-
rorists.

In this context, the object of the criminal attack in the case of terrorism can be any 
object of the material world [17, p.17-18].

The ways (modalities of committing) of the terrorism crime can be among the most 
varied and directly depend on its form. In the case of terrorism leading to the emer-
gence of dangerous consequences for society, the following methods of commission are 
characteristic: 1) Explosions committed by terrorists acting on their own, using vehicles 
loaded with explosives or ‘kamikaze’ terrorists who destroy everything around, including 
themselves; 2) Intentionally caused arson; 3) Causing accidents at critical infrastructure 
facilities, social services; 4) Causing accidents and catastrophes in air and rail transport; 
5) Mining of buildings, institutions, roads, public transport stations; 6) Contamination and 
poisoning (contamination of land with various radioactive, chemical, biological, toxic, poi-
sonous substances, mass poisoning and the spread of epidemics).

In addition, some specific crimes committed by criminals for terrorist purposes may 
also be included as methods of committing terrorism: 1) Taking hostages, in order to force 
state authorities to fulfill certain political, economic, etc. requirements; 2) Hijacking, cap-
turing a means of transport (air, naval, rail, road) with the mandatory presence of people 
inside, whose lives are endangered; 3) Hijacking, capturing means of transport, without 
the presence of people inside, in order to cause dangerous damage to society (for exam-
ple, the destruction of a factory that will lead to land contamination); 4) Capturing build-
ings, premises in order to destroy them and cause the death of people; 5) Creating armed 
formations intended to capture territories, institutions, enterprises, buildings (along with 
people), in order to impose certain conditions; 6) Public calls for violent overthrow or 
change of the constitutional order, as well as calls for acts of treason, violation of national 
or racial equality, accompanied by violence [17, p.19-20].

In the opinion of the author M. Gheorghiță, the ways of committing the crime of 
terrorism can be divided into: 1) Ways based on actions that generate by their essence the 
danger of death of people or harm to their bodily integrity, the danger of causing signifi-
cant material damage or the occurrence of other serious consequences; 2) Ways of action 
that create conditions for the emergence of the danger of death of people (accidents at 
objects of providing the population with the necessities of life, etc.) [5, p.414].

Terrorists widely use the achievements of modern engineering and technology, 
equipment and information technologies. In addition, scientific and technical progress 
continuously expands the arsenal of methods for committing terrorist acts [24, p.40].

The author A.V. Fedorov, speaking about the ways of committing the crime of ter-
rorism, emphasizes that terrorist acts can be committed in the form of explosion, arson, 
use or threat of use of nuclear, radioactive, chemical, biological, explosive, toxic, poison-



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică685
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

ous explosive devices, hazardous substances; attacks on the lives of government or public 
figures, representatives of national, ethnic, religious or other groups of the population; 
capture (taking) of hostages, kidnapping of persons; creation of a danger to the life, health 
or property of an indefinite circle of persons by creating conditions for accidents and ca-
tastrophes of a technological nature or the real threat of creating such a danger; spread-
ing threats in any form and by any means; other actions that create a danger of death of 
persons or the occurrence of other dangerous consequences for society [25, p.22].

In the case of the threat of terrorism, the method of committing the crime is a sys-
tem of interconnected actions of the offender to transmit information about the terrorist 
act to be committed. Here, two methods of communication can be distinguished: direct 
and indirect.

The direct method of transmitting information about terrorism consists in the ver-
bal communication of data by one person to another - contact between the offender and 
the person to whom the information is addressed. Among the indirect methods of trans-
mitting information are written messages, transmitted by telephone, through the media, 
through third parties, as well as through other means of communication.

The most significant acts, which determine the predominance of the methods of 
committing terrorism in the form of a threat by transmitting it through the media and the 
Internet, are the following: first of all, the desire of criminals to ‘bring’ the threat to a wide 
audience, creating an atmosphere of panic and fear; secondly, attracting the attention 
not only of the state’s law enforcement agencies, but also of the whole world, in order to 
demonstrate to the entire international community the capabilities of terrorist organiza-
tions; thirdly, the desire to hide the involvement of persons who directly participate in 
the commission of crimes (usually, responsibility for these crimes is assumed by terrorist 
organizations, either through their leaders), without indicating their identity [17, p.21-22].

In addition, among the methods of committing a crime is violence against the per-
son: physical, patrimonial (material) and moral (psychological). Methods of physical vio-
lence are designed to change (or keep unchanged) policy by physically removing a person 
or group of people from their public or government activity. In practice, this can be man-
ifested by the deprivation of life of this person (or group of persons), by causing bodily 
harm, by deprivation of liberty or by significantly limiting it.

Methods of moral and psychological violence against a person have the same po-
litical goals as physical violence, but they are carried out not by attacks on the life and 
health of a specific person (civilians), but on the property of the state, society or private 
individuals. Illegal action in relation to property is intended to deprive a certain political 
actor or organization of the material basis necessary for the implementation of the cho-
sen political line. Moral and political violence is manifested by blackmail, threats, slander 
and similar actions, aimed at harassing, unbalancing and psychologically undermining a 
person [21, p.87].

Concluding on the ways of committing this crime, we find it necessary to agree with 
some researchers who state that: “... not only the content of terrorist actions is important, 
but also their character. These actions must necessarily have a public character. For the 
offender, it is essential that it be obvious that an act of terrorism has been committed, 
that what happened is not an accident, a coincidence or some other crime” [19, p.43].

As instruments (means) of the crime, criminals most frequently use explosive ob-
jects. However, in the practice of investigation, cases of the use of various poisonous 
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substances, contaminants and radioactive materials are encountered [22, p.75]. In the 
opinion of M. Gheorghiță, terrorist actions are possible with the application of means that 
can be divided into two large categories: weapons, explosive substances and devices, as 
well as other objects [5, p.421].

Terrorist motivation is “a psychological process initiated by a certain religious, po-
litical, territorial, intellectual, ethnic and cultural need that leads to the performance of 
an activity with the role of satisfying this need, constituting a psychological force that 
energizes and directs deviant behavior” [3, p.53].

The goals of the act of terrorism. The goals of terrorism can be assessed as global or 
local [5, p. 424]. Analyzing the acts of committing terrorism, criminals take measures to 
hide their involvement in the crime, but do not try to hide the crime itself. Moreover, they 
take measures so that the terrorist act or the threat of terrorism acquires a wide public 
scope, considering that only in this case the goal of terrorism – creating a state of fear and 
panic among citizens – will be achieved.

In the case of committing terrorism in the form of a threat, the main ways of con-
cealing involvement will include: the use of means of transmitting the message, through 
which the location of the offender cannot be determined (satellite communications, 
websites), changing the voice during the conversation, reproducing an audio recording, 
composing a written text from letters and words cut from printed publications, writing 
the text in printed letters or with a change in handwriting, as well as the use of modern 
printing equipment, sending information materials by mail from different locations [17, 
p.25-26].

Analyzing the circumstances of the commission of the crime, it can be emphasized 
that there are several reasons why terrorism acquires a ‘mass’ character and is a problem 
not only for a single state, but also for the entire international community. Supporting the 
opinion of the authors S.P. Kuzminykh and V.M. Grishchenko, we note that these reasons 
are the following: 1) Deep contradictions in the economic sphere, caused by social diffi-
culties in the transition process, as well as the subjective perception of a part of the pop-
ulation regarding new economic relations or methods of transition to them; 2) Increasing 
social differentiation among citizens; 3) Low efficiency of the activity of law enforcement 
agencies, the lack of an effective mechanism for protecting the population; 4) Fierce pow-
er struggles between political parties or social organizations pursuing political goals, as 
well as between separate groups whose leaders have selfish goals; 5) Decreased efficiency 
of protection mechanisms in the sphere of morality and ethics, loss of orientation in edu-
cational activity, especially among youth; 6) Increased tendency to resolve contradictions 
and conflicts that have arisen by violent methods; 7) Intensification of social contradic-
tions under the influence of increasing crime; 8) Lack of reliable operational sources for 
law enforcement officers; 9) Lack of clear interaction between criminal prosecution bod-
ies and operational and investigative units and vice versa; 10) Insufficient level of technical 
endowment of law enforcement structures and subdivisions that directly fight terrorism 
[21, p.85].

The time and place of committing the crime are determined by the criminals de-
pending on the goals set, the manner of committing the crime, as well as the specific 
circumstances of the case [5, p.417].

The place of committing a terrorist act is usually chosen by terrorists from the point 
of view of their safety, with the exception of terrorists who act alone, in order to be able 
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to impose their own conditions. However, in the event of a failure of the committed ac-
tions, the goal is to cause as much as possible harm and damage. In this sense, the place 
of committing a terrorist act that leads to dangerous consequences for society can be any 
location where a large number of people gather (public institutions, religious institutions, 
companies, public demonstrations, etc.).

Terrorists choose the moment (time) for committing terrorist acts with great care, 
meticulously, considering the location where the crime will materialize. The main cri-
terion in choosing the moment of committing a crime is to ‘obtain’ the largest possible 
number of victims and cause the greatest possible material damage. Terrorist threats are 
usually made during the day, but depending on the way the message is transmitted, they 
can be transmitted at any time of the day or night [17, p.28-30].

Analyzing the features of the mechanism of trace formation, it is necessary to exam-
ine them in the context of the way terrorism was committed, whether it led to dangerous 
consequences for society or not.

Traces of a terrorist act. It should be borne in mind that no object can disappear 
without leaving traces. Traces remain at the place where it was. Fragments of the de-
stroyed object also remain [5, p.422]. Material traces of terrorism that have led to conse-
quences dangerous to society can be discovered: at the place of preparation for commit-
ting the crime (the offender’s home, the vehicle in which he transported highly dangerous 
objects), at the place of committing the crime.

In the case of committing terrorism in the form of a threat, material traces can also 
be discovered in the following locations: at the place of preparation for committing the 
crime, at the place where the means (instruments) intended for committing the crime are 
located, as well as possibly at the place of committing the crime (at the place from which 
the message was transmitted). However, as for the latter case, the specialized literature 
mentions that in investigative practice there is no known case in which such a place was 
discovered. This fact can be explained by the confidentiality measures taken by terrorists 
to hide their location. Thus, the place of commission of the crime exists only formally 
(from a theoretical point of view), and identification and removal of traces of the offender 
from the place of commission of the crime are usually not possible.

At the place of preparation for terrorism, traces of the hands, feet of the offenders, 
traces left by vehicles, mechanisms and parts of explosive objects, toxic, explosive and 
other substances, tools and objects used by the offender for the manufacture and modi-
fication of objects of increased danger, particles of explosive, toxic and other substances, 
objects or parts thereof used for their camouflage can be discovered [17, p.30-31].

If, when committing a terrorist act, the criminals used firearms, it is possible to 
discover various types of firearms and ammunition for them, cartridges, bullets, as well 
as traces of the use of firearms on various objects (buildings, killed persons), traces of 
the presence of criminals (clothing, equipment, food products, etc.), traces of transport, 
hands, feet, etc. At the place of the threat of committing a terrorist act and on the sur-
rounding objects, traces (biological, traceological) of the criminals can be found. Moreo-
ver, at the scene of the crime, traces of the vehicle, tools and objects used by the criminal 
to install dangerous objects, traces of camouflage materials or parts thereof, etc. Addi-
tionally, significant forensic information can be provided by the object of increased dan-
ger itself or by the one imitating its structure, details, materials, the presence of changes 
in its construction, etc.
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Besides, when committing terrorist acts, ideal traces remain which can play a crucial 
role in the investigation. These traces include: information about the criminals available 
to the law enforcement agencies, data about the criminals that victims and witnesses saw 
and observed directly both during the preparation and during the commission of terrorist 
acts [17, p.33], moments that are described in great detail in the specialized literature [7, 
p.28-244; 8, p.102-150; 9, p.404-606; 11, p.260-517].

On top of the aspects discussed above, an important feature is the analysis of the 
person of the criminal. The commission of crimes in this category occurs, in most cases, 
by a group of people. This group is created to commit a specific terrorist act or a series of 
acts and is characterized by organization, cohesion and conspiratorial nature. The mem-
bers of the criminal group consciously participate with their material, intellectual, func-
tional, organizational and executive resources in the implementation of a common plan 
to commit terrorist acts.

However, this group represents only a structural unit of a much larger criminal or-
ganization – the terrorist organization. From a forensic point of view, a terrorist organiza-
tion is understood as a set of organized criminal terrorist groups that act in a coordinated 
manner in a certain field or on a certain territory, committing acts of terrorism, directly 
or indirectly, contributing to the implementation of these acts (or parts, stages within 
them), either disinterestedly, or for a certain material reward or for other reasons.

The characteristic features of these structures are the long duration of existence, 
the constant commission of terrorist acts, effective protection against detection, espe-
cially due to political and corrupt connections, and a strict hierarchical system of rela-
tions between their members, based on the principle of mutual solidarity between the 
members of the organization [17, p.34-35].

Data about the person of the victim. Identifying the victim and establishing his/her 
status is of particular importance for the forensic investigation, since once his/her iden-
tity is established, it is possible to determine the circle of suspects and in the legal frame-
work of the act depending on the status of the passive subject of the crime [2, p.329]. 
Depending on the presence and nature of the mutual relations between criminals and vic-
tims, the latter should be classified into two large categories: victims whose personality 
is of direct interest to criminals, and victims who have occasionally found themselves in 
the field of view of the terrorist act [5, p.418]. So, speaking about the person of the victim, 
we note that it can be anyone, regardless of status or social position: political, religious 
and state figures, representatives of state and commercial enterprises, military, workers, 
officials, ordinary citizens, students, children, etc. Regardless of who is targeted by the 
terrorist act, the victims will always be innocent citizens – all those who happened to be 
in the place where the terrorist attack took place [17, p.37].

Conclusions. Currently, terrorism should be considered a large-scale phenomenon, 
which poses a threat to the fundamental interests of the individual, society and the state. 
Even a superficial analysis of it allows concluding that terrorism is acquiring an increas-
ingly pronounced political character. This is due, first of all, to the fact that terrorism un-
dermines the system of state power and administration, thereby reducing the efficiency 
of governing society and regulating socio-political processes; secondly, by weakening 
governmental and social structures, it strengthens the influence of opposing and anti-
constitutional groups in the society; thirdly, by intensifying the moral and psychologi-
cal impact on the population, it causes chaos, unrest and hostility between people; and, 
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fourthly, by going beyond national borders, terrorism acquires an international dimen-
sion and poses a danger to the international community.

Thus, the establishment of all elements of the criminal characteristics of terrorism 
provides the opportunity to take measures to prevent and combat the commission of ter-
rorist acts from the preparatory stage. Moreover, based on the criminal characteristics 
of terrorist crimes, it allows identifying typical criminal prosecution situations, formu-
late the most substantiated versions and coordinate the activities of criminal prosecution 
bodies in the first phase of the investigation.
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Summary
The topic addressed in this article analyzes the recent amendments to Article 91 of the Criminal Code of 

the Republic of Moldova, which regulates conditional release from criminal punishment before the term. The 
study assesses the impact of these changes on the criminal justice system, identifies practical challenges and 
examines the compliance of the new provisions with international human rights standards.

The amendments to Article 91 of the Criminal Code of the Republic of Moldova by Law No.136 of 
06.06.2014, in force from 07.09.2024, have the potential to improve the clarity and efficiency of the judicial sys-
tem, to protect the rights of persons accused of crimes and to contribute to a fairer justice. These amendments 
will also contribute to ensuring a fairer, more transparent and more efficient criminal process within the na-
tional judicial system, in strict accordance with international human rights standards, ensuring their respect 
in the process of conditional release and throughout the criminal system. Abusive violation of the fundamental 
rights of convicts will not be tolerated under any circumstances.

Keywords: Criminal Code, parole, unpaid work, criminal justice, court, human rights, international 
standards.

Introduction. The amendments to Article 91 of the Criminal Code of the Republic of 
Moldova by Law No.136/2024 aimed to improve and clarify criminal legislation, especially 
regarding the institution of conditional release. These changes were part of a broader 
effort to reform the Criminal Code and the Code of Contraventions, initiated in 2022 and 
completed in 2024.

The draft amendment was developed by a working group consisting of prosecutors, 
judges, lawyers and experts, with the objective of eliminating legislative deficiencies and 
ensuring uniform application of criminal norms. It was promoted by the Government in 
2023 and adopted by Parliament in 2024, after public consultations and the integration of 
several amendments.

Law No.136 of June 6, 2024, in force since September 7, 2024, brought significant 
amendments to Article 91 of the Criminal Code of the Republic of Moldova, which regu-
lates conditional release from punishment before the term [1]. According to the new pro-
visions, the court, when applying conditional release, is obliged to impose on the convict 
the fulfillment of one or more specific obligations.

According to point 19 of Law No.136 amending certain normative acts (amending the 
Criminal Code and the Minor Offences Code), the following is specified: Article 91 para.(2) 
shall have the next content: “By applying conditional release from punishment before the 
term, the court shall oblige the convicted person to fulfill one or more of the obligations 
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provided for in Art.90 para.(6) within the term of punishment that has not been served”. In 
the case of unpaid community service, the consent of the convicted person is not required; 
in paragraph (5), the figures “30” shall be replaced by the figures “25”; in paragraph (8) letter 
a), the word “premeditation” shall be replaced by the word “intention” [2, point 19].

These changes reflect a more nuanced and individualized approach to the process 
of social reintegration of convicts, ensuring that conditional release is not just an auto-
matic benefit, but is accompanied by concrete responsibilities tailored to each individu-
al’s situation.

Implementing these obligations can contribute to reducing recidivism by providing 
the convicted person with a clear framework of conduct and support in the reintegration 
process. However, the success of this measure depends on how the courts will identify 
and impose appropriate obligations and on the capacity of the system to monitor and 
support their compliance.

Methods and materials applied. In order to carry out this study within the limits of 
a scientific article, the following methods were used: documentary analysis, comparative 
analysis, legal analysis and statistical analysis. At the same time, the research undertaken 
is based on the study of the existing doctrine, legislation and judicial practice in the given 
field.

When conducting the study, the criminal law of the Republic of Moldova, as well as 
national and international specialized literature, served as a reference point.

Discussions and results obtained. The emergence of the institution of release from 
criminal punishment in general and early release from punishment in particular in the 
mid-20th century had a positive effect on the regulation of criminal law relations, as it 
made it possible to apply a milder repressive measure for some minor crimes or even 
to exempt from criminal punishment by establishing a probationary period. Of course, 
the institution of release from criminal punishment was supplemented over the decades 
with new methods that better reflected the state’s attitude towards those who commit-
ted crimes with a lower danger to society. From the above, it can be concluded that the 
institution of release from criminal punishment was perfected in the last decades of the 
20th century and in the first years of the 21st century [3, p.7].

Regarding the recent amendment to paragraph (2) of Article 91 of the Criminal Code 
of the Republic of Moldova, namely the introduction of the phrase: “In the case of unpaid 
community service, the consent of the convict is not required”, the legislator sought to 
clarify and streamline the application of early conditional release. Previously, there was 
ambiguity regarding the need for the convict’s consent to impose unpaid community ser-
vice as an additional obligation within the framework of conditional release. This ambigu-
ity could lead to different interpretations and difficulties in the uniform implementation 
of the measure. By eliminating the requirement of the convict’s consent, the legislator 
pursued:

1. Ensuring uniformity in the application of the law: clarifying legislative provisions 
reduces the risk of divergent interpretations and ensures consistent application of the 
conditional release measure.

2. Making the convict responsible: imposing unpaid community service without the 
need for consent emphasizes the mandatory nature of this measure, emphasizing the 
convict’s responsibility towards society.



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică693
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

3. Facilitating social reintegration: unpaid community service provides the convict 
with the opportunity to contribute positively to society, supporting the reintegration 
process and reducing the risk of recidivism.

It is important to note that in accordance with the legislation in force, unpaid com-
munity service is performed in conditions that do not affect the dignity or health of the 
convict. Also, the duration and conditions of performing this work are regulated to ensure 
respect for the fundamental rights of the person.

In the part related to the amendment of paragraph (5) of Article 91 of the Criminal 
Code of the Republic of Moldova, the numbers “30” being substituted with numbers “25”, 
its content is as follows: “A person serving a life sentence may be conditionally released 
from the sentence ahead of time if the court considers that there is no longer a need for 
further execution of the sentence and if this person has effectively served at least 25 years 
of imprisonment, without taking into account privileged compensation for working days”.

This legislative amendment reflects the reduction of the minimum period of life 
imprisonment required to be eligible for parole, from 30 to 25 years. This is intended to 
provide prisoners sentenced to life imprisonment with the opportunity to apply for parole 
after a shorter period of time, thus encouraging rehabilitation and social reintegration. 
However, the granting of parole remains at the discretion of the court, which will assess 
the behavior and rehabilitation of the convict. It is important to note that this amendment 
does not guarantee the automatic release of prisoners after 25 years, but only offers them 
the possibility to apply for this benefit, subject to the fulfillment of the legal criteria and a 
favorable assessment by the competent authorities.

The amendment to paragraph (8) letter a) of Article 91 of the Criminal Code, name-
ly, the word “premeditation” being substituted with the word “intention”, was necessary 
to bring legal clarity, correct the use of legal terminology, but also to contribute to an 
extended applicability in the context of conditional release from punishment before the 
term.

In criminal law, “intention” is the form of guilt in which the person realizes the 
harmful nature of his action or inaction, foresees its consequences and desires them or 
accepts the possibility of their occurrence. On the other hand, “premeditation” involves 
prior planning of the crime, assuming a time interval between the decision-making and 
the execution of the act, during which the perpetrator concentrates his mental forces and 
undertakes preparatory acts to ensure the success of his action. In the context of Article 
91 paragraph (8) letter a) concerning situations in which the convicted person evades the 
fulfillment of the obligations established by the court upon the application of conditional 
release from punishment before the term, the use of the term “premeditation” was not 
appropriate. This is because evasion from fulfilling obligations can be achieved both with 
spontaneous intention and with premeditation. Therefore, replacing the term “premed-
itation” with “intention” ensures a broader coverage of situations in which the convicted 
person consciously fails to comply with his obligations imposed by the court, regardless 
of whether there was prior planning or not. This amendment contributes to a more pre-
cise and equitable application of the law, eliminating ambiguities related to the form of 
guilt required to annul early conditional release in the case of evasion of the obligations 
established by the court.

The amendments to Article 91 of the Criminal Code of the Republic of Moldova by 
Law No.136/2024 aimed at clarifying and standardizing the rules on conditional release 
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from punishment before the term. These changes were made in the context of aligning 
national legislation with international standards, including the provisions of the European 
Convention on Human Rights (ECHR), ensuring compliance with the principles of legality 
and predictability of criminal law.

Article 5 of the European Convention on Human Rights (ECHR) guarantees the right 
to liberty and security of person, stipulating that no one shall be deprived of his liberty 
except in the cases provided for by law and in accordance with legal procedures [4, Art.5].

Article 6 of the European Convention on Human Rights (ECHR) guarantees the 
right to a fair trial, stipulating that everyone is entitled to a fair and public hearing with-
in a reasonable time by an independent and impartial tribunal established by law. The 
amendments to Article 91 contribute to compliance with these standards by clarifying the 
procedures relating to conditional release, thereby ensuring the transparency and pre-
dictability of criminal proceedings. These legislative changes are intended to ensure that 
decisions on conditional release are taken in accordance with the principles of a fair trial, 
as set out in Article 6 of the ECHR [4, Art.6].

According to Article 7 of the ECHR, no one shall be held guilty of any criminal of-
fence on account of any act or omission which did not constitute a criminal offence, un-
der national or international law, at the time when it was committed. Nor shall a heavier 
penalty be imposed than the penalty that was applicable at the time the criminal offence 
was committed [4, Art.7].

The amendments brought by Law No.136/2024 aimed to eliminate legislative defi-
ciencies and ensure a correct and uniform application of the conditional release measure, 
for the benefit of both society and the convict.

Thus, it is attested that more and more people detained in penitentiaries in the Re-
public of Moldova, benefit from the advantages of the institution of conditional release, 
this mechanism being guided by respect for Human Rights and the European standards 
stipulated in the Council of Europe Recommendations Rec (2003) 22 on conditional re-
lease and Rec (2003) 23 on the management of prisoners sentenced to long or life sen-
tences will be cited.

Regarding prisoners sentenced to life imprisonment, until the amendments made by 
Law No.136 of 06.06.2024, the minimum term that they had to serve before being eligible 
for conditional release, in the Republic of Moldova, was regulated by the Criminal Code 
and was 30 years.

However, the minimum term has changed over time. The Criminal Code of 24.03.1961 
(the old Criminal Code) stipulated that prisoners sentenced to life imprisonment could 
benefit from conditional release after serving 25 years of imprisonment. The Criminal 
Code adopted in 2002 increased the minimum term from 25 to 35 years, and subsequent-
ly, in 2009, it decreased to 30 years.

When the Criminal Code of the Republic of Moldova was amended in 2002 and the 
25-year term was increased to 35 years, prisoners sentenced to life imprisonment sent a 
request to the Parliament’s legal committee to provide an interpretation of how the rules 
would be applied, and whether this increase in the threshold would apply to those who 
were convicted before the new Criminal Code entered into force. In the official response 
of the Parliament’s Legal Committee, the chairwoman of the committee, Maria Postoico, 
confirmed that based on Art.10 para.(2) of the Criminal Code, according to which the 
criminal law cannot have a retroactive effect that would worsen the person’s situation, 
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the amendments will not apply to a person convicted under the old law.
From a more general perspective, the 30-year term seems excessive in some cases. 

The crimes for which lifers were sentenced vary significantly, their age relative to the age 
at which they committed the crime must also be taken into account, as well as their read-
iness for release. The 30-year term is one of the longest in Europe, longer than in Romania 
or Ukraine and double that of Germany and Norway. In its analysis of the parole practice 
of various Council of Europe countries, the ECtHR concluded that there is clear support 
in European countries for a “mechanism guaranteeing a review after 25 years”.

Given the increasing number of life sentences in the Republic of Moldova, despite 
the decline in crime rates and the likely decrease in the seriousness of the crimes, it was 
reasonable to reduce the number of years before life prisoners are eligible for review. 
There is no obligation on the state to release them if there are reasonable penological 
reasons for detaining them beyond the minimum term. However, detention without pe-
nological reasons is contrary to both national law and ECtHR case law, reducing the pros-
pect of their successful integration into the community after release.

Thus, reducing the review period from 30 to 25 years of imprisonment is a neces-
sary and expected thing, being in line with the period of most European countries, while 
also contributing to the elimination of uncertainties related to the application of the Law. 
These changes can be qualified as a premise for subsequent convictions of the Republic of 
Moldova at the ECHR, regarding the violation of Art.3 and Art.7 of the ECHR [5, p.101-106].

At the same time, reducing this term of detention for persons sentenced to life im-
prisonment will also have positive effects on the phenomenon of prison overcrowding 
and will allow for the conditional release of prisoners earlier, significantly reducing the 
number of those occupying prison places for indefinite periods, thus contributing to the 
release of prison space.

The prospect of parole can encourage prisoners to adopt appropriate behavior and 
participate in rehabilitation programs, knowing that there is a possibility of release before 
the full term of the sentence. The implementation of such measures reflects a humanitar-
ian and progressive approach to the penal system, in line with international recommen-
dations on the treatment of prisoners and the reduction of prison overcrowding.

However, it is important to note that the actual impact of this provision on prison 
overcrowding depends on several factors, including the number of prisoners eligible for 
parole and the strict criteria applied in the process of evaluating their behavior and social 
reintegration.

The problem of prison overcrowding is closely linked to the functioning of national 
criminal justice systems and the values, ideas and traditions behind each system. These 
values, ideas and traditions are the result of a very long process and are sometimes dif-
ficult to change, because they reflect history as well as cultural and social realities and 
are also partly based on political choices. Moreover, penal systems are often a patchwork 
of rules that have developed on a case-by-case basis over a long period of years or even 
centuries, meaning that the general lines and principles have never been analysed as a 
whole, or at least not very often. Imbalances within the system, such as overpopulation, 
are reflections of these realities and are therefore difficult to resolve. Social evolution 
and change may also not have been reflected in penal legislation in a coherent and timely 
manner [6, p.13-14; 21].

According to the Report on the activity of the penitentiary administration system 
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for 2024, under the terms of Art.91 of the Criminal Code (conditional release from crimi-
nal punishment before the term), during 2024, 137 convicts were released (in 2023 – 187), 
which denotes a decrease of 26.74% [7, p.9].

Conclusions. The institution of conditional release in the Republic of Moldova rep-
resents an essential legal mechanism for balancing the repressive and educational pur-
pose of punishment. When applied correctly, it contributes to the rehabilitation of con-
victs and the protection of society, while ensuring respect for the fundamental rights of 
persons in detention.

The protection of the rights of prisoners in the process of conditional release is 
a very important aspect to prevent abuses and to ensure a fair trial. There are several 
measures to protect the fundamental rights and freedoms of these categories of persons, 
namely:

 – The right to a fair trial: the detainee has the right to a fair hearing before a judicial 
commission that decides on release;

 – Right to defense: can benefit from legal assistance to challenge an unfavorable 
decision;

 – The right to reintegration: authorities are obliged to provide support for integra-
tion into society through counseling, rehabilitation programs and support in finding a job.

 – Protection against discrimination: decisions regarding conditional release must be 
made without discrimination, regardless of race, religion or social status.

Protecting prisoners’ rights in the parole process requires a balance between public 
safety and individual rehabilitation. Countries that invest in reintegration programs have 
lower recidivism rates, demonstrating that properly implemented measures can contrib-
ute to a more effective and humane penal system.

The amendments made to Article 91 of the Criminal Code of the Republic of Moldova 
by Law No.136 of June 6, 2024, bring several important conclusions:

Making the suspension of sentences more flexible: the new provisions introduce 
a more flexible approach to conditional suspension of sentence execution. Courts can 
apply this measure under clearer conditions, favoring the rehabilitation and social reinte-
gration of convicted persons.

Emphasis on rehabilitation: the changes aim to encourage convicts to adopt correct 
behavior during the probation period. Thus, if no new crimes are committed and the im-
posed obligations are respected, there is the possibility of release from punishment.

Clarification of the term for the enforcement of the complementary penalty: it has 
been established that the term for the application of the complementary penalty, such 
as the prohibition to hold certain positions, begins from the date the judgment becomes 
final. This clarification eliminates ambiguous interpretations and ensures a more uniform 
application of the law.

The objective of humanizing justice: the amendments reflect a trend towards hu-
manizing penal policy, offering those convicted of minor crimes an opportunity for cor-
rection, thus reducing overcrowding in prisons and promoting social responsibility.

Increased accountability during the probation period: the new provisions empha-
size rigorous monitoring of compliance with obligations during conditional suspension, 
which may contribute to reducing recidivism.

These legislative changes create a balance between the application of justice and 
providing a real chance for social reintegration, thus strengthening the principles of fair-
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ness and accountability in the penal system.
In conclusion, the amendments to Article 91 of the Criminal Code of the Republic of 

Moldova have a significant and positive impact on the national legal system. They con-
tribute to the creation of a clearer, fairer and more efficient legal framework, promoting 
both respect for Human Rights and the consolidation of the rule of law. Furthermore, 
these amendments are an important step towards modernizing the penitentiary system 
and aligning it with European and international standards. By creating a clear and fair 
legal framework, social and democratic values   are strengthened and decisions of national 
courts are based on objective and transparent criteria.
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Introduction. In an era where organised crime poses a significant threat to public 
order and national security on an international scale, the prevention and suppression of 
offences committed by organised criminal groups have become strategic priorities for 
most states. Romania and the Republic of Moldova, neighboring countries with converg-
ing legal traditions, face similar challenges in implementing legislative and institutional 
mechanisms aimed at combating these complex forms of criminality.

Organised crime impacts not only national security but also exerts a detrimental in-
fluence on the social and economic environment. Illicit activities such as drug trafficking, 
human trafficking, corruption, and money laundering are among the operations conduct-
ed by these groups, undermining state stability, eroding the authority of institutions, and 
diminishing public trust in law enforcement agencies and mechanisms for maintaining 
public order.

This comparative study aims to analyze and evaluate the criminal prevention meas-
ures targeting offenses committed by organized criminal groups in Romania and the Re-
public of Moldova. The examination of normative provisions, corroborated with an analy-
sis of judicial practice, will highlight the strengths and shortcomings of each legal system.

Consequently, this study seeks to contribute to a deeper understanding of the phe-
nomenon of organized crime and to facilitate the development of more effective coun-
termeasures.

In this context, it should be noted that in Romania, the prevention and combating 
of crimes committed by organized criminal groups are regulated by the Criminal Code, as 
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well as by other specialized normative acts. Romanian legislation has largely aligned with 
international and European standards, including the UN Convention against Transnation-
al Organized Crime (the Palermo Convention) and relevant European Union directives.

The Romanian criminal legislation contains explicit provisions criminalizing the ac-
tivities of organized criminal groups. Specifically, according to Article 367 of the Criminal 
Code, the establishment of an organized criminal group, participation in such a group, or 
providing support to it constitutes distinct offenses, punishable by imprisonment ranging 
from one to five years. If additional crimes are committed within the group, the penalties 
are aggravated in accordance with the severity of the offenses perpetrated.

The Romanian legislator has defined in para. (6) Art.367 the notion of “organized 
criminal group” as a structure formed by three or more persons, constituted for a specific 
period of time and having the purpose of committing one or more crimes. Essential to the 
definition of such a group is the character of organization and coordination of activities, 
which distinguishes the organized criminal group from crimes committed by several per-
sons spontaneously.

Law No.39/2003 on the prevention and combating of organized crime is a special 
legislative act adopted to regulate the legal framework applicable to this complex criminal 
phenomenon. The act stipulates a legal definition of organized crime, establishes specific 
procedures for the investigation of crimes committed by organized criminal groups and 
regulates the mechanisms of inter-institutional cooperation for the prevention and com-
bating of organized crime.

At the same time, this normative act establishes procedural activities specific to the 
criminal prosecution phase, giving the judiciary authorities the possibility to resort to 
special investigative techniques, such as interception of communications, surveillance or 
the use of undercover agents for the purpose of infiltrating organized criminal structures.

There are also tougher penalties for offences committed within an organized crim-
inal group than for similar offences committed by individuals.

In view of the transnational nature of crimes committed by organized criminal 
groups, the above-mentioned law promotes international cooperation by fostering the 
exchange of information and resources between the competent national authorities and 
specialized international organizations such as Interpol and Europol. The law also facil-
itates cooperation with the judicial authorities of other Member States of the European 
Union with a view to making the prevention, investigation and combating of organized 
crime more effective [25, p.211].

Also, in this context we can reiterate the provisions of Law No.508/2004 on DIICOT. 
Thus, the Romanian legislator stipulated that the Directorate for the Investigation of Or-
ganized Crime and Terrorism is the centralized structure for combating organized crime. 
DIICOT deals with complex cases of organized crime, including human trafficking, drugs, 
cybercrime, smuggling and money laundering. DIICOT has a corps of specialized prose-
cutors and police officers with the ability to use advanced investigative techniques and to 
work closely with other institutions. It also works with the Romanian Intelligence Service 
(SRI) and other national security structures to prevent major risks to state security.

According to Law No.78/2000 on the prevention, detection and sanctioning of cor-
ruption, although its main object is the fight against corruption, it is also of significant 
relevance in the context of organized crime. This interference is due to the fact that 
organized criminal groups often manifest economic interests and resort to corrupt acts, 
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such as money laundering and trafficking of influence, to protect and expand their illicit 
activities.

The law establishes strict sanctions for acts of corruption that support or facilitate 
the activities of criminal networks. Practices such as trafficking of influence or taking 
bribes can be used by members of criminal groups to obtain institutional protection or to 
obstruct the course of justice. In this context, both the Directorate for the Investigation 
of Organized Crime and Terrorism (DIICOT) and the National Anticorruption Directorate 
(DNA) are empowered to conduct complex investigations in such cases.

At the same time, the Criminal Procedure Code regulates separately the procedural 
instruments applicable to offences committed by organized criminal groups. In this re-
spect, specific preventive measures are provided for, proportionate to the high degree of 
social danger of these acts, as well as special investigative techniques, which are indispen-
sable for combating the phenomenon. These include the interception of communications, 
technical surveillance and controlled deliveries, which enable the competent authorities 
to accurately document the illicit activities carried out by complex and well-organized 
criminal structures [30, p.176].

The procedure for the protection of witnesses and collaborators of justice in cas-
es concerning organized crime is regulated by Law No.682/2002 on witness protection. 
According to it, persons who provide the authorities with relevant information on the ac-
tivities of criminal groups may benefit from special protection measures. These measures 
include a change of identity, relocation and, in situations of extreme risk, even integration 
in another state in order to ensure the personal safety of witnesses.

The Criminal Code and the Criminal Procedure Code also provide for the possibil-
ity of reduced sentences for defendants who cooperate with the prosecution by provid-
ing significant information on the composition, structure or activity of organized crime 
groups. This legal strategy is designed to encourage the dissociation of members of such 
groups and to provide the authorities with an internal source of information, helping to 
destabilize criminal networks and facilitate their disintegration.

Romania is a signatory to several international treaties and conventions on the fight 
against organized crime, including the United Nations Convention against Transnational 
Organized Crime (Palermo Convention, 2000). In line with the provisions of these inter-
national legal instruments, national legislation has been adapted to include specific obli-
gations related to international cooperation, extradition of wanted persons and recogni-
tion of foreign judgments. An eloquent example of this is the use of the European Arrest 
Warrant (EAW), a mechanism established at EU level and regulated in Romania by Law 
302/2004 on international judicial cooperation in criminal matters. The EAW simplifies 
and speeds up the procedures for surrendering suspects or convicted persons between 
Member States and is an essential tool in the fight against cross-border organized crime.

Romania frequently uses this mechanism to facilitate the apprehension and trans-
fer of persons involved in complex criminal activities, cooperating effectively with other 
EU Member States. In addition to the repressive dimension, the Romanian authorities 
have also started to implement prevention and education-oriented policies, especially in 
the areas of trafficking in human beings, drug trafficking and cybercrime. The education 
and awareness-raising programs for the general public, carried out in cooperation with 
national and international institutions, target young people in particular, trying to re-
duce their vulnerability to attempts to recruit them into criminal networks. Information 
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campaigns emphasize both the legal risks and consequences of involvement in criminal 
activities and their moral and social dimension. Through these legislative, operational 
and preventive measures, Romania aims not only to combat organized crime, but also to 
prevent it by reducing the recruitment base and strengthening international cooperation, 
thus aligning itself with the standards assumed at the level of the European Union and the 
United Nations [28, p.143].

In the Republic of Moldova, the legislative framework on combating and preventing 
crimes committed by organized criminal groups is included in specific provisions of the 
Criminal Code, Criminal Procedure Code, as well as in a number of special laws. This 
legislative framework was developed in accordance with international standards, in par-
ticular the provisions of the United Nations Convention against Transnational Organized 
Crime (Palermo Convention), as well as the European Union directives in the field of crim-
inal justice and the fight against organized crime. According to the Criminal Code of the 
Republic of Moldova, Article 284 expressly criminalizes the “creation or leadership of a 
criminal organization”, as well as “joining or supporting the activity of a criminal organ-
ization”, establishing custodial sentences of up to 15 years for initiators and leaders, and 
up to 8 years for participants and supporters.

According to the criminal legislation, an organized criminal group is characterized 
by a hierarchical structure, long-term activity, with the aim of committing multiple or 
particularly serious crimes. Its activity requires careful planning, coordination between 
members and the use of dissimulative methods to avoid criminal liability. In addition, par-
ticipation in such a group is an aggravating circumstance for serious crimes such as mur-
der, trafficking in human beings, drug trafficking, corruption or cybercrime, reflecting 
the legislator’s intention to severely punish organized forms of crime. These regulations 
strengthen the efforts of our authorities to combat organized crime, both through re-
pressive means and through international cooperation and continuous adaptation to the 
requirements of external partners in the field of security and criminal justice. The legisla-
tor has included in the content of the Criminal Procedure Code the use of special inves-
tigative methods for cases of organized crime, including interception of communications, 
infiltration of undercover agents, surveillance and monitoring of financial activities, etc.

We note that the Criminal Procedure Code of the Republic of Moldova provides 
for procedural provisions essential for the effectiveness of the fight against organized 
crime. These include the possibility of extensive confiscation of assets obtained through 
criminal activities, a measure which plays a significant role in neutralizing the economic 
motivation underlying many crimes of this type. In the same sense, the law allows for the 
application of rigorous preventive measures, such as preventive arrest and extended de-
tention of criminal groups members’, in order to prevent the continuation of illegal activ-
ities and to protect witnesses or collaborators of justice. As regards investigative activity, 
Law 59/2011 on special investigative activity establishes a clear legal framework for the 
use of special methods of intelligence gathering, such as monitoring communications, in-
filtration of agents in criminal networks or operational surveillance. This law also provides 
for strict measures to guarantee the confidentiality of the information obtained, limiting 
its use exclusively to lawful purposes and criminal proceedings.

In parallel, Law No.3/2018 on preventing and combating money laundering and ter-
rorist financing plays a crucial role in countering the financial mechanisms that fuel the 
activity of criminal groups. While the main objective of this law is to prevent money laun-
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dering and block terrorist financing, it has direct applicability in the context of organized 
crime, as many criminal networks resort to money laundering schemes to disguise the 
illicit origin of funds and logistically support illegal activities. The law imposes strict obli-
gations on financial institutions to report suspicious transactions and to cooperate with 
the competent authorities to identify illicit financial flows. At the same time, the financial 
authorities are given increased powers to verify the source of funds, monitor transac-
tions and impose restrictive measures where there are significant risks. In addition, the 
national legislative framework supports international cooperation in this area, promoting 
the exchange of information and mutual assistance with specialized international bodies, 
which strengthens Moldova’s capacity to face the challenges posed by cross-border or-
ganized crime. [31, p.227].

The witness protection procedure is a fundamental pillar in the legal system of the 
fight against organized crime. Therefore, witnesses who contribute to the identification 
of activities carried out by criminal groups may be exposed to significant risks, which re-
quire the adoption of special protection measures, such as change of identity, relocation 
or anonymous participation in the trial. In the Republic of Moldova, legislation provides 
clear instruments for the protection of witnesses and collaborators, especially in cases 
involving criminal organizations. These provisions are in place not only to protect the 
physical and psychological integrity of witnesses, but also to guarantee the efficiency of 
the criminal process by stimulating cooperation with law enforcement bodies. The pro-
tection of witnesses is also closely linked to international cooperation, an area in which 
the Republic of Moldova has signed extradition treaties with numerous states and actively 
cooperates with international bodies such as Interpol and Europol. Through bilateral and 
multilateral agreements, our authorities coordinate their activities in the fight against 
transnational crime, exchange operational intelligence and organize joint actions, thus 
strengthening their capacity to respond to security threats.

In terms of prevention and public education measures, the authorities of the Re-
public of Moldova carry out public information and legal education campaigns aimed at 
raising public awareness of the risks of involvement in illegal activities, in particular traf-
ficking in human beings and drugs. Education programs in schools and communities em-
phasize awareness of a culture of legality and respect for the rule of law. Such preventive 
measures are essential to reduce social vulnerability and limit the scope for recruitment 
by criminal groups.

The Republic of Moldova has made significant progress in the fight against organ-
ized crime through the adoption of a strengthened legislative framework and intensified 
cooperation at both inter-institutional and international level.

Comparative analysis of organized crime prevention measures in Romania and the 
Republic of Moldova. Comparison of organized crime prevention measures adopted by 
Romania and the Republic of Moldova reveals structural similarities, but also significant 
differences in terms of approach, available resources and efficiency of implementation. 
We note that the legislators in both countries have developed dedicated legislative frame-
works, set up specialized structures to combat the phenomenon and integrated elements 
of international cooperation into their strategies. However, discrepancies in institutional 
capacity, level of technical equipment, available human resources, as well as the particu-
larities of criminal networks, whether domestic or cross-border, directly influence the 
effectiveness of these measures. Thus, while Romania benefits from a strengthened in-
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frastructure and full integration into European security and criminal justice mechanisms, 
the Republic of Moldova is in a continuous process of adapting and strengthening its 
institutional and legislative instruments in an attempt to respond effectively to the chal-
lenges posed by organized crime.

The legislative framework: consolidation and applicability. The legislative framework 
on the fight against organized crime is significantly more consolidated in Romania, where 
national regulations have been gradually harmonized with European Union standards. We 
can mention with certainty that Romania has a complex legal system, constantly adapted 
to the current requirements of the criminal phenomenon, which includes rigorous pro-
visions in the Criminal Code and the Criminal Procedure Code. An important instrument 
is the measure of extended confiscation of illicitly acquired assets, which is effectively 
applicable due to the existence of well-defined institutional and procedural mechanisms. 
Also, the application of the European Arrest Warrant constitutes a significant advantage 
in the context of European judicial cooperation, allowing for the swift extradition of want-
ed persons. On the other hand, the Republic of Moldova has made remarkable progress 
in updating its criminal legislation, including the introduction of extended confiscation 
and the regulation of special investigative activities. However, the application of these 
instruments is hampered by limitations in human and technical resources, institutional 
capacity still in formation and the complexity of the cases investigated. In this context, 
strengthening the mechanisms for implementing the asset confiscation legislation and 
extending international cooperation, in particular with EU Member States, could signifi-
cantly contribute to increasing the efficiency of the fight against organized crime in the 
Republic of Moldova and bringing it in line with European standards in criminal matters.

The capacity of specialized institutions and agencies. Romania benefits from a com-
plex and well-structured institutional network, within which the Directorate for the In-
vestigation of Organized Crime and Terrorism (DIICOT) and the General Inspectorate 
of the Romanian Police have a central role in the fight against organized crime. These 
institutions have advanced logistical and technical resources, as well as highly special-
ized staff, which allow them to carry out complex investigations. Special investigative 
techniques, such as interception of communications, infiltration of undercover agents, 
surveillance and witness protection, are used effectively, helping to disrupt transnational 
criminal networks. The access to modern infrastructure, the experience gained in inter-
national cooperation and the legislative framework harmonized with European standards, 
which gives Romania a considerable advantage in dealing with organized crime activities.

Comparatively, in the Republic of Moldova, the competent institutions, like Prose-
cutor’s Office for Combating Organized Crime and Exceptional Cases (PCCOCS) and the 
Police General Inspectorate, are making sustained efforts in this area, but face significant 
limitations related to technical resources, operational capacity and the degree of spe-
cialization of staff. Although activities such as interception and extended seizures are 
legally foreseen and used, the effective application of these methods often depends on 
the support of international partners and cross-border collaborations. In the absence of 
substantial investment in investigative infrastructure and continuous training, the con-
duct of complex operations remains a challenge.

We believe that in order to improve the capacity of the competent bodies of the 
Republic of Moldova to prevent and combat organized crime, it is necessary to increase 
funding for the purchase of modern equipment, develop the skills of operational staff 
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through specialized training, and strengthen international cooperation. These measures 
would help to streamline cases and strengthen institutional capacity in the face of in-
creasingly sophisticated criminal networks.

International and regional cooperation. Romania’s membership of the European Un-
ion offers a significant advantage in the fight against organized crime, through access to 
legal and operational instruments such as the European Arrest Warrant, cooperation with 
Europol and active participation in European criminal justice networks.

These mechanisms facilitate the rapid exchange of information, the coordination of 
cross-border investigations and the efficient extradition of suspects, which has enabled 
the Romanian authorities to actively contribute to the disruption of international criminal 
networks. The support provided by European partners reinforces the operational capac-
ity of national institutions and contributes to the continuous alignment of investigative 
practices with EU standards.

In the Republic of Moldova, international cooperation remains an essential dimen-
sion in preventing and combating organized crime, especially in the context of geograph-
ical location and institutional vulnerabilities. EU candidate status, however, limits direct 
access to some European instruments and initiatives, which imposes a greater depend-
ence on bilateral and multilateral agreements. Moldova is actively cooperating with Ro-
mania, Ukraine, Interpol and Europol, but the effectiveness of these efforts depends on 
broadening and deepening international partnerships.

In this respect, a strategic direction for sustainability would be to extend cooper-
ation agreements with EU Member States and specialized international agencies. This 
extension could facilitate Moldova’s access to technical resources, training programs and 
operational platforms that are essential for developing an effective response to transna-
tional organized crime.

Information and crime prevention campaigns. Romania constantly carries out in-
formation and education campaigns in vulnerable communities, in partnership with 
non-governmental organizations and international institutions. These initiatives have 
had a significant impact, particularly in preventing human trafficking and recruitment 
for criminal activities. Through a strengthened institutional infrastructure and constant 
funding, the Romanian authorities are succeeding in implementing awareness-raising 
programs at national level, tailored to different risk groups.

In the Republic of Moldova, information campaigns are also present, but they are 
mainly carried out with the support of international organizations and NGOs, with lim-
ited government funding. Despite these constraints, campaigns run in cooperation with 
the International Organization for Migration (IOM) and other international entities have 
helped to reduce vulnerability among young people and the rural population, where the 
risk of recruitment by criminal groups is higher.

We believe that in order to increase the effectiveness of prevention measures, the 
Republic of Moldova could benefit from increased investment in legal education and pub-
lic awareness campaigns, as well as from expanding collaboration with a larger number of 
international organizations and regional partners. In addition, the development of closer 
partnerships with Romania could facilitate access to European resources, best practic-
es and programs, helping to strengthen Moldova’s capacity to prevent organized crime 
through educational and social tools.

Romania and the Republic of Moldova have made considerable progress in prevent-
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ing and combating organized crime, adapting their policies and interventions to their own 
institutional capacities and international status. Romania is characterized by a mature 
legislative framework, a strengthened institutional system and access to European judi-
cial and police cooperation instruments and mechanisms, which enable it to effectively 
manage complex investigations and provide adequate protection to victims. On the other 
hand, the Republic of Moldova, despite more limited resources and restricted access to 
some international platforms, has adopted substantial legislative reforms and increasing-
ly relies on regional cooperation, in particular with Romania and Ukraine.

A key finding, in terms of the regulatory framework and implementation policies, 
is that both countries have well-defined legislation in place to combat organized crime. 
However, Romania stands out for its efficiency in implementing these regulations, thanks 
to a combination of institutional experience and the allocation of proportionate resourc-
es. On the other hand, the Republic of Moldova has difficulties in transposing the rules 
into practice, which highlights the need to optimize administrative and judicial proce-
dures.

The differences become more marked in terms of institutional capacities and re-
sources. Romania benefits from well-equipped specialized agencies with trained staff and 
modern infrastructure, which allows for efficient operations against criminal networks. In 
contrast, Moldovan institutions require additional investment in technical equipment and 
continuous training programs for staff, with international financial and technical support 
being crucial to bridge these gaps.

International cooperation is a strategic element for both countries. While Romania 
capitalizes on the advantage of EU membership by using mechanisms such as the Eu-
ropean Arrest Warrant and Europol partnerships, in the case of Moldova, cross-border 
cooperation is becoming essential to counter criminal networks. Expanded access to in-
telligence sharing tools and joint operations with EU Member States is a priority direction 
for strengthening the Moldovan authorities’ response capacities to transnational threats.

Conclusions and recommendations. Based on the above, the following recommen-
dations that could strengthen the national capacity to prevent and combat organized 
crime in the Republic of Moldova are made:

1. Modernization of infrastructure and training. It is essential to invest in the tech-
nological infrastructure of law enforcement institutions, as well as the continuous devel-
opment of professional skills of the personnel involved in the investigation of organized 
crime. Thus, the implementation of advanced technologies and participation in special-
ized training programs will contribute to increasing operational efficiency and bringing 
national practices in line with European standards.

2. Intensify regional and international cooperation. Strengthening bilateral and mul-
tilateral partnerships with Romania, Ukraine and other European states is absolutely nec-
essary to streamline the exchange of operational intelligence, harmonize investigative 
procedures and conduct coordinated actions against cross-border networks. This can 
be made possible by creating common platforms and integration into specialized inter-
national networks, which can ensure a faster and more coherent response to common 
threats.

3. Preventing recruitment and protecting vulnerable communities. Expanding in-
formation campaigns, especially in rural areas and among young people, is a necessary 
measure to reduce the risk of recruitment into criminal networks. The development of 
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support services for victims, such as counselling and reintegration centres, is also an im-
portant step in reducing the social impact of organized crime and facilitating the recovery 
of those affected.

In conclusion, the fight against organized crime is a complex and global challenge 
that requires not only an adequate legislative framework, but also close cooperation be-
tween state institutions, international agencies and non-governmental organizations. 
Given that these criminal networks often operate on a transnational scale, tackling them 
requires a joint effort by the countries affected, going beyond national borders and based 
on principles of international solidarity.
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Summary
The article analyzes the special investigative activity one year after the entry into force of the legislative 
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Introduction. Preventing and combating crime is a complex and extremely difficult 
task, especially when it comes to serious, organized crime involving multiple participants 
such as organizers, instigators, perpetrators, accomplices, committed with premeditation 
by cunning perpetrators, well adapted to the contemporary context, marked by techno-
logical developments, increased cross-border mobility and diversity of means of commu-
nication and information exchange. In order to meet these challenges, it is essential to use 
special tools capable of facilitating the detection and countering the most sophisticated 
forms of crime.

Special investigative activity is an essential tool, established over time, which can 
considerably increase the effectiveness of action to prevent and combat crime [16, p.680]. 
At the same time, being by its very nature an intrusive activity, special investigative ac-
tivity entails inherent risks of infringing fundamental rights and freedoms, which calls 
for rigorous and clear legal regulation, striking a balance between the general interest of 
society and respect for human rights.

In 2024, three decades have passed since the special (operative) investigative activ-
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ity was legislated in the Republic of Moldova, which was previously regulated exclusively 
at the departmental level, in a manner incompatible with the principles of the rule of law. 
Attempts to bring the legal framework into line with European standards and the case law 
of the European Court of Human Rights have resulted in several legislative interventions, 
two of which, in our view, due to conceptual changes, can be categorized as significant 
reforms in the regulation of special investigative activity.

The first major reform took place in 2012, when the regulatory framework of special 
investigative activity was divided into two components: 1) framework law on special inves-
tigative activity; and 2) special investigative activity in criminal proceedings. This change 
materialized through the repeal of Law No.45/1994 [11], the adoption of Law No.59/2012 
[12] and the completion of the Criminal Procedure Code with a separate section dedicated 
to special investigative activity. The consequences and shortcomings of this reform have 
been widely discussed over the years at scientific conferences, workshops and round ta-
bles, and numerous specialized studies and articles have been published.

At the initiative of the Parliamentary Committee for National Security, Defense and 
Public Order, a wide-ranging process of legislative review was launched, which lasted 
almost a decade and culminated in the entry into force, at the beginning of 2024, of new 
legislative amendments marking the second major reform of the field of special (opera-
tional) investigative activity.

More than a year after the entry into force of the new regulations, the special inves-
tigative activity has faced its first challenges in applying them in practice, and the lessons 
on the matter have been summarized in the Annual Report of the Prosecutor General’s 
Office. This document, presented to the Parliamentary Committee on National Security, 
Defense and Public Order, formed the basis of a formal assessment, carried out during 
the parliamentary hearings in February 2025. In this context, we intend to examine the 
main conclusions reflected in the report of the Parliamentary Committee [14], through 
the prism of the stated objectives of the reform, the results achieved, the difficulties en-
countered in the application of the new rules, as well as possible directions for improve-
ment in the given field. Our analysis will be accompanied by a theoretical-normative in-
terpretation of the problems highlighted, taking as fundamental points of reference the 
principles of the rule of law and the standards of the case law of the European Court of 
Human Rights.

Methods and materials applied. This scientific article includes traditional research 
methods: logic, grammar, analysis and synthesis, deduction and induction, observation 
and comparison. On the basis of the analysis of relevant materials (national and foreign 
legislation, specialized literature, notes and opinions on draft laws, court decisions and 
recommendations, other relevant materials), conclusions and appropriate proposals are 
formulated.

Discussions and results obtained. In the introductory part of the report of the Par-
liamentary Committee for National Security, dedicated to the hearing of the final report 
of the General Prosecutor’s Office, there is a very special statement: „Special investigative 
activity is an essential tool in the fight against crime and ensuring the security of the in-
dividual, society and the state”. This wording, although it may appear to be a simple state-
ment of principle, carries a particular weight, as it is the first time in recent years that 
there has been explicit, official recognition at institutional level of the decisive role that 
special investigation activity plays in the public security architecture. In the past, such 
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assessments were absent from the public discourse of the authorities, as special investi-
gative activity was predominantly dealt with in a technical, specialist register.

At the same time, the data presented in the report show that the special investiga-
tive activity has undergone a noticeable intensification of institutional efforts during the 
period under review: from crime prevention and ensuring public order to increasing se-
curity in places of detention and combating corruption. This trend suggests a more active 
operational assumption of the preventive function and a wider awareness of the tactical 
and technical potential of special investigative work.

However, the overall picture is not without contradictions. In contrast to this 
declaratory commitment, the Prosecutor’s Office’s report reveals a systemic reluctance 
to apply the new provisions of Law No.59/2012, materialized by the failure to make use 
of legal instruments which, at least in theory, should make a decisive contribution to pre-
venting and detecting crime. This restraint amounts not only to a decrease in operational 
efficiency, but also to a distancing from the spirit of the reform, which aimed – according 
to the Order of the Minister of Justice No.288 of 03.07.2015 – to improve the regulatory 
framework in accordance with the difficulties reported, with the aim of preventing and 
combating crime, protecting fundamental rights and freedoms and strengthening public 
security [13].

This contradiction is clearly expressed in the officially reported data. According to 
the General Prosecutor’s Office, during 2024, the institution was not referred to authorize 
any of the special investigative measures provided for in Art.27 para.(1) of Law No.59/2012 
– measures that require the authorization of the investigating judge or prosecutor. Thus, 
in the year 2024, no investigative measures such as interception, tracking by technical 
means, collection of data from communication providers or undercover investigations 
were carried out under this Law. Although the report does not contain data on the im-
plementation of measures authorized by the head of the specialized subdivision – such 
as searching objects, visual surveillance or intelligence gathering – it can be inferred that 
these were not implemented either. As the difficulties reported are common, regardless 
of the level of authorization, it shows that we are facing a deeper crisis: the lack of effec-
tive implementation of the new legislative rigors.

Among the reasons for the reluctance reflected in the report is the position of the 
Ministry of Internal Affairs that the latest legislative reform has led to the hollowing out 
of Law 59/2012 in the segment of crime investigation. Not only the tasks of the law aimed 
at investigating crimes, but also the grounds for ordering special measures for the pur-
pose of uncovering them have been eliminated. In our opinion, this observation is fully 
justified. Moreover, the reform has also affected the purpose of special investigative ac-
tivity, as the express mention of gathering information for the purpose of preventing and 
combating crime, ensuring state security, protecting the legitimate rights and interests 
of individuals, uncovering and investigating crimes - an essential aspect in a complex and 
fluid contemporary security context - has been expressly excluded.

This normative lacuna becomes critical in relation to the express obligation of the 
investigating officer, provided for in Article 19 para. (2) of Law No.59/2012, to immediate-
ly cease the measure, if it appears that a crime is being prepared or committed, and to 
proceed in accordance with the provisions of the Code of Criminal Procedure. However, 
in the absence of the legal possibility to apply prior investigative measures to reach this 
conclusion, the investigating officer is trapped in a vicious circle: he cannot act without 
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a reasonable suspicion that a crime is being prepared or committed, but neither can he 
obtain it without acting.

Another major obstacle identified by the Ministry of Internal Affairs is the eviden-
tiary regime of the results of special investigative activity. According to the view of the 
MIA, the current provisions of Law No.59/2012 do not allow the use of results obtained 
outside the criminal proceedings as evidence. Although this finding is justified from a 
practical point of view, it requires an important theoretical clarification: the legal regime 
of evidence is exclusively within the scope of the Criminal Procedure Code, which estab-
lishes the fundamental legal framework of its admissibility. Naturally, Law No.59/2012 
cannot confer evidentiary quality to factual data, but only provides operational mecha-
nisms, which must be correlated with the provisions of the Code.

In this regard, it is relevant to note that until the recent reform, Art.93 para.(4) of 
the CPC allowed the use of the results obtained by the special investigative activity, re-
gardless of whether they originated from proceedings conducted under the Code or un-
der Law No.59/2012. In the current version, however, the scope of such results has been 
considerably restricted, with only those given in the criminal prosecution being admitted 
as evidence. As a result, even the results of two measures regulated by the Code – the 
identification of the subscriber and the gathering of information (Art.134 para.(2) of the 
CPC) – if made before the criminal prosecution begins, can no longer be used as evidence. 
This creates a logical and operational rupture between the preliminary investigation and 
the actual criminal proceedings, with the risk of reducing the effectiveness of the State’s 
actions in the face of modern crime.

In addition, the report highlights a substantial limitation on the applicability of spe-
cial investigative measures requiring the authorization of the investigating judge. Accord-
ing to Art.27 para.(3) of Law No.59/2012, such measures may be ordered exclusively in 
cases related to the search for persons evading criminal prosecution, trial or execution of 
criminal sentence, as well as for the protection of witnesses or other participants in the 
proceedings. This restrictive wording, although justified by the need to protect funda-
mental rights, has an undesirable side-effect: it blocks the use of advanced investigative 
tools in other areas essential for public security, such as prevention of organized crime, 
terrorism, money laundering, trafficking in arms and ammunition, corruption, trafficking 
in human beings, illicit drug trafficking, cross-border crime, other serious crime.

This restriction of the application of investigative measures not only reduces the 
operational capacity of the authorities, but also contradicts the objectives of the reform 
set out in the information note – in particular that of increasing investigative capacities 
outside the criminal process. Limiting the measures authorized by the judge exclusively 
to the executive sphere of criminal proceedings (search of persons) is tantamount to re-
defining the purpose of special investigative activity, to the detriment of its proactive and 
preventive components.

In this context, the report formulates a clear and pertinent recommendation: to 
revise and/or reformulate para.(3) of Article 27, with a view to broadening the possibility 
of using these measures for purposes compatible with preventing and combating serious 
and complex manifestations of crime. Such a legislative adjustment would make it possi-
ble to capitalize on the tactical, methodological and technical potential of special investi-
gative activity, without compromising judicial guarantees, but on the contrary, strength-
ening judicial control over intrusive measures applied in strategic contexts.
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In addition to the substantive limitations on the scope of authorized measures, the 
report also highlights a number of legislative gaps and terminological inconsistencies, 
which affect the clarity and uniform application of the new regulations. These shortcom-
ings are perceived by practitioners not only as technical obstacles, but often as conse-
quences deriving from a decline in the quality of legislation.

One of the most obvious such shortcomings is the lack of a clear deadline for verify-
ing the legality of special investigative measures. According to the report, Law No.59/2012 
does not expressly stipulate a time limit within which the investigating judge or prose-
cutor should rule on the legality of the measures taken. In practice, this omission creates 
uncertainty and may lead to diverging interpretations. To this end, it is proposed that 
Article 22 para.(2) let. b) should be supplemented by a new Article 22(2)(c) of the law by 
specifying a time limit of no more than 5 days from the receipt of the report, in accord-
ance with Art.136 para.(4) CPC. Such an amendment would help to standardize practices 
and strengthen the control of legality.

Another important issue concerns the differences in the wording between the 
Criminal Procedure Code and Law No.59/2012 with regard to the measure referred to as 
„visual surveillance”. While Article 138¹¹ CPC defines it as “the detection and chronological 
fixing of actions/actions, positions, movements and contacts of persons, surveillance of 
immovable property, tracking and tracing of means of transportation and other objects”, 
Article 36³ of Law No.59/2012 uses the term “documentation” instead of “fixing” and adds 
the phrase “with or without photo/video fixing”. Although at first sight these differences 
may seem minor, they give rise to difficulties of interpretation, especially as regards the 
authorization of the use of technical means [3; 17].

From a doctrinal perspective, visual tracking can be of two types – physical and elec-
tronic (technical) [8, p.212] – being used both to uncover latent offenses and to identify 
the perpetrators, their accomplices, criminal links, other aspects of a criminal nature. The 
differences in terminology between the Criminal Procedure Code and Law No.59/2012 – 
i.e. between the terms “fixation” and “documentation” or the express reference to the use 
of photo/video means – create ambiguities in practice, in particular with regard to the 
conditions and authorization regime of this measure.

It has been noted in the legal literature that, in criminal proceedings, visual surveil-
lance entails a greater degree of interference in private life, given that the aim is to ob-
tain evidence that may form the basis for holding a person criminally liable. This purpose 
naturally justifies the establishment of a judicious procedure for authorizing visual sur-
veillance, which the law assigns to the public prosecutor. Outside criminal proceedings, 
however, the special investigative activity pursues distinct purposes – principally crime 
prevention and public order – which implies a different level of interference and a differ-
ent procedure, as the law assigns the authorization of the visual surveillance to the head 
of the specialized subdivision [9, p.230].

This distinction between purposes and level of interference also explains the differ-
entiated legal regime of the procedure for authorizing special investigative measures, and 
is also consistent with the fact that the head of the specialized subdivision has no proce-
dural capacity in criminal proceedings, which makes it impossible for him to be involved 
in activities covered by the Criminal Procedure Code. Therefore, this is not a logical or 
legislative inconsistency, but an adaptation of the regulatory framework to the nature and 
purpose of the investigations carried out, which, however, requires further clarification in 
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the text of the law in order to avoid divergent interpretations in application.
In addition to the issues already mentioned, the report also highlights other signifi-

cant problems raised by the institutions involved in the implementation of special inves-
tigative activity. A particularly important position in this respect is that of the National 
Anti-Corruption Center (Romanian abbreviated CNA), which draws attention to a sys-
temic shortcoming: the lack of appropriate tools for uncovering criminal acts outside the 
criminal process.

According to CNA, the special investigative activity is deeply affected by unjustified 
restrictions, incomplete or incoherent provisions, which generate significant confusion 
not only for the subjects involved in the implementation of measures (investigative of-
ficers), but also for the control bodies – prosecutors and investigating judges. The current 
legislative ambiguities create a state of uncertainty among practitioners – in particular 
those who should authorize the measures – who end up not clearly perceiving the ration-
ale and usefulness of carrying out special investigative measures in special cases. As a di-
rect effect, the proactive (or operational as it was treated in the old Law No.45/1994) role 
of special investigative activity in preventing, combating and detecting crime remains 
theoretical rather than practical.

Another major problem signaled by CNA is the lack of clear enforcement mecha-
nisms for many of the special measures regulated outside the criminal process. Unlike in 
criminal prosecution, where the Criminal Procedure Code provides detailed procedures 
and clear procedural tools, outside criminal prosecution there is no coherent applicable 
framework for the effective implementation of the measures. For this reason, it has be-
come impossible to adopt a common Regulation on special investigative activity, which 
should ensure a uniform and standardized approach in the application of investigative 
measures.

In the context of these shortcomings, the CNA has formulated and officially sub-
mitted to the Ministry of Justice concrete proposals to amend Law No.59/2012 in order 
to adjust it to the real needs of the operational authorities. The proposals aim not only at 
clarifying terminology and eliminating inconsistencies, but also at extending and detailing 
the regulations on the effective execution of special measures, in particular outside the 
criminal process.

Overall, the CNA’s comments reflect a painful but necessary reality: the gap between 
the regulatory text and the real needs of those called upon to apply it in practice. Without 
a revision of the regulation to ensure predictability, clarity and operational applicability, 
the reform in the field of special (operational) investigative activity risks remaining merely 
a well-intentioned legal architecture, but one that is not functional in relation to its stated 
objectives.

A number of relevant comments were also made by the State Protection and Guard 
Service (SPGS), which pointed out both the inconsistencies in Law 59/2012 and the dif-
ficulty in drafting a common regulation to ensure the uniform and coherent application 
of special investigative measures. As pointed out by other institutions, the lack of clear 
mechanisms for the execution of measures outside criminal proceedings creates legal 
uncertainty and affects the capacity for an operational response.

In contrast to the other institutions, however, the SPGS also came forward with a 
proposal to broaden the scope of special investigative activity to explicitly include en-
suring state security. According to the view expressed, Law 59/2012 should also cover 
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the protection of persons beneficiaries of state protection, thus broadening the scope of 
special investigative activity.

In this regard, it was proposed to supplement Article 2 of the Law, which sets out 
the tasks of the special investigative activity, with the following content: “gathering infor-
mation on possible facts or events that could threaten the life, physical integrity, freedom 
of action and health of persons under state protection, as well as jeopardizing the secu-
rity of the working premises and residences under the guard of the Service”. It was also 
proposed to add a new paragraph to Article 19, which regulates the grounds for ordering 
special investigative measures, adapted to the specific legal powers of the SPGS.

In addition to these substantive interventions, the SPGS has proposed the introduc-
tion of a new special investigative measure: “the collection of data from institutions hold-
ing special records”, given the particular nature of the information needed to protect per-
sons exposed to security risks. In addition, it was argued that the powers of the head of 
the subdivision specializing in the authorization of special investigation measures should 
be extended, to the detriment of the powers currently reserved to the public prosecutor, 
to allow a more flexible response in cases that cannot be postponed.

Another proposal, which is relevant in the context of the SPGS’s institutional man-
date, is to extend the possibility of applying special measures authorized by a judge to 
cases where it is necessary to ensure the security of persons enjoying state protection, 
foreign dignitaries temporarily in the Republic of Moldova and their family members. In 
the Service’s view, the current limitation of these measures to cases of search or proce-
dural protection is not sufficient to cover the full range of risks that may affect national 
security.

These proposals outline a broader vision of special investigative activity, going be-
yond the traditional criminal law framework and anchored in an integrated security per-
spective. They reflect an increasingly present reality: in the current context, character-
ized by hybrid threats, cross-border flows and geopolitical volatility, the protection of the 
individual and the protection of the state are becoming increasingly interdependent and 
special investigative activity must respond adequately to these demands.

The State Tax Service (STS) also makes a valuable contribution to the analysis of 
the shortcomings of the current regulatory framework. It points out that, beyond the 
divergences and ambiguities in the legislation governing special investigative activity, a 
fundamental problem is the excessive restriction of the categories of offences for which 
special investigative measures may be ordered outside the criminal process.

In the opinion of the STS, the current regulation prevents the ordering of special 
measures for latent crimes of a serious and complex nature, such as economic crimes, 
computer crimes, human trafficking or corruption. These crimes, by their very nature, 
cannot be discovered without a series of preliminary actions, and the use of special in-
vestigative measures outside the criminal process is often the only effective method of 
revealing and documenting latent criminal actions. Limiting the scope of special investi-
gative measures to certain categories of facts or procedural situations means that the real 
potential of these tools remains untapped.

This legislative malfunctioning not only reduces the effectiveness of activities to 
prevent and combat economic and financial crime, but also creates a logical discontinuity 
between the complexity of modern criminal phenomena and the state’s ability to antici-
pate, and counter them by legal means. Therefore, the STS proposes to amend Art.19 para.
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(1) letter a) item 1) of Law No.59/2012, in order to extend the grounds for ordering special 
investigative measures to these types of offenses, even outside the criminal proceedings.

This observation is particularly pertinent: precisely in the case of economic crimes, 
corruption or human trafficking, the existence of a reasonable suspicion arises only after 
preliminary observations, correlations and analysis, often impossible to carry out without 
specific means. However, if the ordering of special investigative measures is conditional 
precisely on the prior existence of a reasonable suspicion, a procedural paradox is creat-
ed which paralyzes investigative activity.

Among the structural causes of the reluctance to apply Law 59/2012, the report also 
highlights two key legal mechanisms introduced with the reform:

– Verification of the legality of measures by the investigating judge or prosecutor 
(Art.22 para.(9));

– The obligation to inform post-factum the person concerned by special investiga-
tive measures (Art. 221).

Although these provisions were introduced with the stated aim of strengthening 
the control of legality and transparency of intrusive activities, in practice they are per-
ceived as serious obstacles to the operational and confidential conduct of investigations. 
According to the report, law enforcement authorities avoid applying for authorizations 
under Law 59/2012 precisely because of these provisions, believing that they may com-
promise the efficiency and finality of the actions carried out.

In support of a nuanced understanding of the situation, the relevant national case 
law should be mentioned. The Constitutional Court of the Republic of Moldova has been 
notified several times regarding the constitutionality of subsequent notification in crim-
inal proceedings, in particular in relation to the imprecision of the deadlines and the risk 
of affecting the right to defense and a fair trial [5; 6; 7]. The lack of a clear deadline un-
til which notification can be postponed and the ambiguous nature of the correlation of 
this deadline with the moment of completion of the criminal investigation were invoked, 
among others.

In its assessment, the Court noted that the law cannot exhaustively list all the rea-
sons and deadlines for postponing the notification, leaving this assessment to the investi-
gating judge or prosecutor, depending on the circumstances of each case. In all the cases 
analyzed, the notifications were considered inadmissible or unfounded.

Outside the criminal process, notification is made pursuant to Art.22 para.(9) of Law 
No.59/2012, and the prosecutor is obliged to inform the person within 15 days of the con-
clusion assessing the legality of the measure, by registered letter. Art. 221 also provides 
for the possibility of postponing the notification – either provisionally (for periods of up 
to 30 days) or permanently (for periods of up to 180 days).

From an international perspective, there are divergent doctrinal opinions. A re-
nowned international expert emphasizes that, in principle, subsequent notification is “im-
portant” and “preferable”, especially in the case of communications surveillance, where 
the person concerned risks never finding out about the interference in his or her private 
life and, implicitly, being deprived of the right to challenge the legality of the measure or 
to request compensation [10, p.18].

However, other experts point out that the lack of notification does not automat-
ically amount to a disproportionate interference [15, p.41]. On the contrary, in certain 
situations, it is precisely the absence of notification that ensures the effectiveness of the 
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measure, especially in the context of measures with a long-term purpose or with a risk of 
compromising the methods and agents involved.

The ECtHR has repeatedly recognized that notification may be excluded when the 
risk of compromising security persists, even years after the suspension of the measure 
[2, § 58]. In the case of Ekimdzhiev v. Bulgaria [1, § 93], the Court, however, sanctioned 
the absolute exclusion of notification, considering that a legislation that does not allow 
for post-factum notification at all is incompatible with the right to an effective remedy, 
since the affected person has no means of challenging the interference. The ECtHR in-
sisted that, from the moment that notification no longer compromises the purpose of the 
measure, it must be made, in order to protect the rights provided for in Article 8 of the 
Convention.

Although the obligation to notify and verify the legality of measures reflects an 
alignment with European standards on the protection of fundamental rights, the way in 
which these mechanisms were regulated in Law No.59/2012 generated a perception of 
procedural rigidity and application uncertainty, which inhibits their use in practice. Thus, 
instead of contributing to the consolidation of special investigative activity, these mech-
anisms became blocking factors, determining a significant reluctance in implementation 
and, consequently, a diminution of the proactive function of special investigative activity.

However, in order to fully understand the causes of this reluctance and, implicitly, 
to correctly assess the efficiency of the reform, it is necessary to return to the context 
that generated the initiative to amend the regulatory framework.

Although the 2023 legislative reform was designed with the intention of rationaliz-
ing, clarifying and streamlining the legal regime of special investigative activity [13, p.3], 
the reality of the application of these provisions reveals a significant disjunction between 
the normative vision and institutional practice. This rupture is manifested not only by a 
generalized reluctance to use the instruments made available by the new legal frame-
work, but especially by the structural inadequacy of the regulations with respect to the 
real practical needs of the competent authorities.

As we have argued previously, the fundamental purpose of the reform was artic-
ulated around the distinction between special investigative activity within and outside 
the criminal process – a distinction that is legitimate in theory, but which in practice 
has generated normative fractures and institutional blockages. Instead of conferring co-
herence and functionality to the special activity, the strict delimitation between the two 
regimes: 1) Special investigative activity outside the criminal process; and 2) Special in-
vestigative activity within the criminal process – has led to the unjustified complication 
of procedures, to the paralysis of proactive investigative means and to the reduction of 
the authorities’ room for maneuver in the face of latent, organized or transnational crime.

The problems of application – the lack of instruments, the terminological inconsist-
encies, the normative vacuum regarding the execution of special investigative measures, 
the ambiguities regarding notification, the lack of guarantees for the valorization of the 
results of special investigative activity outside the criminal process, but also the lack of 
confidence of investigative officers in the legal framework – are not isolated accidents or 
dysfunctions. They are the direct expression of an unsuccessful reform that, despite its 
declared intentions, failed to harmonize, in a coherent and applicable way, the impera-
tives of guaranteeing rights with the realities on the ground of investigative work.

Against this background, it becomes obvious that the application of Law No.59/2012 
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was not refused due to lack of will, but due to the technical-normative impossibility of 
capitalizing on it within functional parameters, without the risk of compromising the in-
vestigation or making the institution itself vulnerable. Paradoxically, the reform – intend-
ed to strengthen the special investigative activity – produced, in practice, self-limiting 
effects, transforming a mechanism intended to protect the public interest into a bureau-
cratic system in which efficiency is sacrificed for regulatory complexity.

Therefore, for special investigative activity to regain its role as a strategic opera-
tional tool in preventing and combating crime, a recalibration of the legislation is neces-
sary, one that starts from the real premises of special activity – its conspiratorial nature, 
its proactive character and its essential role in the architecture of public security – and 
ensures, at the same time, respect for fundamental rights through control mechanisms 
that are not only compliant with international standards, but also functional in practice.

Conclusions and recommendations. One year after the entry into force of the new 
legal architecture on special investigative activity, the analysis of the Report of the Prose-
cutor General’s Office complemented by the institutional positions expressed during the 
parliamentary hearings, outlines a picture dominated by collisions and inaccuracies be-
tween the intentions of the reform and the actual results of its application. The 2023 re-
form was designed to clearly separate the special investigative activity carried out within 
the criminal process from that carried out outside it, thus strengthening the control of 
legality and respect for fundamental rights. However, the implementation of the new reg-
ulations was marked by reluctance, normative ambiguities, operational difficulties and 
the lack of clear functional tools.

The conclusions of the analysis lead to the finding that the efficiency of the special 
investigative activity was negatively affected by a series of cumulative factors:

• Unjustified restriction of the grounds for applying special investigative measures 
outside the criminal process;

• Lack of clear mechanisms for the execution of the regulated measures;
• Terminological ambiguities and inconsistencies between Law No.59/2012 and the 

Criminal Procedure Code;
• Perception of post-factum verification and notification procedures as obstacles to 

the conduct of special investigative activity;
• Impossibility of capitalizing on the results of special investigative measures as ev-

idence, in the absence of an adequate correlation with the rules of criminal procedure;
• Difficulty in developing a common regulation for the application of special investi-

gative activity, due to the normative vacuum and divergences of interpretation.
From this perspective, a legislative recalibration is urgently needed, which takes 

into account investigative realities, ensures a coherent applicability of legal provisions 
and maintains a functional balance between legal guarantees and the operational needs 
of the authorities.

In this sense, the analysis of the difficulties encountered in the application of the 
new regulations reveals the need for an integrated effort to review, interpret and opera-
tionalize Law No.59/2012. It is necessary for legislation in the field of special investigative 
activity to be not only clearly formulated and normatively coherent, but also adapted to 
institutional realities and contemporary challenges in the field of crime.

In this direction, several priorities are outlined:
• Drafting a Commentary to Law No.59/2012 in relation to the provisions of the 
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Criminal Procedure Code, which would support a uniform application of the norms and 
clarify the differences in legal regime between special investigative activity carried out 
within and outside the criminal process;

• Developing methodological and operational tools, such as application guides, pro-
cedural sheets and practical evaluation mechanisms, which would support investigation 
officers in the correct application of special investigative measures;

• Promoting an institutional culture of collaboration between all the links involved 
– officers, prosecutors, judges – in order to effectively implement the regulatory frame-
work, in the spirit of European standards.

Given that security challenges are becoming increasingly sophisticated, and crime 
is continuously refining its means of action, special investigative activity must remain an 
essential instrument of the rule of law in the fight against crime. The efficiency of this 
activity cannot be conceived outside a clear, coherent and functional legal framework, 
which ensures both the efficiency of investigations and the respect for the fundamental 
rights of the person.

Legislative reform is not an end in itself, but a continuous process of adjustment 
between practical reality and the legal ideal. From this point of view, the future of special 
investigative activity depends not only on the quality of the law, but also on the institu-
tional capacity to understand, interpret and apply it in a responsible and unitary manner.
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Summary
In the modern world, terrorism has become one of the most pressing threats and real challenges to the 

security of all humanity, regardless of the social classes of society. The proportions of manifestation and the 
impact of this scourge on the development of states and the security of citizens in the European space are the 
objectives of this scientific research.

Also, this paper lists some measures adopted by international organizations regarding the criminaliza-
tion of ancillary components of terrorist acts, such as recruiting, training, preparing, mobilizing individuals 
who are members of terrorist groups or organizations. To prevent, mitigate and adequately criminalize these 
serious violations of universal values   and democratic principles, it is necessary to adopt European rules unani-
mously by all EU Member States. At the same time, global cooperation by combining the efforts of international 
organizations with those of national governments will facilitate efforts in the combating terrorism.

Keywords: terrorism, recruitment, training, European anti-terrorist legislation, European organiza-
tions, international security, public order.

Introduction. Currently one of the most serious violations of universal values   and 
democratic principles including ensuring and respecting the rule of law, justice, human 
dignity, tolerance, equality, fundamental human rights and freedoms, it is constituted by 
terrorist acts.

Although terrorism itself is not new, the current trend of this phenomenon world-
wide is undoubtedly determined by the dynamics of the evolution of information tech-
nologies and the transport industry that allow and considerably facilitate contacting and 
remote communication with any person from any geographical point, as well as the rapid 
movement of people interested in fighting alongside terrorist groups or receiving training 
from them in hard-to-reach territories, especially in conflict areas such as Iraq, Lebanon, 
Palestine, Syria, Afghanistan, etc.

Analysis of reports from international agencies documenting the situation and 
trends of terrorism in the EU, such as the Europol Report for 2014 (TE-SAT) [1], highlights 
the use of the internet and social media platforms as communication tools for planning, 
recruiting, training, preparing, propagating and financing terrorism. For the mentioned 
period, the report indicates that the scale of the phenomenon is increasing – over 3,000 
people left the EU for conflict zones. Currently, it is estimated that over 5,000 people will 
be reached, while it was reported that in some EU Member States the number of people 
returning has increased.

One of the conclusions of the Europol Report states that: “The EU continues to 
serve as a hub for financing, logistics, sanctuary and recruitment for terrorist group which 
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mainly operates outside Europe. This applies particularly, but not exclusively to Turkish 
terrorist groups PKK and DHKP/C, terrorist groups in the North Caucasus, and the Leb-
anese group Hezbollah” [1].

Terrorist acts, most of the time, are the result of meticulously organized and pre-
meditated plans prepared by various terrorist groups or organizations, which recruits, 
provides training and subsequently involves diverse people with conceptually pragmatic 
thinking. Some of these people do not know or fully realize the consequences of the ac-
tions they are drawn to participate in, as well as the character of the acts they perform, 
namely terrorist activities or acts.

There is a growing threat from those EU citizens who have travelled to conflict 
zones to engage directly in terrorist activities with the aim of benefiting from training, 
preparation and obtaining the necessary contacts to be able to commit terrorist acts upon 
returning to the territory of European states. This fact also implies the appearance of new 
terrorist groups in addition to those that already exist and operate. Additional to those 
mentioned instability in certain countries in the Middle East, from North Africa (Libya, 
Nigeria, Mali, etc.), and from Asia, directly affects security within the European Union.

Since terrorism is an undeniable danger that encompasses all aspects of social life, 
It is imperative that the competent forces in all structures of a democratic state focus 
their attention and effort to diminish, stop and liquidate the auxiliary components of ter-
rorist acts, such as recruitment, training, preparation, mobilization of individuals who are 
members of terrorist groups, organizations or networks, and other persons who commit 
or refrain from committing any act for terrorist purposes.

In this regard, It is clear that the social danger that these facts manifest represents a 
real global threat, which significantly threatens the security and public order of any dem-
ocratic state. Only through joint, well-organized and coordinated actions it is possible to 
counteract this scourge whose existence destabilizes states, nations and global regions.

Methods and materials applied. A set of empirical and theoretical research meth-
ods were applied to carry out this scientific study, which allowed the comparative study 
of the criminal legislation of some EU member states regarding criminal prosecution and 
criminal liability for committing the crime of recruiting, training, receiving training or 
providing other support for terrorist purposes. Analysis and synthesis methods, thanks to 
the fact that they are mutually complementary, provided the opportunity for the author 
of this study to focus on the analysis of the incriminating legal norms of the crime of re-
cruiting, training, and receiving training or providing other support for terrorist purposes.

At the same time, some differences in the legislative system of the European coun-
tries were studied on ensuring public security and order in the context of carrying out 
support actions for terrorist purposes. The use of digital information sources contributed 
positively to the documentation of the research and obtaining relevant and updated in-
formation for the development of the study in question.

Discussions and results obtained. In the European Union’s system of actions on 
preventing and combating terrorism, anti-terrorist legislation is top-notch. This does not 
imply the automatic and mandatory replacement of the provisions of the national law of 
the Member States. One of the purposes of developing common standards on the fight 
against terrorism is to ensure within the EU space uniform application of international 
legal norms regulating anti-terrorist activities.

The European Union’s activity in developing international legal norms for the Euro-
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pean security system in the field of combating terrorist threats is at the forefront, because 
one of the main objectives of the EU is to create an area of   freedom, security and justice. 
The experience of some EU member states regarding the integration of European legisla-
tion in the field of preventing and combating terrorism, where the principle of collective 
problem solving is clearly expressed, occupies an important place in the system of global 
anti-terrorist cooperation and, as a result, requires comprehensive study and analysis.

In this sense, for the implementation of policies and strategies to combat terrorism, 
a field that is subject to research in this article, The European Union has created and em-
powered institutions such as: the European Commission (EC), Council of the European 
Union (CEU), Europol, Eurojust, EU Counter-Terrorism Coordinator (works within CEU), 
European Counter-Terrorism Centre (ECTC) etc. However, in the process of issuing, im-
plementing and following up on a policy or in the development of EU legislation in the 
field of criminalization of terrorist actions and activities, the final decision is taken by 
each individual Member State. In other words, it appears that the EU has the role of coor-
dinating the individual counter-terrorism strategies of the Member States, and to ensure 
their functioning within a common European framework, acting as the main cooperation 
forum. The same goes for each country’s intelligence agencies.

Unfortunately, the deeper approach of EU legislation on the criminalization of ter-
rorist activity became a priority after the events of September 11, 2001 (USA), the terrorist 
attacks of 2004 in Madrid (Spain), and those of 2005 in London (United Kingdom), as well 
the intensification of terrorist activity in EU countries during 2015-2016.

During the events listed above, at the level of EU legislation there were a number of 
political and legal acts regarding the fight against terrorist activities, but these were of a 
general nature and did not provide for some aspects and auxiliary components of terror-
ism, such as recruitment, training, preparation and mobilization. In this regard, some of 
the most important documents include: 

 – Action Plan on Combating Terrorism (2001);
 – Declaration on solidarity against terrorism issued by the European Council 

(2004);
 – Strategy to combat terrorist financing (2004);
 – Counter-terrorism strategy (2005) [2].
Although initially, criticism arose against the EU institutions responsible for drafting 

legislative proposals on the effectiveness of European rules in criminal matters regarding 
the criminalization of acts of terrorism, considering them more responsible for the ac-
tivity of numerous terrorist organizations than the source of possible solutions for effec-
tively combating them. EU intervention in decision-making is limited because its relevant 
organizations operate on the basis of the assigned competences respecting the principles 
of subsidiarity and proportionality. As a result, the EU can only intervene in expressly de-
limited domains and to the extent that its action supplements the actions of the Member 
States [3, p.19].

The terrorist attacks in the preceding period have demonstrated that the respon-
sibility for combating crime and defending security lies primarily with each individual 
Member State, and at the European level, the entire community must assume it. Thus, EU 
leaders issued a joint declaration to guide the work of the EU and Member States in taking 
specific measures focused on the following areas:

 – Guaranteeing citizens’ security;
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 – Preventing radicalization and protecting values;
 – Cooperation with international partners.
In 2002, the European Union Framework Decision 2002/475/JHA on combating 

terrorism was adopted (Hereinafter – D/2002), which established common standards for 
all EU Member States regarding criminal liability for acts of terrorism, whether the ter-
rorism was domestic nature or of international character. At that stage, the terrorist act 
was only recognized as a crime “committed intentionally by a person or group of persons 
against one or more EU Member States, institutions or citizens of these states in order to 
manifest a threat to them and to undermine or destroy the political, economic or social 
structures of the state” [5].

Subsequently, in order to respond proportionately to new challenges in the field of 
terrorism, The European Commission has proposed for approval to the European Par-
liament and the Council on combating terrorism, replacement of the Framework Deci-
sion 2002/475/JHA with appropriate criminal law provisions and instruments, namely, 
the application at European level of Framework Decision 2008/919/JHA (Hereinafter – 
D/2008).

The completion of the provisions of Decision/2002 was necessary because it did 
not provide for the obligation to criminalize behaviors such as: broadcasting messages 
of public provocation that did not actually incite a specific person to commit a terrorist 
crime; the dissemination of messages that encourage individuals to become terrorists 
without making reference to a specific terrorist crime; or the dissemination of knowledge 
on terrorism on the internet that is not intended to support the activities of a specific 
terrorist group.

In this regard, the 2008 Framework Decision was implemented as a priority in the 
European Agenda on the modernisation of the EU framework in the field of security and 
tackling terrorism, through which new offenses were introduced consisting of: “The pub-
lic challenge of committing a crime of terrorism”; “Recruitment for terrorism”, and “Prepa-
ration for terrorism”. At the same time, Member States were obliged to ensure the sanc-
tion of complicity in committing new crimes. Sanctioning attempts to recruit and prepare 
for terrorism being optional [6].

Article 2 of the Decision/2008 mentions that Member States are not obliged to take 
measures contrary to the fundamental principles regarding the freedom of expression. 
Art.3 para.(1) D/2008 reminds of the need for Member States to ensure that incrimina-
tion is proportional to the legitimate objectives pursued and necessary in a democratic 
society, and any form of discriminatory treatment is excluded [6]. These provisions re-
flect the guarantees provided in Art.12 of the Council of Europe Convention on Terrorism 
Prevention [5]. In addition, new offenses are not meant to include the dissemination of 
materials for scientific or academic purposes, or for information or the expression of po-
lemical opinions in a public debate on sensitive political issues, as they are guaranteed by 
the right to freedom of expression.

 In turn, the United Nations invited member states to analyze possible ways and 
means of countering recruitment, training, incitement to commit terrorist acts, as well as 
terrorist manifestations on the Internet.

As a result, most EU Member States have adopted the national legislative framework 
to the European rules on the criminalization of recruitment and training for terrorism, 
even if, in some cases, the scope of the provisions is more limited than it should be (in 



LEGEA ŞI VIAŢA Publicaţie ştiinţifico-practică 724
ediție specială, 2025

LAW AND LIFE Scientific-practical publication

special edition, 2024

the case of: Denmark, Estonia, Finland, Italy, Latvia, Malta, United Kingdom). Some states 
have transposed the provisions of the 2008 European Commission Decision by amending 
or supplementing the Criminal Code at national level, while a smaller number have adopt-
ed or amended special acts on combating terrorism (ex: Ireland, Cyprus, Portugal, Ro-
mania, Sweden), or were based on other acts, such as the Press Act of 1881, in the case of 
France. Only in 2011, countries such as Austria, Bulgaria, the Czech Republic, Poland and 
Portugal adopted new, more explicit legislative measures regarding the criminalization 
of recruitment and preparation for terrorism, and in 2012 their example was followed by 
France, Luxembourg, Romania, and in 2013, by Belgium, Croatia, Lithuania and Hungary. 
At that time, only Ireland and Greece had not adopted the necessary legislation to prevent 
and repress terrorism [6].

Recruitment for terrorism is defined in Art.3 paragraph (1) letter (b) of D/2022, as 
“to solicit another person to commit one of the offences listed in Art. 1 para. (1) lett. (a)-(h) 
or in Art.2 para.(2)”. A large number of EU Member States have confirmed the framework 
provisions and have adopted specific provisions at national level that criminalise the act 
of requesting another person to commit a terrorist offence and to participate in the ac-
tivities of a terrorist group. Recruitment to commit terrorist crimes (within the meaning 
of Article 1 of the D/2002) and recruitment into a terrorist group (within the meaning 
of Art.2 of the D/2002), are part of the same provision in almost half of the Member 
States. Other Member States (Austria, France, Germany, United Kingdom) have separate 
provisions for both forms of recruitment. In some Member States, only recruitment to 
commit terrorist offences appears to be sanctioned, not recruitment to participate in the 
activities of a terrorist group, as defined in Art.2 para.(2) of the D/2002 (Bulgaria, Estonia, 
Ireland, Malta, Portugal, Romania, Slovakia, Sweden) [6].

Among the Member States that have introduced new specific provisions to regulate 
the new European legislative approaches in the field of criminalisation of terrorist crimes, 
few used the term “request” in their definition of recruitment (Croatia, Luxembourg, Slo-
vakia “to ask”; Malta: “to request” or “to recruit”). Most Member States seem to have cho-
sen the term “to recruit” (Belgium, Bulgaria, Germany, Estonia, Ireland, Italy, Spain, Latvia, 
Lithuania; Portugal, Romania, Slovenia: “enrollment”) or other terms such as “aiming to 
induce” (Sweden), “incitement” and “provocation” (Netherlands), “instigation” (Hungary) 
or “encouragement” (CYPRUS). In some Member States, it is argued that the term “to 
recruit” would require some kind of plan or minimum institutional framework that the 
recruited person should respect (Portugal). This may raise doubts as to whether national 
provisions effectively criminalise encouraging an “isolated individual” to commit terrorist 
acts. At the same time, a potential risk is that the provisions regarding providing support 
to terrorist organizations or participating in a conspiracy, not to include the recruitment 
of “isolated individuals”, a fact which would also be a cause for concern if no other legal 
norm criminalizes this illicit action. Recourse to general provisions may also raise doubts 
about the effective criminalization of types of predicate criminal behavior. This will de-
pend on the interpretation and application of concepts such as facilitation or creation of 
preparatory acts for the commission of terrorist crimes [6].

Moreover, French criminal law deals in more detail with the sanctioning of criminal 
actions regarding recruitment for terrorist purposes. In this sense, the French Code of 
Criminal Procedure defines the notion of recruitment as “offering gifts and other benefits 
to threaten or pressure a person to commit a terrorist offence”. However, the given rule may 
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unduly restrict the scope of the provision, in the sense that it could not apply in cases 
where a person is encouraged in other ways to commit terrorist acts.

In some cases (e.g. Italy), recruitment does not appear to include all the offences 
listed in Art.1 para.(1) let. a)-h) of the Decision 2002. Other Member States criminalize not 
only recruitment to commit a terrorist offence, but also recruitment to: “facilitate” (Den-
mark), “to prepare” (Finland) or “to participate” (Lithuania, Slovenia, Slovakia) in the crime 
of terrorism. At the same time, Danish legislation extends the definition of recruitment to 
include terrorist financing, and also criminalizes the fact that a person agrees to be re-
cruited. In Finland, anyone who is aware that their activity promotes terrorist crimes can 
be sanctioned. Only Cyprus and Luxembourg are among the states that explicitly clarify 
that recruitment is punishable even if the person has not consented to commit the crime 
of terrorism.

In the case of Romania, which is of greater interest to us given the fact that we are 
in the immediate vicinity, the Romanian legislator also provided for the criminalization 
of provocation to carry out preparatory actions or incitement to prepare or be prepared 
to commit terrorist crimes. To respond effectively to new threats in terms of organized 
crime and terrorism, whose investigation falls within the area of   competence of the Di-
rectorate for the Investigation of Organized Crime and Terrorism (Romanian abbreviat-
ed – DIICOT), the Romanian executive approved Emergency Ordinance No.78/2016 for 
the organization and operation of DIICOT [7], as well as proposed the amendment and 
completion of Law No. 535/2004 on the prevention and combating of terrorism [8], with 
the aim of harmonizing national provisions with those of the Additional Protocol to the 
Council of Europe Convention on the Prevention of Terrorism (The Riga Protocol, signed 
by Romania in March 2016) and those of UN Security Council Resolution No. 2178/2014.

Also, Law No.535/2004 introduced new crimes, such as:
1) The act of recruiting a person to commit one of the acts provided for in Art.32 

para.(1) and (3) and Art.33;
2) the act of inciting the public, verbally, in writing or by any other means, to commit 

crimes provided for by this law. If the act provided for in paragraph (1) is committed by a 
public official, the punishment is more severe, but without exceeding the penalty provid-
ed by law for the crime instigated. If public incitement resulted in the commission of the 
crime to which it was instigated, the punishment is that provided by law for that crime;

3) promoting a message through propaganda carried out by any means, in pub-
lic, with the intention of instigating the commission of one of the crimes listed in Art.32 
para.(1) and (3) and Art.33 para.(1) and para. (2) letter e), regardless of whether or not the 
message directly supports terrorism or whether or not the crimes in question have been 
committed. Attempting the acts provided for in Art. 32, 33 and 331 is punishable. The pro-
duction or procurement of means or instruments, as well as taking measures to commit 
these crimes, is also considered an attempt [8, Art.32, 33, 331].

Government Emergency Ordinance no. 78/2016 introduced Art. 351 into Law no. 
535/2004, which criminalizes a new act: “The movement of a person from the territory of 
the state of which he is a citizen or from the territory of which he has his domicile or res-
idence, to or on the territory of a state other than that of which he is a citizen or resident, 
for the purpose of committing, planning or preparing acts of terrorism or participating in 
them, or for providing or receiving training or preparation for the commission of an act of 
terrorism or for supporting, in any way, a terrorist entity shall be punished with impris-
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onment from 5 to 12 years, and the attempted crime shall be punished [8].
In 2014, the Council of Europe adopted the Strategy on Combating Radicalisation 

and Recruitment of Persons for Terrorist Purposes. [9], this has been revised several 
times given the constant evolution of the ways in which terrorist groups act to recruit 
and mobilize new members, in particular, the phenomenon of people acting alone, of 
foreign fighters in armed conflict zones, as well as the use of social media platforms by 
terrorists. In this case, a possible risk or major problem that we identify is the recruitment 
of individuals for the purpose of training and obtaining knowledge or practical skills/
military experience for subsequent involvement in the commission or preparation of ter-
rorist crimes. When persons participating in these armed conflict zones return to their 
home states, most participants are more seriously affected by the extreme violence they 
were exposed to and show psychological trauma, starting from post-traumatic stress and 
adaptation difficulties, to predispositions towards antisocial behaviors or even radicaliza-
tion by terrorist groups. As a result, we consider that a primary measure in preventing and 
countering such risks as deviant behavior or a failed reintegration of combatants or civil-
ians returning from conflict zones is prophylaxis. This measure can contribute to elim-
inating the processes of further radicalization of vulnerable or psychologically trauma-
tized individuals, as well as supporting those already influenced by extremist ideologies.

Previous lessons regarding terrorism have been learned by EU states, so that the 
new strategies for combating terrorism and radicalization are based on four main ob-
jectives, being well defined: prevention, protection, prosecution and liability. These serve 
both as priorities (pillars) of community security through:

a) Identifying the methods, propaganda and tools used by terrorists;
b) protection of citizens and infrastructure (securing external borders; improving 

transport security), reducing vulnerability to terrorist attacks;
c) pursuing terrorists across borders, while respecting human rights and interna-

tional law by improving cooperation and information exchange between police and judi-
cial authorities;

d) preparing, managing and minimizing the consequences of an attack, as well as 
a pillar of civil society by facilitating the reintegration of people returning from areas of 
armed conflict.

However, the measures taken by the EU between 2002 and 2014 to prevent, combat 
and reduce the risk of the spread of terrorist activities, did not have the expected effect. 
Following a series of terrorist attacks starting in 2015 (Paris and Brussels), The European 
Commission had to mobilize quickly to adopt the “PNR” Directive which allowed the use 
of data from Register of passenger names for the prosecution of terrorist and serious crimes 
[10]. As with other previously adopted normative acts, criticism has arisen regarding the 
insufficient guarantees regarding the protection of privacy [11].

In November 2020, following terrorist attacks in France, Germany and Austria, EU 
home affairs ministers agreed to further step up their efforts to combat terrorism, without 
compromising the EU’s common values, such as democracy, justice and freedom of expres-
sion, but these aspects will be the subject of a future research study of a new article.

Conclusions and recommendations. Summarizing the ideas and opinions listed in 
this study regarding the criminalization of the acts provided for in Art. 2791 of the Crim-
inal Code of the Republic of Moldova by the legislation of the EU member states and 
making an analysis regarding the consistency of national norms with European ones, we 
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can affirm that the local authorities have made and are making efforts to harmonize and 
strengthen national legislation in the field of national security by preventing and combat-
ing terrorism and cross-border crimes, to the European Union’s community one.

As an argument we can mention that in February of the year 2025, General Inspec-
torate of Border Police, for the first time created the Passenger Information Unit (Roma-
nian abbreviated – UIP), a subdivision that will have the mission of collecting, storing and 
processing data from the Passenger Name Record (PNR), these being requested from the 
airline companies. More precisely, the Republic of Moldova is taking an important, but 
unfortunately delayed, step towards securing the state border, this being deduced from 
the context in which, over the last 5 years, at Chisinau International Airport (which is one 
of the most important state border crossing points, with a constantly growing passenger 
flow), there were several incidents including armed clashes resulting in human deaths, 
some involving Wagner mercenaries [12, 13, 14]. It is gratifying that this unit will operate in 
full compliance with international standards on personal data protection, respecting the 
balance between security and freedom. But, this aspect must be approached carefully, as 
it is a very delicate one, and this is because the legal and operational arsenal that the EU 
has equipped itself with over the decades has been largely denounced by human rights 
organizations.

In particular, the right to privacy is practically neglected in the context of combat-
ing terrorism. We understand that the EU’s goal is to allow for greater protection of its 
citizens, especially after the failure in managing the refugee crisis that contributed to the 
movement of members of terrorist or extremist groups on the territory of the European 
community. This comes along with the great limitation of fundamental human principles 
and rights, the rights of citizens of good faith being equally affected.

Finally, we reiterate that the current trend and dimension of terrorism urgently re-
quire the permanent design of new means and mechanisms to counter, improve and con-
solidate both national and international legislation on this aspect. It is clear that terrorist 
activities and acts, regardless of the state or region addressed, have no limits or borders. 
This fact can and should be deduced from the experience of other countries which has 
demonstrated that the use of modern prevention mechanisms leads to improved border 
control, to identify risks more quickly and increase the level of security for citizens.

It should not be forgotten that maintaining and strengthening cooperation between 
law enforcement bodies, bring real support to the officers of these institutions, by provid-
ing direct and fast access to relevant information exactly when needed. It is not for noth-
ing that the main pillars on which the EU strategy is based are the prevention, protection, 
prosecution and response to terrorist acts.

Terrorism really affects the security of citizens, but abandoning democracy and hu-
man rights to respond to the acts of radicals, guided by the ideology of terror, would be 
a huge mistake.
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Summary
In the last decade, emerging technologies such as kinetic intelligence and artificial intelligence have 

profoundly influenced multiple fields. These innovations have brought both benefits and challenges, especially 
in terms of women’s safety and rights. In the online environment, such technologies can help prevent violence 
and crime through advanced protection systems. To ensure a balance between the benefits of technology and 
the associated risks, collaboration between governments, international organizations and the private sector 
is necessary. Artificial intelligence and kinetic intelligence must be used responsibly, with clear oversight and 
transparency mechanisms.

It is very important that public policies are constantly adapted to prevent the misuse of these technol-
ogies. Governments, international institutions and technology companies must cooperate to establish an ade-
quate legislative framework that protects women’s rights and combats environmental risks.

Keywords: emerging technologies, artificial intelligence, kinetic intelligence, violence, public policies, 
innovations.

S E C T I O N  I I .  P U B L I C  L A W
SECŢ I UNEA II.  DREPT PUBLIC

Introduction. Over the past decade, the development of advanced technologies, 
such as kinetic intelligence and artificial intelligence (AI), has brought both significant 
opportunities in various fields and major risks to the rights and safety of individuals, es-
pecially women. In the cyber context, these technologies can help protect women by im-
plementing more advanced systems to prevent violence or online crimes, but at the same 
time, they can deepen their vulnerabilities.

Methods and materials applied. To investigate the proposed theme, multiple re-
search methods were used: the logical analysis method, which is based on the use of log-
ical reasoning for a rigorous interpretation of legal norms, thus facilitating the argumen-
tation of theses, findings and scientific conclusions; the critical analysis method, which 
allowed the evaluation and reconsideration of existing theoretical approaches, identifying 
both their strengths and limitations; the empirical method, which involves qualitative and 
quantitative research, aimed at evaluating how women perceive and interact with ad-
vanced technologies, in order to more deeply understand their impact on them.
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Discussions and results obtained. The rapid development of emerging technolo-
gies, such as artificial intelligence (AI) and kinetic intelligence, has generated new chal-
lenges and risks for women’s fundamental rights in the digital environment. These tech-
nologies, which have begun to have a significant impact on society and the economy, are 
associated with both opportunities and dangers, especially with regard to the protection 
of women from cyber violence, discrimination and online abuse.

Artificial intelligence and kinetic intelligence are technologies that can influence 
various areas, from data processing and personalization of online user experiences to 
monitoring and controlling human behavior in digital space. Their impact on women’s 
rights can be positive or negative, depending on how these technologies are regulated 
and implemented.

Kinetic intelligence and artificial intelligence are emerging technologies that, in ad-
dition to their applications in areas such as cybersecurity, medicine or education, are 
having a significant impact on the way women interact with the digital environment. Ki-
netic intelligence, which refers to the use of real-time data to predict and prevent events, 
and AI, with its ability to learn from experience and analyze large volumes of data, can be 
used to identify and combat digital domestic violence, cyberbullying and other forms of 
online abuse. However, these technologies can also create additional risks, such as priva-
cy breaches, unwanted monitoring and gender discrimination.

From the literature reviewed, we deduce that artificial intelligence refers to the 
development of computer systems that can learn, analyze, and respond autonomously 
to environmental stimuli, mimic human cognitive processes, and make decisions. In the 
digital environment, AI is used for service automation, personalized recommendations, 
user behavior analysis, facial recognition, and many other applications. And kinetic in-
telligence refers to technology that uses data and the physical movement of the human 
body to create interactive experiences and improve the way people interact with devices 
and technologies. In the digital field, kinetic intelligence can be used to track the physical 
movements of users, contributing to the development of interactive applications, video 
games, or augmented and virtual reality technologies.

Although there is no exhaustive regulation of the use of kinetic intelligence and AI 
in the context of women’s protection, the national legislation of the Republic of Moldova 
includes essential norms that can directly influence this area. Below we will address the 
most important acts in which important provisions are enshrined that guarantee the pro-
tection of women’s rights in relation to the development of emerging technologies.

First, the protection of women is at the heart of the constitutional principles of 
the Republic of Moldova. Thus, Article 16 of the Constitution of the Republic of Moldova 
“guarantees the right to equality before the law and prohibits discrimination on the basis 
of sex”, and Article 28 “protects the right to intimate, family and private life” [1]. These 
fundamental rights are essential in the context of the use of AI and kinetic intelligence, as 
they guarantee women protection against invasion of their privacy or online harassment.

Another national normative act is Law No.45-XV of March 1, 2007 on preventing and 
combating violence against women and domestic violence, which regulates measures to 
protect women victims of domestic violence [6]. In the cyber context, violence can in-
clude abuses such as unauthorized monitoring, distribution of intimate images or online 
harassment [12]. Kinetic intelligence and AI technologies could contribute to preventing 
and combating them, providing a more efficient framework for the rapid identification of 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică731
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

abusive behaviors.
Another national normative act would be the Criminal Code of the Republic of 

Moldova, which is also covered by norms on cybercrimes, such as illegal access to the 
computer system (Art.13425), harassment (Art.173) and violation of the right to secrecy 
of correspondence (Art.178), can be applied in combating the risks brought by emerg-
ing technologies. Protective measures can be amplified by implementing cyber tools that 
help authorities to identify victims and criminals more quickly.

Also, even though currently, the legislation of the Republic of Moldova does not ex-
pressly define cyber violence or online harassment. It is imperative that these notions are 
clearly regulated in the Criminal Code and in the Law on Preventing and Combating Vio-
lence against Women and Domestic Violence. This would include acts such as unauthor-
ized stalking of individuals on social networks, distribution of intimate images without 
consent “revenge porn”, online harassing messages and cyber-attacks targeting victims 
based on sex or gender. These forms of abuse are particularly harmful to women and must 
be firmly sanctioned within the framework of national legislation.

Law No.195 of 25.07.2024 on the protection of personal data is essential in the context 
of kinetic intelligence and AI, as these technologies involve the processing of large amounts 
of data. The law guarantees the protection of women’s personal data in the online environ-
ment and establishes clear rules on their collection, processing and storage [7].

Violence is a serious violation of fundamental human rights and a direct result of gen-
der inequality in the Republic of Moldova. According to estimates, over 63% of women and 
girls aged 15 to 65 have been victims of some form of violence at least once in their lives [13].

International data indicate that although 38% of women have experienced online 
violence, in 78% of the cases they were unaware of the appropriate channels or institu-
tional mechanisms for reporting such incidents [14]. An even more worrying problem is 
that, annually, in the Republic of Moldova, approximately 40 women lose their lives due to 
acts of violence suffered within the family. This reality is amplified by the crises that the 
society of the Republic of Moldova has been facing in recent years, including the Covid-19 
pandemic, the economic and energy crisis, but also the armed conflict in neighboring 
countries, accompanied by a large wave of refugees. To date, the Republic of Moldova 
has received approximately 110,000 refugees, of whom 60% are women, 46% children 
and 21% elderly [8]. All these factors have considerably worsened the situation of women, 
leading to an intensification of violence against them, due to difficulties in accessing sup-
port services, shelters and justice.

The Republic of Moldova, as a member state of several international organizations, 
has signed numerous international conventions and treaties through which it has as-
sumed the obligation to implement effective measures, including for the protection of 
women’s rights against cyber risks and digital violence. We propose to address the most 
important international acts that require the creation of various measures to prevent and 
combat violence, including through the lens of emerging technologies.

The Republic of Moldova is a signatory to numerous international instruments, 
among which the Council of Europe Convention on preventing and combating violence 
against women and domestic violence (Istanbul Convention) is of particular relevance in 
the analyzed topic. The provisions of the Convention require states to adopt measures to 
prevent and combat psychological violence that may be cyber, including harassment and 
digital abuse. In this context, developments in the field of kinetic intelligence and AI are 
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essential for monitoring and preventing numerous crimes. In the Republic of Moldova, 
the attention paid to issues related to violence against women and domestic violence 
is clearly reflected in the firm commitment assumed by ratifying the Council of Europe 
Convention on preventing and combating violence against women and domestic violence.

As of May 1, 2022, the Council of Europe Convention on preventing and combat-
ing violence against women and domestic violence entered into force for the Republic 
of Moldova, with this moment, our country was subject to the monitoring procedure by 
the Group of Experts on Action against Violence against Women and Domestic Violence 
(hereinafter referred to as GREVIO), regarding the implementation of the provisions of 
the Convention. According to Art.68-69 of the Istanbul Convention, GREVIO has the right 
to carry out evaluations and analyze reports of signatory states on the measures taken to 
implement the Convention [2]. Based on the information collected, including from region-
al and international organizations in relevant fields, GREVIO may issue, when necessary, 
general recommendations for the implementation of the provisions of the Convention.

In this regard, when developing General Recommendation No.1, GREVIO was based 
on the provisions of the Council of Europe Convention on Cybercrime (Budapest Conven-
tion), in particular as regards legal and procedural aspects, including the investigation 
of crimes committed through computer systems [4]. In adopting this recommendation, 
GREVIO also took into account other international documents and practices that recog-
nise digital violence against women as a violation of the right to privacy. GREVIO con-
siders that, in recent times, the experiences of women and girls who have been victims 
of gender-based violence have been increasingly influenced by technology, in particular 
with the use of various emerging technologies. Violence against women committed on-
line or through the use of various technologies has a serious impact on victims [5]. This 
is made even more intense by the large number of aggressors involved in some cases, 
the possibility of rapid and widespread dissemination of harmful content, and the fact 
that hateful images or messages may remain available almost permanently. Thus, violence 
against women in the digital environment seriously affects their lives, physical and psy-
chological health, safety and reputation. It also has negative consequences on women’s 
rights to participate freely in the online space.

The content of GREVIO General Recommendation No.1 uses the expression ,,digital 
dimension of violence against women” to show that online violence has the same causes 
and origins as real-life psychological, sexual, economic or physical violence. Digital gen-
der-based violence can be a continuation or a beginning of physical and sexual violence, 
stalking and harassment. It can be used to punish, silence, humiliate or traumatize the 
victim. Often, it is a form of control and manipulation exercised by current or former 
partners, which leads to increased fear, anxiety and isolation of the victim from friends 
and family [11].

It is noteworthy that, in General Recommendation No.1, GREVIO recognizes digital 
violence against women as a specific form of violence, but one that is part of the broader 
phenomenon of violence against women, without being separate from it. Digital violence 
against women includes various forms of abuse, such as the distribution of images or vid-
eos without permission, threats and coercion (including rape), intimidation, online sex-
ual harassment, online stalking, identity theft, psychological abuse and economic harm 
through digital means. All of these unlawful behaviors are included in the definition of 
violence against women set out in Article 3 of the Istanbul Convention.
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According to the Istanbul Convention, Art.3 “Violence against women” is considered 
a violation of human rights and a form of discrimination against women. It includes all 
acts of gender-based violence that result in, or result in, physical, sexual, psychological or 
economic harm or suffering to women, including threats of such acts, coercion or depri-
vation of liberty, whether occurring in public or in private life [2].

“Domestic violence” refers to all acts of physical, sexual, psychological or economic 
violence that occur within the family or household, between former or current spouses or 
partners, even if the aggressor lives or has lived with the victim in the same house. These 
provisions highlight how fragile women’s rights are in the context of the use of emerging 
technologies.

Based on the content of the Convention, signatory states must take the necessary 
actions to ensure that they do everything in their power to prevent, investigate, punish 
and provide fair compensation for the acts of violence mentioned in the Convention.

Another important instrument ratified by the Republic of Moldova is the United Na-
tions Convention on the Elimination of All Forms of Discrimination against Women (CE-
DAW), which emphasizes the importance of protecting women from violence and abuse. 
Following the ratification of CEDAW and in the context of international obligations, the 
Republic of Moldova has implemented a normative framework aimed at protecting wom-
en from all forms of discrimination, including those targeting digital violence and online 
harassment.

The Republic of Moldova, being a party to the 1994 CEDAW Convention, was re-
quired to create a national legal framework to ensure women’s rights and eliminate gen-
der discrimination in all areas, including the digital environment. CEDAW defines “dis-
crimination against women and obliges signatory states to adopt measures to protect and 
prevent gender-based violence, including cyber violence and online harassment, which 
disproportionately affects women in the digital space” [3]. Violence against women in the 
digital environment has serious consequences for their lives, affecting their physical and 
psychological health, personal safety and reputation. It also limits the exercise of wom-
en’s rights to actively participate online. Women are disproportionately targeted by abuse 
and hate speech online, leading many of them to avoid engaging in public debates or to 
self-censor their opinions [15]. Thus, digital violence against women and girls contributes 
to reducing the diversity of voices online, often affecting human rights defenders, jour-
nalists, bloggers, politicians, opinion leaders and other active advocates.

Although the Republic of Moldova is not a Member State of the European Union 
(EU), since 2014 the country has taken significant steps towards a closer partnership with 
the European Union, by signing the Association Agreement (AA). This agreement repre-
sents an important framework for cooperation and integration between the Republic of 
Moldova and the European Union, being a legal instrument governing bilateral relations 
between the two parties. The signing of this agreement was a crucial moment for the Re-
public of Moldova, as it marked a firm commitment of the country to approximate nation-
al legislation to European Union standards, especially in key areas such as governance, 
human rights, trade, education and environmental protection. One of the most important 
components of this agreement concerns the alignment of national legislation with Euro-
pean regulations, including with regard to the protection of personal data.

In the context of modern technology and the ever-increasing use of the internet 
and digital platforms, the protection of personal data in the cyber environment is becom-
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ing a major concern, especially for vulnerable groups such as women. Digital violence and 
online harassment are emerging forms of abuse that affect a significant number of wom-
en, and the protection of personal data in this context becomes essential for preventing 
and combating these types of aggression.

It is worth noting that a number of European Union states have implemented more 
advanced regulations regarding the protection of women’s rights in the digital environ-
ment, especially in the face of risks generated by AI and kinetic intelligence, such as:

Romanian legislation is much more advanced, considering the integration of Eu-
ropean data protection regulations (GDPR) and the protection of women against digital 
violence. Romania has also transposed the Istanbul Convention into national legislation, 
which includes measures to prevent online violence and protect women from digital abuse 
[9]. In addition, the Romanian authorities have implemented educational campaigns and 
measures to prevent cyberbullying. Both Romania and the Republic of Moldova face sim-
ilar challenges in protecting women from cyber risks generated by the development of 
emerging technologies, such as kinetic intelligence and artificial intelligence. Although 
both countries are parties to relevant international treaties and have national regulations 
that protect women’s rights in the digital environment, there are significant differences in 
the implementation and enforcement of legislation, as well as in the level of development 
of cyber infrastructure and strategies to prevent online abuse.

Sweden and Finland are considered leading countries in implementing technolog-
ical regulations and protecting women’s rights in the digital environment. Sweden, for 
example, has introduced strict regulations for the protection of personal data, and Fin-
land has a well-defined legislative framework for combating digital violence, including the 
phenomenon of distributing intimate materials without the victim’s consent.

In the United Kingdom, legislative measures have been adopted to protect women 
from cyberbullying and digital violence. The Online Abuse Act was introduced to penalize 
cyberbullying and the unauthorized distribution of intimate material.

If we talk about the Republic of Moldova, we will state that women’s rights in the 
digital environment are less regulated than in many other European countries. Although 
there are general legal regulations on the protection of personal data and domestic vio-
lence, the national legislation does not specifically include measures to protect women 
from cyber abuse [10]. In addition, emerging technologies are not yet specifically regu-
lated within the national legislation, which makes women vulnerable to cyber risks and 
abuse. Despite progress, the Republic of Moldova faces challenges in implementing leg-
islation and developing the necessary infrastructure to protect women from cyber risks.

Although the authorities have made important steps, there is still a significant gap 
between legal regulations and their implementation in practice. Limited resources and 
the lack of an adequate technological framework to combat cybercrime represent ma-
jor obstacles. It is important for national authorities to implement educational programs 
that teach women how to protect themselves online, inform them about their rights in 
the face of digital abuse, and provide them with quick solutions in case of harassment or 
cyber-attacks. These campaigns should target both digital education and the protection 
of personal data and safety in the use of social networks.

The development of AI and kinetic intelligence can also have a major impact on 
women, as they are frequently victims of cyber violence and online harassment. These 
technologies can be used to increase the effectiveness of cyber-attacks or to spy on 
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women’s behavior in the digital environment. In this context, we can identify several risks 
of abuse, including:

Artificial intelligence can be used to create algorithms that distribute harassing 
messages or images on social media platforms, and kinetic intelligence can be used to 
monitor and track a victim’s physical movements, which can lead to an advanced form of 
digital harassment;

AI can be used to create manipulated images or videos (deepfake), and kinetic intel-
ligence can contribute to spying on women’s intimate activities, thus increasing the risks 
of their uncontrolled exposure;

Artificial intelligence, when not properly regulated, can encourage gender discrim-
ination in employee selection, access to credit, or even online social interactions. Algo-
rithms can reflect social prejudices and discriminate against women based on stereo-
types, which could restrict their access to economic and social opportunities.

To combat the risks of abuse that may occur, it would be good to have created some 
protection mechanisms for victims of cyber violence, including the following recommen-
dations:

Establish an online support system for victims of cyberbullying – working with the 
technology sector to implement advanced technologies for the purpose of preventing and 
combating digital violence, and for authorities to be prepared to use these tools effective-
ly, providing training and coaching for public authority employees and law enforcement 
institutions to better understand the risks of digital violence and how advanced technol-
ogies can be used to protect women. It is essential that women who are victims of cy-
berbullying can quickly turn to a support system. This system should include emergency 
telephone lines, online chat with women’s protection specialists, legal and psychological 
counseling, as well as immediate protection against cyberattacks. There should also be 
quick options to block fake accounts or websites that share intimate information without 
the victim’s consent;

Rapid legal protection measures for victims of cyberbullying – another important as-
pect would be the introduction of specific protection orders for cyberbullying cases, al-
lowing victims to quickly obtain injunctions against offenders. These measures should be 
more accessible and faster than traditional procedures, given the immediate nature of 
cyberbullying risks;

Stronger penalties for cyberbullying and abuse – introducing stronger penalties for 
cyberbullying, non-consensual sharing of intimate material, online identity theft and cy-
ber-attacks affecting women would be welcome. Review and update national legislation 
to include explicit forms of digital violence and online bullying within existing regulations, 
in particular in the Law on Preventing and Combating Violence against Women and Do-
mestic Violence and the Criminal Code;

Create a legislative framework for regulating online platforms – by adopting regula-
tions that oblige online platforms and social networks to actively collaborate in identify-
ing and blocking abusive behavior. In addition, platforms should be responsible for pro-
tecting users’ personal data and preventing its use for abusive purposes, such as sharing 
intimate images without consent or creating fake profiles for harassment. Strengthen 
personal data protection and introduce additional measures to prevent the illegal sharing 
of intimate images and protect women’s privacy in the digital environment.

It is essential that all institutions, mainly the police, courts and other relevant insti-
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tutions, receive specialized training in the field of cyber violence and understand the im-
pact of these forms of abuse on women. Specialized teams should also be created within 
public order structures to deal with cases of digital violence and the protection of women 
online.

Conclusions. In conclusion, the development of artificial intelligence and kinetic 
intelligence represents both an opportunity and a risk for women’s rights in the digital 
environment. While these technologies can help protect women’s rights and prevent on-
line abuse, they can also amplify the risks of cyberbullying, digital violence, or even dis-
crimination.

It is important for the authorities to adopt specific regulations that respond to the 
challenges posed by emerging technologies. These regulations should include the protec-
tion of women from cyber harassment, data protection measures and the prevention of 
algorithmic discrimination. It is also important for the Republic of Moldova to collaborate 
with other European states to learn from good practices and implement effective policies 
in this area.

The evolution of emerging technologies can address some of the biggest challenges 
in protecting women in cyberspace. However, to ensure adequate protection, the na-
tional legislation of the Republic of Moldova needs to be strengthened and continuously 
adapted to new technological realities. Artificial intelligence and algorithms can perpet-
uate or even worsen gender inequalities, and women can become victims of automated 
discrimination, for example in the online recruitment process or in access to services. The 
use of artificial intelligence algorithms should be regulated to prevent these practices and 
ensure that women are not subject to automated prejudices in the digital environment.
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Summary
The article provides a comprehensive analysis of the structure of the administrative-legal status of ref-

ugees in the Republic of Moldova, in light of recent migratory crises, particularly the one caused by the armed 
conflict in Ukraine. The author emphasizes the need to redefine and strengthen this legal status through the 
lens of fundamental human rights, Moldova’s international obligations, and the demands of a democratic and 
effective public administration. The article highlights the complexity of the refugee status as a legal institu-
tion, composed of interrelated components: rights, obligations, legal guarantees, administrative relationships, 
citizenship, and legal responsibility. The study also examines the challenges faced in the integration process 
of refugees and advocates for a balanced and systemic approach to their protection. The research findings are 
based on legal, doctrinal, and comparative analysis and include concrete proposals for improving the national 
legal framework on refugee protection.

Keywords: legal status; refugee; fundamental rights; administrative obligations; international protec-
tion; Republic of Moldova.

Introduction. The refugee phenomenon is one of the most prominent legal, political 
and humanitarian challenges of the contemporary world. In the regional context marked 
by geopolitical instability, armed conflicts and social crises, including the one triggered 
by the Russian military aggression against Ukraine starting with 24 February 2022, the 
Republic of Moldova faced an unprecedented influx of forcibly displaced persons. This 
reality requires a reconsideration of the legal and administrative framework governing 
the protection and integration of refugees in the host state, as well as a rigorous analysis 
of the content and structure of their administrative and legal status.

The actuality and importance of the topic is determined by the need to clearly delin-
eate the features of this status, to define its legal content and to identify the mechanisms 
that guarantee the effective exercise of the rights and obligations by refugees. Given that 
international protection has evolved from a simple substitution of diplomatic protection 
offered by the state of origin to a strengthened regime of fundamental rights, a more in-
depth scientific approach is needed to highlight the correlation between the principles 
of international law, the internal rules of the Republic of Moldova and the administrative 
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realities in the field of asylum and migration.
This article aims to contribute to the theoretical substantiation of the concept of 

the administrative and legal status of refugees, through a systemic and structural ap-
proach, which involves the analysis of its constituent elements: rights, obligations, guar-
antees, legal liability, citizenship and general legal relationships. At the same time, special 
attention shall be given to national norms, such as the Law on Asylum in the Republic of 
Moldova, Government Decision no. 808/2022 on the management of the migration flow 
and the international commitments assumed by the Moldovan state through the ratified 
treaties and conventions.

The methodology used in the research includes normative and legal analysis, com-
parative method, as well as doctrinal and jurisprudential analysis, in order to provide a 
complete and current picture of the legal regime of refugees. The study is based on the 
works of reputed authors from the local and international legal doctrine, as well as on rel-
evant programmatic and statistical documents, in order to substantiate the conclusions 
and proposals formulated.

Discussions and results obtained. This research aims not only at the conceptual 
clarification of the legal and administrative status of refugees, but also at the formulation 
of proposals to improve domestic legislation and strengthening the administrative capac-
ity to protect these people in a vulnerable situation, in accordance with the principles of 
the rule of law and international human rights law.

“Taking into account the constitutional guarantees of the state in ensuring the fun-
damental rights and freedoms of refugees in the Republic of Moldova, taking into account 
their special status as socially vulnerable persons, and then their protection by the host 
state, the legal and administrative status of refugees and the structure of this status still 
require scientific research. The importance of the structural analysis of the administra-
tive and legal status of refugees lies in the fact that the theoretical division of this concept 
into its constituent elements makes it possible to identify its characteristic aspects, the 
essence and mechanism of the exercise of rights, freedoms and duties” [5].

The relevance of the study is also largely confirmed by the interest in this issue 
among foreign and domestic scientists. At various times, scientists, both from the country 
and abroad, have contributed to studying the refugee problem, such as: Smochină AI, Go-
riuc S, Cauia A, Chirtoacă N, Serbenco E, Balan O, Starașciuc R, G. Goodwin Hill, J. Yeger, 
O. Klinova, D. McNamara, K. Nguyen, D. Patrick, V. Potapov, D. Horekens, Vergati C N, 
exploring the status of the refugee. In recent years, there is an increasing need to study 
and establish the legal status of refugees in the Republic of Moldova.

In the process of implementing a normative act, the analysis of the impact on the 
status of individual elements allows the evaluation of the effectiveness of the influence on 
public relations. This approach facilitates the identification of the positive and negative 
aspects of this influence, thus creating the necessary basis for the continuous improve-
ment of the national legislation in the field of refugees’ rights, freedoms and responsibili-
ties in the Republic of Moldova.

“Prior to the adoption of the Convention on the Status of Refugees, the model of 
international action in the field was developed by the League of Nations and led to the 
adoption of a number of international agreements for their benefit. The existing defini-
tions in these instruments related each category of refugees to the country of origin, to 
the territory they had left and to the lack of diplomatic protection granted by the country 
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of origin. In these circumstances, refugees could be easily classified, the situations arising 
in practice leaving little room for interpretation, without posing major problems” [3].

The intervention of the international community in such matters was unimaginable, 
as it would have been perceived as a violation of that sovereignty. In situations where a 
person’s rights were violated or denied by the state in whose territory he was staying, but 
which was not his state of citizenship, the country of origin could intervene by offering 
him diplomatic or consular protection.

“The refugee crisis at global level, along with the development of international legal 
norms after World War II, materialized mainly by the creation of the United Nations High 
Commissioner for Refugees (UNHCR) and the adoption of the 1951 Convention, marked a 
transformation of the concept of international protection. It has evolved from an alterna-
tive solution for diplomatic and consular protection to a much broader notion, dedicated 
to the protection of fundamental human rights. By strengthening this system, the individ-
ual has gained formal recognition of the right to exercise these prerogatives” [3].

The inability or refusal of the state of origin to fulfill its obligation to guarantee re-
spect for human rights has become a matter of international interest, a global responsi-
bility and, at the same time, a legitimate reason for humanitarian intervention. “According 
to the 1951 UN Convention, the refugee is the person who was thus considered under the 
Arrangements of 12 May 1926 and 30 June 1928 or under the Conventions of 28 October 
1933, 10 February 1938 and the Protocol of 14 September 1939, or as a result of the appli-
cation of the Constitution of the International Refugee Organization” [1, p.84.].

“The concept of the legal and administrative status of refugees includes a set of 
characteristic and at the same time different features that are difficult to capture in a 
short definition” [7].

The legal and administrative status of refugees as a complex institution has its own 
legal structure. From the name itself “legal structure”, it results that the administrative 
and legal status has its own complex structure, consisting of corresponding elements 
(components) that fill the specified concept with material content.

“It is certain that the constituent elements of the structure derive from the defini-
tions of “the legal and administrative status of refugees”. The content of the legal status is 
not just a concept, but a model that reflects the complexity of the structural construction 
of the legal status of the person” [6].

The content of the legal and administrative status of refugees is studied by scientists 
on the basis of its components. “Most scientists share the opinion that the content of the 
administrative and legal status of refugees is a set of rights and duties established by the 
rules of administrative law and the guarantees of their implementation. However, it is 
necessary to note the modern tendency to move away from the traditional understanding 
of legal status as a system of rights and obligations granted to an individual by the state 
and the application of a “broad approach” to the problem of the structure of the legal sta-
tus of the person” [10].

“All that from the point of view of legality determines, guarantees, formalizes a cit-
izen in the state, is included in the concept of legal status. As structural mandatory ele-
ments are the appropriate legal rules; legal personality, rights and obligations, their guar-
antees, citizenship, legal liability, general legal relationships” [7].

“The fundamental rights of citizens should not be conceived as a category of rights 
distinguished by their nature from other subjective rights, just like any subjective rights, 
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they are powers guaranteed by law to the will of the active subject of the legal relation-
ship, under which he is able, in order to capitalize on a direct personal interest, to con-
duct himself: determined or to demand from the passive subject of the report a certain 
behavior that, if necessary, can be imposed on him with the support of the state’s coercive 
force” [2, p.150.].

It is necessary to include in the structure of the legal status of the person: legal rules 
determining the status, basic rights, freedoms, legitimate interests and obligations, legal 
subordination, legal principles, citizenship, guarantees of rights and freedoms, legal lia-
bility, general legal relationships.

As can be seen, in a realistic scientific perspective, “the fundamental rights of citi-
zens do not differ from other subjective rights by their nature. However, they do not differ 
from other subjective rights either by their object. Indeed, by the specificity of the social 
relations in which they arise, some fundamental citizens’ rights have the same object as 
the subjective rights arising from the labor law relations (for example: the right to work, 
the right to insurance in case of illness, etc.). Other fundamental citizens’ rights have a 
specific object identical to that of subjective rights that arise in civil legal relations (for ex-
ample: the right of private property), or in matters of criminal procedure (for example: the 
right of defense), etc. There are also fundamental citizen rights that appear within some 
administrative law relationships (such as the right of the aggrieved party to his/her right 
by an administrative act or by not solving an application within the legal term to obtain, 
under the conditions provided by law, the recognition of his/her right, the annulment of 
the act and the compensation of the damage). Thus, it is clear that fundamental citizens’ 
rights cannot be distinguished from other Subjective rights either by their nature or by 
their specific object” [2, p.151.].

Such a broad interpretation of the structure of the legal status of the person allows 
a comprehensive characterization of the topics of the object of the legal relationship, puts 
in the foreground its legal characteristics and its legal connections. The place and role of 
the person within the legal space of the state and the political system of contemporary 
society is a highly topical issue for legal doctrine and social practice. In the context of the 
modernization of society, the importance of the legal status of the person has become 
even more obvious, as it is perceived as one of the most significant political and legal 
categories, in close connection with the social structure of society, the level of democra-
tization and the observance of legality.

“In addition, through such a broad approach to the interpretation of the elements 
of the structure of the legal status of the subjects, the object of the legal relationship, it 
is possible to give dynamism, following the sequence of the stages of obtaining the legal 
status, holding and achieving it. However, this approach to the interpretation of the ad-
ministrative and legal structure of the legal status of the person, in which all the elements 
related to it are considered as structural elements of the legal status, cannot be con-
sidered fair. Legal capacity is a prerequisite for the appearance of the legal status of the 
person and, therefore, it is not necessary to be highlighted as a separate element of the 
administrative and legal status” [8].

The poor state of the economy, local wars and the instability of the socio-political 
system of some countries have led to the activation of migration processes among the 
population of the planet. Modern migration along with positive trends also contains some 
negative trends: migrants become people who are forced to leave their countries due to 
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local, civil wars, socio-political instability, discrimination and the like.
“With the increased inflow of foreigners established in the Republic of Moldova be-

cause of the war that started in Ukraine on 24 February 2022, the General Inspectorate 
of Border Police ensured an effective management of the state border. This process was 
complex, requiring rapid adaptation to a significant flow of people leaving Ukraine due to 
the military conflict. During the period 24 February 2022 - 30 December 2023, 8,269,704 
crossings of Ukrainian citizens were recorded at the state border, including: crossings on 
the entry direction – 4,142,665, crossings on the exit direction – 4,127,039” [1].

“In order to effectively manage the processes caused by the migration crisis related 
to the massive influx of forcibly displaced persons from Ukraine, a thorough analysis of 
the situation created, the potential risks and the capacities of the national authorities to 
provide a crisis management mechanism was carried out. In this context, it was indispen-
sable to adopt a strategic document for the management of migration flow, asylum and 
integration of foreigners, which would provide optimal solutions for strengthening the 
capacities of the authorities responsible for the management of migration processes. By 
the Government Decision 808/2022, the Program on the management of the migration 
flow, asylum and integration of foreigners for the years 2022-2025 was approved (here-
inafter – the Program). This program derives from the Strategy for the Development of 
Home Affairs for 2022-2030 and will contribute to its implementation in the field of ac-
tivity, based on the international treaties to which the Republic of Moldova is a party, the 
Universal Declaration of Human Rights and the International Covenant on Civil and Po-
litical Rights, the provisions of the United Nations Conventions on: the status of refugees 
in the field of international protection and the protection of human rights; the status of 
stateless persons; the reduction of cases of statelessness, etc.” [1].

The law defines the stages of granting refugee status, by submitting an application; 
preparing the documents for the decision on granting refugee status; the procedure for 
examining the application after receiving the documents; deciding on the application for 
refugee status, which is examined within 30 days from the date of receipt of the appli-
cant’s personal file and the written conclusion of the General Inspectorate for Migration 
that examined the application.

Refugee status is granted during the existence of circumstances that do not allow 
the refugee to return to his/her country. A refugee certificate is issued for a period of one 
year. When a refugee is re-registered by the Migration Service authority at their place 
of residence, the validity of the refugee certificate is extended. In turn, refugee status is 
lost if a person: voluntarily took advantage of the civil protection of the country in which 
he/she is located (citizenship) acquiring the citizenship of the Republic of Moldova, or 
voluntarily acquired the citizenship he/she previously had, or acquired the citizenship of 
another state and enjoys its protection; voluntarily returned to the country from which 
he/she had left or outside it, which is due to a well-founded fear of becoming a victim of 
persecution; being stateless he/she can return to his/her country of previous permanent 
residence, since the circumstances due to which he/she was granted refugee status no 
longer exist [9].

This provision does not apply to a refugee if he/she can present compelling reasons, 
arising from previous persecution, for his/her refusal to return to his/her country of 
habitual residence; has been granted asylum or residence permit in another country; can 
no longer refuse to avail himself/herself of the protection of the country he/she belongs 
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to, as the circumstances on the basis of which the person was granted refugee status no 
longer exist.

It also does not apply to a refugee if he can provide compelling reasons, arising from 
previous persecution, for refusing to benefit from the protection of his country.

The concept of “refugee” appeared in legal terminology during the First World War. 
Refugees were defined as people of adequate national origin, who did not enjoy the pro-
tection of their government, and who had no other nationality. The UN played a leading 
role in expanding the legal status of refugees with the Office of the High Commissioner 
for Refugees (UNHCR), under which the International Refugee Organization (IRO) was 
created in 1947. The basis of UNHCR’s activities in determining the legal status of refugees 
and providing assistance to them is the 1951 UN Convention and the 1967 Protocol relating 
to the Status of Refugees, in which the term “refugee” was recognised as a person who, as 
a result of the events that took place on 1 January 1951 and, by reason of a well-founded 
fear, could become a victim of persecution on grounds of race, religion, nationality, mem-
bership of a particular social group or political opinion, was outside his country, did not 
enjoy the protection of that country or was not willing to enjoy such protection because 
of fear.

The issue of the legal status of refugees, on the one hand, is part of the general issue 
of the legal status of a person in the modern world, of human rights and of the rights of 
the citizen. On the other hand, this issue must be considered as a component of the issue 
of the legal status of aliens in their country of temporary residence. The refugee problem 
continues to exist as a legal, humanitarian and political one [10, p.115].

The main reason for the emergence of refugees and the strengthening of this phe-
nomenon in the world are local wars, persecution of persons by states in the form of ille-
gal restrictions of freedom, discrimination, violence and threats of physical destruction, 
which force a person not only to change his place of residence in the country, but to leave 
his country and seek asylum abroad. From this point of view, the refugee phenomenon is 
an anomaly, a legal nonsense that requires scientific study.

The issue of the administrative and legal status of refugees in the Republic of Mol-
dova is part of the wider context of the international protection of human rights and of 
the obligations assumed by the Moldovan state at domestic and international level. The 
analysis carried out showed that, although there is a relatively well-defined regulato-
ry framework regarding the refugee regime, the legal structure of this status requires a 
more detailed, systematic and aligned approach to the dynamics of migration phenomena 
and to the current humanitarian imperatives.

Refugee is no longer perceived as a passive subject of state protection, but as a 
holder of fundamental rights, the observance of which must be guaranteed by clear rules, 
functional institutions and effective control mechanisms. From this perspective, the ad-
ministrative and legal status of refugees is configured as a complex institution, composed 
of a set of essential elements: legal capacity, fundamental rights and freedoms, legal ob-
ligations, procedural guarantees, access to justice, legal relations of an administrative 
nature and a formal or training citizenship.

At the same time, the experience of the Republic of Moldova in managing the flow of 
refugees from the Ukrainian conflict area has highlighted both the existing institutional 
capacities and the systemic vulnerabilities regarding their integration, the protection of 
their rights and the maintenance of a balance between the interests of the state and the 
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obligations assumed towards the international community.
A continuous strengthening of the national legislative framework is necessary, by 

adjusting it to international standards on asylum and refugees, but also by introducing 
additional guarantees for unconditional respect for human dignity, protection against 
forced return (non-refoulement), equal access to public services and legal assistance.

In conclusion, reconsidering and deepening the administrative and legal dimension 
of the refugee status requires not only a theoretical and doctrinal analysis, but also a firm 
political will to promote inclusive policies, based on the principles of international law 
and the values of democracy and the rule of law. Only in this way, the Republic of Moldova 
can honor its commitments and build an effective and humane system for the protection 
of refugees, in accordance with the European and international values it has embraced.
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Summary
Tax evasion represents one of the most serious challenges to economic stability and tax fairness at the 

global level. In this context, the Organization for Economic Co-operation and Development (OECD) has devel-
oped the guide “Fighting Tax Crime: Ten Global Principles” to provide member and non-member states with a 
coherent framework for action against tax crime.

This article analyzes the principles proposed by the OECD and their effectiveness in combating tax eva-
sion, through a documentary and comparative approach. The study highlights international good practices and 
identifies obstacles to the uniform implementation of these measures.

Keywords: tax evasion, tax crimes, OECD, jurisdictions, international cooperation, global principles, 
transparency, tax justice.

Introduction. Tax evasion and tax fraud are global phenomena that deeply affect 
public budgets, social equity and trust in state institutions. Their impact is not limited to 
direct budgetary losses, but also includes indirect effects on sustainable development, 
political stability and social equity. Tax evasion and tax fraud affect all economies of the 
world and are responsible for huge annual losses to state budgets. According to the World 
Bank, in many emerging countries tax evasion reduces government revenues by up to 5% 
of GDP [1]. In the context of globalization and the rapid development of the digital econ-
omy, tax evasion has acquired international dimensions, involving cross-border transac-
tions and complex corporate structures.

The high social danger and the need to combat tax crimes have been and are con-
stantly confirmed both by national legislators of each individual state and by interna-
tional organizations. Thus, in order to strengthen international efforts, the Organization 
for Economic Co-operation and Development (Hereinafter – OECD) launched in 2017 the 
guide entitled “Fighting Tax Crime: Ten Global Principles” (Hereinafter – the Guide), which 
was updated in 2021. It provides a standardized framework for tax and law enforcement 
authorities to prevent and punish tax evasion. This paper aims to analyze these principles 
and highlight the extent to which they can be effectively implemented at national and 
international levels. to assess their impact in practice and to identify challenges and op-
portunities in their implementation at national and international levels.

Methods and materials applied. This research is qualitative and documentary, based 
on the following methods: documentary and content analysis of the OECD guidelines 
(2021 edition), comparative study of how various countries apply the ten principles, the 
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method of doctrinal evaluation by consulting and reviewing specialized literature in the 
field of taxation and criminal law, case studies, analysis of secondary data provided by the 
OECD, the International Monetary Fund, the World Bank and Transparency International. 
The materials used include official OECD documents, evaluation reports of the Financial 
Action Task Force (FATF), relevant national legislation, as well as academic articles. Addi-
tionally, the principle of dialectics was applied to the analysis of processes, events, facts 
in the sequence of their procedure, revealing their causes and effects.

 Discussions and results obtained. First of all, we would like to emphasize that the 
OECD is an intergovernmental forum whose object of activity is to identify, disseminate 
and evaluate the application of optimal public policies to ensure economic growth, pros-
perity and sustainable development among member states, as well as at a global level.

The OECD focuses its activity on four priority areas:
a) Restoring confidence in the market by streamlining and leveling the mechanisms 

that make it work;
b) Improving and consolidating national fiscal policies;
c) Promoting innovation in the economy;
d) Capitalizing on human capital by empowering the workforce [2].
The developed guide does not produce legal effects for member states, but it repre-

sents a comprehensive set of rules on combating tax crimes. The Guide establishes guide-
lines both in legal as well as administrative, strategic and operational matters, drawing 
on the experience of national jurisdictions, such as: Austria, Australia, Czech Republic, 
Denmark, France, Germany, Japan, USA, Switzerland, etc.

The Guide pursues three goals:
– National jurisdictions’ assessment of their own legal and operational frameworks, 

with a view to identifying successful practices for improving key areas of tax crime;
– Determining the level of progress of states by monitoring and publishing the re-

sults in future editions of the guide;
– Allowing states to communicate their own training needs, fact pursued in both 

developed and developing states.
Identifying the most appropriate way to implement the 10 principles is left to states, 

taking into account their national regulatory framework and their own legal culture.
1. Therefore, a first principle establishes the need to criminalize tax crimes, stating 

that jurisdictions must have a regulatory framework that ensures that tax violations con-
stitute crimes, as well as ensuring the existence of effective applicable sanctions [3, p.15].

Regardless of the specific details of the national legal framework, this measure will 
be effective under the conditions that:

a) The law clearly provides for the acts that constitute tax offences;
b) The perpetrator guilty is proven, and the criminal punishment is applied;
c) For offences with a higher degree of harm, harsher punishments are established;
d) The punishments are applied in practice [3, p.16].
All national criminal laws provide for the acts that constitute tax offences and es-

tablish the punishments for their commission, and in a broader sense, a large number of 
European Union Member States have a functional regulatory framework for combating 
tax evasion.

The sanctions applied must be proportionate, promptly applied and dissuasive for 
tax offenders, including criminal punishments and recovery of damage.
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In comparison, the Criminal Code and the Fiscal Code of the Republic of Moldova 
provide for sanctions for tax evasion, but cases are rarely brought to effective convictions. 
Corruption and political influences affect the impartial application of sanctions [4], and 
the Romanian Criminal Code provides for clear sanctions for tax evasion offenses (Law 
No. 241/2005 on the prevention and combating of tax evasion), but suspended sentences 
are frequently applied, which reduces the deterrent effect [4, p.94].

2. Furthermore, to ensure the effectiveness of the Law, jurisdictions must have a 
strategy to combat tax evasion. The strategy must be regularly reviewed and analyzed.

In order to ensure efficiency in combating tax crimes, tax authorities must develop a 
wide range of strategies to encourage compliance with the Law, in order to respond to the 
different attitudes of taxpayers regarding compliance with their obligations. And for the 
insurance of the practical effectiveness of the Criminal Law, a strategy for the implemen-
tation of this Law is to be developed. A general strategy can be described as a document 
that sets out the objectives of the tax authorities, identifies the risks of non-compliance 
with tax legislation and establishes a plan to address these risks [3, p.22].

The OECD recommends that each state have a clear, coherent, multidisciplinary 
and well-coordinated strategy between the institutions involved – tax authorities, prose-
cutors, police and other control bodies.

Romania, for example, has a general strategic framework for combating econom-
ic and financial crime, but does not have a unified strategy dedicated exclusively to tax 
crimes, in accordance with OECD principles. The activities of ANAF and the Prosecutor’s 
Office are still partially coordinated [4, p.77]. In the same segment, the Republic of Moldo-
va does not have a unified strategy for combating tax crimes, but only sectoral policies for 
combating economic crime. Strategies are often uncorrelated between the institutions 
involved – the State Fiscal Service (SFS), the National Anticorruption Center (NAC), the 
Anticorruption Prosecutor’s Office and the Police [4, p.73].

3. Jurisdictions must have adequate investigative powers – this principle underlines 
the importance of equipping competent authorities with effective legal tools to detect, 
investigate and prosecute tax crimes.

The authorities responsible for investigating tax crimes must have the investigative 
powers they consider necessary and effective in the context of their mandate, taking 
into account the capacities to collaborate with other authorities that may have additional 
powers. Thus, without being exhaustive, national authorities must be ensured the pos-
sibility: to have access to third-party documents, to carry out searches, to seize objects 
and documents; to seize electronic equipment and digital data, to intercept and record 
communications; to interview suspects, accused persons and witnesses; to conduct un-
dercover investigations; to order the arrest of a person; etc. The implementation of this 
principle is essential to effectively combat tax crimes, which can undermine public con-
fidence in the tax system and negatively affect state revenues. By providing competent 
authorities with appropriate tools, it is easier to identify and sanction those who violate 
the law.

In this context, case studies from Romania and the Republic of Moldova provide 
relevant examples of the implementation and challenges associated with this principle. 
The General Directorate for Anti-Fiscal Fraud (DGAF) was established in 2013 with the 
aim of investigating major fraud. However, the resources of this institution are limited, 
and inter-institutional collaboration with DIICOT, DNA and the Romanian Police is often 
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deficient [4, p.81]. It is certain that Romania has implemented legislative and institutional 
measures to strengthen investigative powers in the field of tax crimes. A significant exam-
ple is the National Anti-Corruption Directorate (DNA), which has extensive powers in the 
investigation and prosecution of corruption and economic-financial crimes. During the 
period 2013-2018, under the leadership of Laura Codruța Kövesi, the DNA achieved nota-
ble results, including the conviction of high-ranking officials, which strengthened public 
trust in law enforcement institutions [5]. In addition, Romania implemented a national 
electronic invoicing system (E-invoice), which allows tax authorities to monitor economic 
transactions in real time. The use of this system was accompanied by legislative measures 
that sanction its fraudulent use, thus contributing to the prevention and detection of tax 
crimes [6].

Along the same lines, in the Republic of Moldova, until 2021, the State Tax Service had 
limited powers in criminal investigations, which fell to the NAC or prosecutors, thus there 
was a lack of units specialized exclusively in tax crimes, which limited the efficiency of 
law enforcement [4, p.76]. In 2021, the state implemented a significant legislative reform, 
granting the SFS powers to investigate serious tax and economic crimes. This legislative 
change was intended to strengthen the SFS’s capacity to combat tax fraud. However, the 
implementation of this power has raised significant challenges related to the protection 
of fundamental rights, staff integrity, transparency and inter-institutional collaboration. 
It is essential that these new powers are accompanied by adequate procedural safeguards 
and continuous training of staff to ensure efficiency and respect for the rule of law.

4. The next principle highlights that jurisdictions must have the power to seize and 
confiscate assets, referring to the importance of granting competent authorities effective 
powers to freeze, seize and confiscate assets related to tax crimes. This principle under-
lines the need for jurisdictions to have adequate legal and operational tools in place to 
effectively prevent and combat tax crimes, while ensuring that the fundamental rights of 
suspects are respected.

The Republic of Moldova has made significant progress in implementing this OECD 
principle, by developing a robust legislative framework and through effective institutional 
actions. Thus, on 19.03.2025, Law No.35 of 13.03.2025 amending certain normative acts 
(improving the mechanism for confiscation of criminal assets) was published in the Offi-
cial Gazette of the Republic of Moldova, which expressly aims to improve the mechanism 
for confiscation of criminal assets [7]. The proposed measures are in line with Directive 
(EU) 2024/1260 on asset recovery and confiscation, and include: confiscation of the value 
equivalent of the assets, where direct confiscation is impossible, confiscation of benefits 
obtained from criminal assets, even in the absence of a criminal conviction, confiscation 
of assets transferred to third parties, if they knew or should have known that the assets 
came from criminal activities, repatriation of confiscated assets located abroad and their 
management by the Asset Recovery Agency (ARBI), establishment of a 5-year period for 
the analysis of the acquisition of assets, before and after the commission of the crime, 
etc. These measures contribute to preventing and combating tax crimes, strengthening 
public trust in the justice system and aligning the country with international standards in 
the field.

5. Jurisdictions should have an organizational structure with defined responsibilities 
for combating tax and other financial crimes. A well-defined organizational model allows 
for the efficient allocation of responsibilities, which helps to reduce the risk of duplication 
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of efforts and gaps in law enforcement. The correct organizational structure contributes 
to greater transparency and accountability in the process of using resources and imple-
menting strategies. The organizational model should ensure that the authority respon-
sible for investigating tax crimes is independent of other public authorities and is also 
accountable for exercising its powers fairly and with integrity [3, p.45]. This model should 
include:

– Clarification of roles and responsibilities: each agency or entity involved in com-
bating tax crimes should have well-defined roles and responsibilities, avoiding overlaps or 
gaps in the activities carried out;

– Coordination between institutions: it is essential to establish effective coordina-
tion mechanisms between tax authorities, law enforcement agencies and other relevant 
institutions to ensure a rapid and effective response to tax crimes;

– Transparency and accountability: a clear organizational model contributes to in-
creasing transparency in the decision-making process and to making the institutions in-
volved accountable, facilitating the assessment of performance and the identification of 
possible deficiencies.

6. Tax crime investigation authorities must have sufficient resources. Regardless of 
the organizational model implemented, competent authorities must be allocated suf-
ficient resources to investigate and carry out enforcement measures in relation to tax 
crimes. The type and size of the allocated resources depend on existing budgetary con-
straints and priorities, the size and level of development of the economy or strategic 
priorities (e.g. physical infrastructure may be a priority, while advanced analytical and 
technological tools are underfunded) [3, p.48].

Important resources for tax crime investigation authorities include: financial re-
sources; human resources; tools necessary for the efficient conduct of the investigation; 
high-performance information technologies. Therefore, the Guide proposes adopting a 
proactive approach in investigating tax crimes, including through the use of digital tech-
nologies, big data analysis, risk analysis and real-time information exchange, which are 
crucial in detecting evasion networks. Also, continuous training of tax inspectors and 
prosecutors is fundamental to increasing the efficiency of tax crime investigation insti-
tutions.

7. The next principle analysed is that tax offences should be subject to the criminal 
regime of predicate offences for money laundering. Combating money laundering is a key 
objective for the integrity of financial systems globally. A central aspect is the designation 
of tax offences as predicate offences for money laundering, in line with the recommenda-
tions of the Financial Action Task Force (FATF). Jurisdictions adopt different methods to 
implement this designation, namely:

– Inclusive approach: this method assumes that all offences, including tax offences, 
are automatically considered predicate offences for money laundering. This approach 
maximises coverage, but may create difficulties in handling minor cases and may gener-
ate additional administrative costs;

– Threshold approach: jurisdictions set a minimum threshold for offences that can 
be considered predicate offences, for example the minimum penalty should be one year 
of imprisonment or more, or only “serious” offences should be included. This filters out 
minor cases and focuses resources on significant crimes;

– Explicit list approach: a clear and detailed list of crimes that are considered pred-
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icate offences for money laundering is created. This provides legal clarity, but requires 
regular updates to include emerging crimes.

In the case of Romania, Law No.129/2019 on the prevention and combating of mon-
ey laundering transposed the requirements of 4AMLD and 5AMLD, including tax crimes 
as predicate offences for money laundering. Thus, any crime that generates illicit income 
can constitute a basis for the charge of money laundering. Also, preliminary decision 
No.16/2016 of the High Court of Cassation and Justice established that it is not necessary 
for the predicate offence to be previously convicted in order to charge money laundering, 
as this is considered an autonomous crime [8]. At the same time, in the Republic of Mol-
dova, the Criminal Code provides for money laundering as a distinct crime (Art.243 CC), 
applicable also to crimes committed in cross-border business, provided that they are also 
criminalized in national legislation. However, unlike Romania, Moldovan legislation does 
not explicitly include tax crimes in the list of crimes predicated on money laundering, 
which may limit the effectiveness of measures to prevent and combat them.

This difference may affect the effectiveness of measures to combat tax evasion and 
money laundering in Moldova. Thus, it is recommended that the authorities of the Re-
public of Moldova consider including tax crimes in the list of crimes predicated on money 
laundering, in accordance with international standards, in order to strengthen the frame-
work for preventing and combating these phenomena.

8. Jurisdictions should have an effective legal and administrative framework to facil-
itate collaboration between tax authorities and other competent national authorities. Pre-
venting and combating tax crimes involves a series of steps that must be taken, including 
prevention, detection, prosecution and recovery of assets and proceeds of crime. De-
pending on the specific circumstances, these procedures may involve the participation of 
several public authorities, including the tax authority, customs authority, financial market 
regulator, anti-money laundering authority, anti-corruption authority or prosecutor’s of-
fice. This creates the need for close collaboration between the aforementioned author-
ities. The collaboration may take the form of: exchanging information; setting up joint 
investigation teams; exchanging experience; common databases; training sessions held to 
share information on tax crime trends; setting up joint committees to coordinate policies 
in areas of common responsibility.

In Romania, ANAF collaborates with the National Office for the Prevention and Com-
bating of Money Laundering (ONPCSB), but financial analysis remains limited by the lack 
of modern data processing tools and the shortage of specialized personnel [9, p.122], and 
in the Republic of Moldova, cooperation between the SFS and the Service for the Preven-
tion and Combating of Money Laundering is formal, but rarely produces concrete results 
in criminal matters. Analytical capacities are limited by the lack of trained personnel and 
IT infrastructure [4, p.82].

9. Jurisdictions should establish mechanisms for international legal cooperation. In-
ternational legal cooperation in criminal matters can take the form of: transmission of 
documents, data and information; communication of procedural documents; extradition; 
transfer of convicted persons; letters rogatory; transfers of criminal proceedings; joint 
investigation teams; etc. The OECD crucially recommends active participation in interna-
tional networks (EUROJUST, INTERPOL, FATF) to combat global fraud networks. Romania, 
for example, collaborates with EUROJUST, OLAF and other international bodies. How-
ever, the implementation of recommendations resulting from this cooperation remains 
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inconsistent due to internal bureaucracy and the long duration of judicial processes. The 
Republic of Moldova also cooperates with OLAF and EUROJUST through collaboration 
agreements, but the level of involvement in international networks is low. The application 
of international recommendations is slow and often formal [9, p.143].

In the context of international cooperation in the information exchange segment, 
Romania participates in the automatic exchange of information within the CRS and FAT-
CA and is part of the Egmont Network. However, the authorities face challenges in the 
efficient processing of the large volume of cross-border information, and the Republic 
of Moldova has taken important steps towards international transparency, signing on 
29.10.2014 the OECD Convention on Mutual Administrative Assistance in Tax Matters, 
which is the main international instrument that allows cooperation between tax authori-
ties from different countries in order to combat tax evasion and fraud, adopting in this re-
gard Government Decision no. 1275 of 26.12.2018 for the approval of the Regulation on the 
mechanism for the application of the provisions of international treaties of the Republic 
of Moldova in the field of mutual administrative assistance in tax matters. However, the 
capacity of our state to process and use information efficiently remains limited.

10. Respect for the rights of the suspect. The person against whom criminal proceed-
ings have been initiated for the commission of a tax offence must benefit from certain 
guaranteed procedural rights, the respect of fundamental rights being a basic condition, 
thus underlining the need for proportionality and data protection.

Thus, several international documents provide for a series of rights inherent to hu-
man nature. For example, the Universal Declaration of Human Rights adopted by the Gen-
eral Assembly of the U.N.U. on 10 December 1948, establishes that: “No one shall be sub-
jected to torture or to cruel, inhuman or degrading treatment or punishment”; “No one 
shall be arbitrarily arrested, detained or exiled”; “Anyone charged with a criminal offence 
has the right to be presumed innocent until proven guilty according to law in a public trial 
at which he has had all the guarantees necessary for his defence” [10]. Along the same 
lines, by acceding to the Convention for the Protection of Human Rights and Fundamental 
Freedoms of 04.11.1950, the High Contracting Parties recognize the right of every person 
under their jurisdiction to a fair trial (Art.6).

Jurisdictions must transpose the respective provisions into their own Constitution 
or, as the case may be, into the Criminal Procedure Code.

In particular, the trial of a person suspected of committing a tax offence must be 
conducted taking into account the principle of the presumption of innocence, the con-
duct of the trial within a reasonable time, the right to defense, the right not to be pros-
ecuted, tried or punished more than once (non bis in idem), the right of the person to 
remain silent, the right of the person to be acquainted with the materials of the file and 
the legality of the criminal trial. A passive note in this regard, however, is that although 
national legislation contains provisions regarding the rights of taxpayers, these are often 
ignored in practice. The existence of arbitrary controls and the lack of a quick way to ap-
peal are problems frequently reported by the business community.

Conclusions. International efforts to combat tax evasion have led to increased 
transparency and better cooperation between states. However, the effectiveness of these 
measures depends on coherent and uniform implementation at national level. In the fu-
ture, the digitalization of tax systems and the expansion of reporting tools will be essen-
tial to strengthen the fight against tax evasion.
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Although important progress has been made in combating this phenomenon, a 
number of challenges remain, such as jurisdictions that do not fully implement interna-
tional standards, the phenomenon of aggressive tax planning through cryptocurrencies 
and opaque digital structures [11], the lack of a coherent global framework for taxing the 
digital economy, etc. These issues demonstrate that international regulation must keep 
pace with technological innovations and capital mobility.

The OECD Guidance on Ten Global Principles for Combating Tax Crime provides 
a solid framework for a systemic, fair and effective approach in the field of tax. Imple-
menting these principles requires not only political will, but also resources, international 
collaboration and the modernization of the institutions involved. The Guide provides an 
essential framework for countries that want to modernize their approach to tax crimes. 
The success of this approach, however, depends on real political will, adequate financial 
and technological resources, strengthening international cooperation, and continuing 
professional education.

Consistent application of the ten principles can significantly reduce the level of tax 
evasion and contribute to increasing public confidence in the tax system. Thus, OECD 
data indicate that countries that comply with these principles record higher rates of re-
covery of damages and a decrease in the number of reported tax frauds.

By comparatively analyzing the application of the ten OECD principles in Romania 
and the Republic of Moldova, we reveal that Romania is at a more advanced stage of align-
ment with the OECD principles, especially through digitalization and active participation 
in the automatic exchange of information. And the Republic of Moldova suffers system-
ically from the lack of a coherent strategy, institutional underdevelopment and a high 
degree of corruption, which makes the effective application of these principles difficult, 
but both states face challenges regarding professional training, transparency of real ben-
eficiaries and effective sanctioning of tax evasion.

It is clear that without deep institutional reforms and the consolidation of the rule of 
law, the OECD principles remain difficult to implement effectively in the Republic of Mol-
dova. International technical assistance, the conditioning of aid on concrete reforms and 
civil society pressure are essential to accelerate progress. Moreover, inter-institutional 
collaboration must be supported by efficient structures, including tax investigation units, 
specialized prosecutors and financial analysis structures. In order to effectively combat 
tax crimes, it is essential that competent authorities have adequate investigative powers, 
and the implementation of the 10 principles of the GUIDE contributes to increasing tax 
transparency and strengthening public confidence in the tax system.

Therefore, based on the conclusions reported above, international technical and fi-
nancial support is essential for developing countries to be able to implement these stand-
ards. Ultimately, combating tax evasion is not just a matter of economics, but one of social 
justice and public integrity.
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Summary
The analysis of the European banking practice is an important aspect, since financial-banking inter-

mediation is carried out through it. In the context of regional and global economic integration, the European 
banking practice has become relevant in determining the assurance and maintenance of the financial-banking 
stability and the efficiency of the national banking system. From a theoretical point of view, the European 
banking practices refer to certain standards and policies adopted by central banks and commercial banks in 
carrying out banking operations and activities at the regional level. In this context, we aimed to analyze the 
banking system of Romania and its impact on the banking system of the Republic of Moldova in the context of 
European integration.
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Introduction. We will conduct a scientific research on the aspects of comparative 
law in the field of banking system, in this case, we focus on the banking system in Romania.

The selection of certain aspects of the banking system in these states is based on the 
following comparative elements: the composition of the banking system, the status of the 
central bank, the relations between the national central banks in the European System of 
Central Banks and the regime of credit institutions.

Until becoming a Member State of the European Union, Romania was concerned 
with creating a regulatory framework aligned with community standards. “The efforts 
made in the last fifteen years had a single purpose: preparing the conditions for the coun-
try’s accession. To this end, legislation compatible with that of the European Union was 
developed and adopted and there was a constant concern for the continuation of this 
process until the moment of Romania’s effective accession to this state union” [9, p.6]. 
Thus, Romania has developed a Constitution that deserves appreciation from all states in 
the world, being in line with democratic standards.

Romania submitted its application for accession on 22 June 1995. In 1999, the Com-
mission recommended the opening of negotiations with Slovakia, Lithuania, Latvia, Mal-
ta, Romania and Bulgaria [4, p.45]. Romania formally started negotiations on 15 February 
2000, and joined the European Union in 2007.

Methods and materials applied. The scientific study was carried out using a set of 
research methods, including: the documentary analysis method (used to study banking 
legislation in Romania and European Union and review the specialized literature on Ro-
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manian banking practice and European integration), the comparative analysis method 
(used to compare the Romanian system with the banking system of the Republic of Mol-
dova) and the logical analysis method (used to delimit key concepts regarding the banking 
system and analyze the connections between the two banking systems), which contribut-
ed to facilitating the formulation of scientific conclusions.

Discussions and results obtained. A particular area that has been harmonized with 
the European Union legislation is the Romanian banking system. In accordance with the 
commitments undertaken in the negotiating documents under Chapter 11, the National 
Bank of Romania drafted the draft law on the Statute of the National Bank of Romania, 
which was adopted by the Senate (on 8 June 2004) and the Chamber of Deputies (on 24 
June 2004) and promulgated by Decree No.532/2004, becoming Law No.312/2004 on 
the Statute of the National Bank of Romania. The new law was published in the Official 
Monitor of Romania No.582 of 30 June 2004, and entered into force on 31 July 2004 (30 
days after the date of publication), with the exception of certain articles, which entered 
into force on 1 January 2005. On the date of entry into force of Law No.312/2004, Law 
No.101/1998 on the Statute of the National Bank of Romania, with subsequent amend-
ments and completions, was repealed [2, p.941].

The National Bank of Romania was reformed according to the European model and 
was prepared to integrate into the European System of Central Banks. Thus, the National 
Bank of Romania, being in the period 1991-2004 a state administrative body subordinated 
to the Government, transformed into an independent public institution starting with 2005.

In accordance with the commitments undertaken in the negotiating documents related 
to Chapter 11 – Economic and Monetary Union, the Statute of the National Bank of Romania – 
has been harmonized with the provisions of the following Community normative acts:

– Treaty establishing the European Community;
– Protocol on the Statute of the European System of Central Banks and of the Euro-

pean Central Bank;
– As well as other Community regulations regarding the activity of central banks in 

the Member States of the European Union. Currently, the Romanian banking system is in 
a stage of continuous development, characterized by modernization, adaptation to mar-
ket requirements and alignment with international standards.

In recent years, significant reforms have taken place to improve the transparency, 
stability and efficiency of the banking system. Signs of development include the increasing 
degree of digitalization of banking services, the expansion of access to financial services 
in less developed areas, the strengthening of the regulatory and supervisory framework 
to prevent risks and protect consumers, as well as increased competition between banks.

In Romania, the banking system is regulated by the following normative acts: Law 
No.312 of 28.06.2004 on the statute of the National Bank of Romania [5]; Law No.312 of 
04.12.2015 on the recovery and resolution of credit institutions and investment firms, as 
well as for amending and supplementing certain normative acts in the financial field [6]; 
Law No.129 of 11.07.2019 for preventing and combating money laundering and terrorist 
financing, as well as for amending and supplementing certain normative acts [7].

Based on the legislation previously stated, the most important institutions of the 
Romanian banking system, which play crucial roles in its functioning and regulation, con-
tributing to its stability and integrity, are:

1. The National Bank of Romania, which is the country’s central bank, responsible for 
formulating and implementing monetary policy, regulating and supervising the banking 
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sector, and managing the country’s foreign exchange reserves.
2. Commercial banks, the most important of which are: Romanian Commercial Bank, 

Transilvania Bank, Raiffeisen Bank, UniCredit Bank, and others. These banks offer a wide 
range of banking products and services for individual and corporate clients.

3. The Financial Supervisory Authority, which is the body responsible for regulating 
and supervising the capital market, insurance market, private pensions, and other non-
bank financial institutions in Romania.

4. The Bank Deposit Guarantee Fund, responsible for protecting individuals’ bank 
deposits in the event of a bank failure, by providing compensation for guaranteed bank 
deposits. “The main objective of the Fund is to guarantee the reimbursement of deposits 
made at credit institutions by individuals, legal entities or entities without legal person-
ality, according to the conditions and limits established by the Law on Functioning of the 
Fund, as well as to carry out the activity as a special administrator, interim administrator 
or as a liquidator of credit institutions, in the event of its designation in one of these ca-
pacities. Currently, the guarantee ceiling per guaranteed depositor and per credit insti-
tution is set at the equivalent in Romanian “lei” of the amount of 100.00 Euros” [10, p.304].

5. The Credit Bureau, functional since 2004 in the Romanian banking system, is an 
entity that collects and manages information on the financial history of individuals and le-
gal entities that have contracted loans. The main purpose of the credit bureau is to provide 
financial institutions with access to relevant data for risk assessment when granting loans.

In the Article 2 of the Law 312/2004 entitled “Fundamental objective and main tasks”, 
we find regulated the fundamental objective of the National Bank of Romania, which con-
sists in ensuring and maintaining price stability. “It is worth noting the full concordance 
between the formulation of the fundamental objective of the National Bank of Romania 
and the Article 2 of the statute analyzed above, on the one hand, and the provisions of the 
Article 2 and Article 3.3 of the Statute of the European System of Central Banks and of the 
European Central Bank, which demonstrates that the adoption of the current statute of 
the National Bank of Romania had as an absolute priority the exact adaptation of the in-
ternal provisions to the European provisions in the field of banking legislation” [2, p.492].

Emphasizing the role of the National Bank of Romania within the banking system, A. 
Dumitrescu-Pasecinic states that ”by intervening in the organization of the banking sys-
tem, the state found in it a privileged interlocutor, delegating to it the power to self-reg-
ulate. The central bank is invested with this power not as a third-party authority vis-à-
vis the banking system, external to it, but precisely in consideration of the professional 
character of this institution” [3, p.23]. On the other hand, researcher L. Bercea expresses 
his opinion regarding the position of credit institutions, another type of actor in the Ro-
manian banking system no less important than the Romanian central bank, “credit insti-
tutions carry out an activity qualified by law as commercial, but their legal status presents 
a marked specificity, resulting from their strong professional cohesion and from the fact 
that they are subject to the public control of the central bank, justified by the monetary 
function of credit institutions and the influence that banking operations exert on eco-
nomic activity as a whole” [1, p.16].

Therefore, credit institutions in the Romanian banking system are financial entities 
whose main activity is to collect funds from depositors and grant loans and credits to in-
dividuals, companies and other entities. These institutions include commercial banks and 
other financial institutions that provide banking services.

The position and role of credit institutions in the Romanian banking system are es-
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sential for the functioning of the economy and for financial intermediation. We highlight 
the main aspects of the position of credit institutions: financial intermediation, grant-
ing credits and loans, collecting deposits and managing financial risk. Overall, credit in-
stitutions represent a pillar of the Romanian banking system, contributing to economic 
growth, business development and meeting the financial needs of customers.

Also, in addition to credit institutions, the banking system also includes non-bank-
ing financial institutions. In the case of the Romanian banking system, the functioning 
of non-banking financial institutions is regulated by Law No.93/2009 on non-banking 
financial institutions. “Non-banking financial institutions may carry out, under the law, 
the following lending activities:

 – Granting of loans: consumer loans, mortgage loans, real estate loans, microcred-
its, financing of commercial transactions, factoring operations, discounting, lump sum;

 – Inancial leasing: issuing guarantees, assuming guarantee commitments, assuming 
financing commitments;

 – Granting of loans with receipt of goods as collateral, respectively pawning through 
pawnshops;

 – Granting of loans to members of non-profit associations organized on the basis of 
the free consent of employees/pensioners, in order to support their members through 
financial loans by these entities, organized in the legal form of mutual aid houses;

 – Other forms of financing similar to credit” [10, p.305].
Therefore, non-bank financial institutions in Romania play an important role within 

the country’s banking system and perform various functions in the economy. In essence, 
we emphasize that non-bank financial institutions provide alternative financial services, 
diversify access to financing and support the economic growth of the state. At the same 
time, non-bank financial institutions are often faster in adopting new technologies and 
developing innovative services, thus contributing to improving the efficiency and com-
petitiveness of the financial sector.

Referring to the real situation, the development of innovative services has a sig-
nificant impact on the banking system in Romania, bringing more benefits to both fi-
nancial institutions and consumers. These include: increasing operational efficiency by 
automating banking processes and reducing costs and time to provide banking services, 
implementing mobile banking applications, especially digital payment and virtual cus-
tomer assistance to guarantee quick access to customer financial management, ensuring 
security and protection of customer data, and implementing financial-banking inclusion 
by enabling access to financial-banking services to customers located in rural areas.

Another entity in Romania that is of particular interest is the Romanian Banking In-
stitute, founded in 1991 by the National Bank of Romania and the Romanian Association of 
Banks. The Romanian Banking Institute is an institution that operates in the banking field 
and offers a wide range of training programs for specialists in the financial and banking 
sector. Following a thorough analysis of the activity of the Romanian Banking Institute, we 
found that this is a welcome practice for the Republic of Moldova.

Accordingly, it would be a brilliant idea to take over the Romanian model of activity 
of the Banking Institute in the banking practice of the Republic of Moldova and to found 
a Banking Institute in Moldova, which would be responsible for continuous professional 
training. The founding of the Banking Institute in Moldova would mean the creation of 
a scientific and practical center in the financial and banking field that would become a 
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true “on-the-job training”. The respective institute can be founded under the auspices of 
either the National Bank of Moldova, the Banking Association of Moldova, or the Associa-
tion of Lawyers in the Financial-Banking System of Moldova, or even under the patronage 
of these 3 organizations simultaneously. The Romanian Banking Institute, the American 
Banking Institute or any Banking Institute within the European Union states can serve as 
a model for the local Banking Institute.

We hope that in the not-so-distant future, the decision-makers of the National Bank 
of Moldova, assisted by the local banking community, will take concrete steps to bring 
this dream, desired and awaited by lawyers and banking experts, to life.

In the issue of continuing professional training in the financial and banking field, in 
many other states of the European Union, such as Austria, France or Romania, an ideal 
and time-tested solution is offered – that of banking institutes. By way of comparison, in 
the United States of America, for continuing professional training in the banking field, the 
American Institute of Banking has existed for over a hundred years, having been founded 
in 1875. This Institute offers a wide range of banking courses, grouped into different fields 
and subfields. Again, one can talk endlessly about the sound logic of organizing the insti-
tute and good practices in the field of holding courses.

Finally, we would like to dwell a little on the proposals and solutions that would aim 
to improve the field of financial and banking training in the Republic of Moldova. Among 
the basic actions, which cannot be postponed, and the implementation of which would 
bring fundamental changes to the financial and banking training process and implicitly to 
the entire banking sphere, we could mention the organization of courses, specializations 
within the framework of continuous professional training within independent institutes 
or affiliated with entities.

The problems identified in this chapter consist, firstly, in the lack of continuous pro-
fessional training in the financial and banking field and, secondly, in the Republic of Mol-
dova, since the person has graduated from the faculty and becomes a law graduate, he no 
longer has any real possibility of improvement in the financial and banking field. In case 
of a desire for improvement, one can only go abroad and, in particular, when it comes to 
the Romanian Banking Institute or another institute in a European Union country. Thus, 
we find that at the national level such courses are completely lacking and even the organ-
izational-legal entity that would offer such a possibility is missing.

Conclusions. Summarizing the information presented regarding the Romanian 
banking system, in order to strengthen its own banking system, the Republic of Moldova 
could adopt good practices in this segment by:

1. Implementing an efficient banking regulatory and supervisory framework which 
would ensure the stability and integrity of the banking system;

2. Adopting innovative practices and new technologies to improve banking services 
and promote financial and banking inclusion, such as: digital payment and mobile banking 
services throughout the country;

3. Developing continuous financial and banking education, in particular by creat-
ing the Banking Institute of the Republic of Moldova, which would implement programs 
similar to those in Romania to increase the level of theoretical and practical knowledge of 
lawyers and banking specialists;

4. Adjusting the deposit guarantee ceiling for each person according to Romanian 
practice, which is currently EUR 100,000. Therefore, we found that in accordance with 
Article 6 of Directive 2014/49/EU of the European Parliament and of the Council of 16 
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April 2014 on deposit guarantee schemes, OJ L 17312.6.2014, the Member State of the Eu-
ropean Union shall ensure that the level of deposit coverage for each depositor is EUR 
100,000 in the event of the bank failing or going bankrupt.

Commenting on the issue of increasing the European deposit guarantee limit, the 
European Banking Authority, in its Report on deposit coverage in response to the request 
for advice from the European Commission of December 2023 [8], stressed that a possible 
increase of up to EUR 150,000 for individuals and EUR 1,000,000 for legal entities would 
have a limited impact on strengthening financial and banking stability in the Member 
States of the European Union. However, the European Parliament and the Council of the 
European Union, which represent the legislative power of the European Union, will take a 
decision on the bank deposit guarantee limit.

In general, there are opportunities for the Republic of Moldova to draw inspiration 
from the experience and successful practices of the Romanian banking system in order 
to improve its own banking system and promote economic and financial-banking devel-
opment in the country. The impact of taking over good foreign practices would be felt 
sharply on financial-banking stability and ensuring the protection of consumer rights. 
But one of the most important aspects related to the harmonization of national banking 
legislation with European Union legislation is the fact that the laws that will be transposed 
in the Republic of Moldova are already translated by the Romanian authorities. Thus, this 
will play a crucial role in the faster fulfillment of the obligations assumed in the finan-
cial-banking field by the Republic of Moldova towards the European Union.
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Summary
The participation of lawyers in the examination of traffic offenses in the Republic of Moldova presents 

distinct legal and procedural particularities, shaped by the provisions of the Contraventional Code and the 
imperatives of the right to defense, as guaranteed by the Constitution and international treaties to which 
the state is a party. As a representative or defender of the contravenor, the lawyer exercises specific duties of 
qualified legal assistance, aimed at ensuring the principles of legality, fairness, and adversarial proceedings in 
contraventional trials.

This paper examines the procedural status of lawyers, their competencies in both the administrative-ju-
risdictional and judicial phases, as well as the limits of exercising procedural rights in relation to investigative 
authorities and competent courts. From the perspective of national legal doctrine and judicial practice, the 
study analyzes the lawyer’s right to submit requests for evidence, invoke exceptions of unconstitutionality, 
challenge flawed procedural acts, and ensure a procedural framework that meets the requirements of the right 
to a fair trial.

The paper emphasizes the need for legislative amendments to strengthen procedural safeguards for indi-
viduals subject to contraventional liability and to harmonize national legislation with international standards 
on effective legal protection. In this regard, relevant jurisprudential solutions and normative optimization 
proposals are evaluated to ensure a uniform and predictable application of contraventional norms in the field 
of road traffic.

Keywords: lawyer, legal assistance, contraventional liability, procedural safeguards, adversarial pro-
ceedings, legality, right to defense, fair trial.

Introduction. In the context of an accentuated legislative dynamics and the in-
crease in the complexity of the legal relationships specific to road traffic, ensuring an 
effective defense in contravention matters becomes a pressing necessity. The process 
of examining traffic offences involves not only the application of the rules of substantive 
and procedural law, but also the observance of the fundamental principles enshrined in 
the national legislation and international instruments to which the Republic of Moldova is 
a party. In this respect, the role of the lawyer in the contravention procedure is outlined 
as a determining factor in guaranteeing the right to defense and in ensuring procedural 
fairness.

The involvement of the lawyer both in the administrative phase of finding and sanc-
tioning contraventions, as well as in the judicial phase of the contravention case, gen-
erates a series of legal-procedural challenges. Although the Contravention Code of the 
Republic of Moldova enshrines the right of the offender to legal assistance, its concrete 
application encounters difficulties caused by legislative gaps, non-unitary jurisprudential 



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică761
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

interpretations and administrative constraints. These aspects determine the need for an 
in-depth analysis of the status of the lawyer in the contravention procedure and of the 
effects of his participation on the quality of the act of justice.

The importance of a scientific approach to the issue derives from the significant im-
pact of contravention sanctions on the fundamental rights and freedoms of the individual, 
including the right to free movement, the right to ownership of means of transport and 
the legal reputation of the offender. Also, the analysis of these aspects is indispensable 
for aligning national legislation with international standards on the protection of human 
rights and for making legal defense mechanisms more efficient.

This study aims to examine, both from a theoretical and a practical perspective, 
the role of the lawyer in the procedure for examining traffic violations, highlighting the 
existing legislative shortcomings and identifying viable solutions to strengthen the pro-
cedural guarantees of the offenders. The analysis will be based on the evaluation of the 
national normative framework, judicial practice and legal doctrine, with the objective of 
formulating proposals for a “ferenda law” in order to optimize the defense mechanism in 
contravention matters.

Methods and materials applied. In order to carry out this study, research methods 
specific to legal sciences were used, meant to ensure a deep and rigorous analysis of 
the approached issues. Thus, the research was based on the analytical method, applied 
in order to examine the national and international normative framework regarding the 
participation of the lawyer in the contravention process. At the same time, the compara-
tive method was used, which allowed the identification of similarities and differences be-
tween the regulations of the Republic of Moldova and those of other European states on 
legal assistance in contravention matters. Within the scientific approach, the logical and 
systemic method was also used, with the aim of delimiting and structuring the relevant 
legal concepts, as well as highlighting the interdependencies between the institutions of 
contravention law.

Another method applied was the empirical one, materialized in the analysis of the 
national judicial practice by examining relevant court decisions and the way in which the 
courts interpret the legal norms in the field of contravention litigation. Also, the research 
involved the method of legal interpretation, used to clarify the meaning and applicability 
of legal provisions in the light of doctrine and jurisprudence.

The materials used in the elaboration of this study include national and internation-
al normative acts, such as: the Constitution of the Republic of Moldova, the Contraven-
tion Code, the Contravention Procedure Code, secondary legislation, court decisions, as 
well as relevant legal studies and monographs. Also, doctrinal opinions of specialists in 
contravention and administrative law were consulted, as well as reports of national and 
international institutions on the efficiency of legal assistance in contravention matters. By 
applying these methods and using the mentioned sources, the study aims to contribute to 
the clarification and improvement of the normative and practical framework of the law-
yer’s participation in contravention procedures in the field of road traffic.

Discussion and results obtained. At the global level, the issue of human rights re-
mains one of the central themes of political and social life, occupying a particular role in 
public debates in many international organizations and meetings. The universal recog-
nition of these rights is not the result of a favorable coincidence, but the expression of 
the evolution of humanity, the development of collective consciousness and international 
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collaboration. However, more than 75 years after the adoption of the Universal Decla-
ration of Human Rights, difficulties in ensuring respect for the principle of equal rights 
persist in some states, despite the explicit provisions of this fundamental document.

In this context, respect for the rights of defense and ensuring a fair trial in con-
travention cases is not only an obligation of the state, but also an essential condition for 
effectively guaranteeing the fundamental rights of the data subjects. The participation of 
the lawyer in the procedure for examining traffic offences is a key element in this mech-
anism, having the role of preventing possible abuses, ensuring the correct interpretation 
and application of the legal norms and protecting the procedural rights of the offenders.

Ensuring fundamental human rights, as set out in the Universal Declaration of Hu-
man Rights, is an essential principle in the legal process, but, at the same time, a signifi-
cant challenge when these rights must be guaranteed to persons involved in procedures 
specific to the commission of acts liable for contravention.

The Universal Declaration of Human Rights, in Art.11, item (1), provides that “every-
one accused of committing an act of a criminal nature has the right to be presumed inno-
cent until his guilt has been legally established, in the course of a public trial, in which he 
has been assured all the guarantees necessary for his defense”. This fundamental norm, 
which regulates the right to defense in the context of criminal trials, also applies in the 
case of contravention proceedings, due to the regulations provided for in the Contraven-
tion Code of the Republic of Moldova. Thus, according to Art.374, para.(3) of this Code, 
the contravention process is carried out on the basis of the general principles of contra-
vention law and in accordance with national and international legislation, including the 
provisions of the Criminal Procedure Code where applicable. This regulation strengthens 
the applicability of the rule of the Universal Declaration of Human Rights also in the field 
of contravention, thus ensuring the protection of the right to defense and the observance 
of the corresponding procedural guarantees.

The right to defense, in its broad sense, includes all the procedural mechanisms and 
guarantees that allow the accused person to defend his rights and contest the accusa-
tions made against him [13, p.32]. In contravention proceedings, this right is essential to 
ensure the fairness of the trial, as well as to prevent possible abuses or miscarriages of 
justice. Thus, the involvement of the lawyer in the process of examining traffic offences 
becomes crucial for ensuring a fair and equitable trial, in which all the rights of the of-
fender are respected and protected.

Starting from the regulation of the right to defense in Article 26 of the Constitution 
of the Republic of Moldova, which enshrines the guarantee of this right throughout the 
trial, the legislator included in the contravention legislation the principles set forth in 
the Universal Declaration of Human Rights. Thus, on the basis of the Constitution, these 
principles were integrated into the general provisions on the contravention process of 
the Contravention Code of the Republic of Moldova, more precisely in Book Two, Title I, 
Chapter I.

In the literature, a special interest has been given to the classification of defense 
according to different criteria. Among the most common classifications are the following:

According to the manner of occurrence: a) the defense established by law, which 
is carried out by appointing the lawyer by the coordinator of the territorial office of the 
National Council for State-Guaranteed Legal Aid; b) the defense established by contract.

According to the subjects exercising the defense: a) the defense exercised by the 
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accused; b) the defense exercised by the lawyer.
According to the mode of manifestation: a) defense in the process of ascertaining 

the facts; b) defense in the examination of the contravention case; c) defense in the adop-
tion of decisions; d) defense in relation to the challenge of decisions.

According to the phase of the contravention process and the status of the accused 
person: a) the defense requested or exercised by the perpetrator; b) the defense request-
ed or exercised by the offender; c) the defense requested or exercised by the offender.

In the contravention process, the authority competent to settle the contravention 
case has the obligation to ensure the parties and other participants in the process the full 
exercise of the procedural rights, according to the regulations established in the Contra-
vention Code. During the trial, the parties have the right to be assisted by a lawyer and, at 
the time of initiating the contravention proceedings, the competent authority is obliged 
to inform the person subject to contravention liability of this right to receive legal aid 
from a lawyer [14].

The concept of “defense” is distinguished by its complexity, which is why it is nec-
essary to distinguish between this term and that of “defender”, which in practice is often 
confused. Thus, “defense” is a broader concept than “defender”. The defence includes both 
the defence exercised personally by the offender and the defence carried out through a 
lawyer chosen or appointed by the court. Also, when the offender decides to give up the 
designated defender, this does not mean that he also gives up his right of defense. He has 
the option of choosing another defender or defending himself.

Defense, as a form of legal aid, refers to the procedural activity through which the 
rights and interests of the parties involved in the process are capitalized, thus constitut-
ing an essential guarantee for ensuring a fair trial [3].

The right to advice, defence and representation is fundamental to ensuring a fair 
trial, giving individuals the opportunity to benefit from protection before the courts of 
law and to fully exploit their rights. In this regard, individuals can apply for legal aid, and 
the state has the obligation to ensure their access to the courts and to a fair trial.

The right to be represented by a lawyer must be effective and concrete, and in this 
context, persons in police custody must be officially informed of their rights of defence, 
including the right to legal aid, when certain conditions are met. Moreover, the police 
have the obligation to provide them with the necessary means to be able to contact and 
communicate with their lawyer. Also, the suspect or defendant must benefit from suffi-
cient time and favorable conditions to prepare his defense, given that the effectiveness 
of legal aid can be influenced by the circumstances in which the communication between 
the lawyer and the client takes place [1, p.85]. In the context of the contravention process, 
these aspects are essential to guarantee the right of defense of the offender and to ensure 
a fair and equitable trial.

In the contravention process, the lawyer can participate in any stage of the pro-
cedure, but his presence is not mandatory in all cases. For example, in the initial stage 
of finding the contravention, carried out by the ascertaining agent, the presence of the 
lawyer is not necessary. The ascertaining officer has the obligation to examine both the 
mitigating and aggravating circumstances, collecting evidence both in the defense of the 
offender and in the prosecution. Thus, the function of proving innocence is performed by 
the ascertaining agent through evidence in defense, where appropriate, which differenti-
ates this phase from other stages of the contravention process.
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However, the lawyer may be present at the request of the offender, especially when 
he is accompanied to the hearings. As regards the contravention procedure in the field 
of road traffic, there are certain particularities related to the applicability of the law and 
the way in which the defense is carried out. For example, in the case of traffic offences, 
lawyers can intervene at the stage when the competent authority orders the sanctioning 
measures, including in cases where the offender contests the fine or other sanctions im-
posed. In these cases, the lawyer can assist the offender in defending his or her right to a 
fair penalty, given that violations of the law are not always clear, and the circumstances of 
each case may influence the final decision.

On the other hand, the presence of the lawyer becomes mandatory when the case 
is examined in court. Under these circumstances, the offender has the right to appoint a 
lawyer (based on a contract) or, if he does not have the financial resources to hire a law-
yer, to accept a lawyer appointed ex officio by the coordinator of the territorial office of 
the National Council for State-Guaranteed Legal Aid. Moreover, in the case of examining 
the appeal against the court’s decision. The presence of the lawyer is imperative.

In addition, according to Art.378, para.(4) of the Contravention Code, the presence 
of the lawyer becomes mandatory when the suspect risks serious sanctions, such as con-
travention arrest. This aspect is particularly relevant in the field of road traffic, where 
certain violations can lead to custodial sanctions, and the lawyer plays an essential role 
in ensuring the offender’s right to defense. For example, in cases of road accidents with 
victims or in situations where the offender challenges the measure of withholding the 
driving license, the presence of the lawyer is not only a guarantee of procedural rights, 
but also a necessity for ensuring an effective defense.

An important aspect in the contravention process is the express clarification of the 
presence of the lawyer even in the simplified procedure for finding and examining the 
contravention. If a contravention is detected, the ascertaining officer does not conclude 
a report, but issues a decision, which will include, in addition to the finding of the relevant 
facts and circumstances, the mention of the identity of the lawyer, if he has been request-
ed by the offender. Thus, in the field of road traffic, where many of the contraventions 
committed refer to the violation of traffic rules, the documentation procedure may in-
volve the presence of the lawyer when the offender requests legal assistance, even at the 
initial stage of establishing the fact.

The Contravention Code of the Republic of Moldova in Art.392, para.(2) regulates the 
corresponding applicability of the provisions of the Criminal Procedure Code, as regards 
the lawyer’s rights to assist the persons involved in the contravention process. Although 
the contravention process does not present the complexity of a criminal trial, given the 
lower degree of social danger of the unlawful acts committed, in many cases, contraven-
tion cases are solved through extrajudicial procedures, without reaching the court. How-
ever, the right to defense is guaranteed for all parties involved according to Art.378, para.
(2), which provides that “the parties have the right to be assisted by a lawyer”.

In the contravention process, the right to defense applies not only to the offender, 
but also to other parties involved, such as the victim and witnesses. Thus, according to 
Art.384, para.(2), letter a), the person in respect of whom a contravention process has 
been initiated benefits from the right to be defended. Also, the victim has the right to be 
assisted by a lawyer of his choice, according to Art.387, para.(3), letter e), and the witness 
has the same right, according to Article 388, para.(3), letter g). In the case of witnesses, 
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who have an auxiliary status in the trial, the right to legal aid is essential, given their role 
in providing relevant information [10, p.5]. In particular, lawyers play a crucial role in pro-
tecting the rights of witnesses, including their right not to incriminate themselves.

Although in the case of traffic offences, witnesses can be considered subjective 
sources of important information, the way in which they are heard does not differ from 
the procedure for hearing other participants in the trial, such as the injured parties or the 
accused. Legal aid for witnesses is therefore important for guaranteeing a fair trial, en-
suring that they benefit from their procedural rights, in particular as regards protection 
against self-incrimination. This distinction between the right of the witness to remain si-
lent and the right not to incriminate himself is essential for a fair and equitable procedure 
in the contravention process.

Thus, in the contravention process in the field of road traffic, the observance of the 
right to defense not only for the offender, but also for the victims and witnesses, con-
stitutes a guarantee of a fair trial, in which each participant benefits from the adequate 
protection of his fundamental rights.

In the contravention process, a vicious phenomenon that can be observed is the 
omission or avoidance by the ascertaining agents of the obligation to give the perpetrator 
or victim enough time to become aware of the procedural rights guaranteed to them. Al-
though the rights are indicated in the report drawn up, and the offender signs to confirm 
that he has been informed about the contravention charged and about his rights and obli-
gations provided by Arts.34, 378, 384, 387 and 448 of the Contravention Code, we regret to 
note that not all ascertaining agents correctly fulfill the obligation to inform. The reasons 
can vary, from time pressure, to other circumstances that affect compliance with the full 
information process of the parties involved.

This obligation to inform is explicitly provided for in Art.378 para.(1) and para.(3) of 
the Contravention Code of the Republic of Moldova, as well as in Art.443 para.(1) letter f), 
which clearly stipulates that the persons concerned by the contravention process, both 
the perpetrators and the victims, must be informed about their procedural rights and 
obligations. Ideally, the report should include all this essential information and the in-
vestigating officer should ensure adequate communication so that each party correctly 
understands the content of the signed document.

Ensuring the rights of the defence in this light is a fundamental criterion of a fair 
trial. According to the case law of the European Court of Human Rights, any lack of as-
sistance or insufficient assistance may call into question the fairness of the trial, with the 
effect of raising doubts about the correctness of the act of justice.

As regards road traffic offences, the procedure for documenting them must follow 
the same principles, taking care to ensure a complete and correct right to information. 
In this regard, the perpetrators must be aware of all the details of the accusations against 
them and their legal qualification, thus having the opportunity to prepare for a fair and 
complete defense. The right to be informed is not just a formality, but an essential condi-
tion for a fair trial that guarantees justice in a fair and transparent manner.

With regard to the right to defend oneself in person and the right to be represented 
by a lawyer, ECHR case law has emphasised that, in cases where there are strong indi-
cations that the accused cannot adequately prepare his defence due to a lack of legal 
experience or the highly technical nature of the issues being discussed. The judge has the 
obligation to order the appointment of a lawyer. This is especially true when the case rais-
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es legal issues that require a certain level of professional knowledge. The ECHR stressed 
that the state should not leave the accused to meet these requirements alone, and the 
trial cannot be considered fair if the accused person does not receive appropriate legal 
aid. The Court also underlined that the notion of “fair trial” implies that the accused has 
the assistance of a lawyer from the first hours of the trial, especially in cases where he so 
requests [10, p.55].

At the same time, it is relevant that the involvement of the lawyer in the contraven-
tion process varies significantly depending on the legislation of each state, and in the field 
of road traffic this aspect is regulated differently, depending on the severity of the contra-
vention and the applicable procedures. In many jurisdictions, the lawyer plays a key role 
in ensuring a fair trial, but the level of involvement of the lawyer can be determined by a 
number of factors, including the nature of the traffic offence and the procedure applied 
(administrative or judicial).

In the Republic of Moldova, the lawyer is compulsorily involved when the case is 
examined in court, and the offender is in a situation that involves a serious sanction, such 
as the retention of the driver’s license or the imposition of a significant fine. The lawyer 
can also assist the person at the hearings, but this is not mandatory in out-of-court pro-
cedures for finding contraventions, such as the drawing up of a report by the ascertaining 
officer. However, the offender may request the presence of a lawyer at these stages.

In France, the lawyer can be involved from the initial phase of the trial, especially in 
cases where the contravention acts raise complex or technical legal issues. In many cases, 
lawyers are requested to assist in administrative procedures for solving contraventions, 
and in the courts, the lawyer has an active role, helping to challenge the sanction applied 
or even to reduce it.

In Germany, the involvement of the lawyer in the misdemeanor process, especially 
in the case of traffic violations, depends on the seriousness of the act. For simpler contra-
ventions, such as exceeding the speed limit, the lawyer is not mandatory, and the offender 
can solve the case by paying a fine or through an administrative procedure. However, in 
cases of more serious misdemeanors, such as driving under the influence of alcohol, the 
lawyer may be involved to assist the offender’s defenses in court.

In Spain, the lawyer plays an active role even in the preliminary stages of the con-
travention procedure. In the case of serious traffic offences, the lawyer is called upon to 
participate in the process of challenging the decisions of local or regional authorities. In 
addition, if the offender risks severe penalties, the lawyer has the right to request their 
reduction or to negotiate an alternative solution.

In Italy, administrative procedures for traffic offences are strictly regulated, and the 
lawyer may be involved in the process of appealing fines. If an offender appeals a major 
penalty, the lawyer can intervene directly to ensure that the client’s rights are respected 
and provide legal assistance in court.

Therefore, the degree of involvement of the lawyer varies significantly depending 
on the legal system, the nature of the contravention and the procedure applied. In gener-
al, in the Member States of the European Union, there is a tendency to extend the role of 
the lawyer in cases of serious contraventions, in order to ensure respect for the rights of 
defence and guarantee a fair trial.

Conclusions. The participation of the lawyer in the process of examining cases of 
traffic offences is an essential pillar of a fair legal system, having the role of ensuring the 
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respect of the fundamental rights of the offender and the victim. As we have analyzed 
throughout the paper, the lawyer’s involvement in the stages of the contravention pro-
cess is not limited only to the defense of the accused person, but also extends to the 
rights of the victim, as well as to the observance of the correct procedures for ascertain-
ing and sanctioning the contravention [15, p.112].

One of the main conclusions is that the right to defense, guaranteed at national and 
international level by various normative acts, including the European Convention on Hu-
man Rights, must be exercised at all stages of the contravention process. However, there 
are a number of gaps in the correct implementation of this right in various European 
states, including the Republic of Moldova. In many cases, the offender is not sufficient-
ly informed about his procedural rights or does not have access to legal aid at the early 
stages of the procedure, such as when drawing up the minutes. These deficiencies can 
seriously affect the fairness of the trial and, in certain situations, may constitute a viola-
tion of the right to a fair trial.

In the procedure for sanctioning traffic offences, the legal and technical implica-
tions of the act may exceed the offender’s ability to defend himself effectively without 
legal assistance. In this regard, it is essential that the authorities assume the responsibility 
of ensuring access to the defense from the early stages of the contravention process, re-
gardless of the complexity of the procedure. It is necessary for the investigating officers 
to rigorously fulfill the obligation to inform the offender of his or her right to be assisted 
by a lawyer, and for the State to guarantee favourable conditions for challenging sanc-
tions, where appropriate.

European Court of Human Rights case-law, which emphasises the importance of 
legal aid in ensuring a fair trial, is an essential guide for national legislation. The State has 
the obligation to respect the rights of defense, including by appointing a lawyer in cases 
where the accusations involve complex technical aspects, and the offender does not have 
the necessary knowledge to defend himself effectively. Thus, the procedures for appoint-
ing a lawyer should be clearly regulated, especially in cases of traffic offences involving 
significant risks to public safety and the physical integrity of the persons involved.

The proposals to improve the contravention process in the field of road traffic in-
clude, first of all, the strengthening of the obligation of the ascertaining agents to prop-
erly inform the offender about the right to benefit from legal aid, both in the phase of 
drawing up the report and in the phase of contesting the sanction. It is also necessary for 
national legislation to provide more clearly for the possibility to request a lawyer from 
the first hours of the procedure, especially in cases involving severe penalties, such as 
suspension of the driving license.

Furthermore, the legal education of finding officers and those who manage contra-
vention proceedings should be strengthened to ensure that they are fully aware of their 
responsibility to protect the rights of the offender, including the right to be assisted by 
a lawyer. Legislative reforms should also place greater emphasis on the protection of 
victims’ rights in the contravention process, ensuring that they are respected and that 
victims have the right to be represented by a lawyer when necessary.

Conclusions. In conclusion, in order to ensure a fair and efficient contravention 
justice system, it is essential that the procedural rights of the offender and the victim are 
protected throughout the procedure. The involvement of the lawyer is a fundamental 
element of this process, and the legislation must ensure the necessary conditions to guar-
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antee access to defence and to prevent the violation of the fundamental rights of those 
involved in cases of committing traffic offences. Thus, a continuous reform of regulations 
and procedures is necessary to meet the need for fairness and transparency in the con-
travention system.
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Summary
In a context marked by the worsening of environmental crises, this article analyzes the concept of en-

vironmental crime from an interdisciplinary perspective, exploring its legal, criminological, and ecological 
dimensions. It reviews the main doctrinal and institutional definitions as well as contemporary debates con-
cerning the conceptual boundaries of the phenomenon.

The article also proposes a comprehensive definition of environmental crime, highlighting its core com-
ponents: illicit conduct, ecological harm, and criminological relevance. In the second part, the article examines 
the defining features of environmental crime, such as its transnational nature, investigative challenges, irre-
versible consequences, and the need for interinstitutional cooperation. The study emphasizes the necessity of a 
systemic reconsideration of ecological justice policies with a view to strengthening environmental protection.

Keywords: crime, environment, justice, heritage, offenses, transnationality, protection, cooperation, 
harm, liability.

Introduction. In recent decades, the accelerated degradation of the environment 
and the growing negative impact of anthropogenic activities have prompted a profound 
reassessment of the relationship between humans and nature, both from legal and so-
cio-moral standpoints. In this context, environmental crime has acquired particular sig-
nificance, being regarded as an emerging and systemic threat to global ecological securi-
ty. Although previously marginalized within traditional criminological theories, this form 
of crime has, in recent years, become a priority area of research and regulation, as its 
effects have become increasingly visible: from mass deforestation and industrial pollution 
to the depletion of natural resources and irreversible climate change.

Furthermore, it must be emphasized that addressing environmental crime requires 
an interdisciplinary perspective, situated at the intersection of criminal law, criminology, 
ecology, and public policy. The focus lies not only on identifying illicit behaviors that affect 
the environment, but also on understanding the depth of ecological harm and the ways in 
which such harm impacts communities, common resources, and future generations.
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Accordingly, a thorough understanding of the specificity and severity of this phe-
nomenon necessitates a systematic analysis of the conceptual and doctrinal framework of 
environmental crime. This analysis naturally begins with a reflection on the notion itself, 
on how it is defined in legal doctrine, in international and national regulations, and within 
the framework of contemporary criminological theories.

Methods and materials applied. This research is based on both theoretical and 
practical approaches, considering the complexity of the environmental crime phenom-
enon. Initially, relevant sources from the fields of criminology, ecology, and criminal law 
were analyzed to better understand how environmental crime is defined and interpret-
ed. Furthermore, national and international legal provisions on environmental protection 
were examined, with particular attention paid to the Criminal Code of the Republic of 
Moldova and the directives of the European Union.

The research also included a comparative analysis to identify the similarities and 
differences in the way environmental crime is addressed in various jurisdictions. More-
over, statistical reports and studies published by international institutions such as Inter-
pol and the United Nations Environment Programme (UNEP) were consulted in order to 
better understand the global scope and impact of this phenomenon. This methodological 
approach facilitated a clearer comprehension of the practical challenges in law enforce-
ment and proved valuable in formulating proposals for legislative and institutional im-
provements. Consequently, the chosen methodology enabled a balanced and well-found-
ed investigation that combined theoretical analysis with empirical data, thereby offering 
a comprehensive overview of environmental crime.

Discussions and results obtained. I. Defining environmental crime: conceptual and 
doctrinal dimensions. To begin with, it must be emphasized that defining environmental 
crime constitutes a fundamental step in understanding, delimiting, and properly regu-
lating this complex phenomenon, whose implications extend across legal, criminologi-
cal, and ecological domains. First and foremost, unlike conventional forms of criminality, 
which typically involve a direct relationship between offender and victim, environmental 
crime often entails an indirect, diffuse, and frequently intangible link between the per-
petrator and the consequences of the offense – consequences that affect communities, 
non-human entities, or even future generations. As a result, the systemic and often invis-
ible nature of ecological harm generates semantic and legal difficulties in formulating a 
unified definition.

Furthermore, in light of accelerated industrial development, rapid urbanization, and 
economic globalization, the intensity and frequency of environmentally harmful acts have 
increased substantially. Thus, the continuous redefinition of the concept’s boundaries is 
not merely opportune, but indeed imperative.

At the institutional level, it is relevant to note that Interpol defines environmental 
crime as “any illegal activity that harms the environment and violates national or interna-
tional environmental laws” [11, p.5]. Similarly, the United Nations Environment Program 
(UNEP) classifies this category of offenses among the most serious forms of transna-
tional organized crime, equating it in both impact and profitability with drug trafficking, 
arms trafficking, and human trafficking [13, p.8]. Additionally, according to a support-
ing document issued by Europol, criminal networks exploit legislative loopholes and the 
lack of technical expertise to circumvent environmental controls, thereby complicating 
cross-border investigations and undermining the effectiveness of law enforcement meas-
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ures [10, p.7-9]. International criminal organizations also benefit from disparities in legal 
frameworks across jurisdictions and from weak enforcement mechanisms, both of which 
facilitate illicit activities in the environmental domain.

On the other hand, the specialized literature outlines three major doctrinal ap-
proaches to defining environmental crime, often positioned in opposition to one another.

On one side, a legalist-penal perspective, endorsed by scholars such as Mihai Adrian 
Hotca, advocates for a narrow interpretation according to which environmental crime 
should be limited strictly to acts explicitly criminalized under current penal law [3, p.45]. 
From this standpoint, any act not expressly defined as a criminal offense cannot be clas-
sified as an ecological crime. In the same vein, Roxana Popescu warns that extending 
the concept beyond legal confines may lead to terminological ambiguities and weaken 
the normative precision and effectiveness of environmental law [8, p.73]. In this regard, 
although normatively grounded, this perspective is criticized for reducing the entire phe-
nomenon to a matter of legal compliance, thereby disregarding the broader socio-eco-
logical realities.

In contrast, proponents of green criminology – such as Rob White, Nigel South, and 
Rachelle Marshall – promote a critical and inclusive approach that transcends the strict 
confines of legal definitions. According to their view, environmental harm should be as-
sessed not solely based on its legality, but rather on the actual damage inflicted upon 
nature, regardless of whether such acts are criminalized under existing laws [9, p.16]. 
Moreover, they denounce the collusion between the state, economic systems, and the 
law itself, as well as the complete disregard for non-human victims. Complementing this 
critique, Laura Westra argues that ignoring ecological harm simply because it lacks legal 
sanction perpetuates a deeply rooted form of systemic injustice [6, p.110].

Within this approach, additional concepts have emerged, such as the rights of na-
ture, legal biocentrism, and intergenerational responsibility. Unlike the legalist perspec-
tive, these notions place the focus of analysis on the moral and ecological relationship 
between humans and the natural environment, emphasizing ethical accountability and 
long-term sustainability over strictly codified legality.

Moreover, positioned between the two opposing paradigms is an integrative doc-
trinal current, supported by scholars such as Michael Lynch, Pierre Tremblay, and Paul 
Stretesky, who suggest that environmental crime should be understood as comprising all 
acts that produce significant ecological harm, regardless of whether they are explicitly 
sanctioned by positive criminal law [4, p.102]. In other words, while the relevance of legal 
frameworks is not dismissed, their importance is subordinated to the actual consequenc-
es of the harmful conduct. In this context, Brisman and South draw attention to the gap 
between what is legal and what is ecologically just, arguing that it is the role of criminol-
ogy to document and expose such discrepancies [1, p.25].

The debate has also been reinvigorated by recent initiatives seeking to formally rec-
ognize the concept of ecocide as an autonomous category of international crime. There is 
an increasingly widespread discourse advocating for the amendment of the Rome Statute 
of the International Criminal Court to include the intentional or reckless destruction of 
the environment as a crime on par with genocide or crimes against humanity. According 
to legal scholar Philippe Sands, the formal recognition of ecocide could become an es-
sential legal instrument for holding accountable those actors responsible for large-scale 
ecological devastation [5, p.214].
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Based on the arguments outlined above and taking into account the inherent com-
plexity of the phenomenon, we consider it both necessary and appropriate to formulate 
a comprehensive definition of environmental crime, one that reflects not only the legal 
dimension of punishable conduct but also its deeper implications for ecological equilibri-
um and collective security. Therefore, environmental crime can be conceptualized as the 
totality of illicit acts or omissions, committed either intentionally or through negligence, 
which contravene imperative norms governing environmental protection, whether of na-
tional or international origin, and which cause serious harm to ecosystem integrity, public 
health, and natural resources, with the potential to generate not only isolated but also 
cumulative or systemic consequences over the medium and long term.

In this regard, it is essential to emphasize that such a definition necessarily involves 
a tripartite analytical framework comprising three fundamental structural dimensions, 
without which a comprehensive understanding of the phenomenon would not be feasible.

First, there is the illicit conduct, meaning that the actions qualifying as environmen-
tal crime are explicitly provided for by criminal or administrative sanctions, thereby rep-
resenting a breach of the legal norms established to protect the environment. This com-
ponent directly addresses the relationship between legal normativity and the behavior 
of the active subject. Once environmental protection becomes a matter of positive legal 
regulation, any conduct in contradiction with this framework acquires an illicit character 
and, consequently, falls within the scope of legal, penal, or administrative liability. Thus, 
the normative dimension offers an objective criterion for distinguishing between permis-
sible and prohibited conduct under the law.

Second, we must emphasize the negative ecological outcome, as not every illicit act 
qualifies as environmental crime, only those which either cause or are capable of caus-
ing severe damage to the components of the natural environment. These consequences 
pertain to the degradation or irreversible destruction of natural resources, the disruption 
of ecological cycles, or the impairment of the environment’s capacity for self-regenera-
tion. This aspect, manifested through a harmful and enduring result, gives environmental 
crime its distinctive specificity, as the harm inflicted is not typically immediate or quanti-
fiable, but develops progressively, with long-term effects on public health, quality of life, 
and intergenerational sustainability. Therefore, what differentiates these offenses is not 
merely the material object, i.e., the environment itself, but also the magnitude and depth 
of the resulting harm.

Thirdly, an essential element that confers both criminological relevance and strate-
gic value to this definition is the criminological dimension of the phenomenon. This aspect 
entails, on one hand, the analysis of the circumstances under which the offenses are com-
mitted, the motivations and interests involved; and on the other hand, the identification 
of offender typologies, whether individual actors or collective entities (such as commer-
cial corporations, economic interest groups, or transnational criminal networks). Nota-
bly, many of these unlawful practices stem from a dynamic of institutional opportunism, 
regulatory gaps, or systemic complicity, aligning them more closely with organized crime 
than with the classical model of the individual environmental offender. Furthermore, a 
particular characteristic is that the harm generated is not confined to direct victims but 
extends to collateral effects on vulnerable communities, often lacking effective mecha-
nisms of defense or access to environmental justice. From this standpoint, environmental 
crime becomes a vector of structural inequality and social injustice, disproportionately 
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affecting populations with limited political, economic, or legal power.
As stated in Directive 2008/99/EC of the European Union, such conduct must be 

treated as serious offenses, even when perpetrated by legal persons [14, p.28].
At the national level, it is worth noting that in the Republic of Moldova, environ-

mental crime is regulated under Chapter IX of the Criminal Code, which includes offenses 
such as violations of ecological safety requirements (Art. 223) or destruction of protected 
natural areas (Art. 235). Additionally, Law No.136/2024 [15] introduced several new pro-
visions that criminalize specific environmental offenses, including: Article 223¹: Failure or 
improper performance of duties related to compliance with environmental legislation; Arti-
cle 227: Soil pollution; Article 228¹: Illegal use of subsoil; Article 229¹: Unlawful damming or 
modification of watercourses; Article 229²: Unauthorized use of water resources.

Hence, it becomes clear that defining environmental crime is not merely a theo-
retical exercise, but a matter of strategic importance for ecological justice and societal 
responsibility. In the current global context, marked by climate crises and increasing eco-
logical vulnerabilities, the recognition and effective sanctioning of such conduct are not 
only necessary but urgent. They are essential for safeguarding the public interest and the 
fundamental right to a healthy environment, as enshrined in Article 37 of the Constitution 
of the Republic of Moldova: “The right to a healthy environment”.

II. Defining Characteristics of Environmental Crime. Following the conceptual clar-
ifications, a crucial step in the criminological analysis of environmental crime is, with-
out a doubt, the identification and delineation of its defining traits. As highlighted in the 
specialized literature, these traits not only help delineate the object of study, but also 
contribute to the design of effective mechanisms for prevention, legal response, adminis-
trative intervention, and institutional coordination.

In this regard, according to the observations made by Mihai Adrian Hotca, environ-
mental crime is characterized by a wide-reaching and often irreversible impact on the 
natural balance. Moreover, since such offenses are frequently invisible during their initial 
stages, they create substantial difficulties in identifying and prosecuting perpetrators [3, 
p.78-80]. In turn, Rob White, one of the founding voices in green criminology, argues that 
this phenomenon entails a form of collective victimization, thus requiring an expanded 
analytical framework that transcends classical legal approaches and incorporates both 
ecological and moral dimensions of harm [7, p.22-25].

Taking these considerations into account, and based on the existing normative and 
doctrinal framework, the following can be identified as essential features of environmen-
tal crime:

1) Multidimensionality of the phenomenon. This trait is undeniably defining, as it un-
derscores the fact that environmental crime cannot be confined to a single mode of ex-
pression or legal regulation. From a legal perspective, it must be emphasized that this 
form of crime encompasses a broad range of illicit conduct, including both criminal of-
fenses under penal law (e.g., water pollution or destruction of protected habitats), and 
contraventional or administrative violations (such as non-compliance with waste man-
agement regulations or the absence of environmental permits).

This plurality of legal forms generates a diversity of sanctioning regimes and in-
stitutional competencies, which in turn necessitate effective coordination among envi-
ronmental authorities, law enforcement bodies, and judicial institutions. The overlapping 
responsibilities and the multifaceted nature of environmental harm require a unified and 
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strategic institutional response in order to achieve meaningful enforcement.
On the other hand, the multidimensionality of environmental crime also manifests 

at the sectoral level, as it occurs across a wide range of economic sectors and human 
activities. For instance, in the extractive industry, environmental offenses include the il-
legal exploitation of mineral resources, often conducted without regard for technical or 
ecological safety standards. In the forestry sector, unauthorized deforestation and illegal 
logging constitute serious threats to climate balance and biodiversity. In the fisheries 
sector, illegal fishing and the use of prohibited techniques endanger aquatic reserves and 
undermine the sustainability of ecosystems. Similarly, in agriculture, the uncontrolled use 
of pesticides and fertilizers leads to soil degradation and contamination of groundwater. 
In the transportation sector, the improper handling and storage of hazardous or toxic 
substances poses significant risks to both public health and the environment.

This diversity of impacted sectors underscores the hybrid character of environ-
mental crime, which encompasses not only ecological dimensions but also generates so-
cial effects (e.g., through the disruption of local communities), economic consequences 
(by damaging natural resources and regulated markets), and legal implications (due to 
the demand for coherence, clarity, and efficiency in regulation and enforcement). For 
this reason, the prevention and suppression of environmental crime cannot be effectively 
achieved in the absence of an intersectoral approach that combines coherent legislation, 
specialized institutions, and tailored enforcement mechanisms specific to each domain 
of activity. Therefore, the multidimensionality of this phenomenon necessitates not only 
a complex understanding of its causes and manifestations, but also the development of 
an integrated intervention strategy capable of addressing contemporary ecological chal-
lenges in a comprehensive and coordinated manner.

2) Harm to the Public Interest and Common Heritage. This dimension constitutes one 
of the central aspects of environmental crime, underscoring its fundamental distinction 
from conventional forms of criminal behavior. While traditional crimes typically affect 
specific individuals or well-defined groups, environmental offenses transcend private in-
terests and instead inflict harm on assets belonging to society as a whole. In legal and 
academic literature, these assets are referred to as the common heritage of humanity, 
encompassing essential environmental components such as air, water, soil, biodiversity, 
forests, terrestrial and aquatic ecosystems, climate stability, and, broadly defined, public 
health.

These environmental components cannot be privately claimed, exploited, or trans-
ferred exclusively by a single individual or entity, as they are vital for the survival and 
well-being of all people. Consequently, any action that significantly impairs these resourc-
es constitutes a direct violation of the public interest, with multifaceted implications, 
ecological, social, economic, demographic, and health-related. From this perspective, en-
vironmental crime may be seen as a form of indirect collective victimization, where harm 
is distributed across broad segments of the population and extends to future generations, 
who are forced to live in a degraded environment, with depleted resources and increased 
health risks.

Moreover, unlike conventional offenses, such as theft, fraud, or bodily harm, victims 
of environmental crime are often difficult to identify or individualize, and the resulting 
damages may be delayed, obscured, or challenging to quantify in objective terms. This 
inherent characteristic exacerbates the societal and political difficulty of perceiving the 
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gravity of the phenomenon, thereby contributing to institutional inertia, leniency in en-
forcement, and even impunity.

According to the opinion expressed by Mihai Adrian Hotca, this category of crime 
poses an especially elevated social danger not only because it targets assets of public 
importance, but also due to the irreversible nature of the damages it causes, harms that 
continue to produce effects long after the unlawful act has occurred [3, p.83]. Thus, en-
vironmental crime affects not only the present, but also irrevocably compromises the 
future, undermining the ability of future generations to enjoy a healthy, balanced, and 
functional natural environment.

The Transnational and Organized Nature of the Phenomenon. This defining trait high-
lights the globalized dimension of environmental crime, transforming it into an especially 
complex type of criminality, one that cannot be effectively countered through the tradi-
tional means of domestic criminal justice. Specifically, this characteristic reflects the fact 
that environmentally harmful illegal activities are no longer confined to local or regional 
contexts. Rather, they are perpetrated, coordinated, and expanded through transnational 
networks that span multiple jurisdictions, involve diverse actors, and utilize sophisticated 
mechanisms for evading regulatory oversight. Consequently, this form of crime not only 
disregards national borders but actively exploits legal disparities, institutional weakness-
es, and the deficiencies of international cooperation.

This phenomenon manifests concretely in activities such as the illegal traffick-
ing of toxic and hazardous waste, often exported unlawfully from developed nations to 
poorer countries where environmental regulations are either more permissive or poorly 
enforced, alongside the illicit timber trade resulting from widespread and unauthorized 
deforestation, the trafficking of endangered species in violation of international treaties 
such as CITES, the clandestine extraction of mineral resources, particularly in conflict-af-
fected zones, and the unauthorized discharge of pollutants into maritime or territorial 
waters. Such offenses typically involve the use of sophisticated transport channels, falsi-
fied documentation, corrupt officials, and financial transactions routed through offshore 
jurisdictions, placing them in close proximity to large-scale economic and financial crime.

According to data published by international organizations such as INTERPOL and 
the United Nations Environment Programme (UNEP), environmental crime has become 
one of the most profitable branches of organized criminal activity, generating estimated 
annual revenues between USD 110 and 281 billion [11, p. 12-16]. This figure places it fourth 
among the world’s most lucrative criminal enterprises, following drug trafficking, human 
trafficking, and arms smuggling. The high profitability of such activities stems largely from 
low legal risks, due to incomplete legislation and weak sanctions, as well as from the dif-
ficulty of identifying perpetrators and conducting effective cross-border investigations. 
In this context, states with limited institutional capacity and fragile regulatory infrastruc-
tures become highly vulnerable, often serving as weak links in the chain of environmental 
criminal networks.

Moreover, the organized nature of environmental crime implies the existence of 
hierarchical structures, with clearly defined roles among members, the use of advanced 
technologies for communication, concealment, and logistical coordination, and the stra-
tegic integration of illegal conduct within ostensibly legitimate business operations, such 
as recycling companies, transport firms, extractive industry operators, or natural re-
source processors. This functional camouflage makes detection and evidence-gathering 
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exceedingly difficult. It is within this context that scholars refer to green corporate crime, 
which combines the economic interests of companies with the complicity of both public 
and private actors, thereby creating an enabling environment for systemic impunity.

Accordingly, the transnational and organized character of environmental crime 
demands a proportionate institutional response, including the strengthening of inter-
national regulations, the harmonization of national legislative frameworks, and the en-
hancement of operational cooperation among states, environmental agencies, judicial 
authorities, and international organizations. Only through a concerted, multidimensional 
approach can the infiltration of criminal networks into the legal economy be effectively 
prevented, and the rule of environmental law upheld on a global scale.

3) Difficulties in detection, investigation, and prosecution. These challenges consti-
tute a core characteristic of environmental crime, conferring upon it a distinctive nature 
in comparison to traditional forms of criminality, due to its hidden, persistent, and tech-
nically complex features. First, it is important to note that most acts falling under this 
category do not manifest themselves in an overt, disruptive, or socially visible manner, 
such as street crime or violent offenses, but operate in a latent and insidious register, with 
effects that often become apparent only after a significant period of time. This results in 
a substantial temporal gap between the commission of the act and its discovery or public 
recognition, reducing societal pressure for sanctioning and facilitating the persistence of 
the phenomenon within zones of relative impunity.

Secondly, the detection of such offenses requires not only an enhanced capacity for 
observation and intervention on the part of the authorities, but also a specialized infra-
structure equipped with advanced tools for monitoring, analysis, and evidence collection. 
The use of high-precision scientific methods, such as isotopic analysis, satellite map-
ping, toxicological testing, and systematic sampling of biological and geochemical indica-
tors, becomes indispensable in establishing the causal link between the unlawful conduct 
and the resulting environmental damage. The absence of such instruments or the lack of 
technical expertise often leads to delays in investigations, superficial conclusions, or even 
the inability to build a legally sustainable evidentiary case.

Additionally, the complexity of the causes and contexts in which these acts occur, 
often requiring cooperation among multiple institutional actors, including environmental 
inspectors, criminal investigation bodies, specialized laboratories, and judicial authori-
ties, calls for a high degree of interinstitutional coordination. In practice, the absence of 
such cooperation results in overlapping competencies, procedural confusion, omission of 
key evidence, and a lack of coherence in the institutional response.

Moreover, the long-term manifestation of the effects, which in some cases are ir-
reversible, necessitates a longitudinal approach to criminal proceedings, including re-
peated monitoring and ongoing reassessment of the damage. In many instances, the en-
vironmental harm cannot be immediately quantified or expressed in strictly economic 
terms, but instead requires complex ecological, sanitary, and social evaluations, which 
complicate the precise determination of damage and, consequently, the individualization 
of sanctions. These issues create not only technical but also legal obstacles, given that all 
evidence must comply with procedural requirements related to legality, relevance, pro-
bative value, and direct administration.

According to some authors, these difficulties are exacerbated in societies with low 
levels of institutional transparency, where the administrative capacity of investigative au-
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thorities is limited or susceptible to corruption [2, p.254-256]. In such contexts, investi-
gations are often blocked, redirected, or prematurely closed, and responsibility becomes 
diluted across networks of complicity and economic interests. Furthermore, in certain 
cases, the authorities responsible for environmental protection may be subject to political 
or economic influence, thereby undermining the objectivity of fact-finding processes and 
drastically reducing the effectiveness of judicial intervention.

Therefore, the difficulties in detecting, investigating, and prosecuting acts that con-
stitute environmental crime are not merely procedural in nature, but reflect a systemic 
vulnerability that undermines the state’s ability to guarantee both a healthy environment 
and an equitable system of justice. In this regard, the institutional response must neces-
sarily include measures to strengthen the technical capacity of authorities, the profes-
sional training of personnel, the reinforcement of interinstitutional cooperation, and the 
ensuring of real independence for the entities charged with environmental oversight and 
enforcement.

4) Systemic and long-term effects. The systemic and long-term effects of environ-
mental crime represent a key feature that fundamentally differentiates it from other 
forms of criminal behavior. Unlike conventional crimes, whose consequences are typically 
immediate, localized, and temporally limited, environmentally harmful acts produce cu-
mulative effects by their very nature, effects that progressively intensify and often cause 
irreversible damage to ecosystems.

Soil pollution, contamination of water resources, toxic atmospheric emissions, or 
the destruction of natural habitats do not always trigger immediate social or institutional 
responses. However, their impact becomes increasingly visible over the medium and long 
term through biodiversity loss, rising incidence of environmentally induced diseases, and 
the acceleration of extreme climate phenomena. In this context, the resulting damage is 
all the more difficult to estimate as it involves complex ecological interdependencies and 
simultaneously affects multiple domains, from agriculture and public health to the econ-
omy and food security.

The latency of these effects contributes to an underestimation of the actual social 
threat posed by environmental crime and diminishes the capacity of the criminal justice 
system to react in a timely manner. According to the specialized literature, in certain 
situations, the magnitude and persistence of the consequences of ecological crime signif-
icantly exceed the harms produced by classical offenses. This reality, naturally, calls for a 
re-evaluation of priorities in prevention and sanctioning policies [2, p. 258].

5) The necessity of an interdisciplinary and interinstitutional approach. The need for 
an interdisciplinary and interinstitutional approach has become increasingly urgent in 
the current context marked by the intensification of environmental crime. This category 
of criminality cannot be addressed in isolation, as it involves complex interactions among 
legal, ecological, economic, and administrative factors. Certainly, criminal law alone is in-
sufficient to manage a phenomenon of such breadth and interconnectivity, which is why 
the involvement of other areas of expertise is essential.

For instance, the assessment of ecological damage requires advanced scientific 
competencies in ecology and environmental geography, while evaluating the economic 
impact of resource degradation demands specialized analyses in finance and agriculture. 
At the same time, the implementation of remediation and prevention measures often falls 
under the responsibility of public administration and regulatory authorities. Thus, only 
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through the joint effort of institutions involved in justice, environmental protection, pub-
lic health, economic oversight, and sustainable development policy can a coherent and 
effective institutional response be achieved.

In addition, the transnational dimension of this phenomenon requires active coop-
eration among authorities from different countries, including through specialized Euro-
pean and international networks. Only an integrated vision, based on information sharing, 
best practices, and coordinated strategies, can effectively counter the systemic threat 
that environmental crime poses at the global level.

Conclusions. In light of the issues discussed, environmental crime emerges as one 
of the major challenges of the 21st century, situated at the crossroads of justice, ecology, 
security, and sustainable development. Due to its inherently multidimensional nature, this 
phenomenon transcends the classical boundaries of criminal law, requiring a profound 
rethinking of the legal, institutional, and criminological tools used to address it. What 
we are confronting is not merely a series of normative violations, but rather a systemic 
mechanism of degradation of the common natural heritage, with grave and often irre-
versible consequences for public health, ecological balance, and intergenerational equity.

Accordingly, the rigorous definition of environmental crime, the identification of its 
specific characteristics, and the recognition of its transnational and organized dimension 
are indispensable steps toward the development of an effective criminal justice policy 
and the formulation of coherent strategies for prevention and intervention. Criminal leg-
islation must be continuously harmonized with international standards and adapted to 
emerging ecological realities, while institutions tasked with oversight and enforcement 
must be equipped with appropriate technical resources, expert knowledge, and opera-
tional independence.

Furthermore, the effective combat of environmental crime requires an integrative 
approach, wherein interinstitutional cooperation and interdisciplinary dialogue between 
legal, ecological, and social sciences become operational norms rather than exceptions. 
Environmental protection must move beyond the logic of post-factum sanctions and in-
stead become a major public policy priority, expressed through proactive strategies, en-
vironmental education, corporate accountability, and civic engagement.

In conclusion, environmental crime can no longer be treated as a secondary or pe-
ripheral issue within the criminal justice system. It must be addressed as a strategic threat, 
comparable to the most serious forms of organized crime. The strengthening of the reg-
ulatory framework, the enhancement of institutional capacities, and the cultivation of an 
ecocentric legal culture represent, naturally, priority directions in the collective effort to 
safeguard the environment and defend the fundamental right to a healthy environment.
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Summary
The selected theme mainly obeys the legislation of the Republic of Moldova, because we have a doctrine 

that is poor in administrative law. Thus, the subjects of the public domain were identified, as well as the object 
of the public domain – resulting from a series of legislative acts. During the examination, in this research were 
identified two categories of subjects of the public domain, which constitute: the state and the administra-
tive-territorial units; and, of course, also the subject of the public domain – which constitutes a list of categories 
of goods. Within each act the legislator refers either directly or indirectly to two identifiable subjects, to whom 
he delegates express attributions in the administration of public domain goods. It also describes the exhaustive 
characters of the public domain goods (imprescriptible, unnoticeable and inalienable), but also how to manage 
them, taking accountancy, etc.

The importance of the topic addressed is primarily in the absence of thorough research by the admin-
istrative law doctrinaires, and if we refer to daily situations, we find that each of the citizens of the Republic 
of Moldova interacts with this field, even the simple movement on a street indicates the person’s contact with 
the public domain object, which in fact is either in the administration of the state or in that of the administra-
tive-territorial unit (that is, of the subjects of the public domain).

Keywords: public domain, subject of public domain, object of public domain, state, administrative-ter-
ritorial unit.

Introduction. The public domain has always been a poorly researched institution in 
the legislation of the Republic of Moldova. Other times – confused with public property. 
It is natural to start from this objective consideration and to investigate in detail whether 
it is correct to put the sign of equality between these two notions or to delineate them.

The public domain within the legislation of the Republic of Moldova is approached 
from several points of view, perhaps even under different expressions, often interpret-
able – fact that reveals the idea that there is no uniqueness in offering clear and concise 
definition in this regard. This is why the topic is as topical as possible.

The problem of the subjects of the public domain is an important one, because they 
evaluate as parties to the administrative-legal relations, that is, they perform the tasks 
and functions of the executive, competent coordination, provision, control and supervi-
sion power in the field of public administration [1, p.77].

In literature, especially in the native one, we can often encounter the notion of the 
subject of administrative law related to the meaning of the subject of the public domain. 
In Romanian literature we can more often encounter the notion of a subject of the public 
domain or of a subject of public property. This uncertainty of the Moldovan doctrine is 
caused by the insufficiency of the research of the given field, although the public domain 
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is an indispensable part of everyday life, because every time a subject of a legal relation-
ship leaves his private property, he interacts with an object of the public domain (he walks 
on a public road, be it local, regional or national; crosses a bridge of a UAT etc.) which is 
managed by a subject of the public domain.

The question of the criteria that can be used to determine the goods subject to pub-
lic property has been controversial. In the current legal literature it has been shown that 
these criteria are the determination of goods by law and the destination of goods, which 
can be no other than public use or utility [2, p.44].

Methods and materials applied. In the framework of the research of this paper, the 
logical method (which is closely related to the historical method, obviously) was applied – 
a widely used method in any scientific research. Thus, the research took place primarily 
through the use of laws – Civil Code of the Republic of Moldova No.1107/2002 [4]; Law 
No.121 of 04.05.2007 on the administration and de-etatization of public property [5]; Law 
No.523/1999 on public ownership of administrative-territorial units [6]; Law No.29 of 
05.04.2018 on the delimitation of public property [7] – using the categories of logic. The 
above-mentioned laws provide the definition that offers us the clarity in the actual re-
search of the subject. The analysis applying the decomposition of a whole into its com-
ponent elements and the study of each of them, such as the research of the normative 
acts listed above and the extraction of the rules that relate specifically to the subject and 
subjects of the public domain. In fact, in this particular work this method prevails, as in 
any other related to administrative law, branch still poorly developed in the Republic of 
Moldova.

Discussion and results obtained. As in the Romanian literature and legislation, 
which constitute the source of the right respectively of the public domain, in the Moldo-
van one we identify two categories of subjects of the public domain, which constitute the 
state and the administrative-territorial units.

No other subject of law may be the owner of the right of public property but may 
have, at most, rights derived from it, such as the right of administration [2, p.56].

It is important to note that the state as owner of public domain assets exercises 
its rights and obligations through the following entities: Government, line ministries or 
through specialized bodies of central public administration subordinated to the Govern-
ment or competent ministries, as the case may be, for goods belonging to the public do-
main of the state.

Administrative-territorial units as a subject of the public domain represent the de-
liberative bodies within them – local and/or district councils.

The nominated subjects we identify and deduce (in addition to doctrine) primarily 
from national law. Thus, Law No.121/2007 on the administration and de-etatization of 
public property, under Article 1 (2) expressly provides the following: “Under the incidence 
of this law are: public property of the state and public property of the administrative-ter-
ritorial unit, except for public finances and housing. This exception does not cover homes 
that are owned by the State as a result of the vacant inheritance” [5].

The same Law, in Art.2 (General notions) provides for the notion of public property 
– “of the total public domain assets and private domain assets of the state, of the admin-
istrative-territorial units, including of the autonomous territorial unit of Gagauzia”.

Therefore, even if the above-mentioned law does not expressly appoint subjects 
who have the right to own the public domain, by the notions offered, however, it identifies 
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them as the state and the administrative-territorial units.
Law No.121/2007 on administration and de-etatization of public property, during 

the act refers often to the state and the administrative-territorial unit as subjects of the 
public domain, with reference to its attributions and competences regarding the public 
domain object, which we will identify below.

The law No. 523/1999 on public property of administrative-territorial units, even 
from the title of the normative act identifies the administrative-territorial unit as a subject 
of the public domain. Subsequently, starting with the provisions of Article 1, constant ref-
erences to UAT are recorded. Particularly worth noting are the provisions of paragraphs 
(1)-(3) which stipulate: (1) Public property of administrative-territorial units is one of the 
forms of public property; (2) The public property of the administrative-territorial units is 
constituted by the patrimony belonging to the respective administrative-territorial units: 
village, commune, city, municipality, district, autonomous territorial unit Gagauzia; (3) 
The patrimony of administrative-territorial units consists of public domain goods and 
private domain goods [6].

In accordance with the provisions of Article 4 of the Law No.436/2006 on local 
public administration “the administrative-territorial unit is a legal entity of public law and 
has, according to the law, a distinct patrimony from that of the state and other adminis-
trative-territorial units” [8].

Based on these provisions, the legislator also identifies the state and the adminis-
trative-territorial units as subjects of the public domain. Moreover, it also refers to the 
existence of a distinct patrimony.

The Law No.29/2018 on the delimitation of public property, in its turn notes in Ar-
ticle 1 that “its purpose is to strengthen the legal framework for the delimitation of public 
property, the insurance of the right of ownership and the efficient use of public property 
of the state, public property assets of the first and second level administrative-territorial 
units including the autonomous territorial unit of Gagauzia (hereinafter referred to as 
administrative-territorial units); regulates the legal regime applicable to public property, 
the competences of the Government and of the central and local public administration 
authorities in the process of delimitation of public property; applies to relations between 
central and local public administration authorities in the process of delimitation accord-
ing to the belonging of immovable property public property”. Article 2 of the same Law, 
for the proper application of this, provides for the notion of central “public administration 
authorities specialized – authorities managing state public property in various fields, in-
cluding in the fields of health, culture, education, objectives and land in the water fund or 
in the forest fund, land related to terrestrial communications paths, land as well as other 
land likely to be affected by decisions taken on the delimitation of public property” [7].

Therefore, the respective Law already directly identifies the entities through which 
the state – the authorities of the central public administration specialized, that is, the 
ministries, according to the field of activity (health, culture, education, etc.).

Also, both the Government Decision No.136/2009 on the approval of the Regulation 
on tenders with a cry and a discount, as well as the Government Decision No.901/2015 
on the approval of the Regulation on the way of transmission of public property goods, in 
its exposures on the management of public domain goods makes, express references as 
subjects of the public domain to administrative-territorial units, as well as the state or its 
representative entities, such as: the Public Property Agency, the State Tax Inspectorate, 
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the Ministry of Finance, the Ministry of Economic Development and Digitalization.
And last but not least, the supreme law Constitution of the Republic of Moldova 

expressly provides in Article 127 (3) that “public property belongs to the state or admin-
istrative-territorial units. Obviously, the subjects identified by the legislator are the state 
and the administrative-territorial units” [3].

Subjects nominated over are those who have the right and obligation to administer 
public goods – which are the object of the public domain.

To begin with, we consider it appropriate to mention the constitutional provisions 
in Article 9 (1) as: “Thus, in the case of the public domain, obviously, it is assigned the 
goods of public property”.

The Civil Code of the Republic of Moldova expressly stipulates in Article 471 that 
“the goods belonging to the state or administrative-territorial units are part of the private 
domain if, by law or in the manner established by law, they are not registered in the pub-
lic domain. From the public domain of the state or of the administrative-territorial units 
belong the goods determined by law, as well as the goods which, by their nature, are of 
public use or interest. Public interest involves affecting the good to a public service or to 
any activity that meets the needs of the community without assuming its direct access to 
the use of the good according to the mentioned destination. Subsoil riches of any kind, 
airspace, waters and forests used for public interest, natural resources of the economic 
zone and continental shelf, means of communication, as well as other goods established 
by law, are the exclusive object of public property. Public domain assets are inalienable, 
unnoticeable and imprescriptible. The ownership of these goods is not extinguished by 
non-use and cannot be acquired by third parties through usucapion” [4].

So the Civil Code expressly names the goods belonging to the two subjects of the 
public domain – the state and the ATU. Moreover, the legislator also uses the term public 
domain instead of public property, which is more widespread in most legislative texts.

Law No.436/2006 on local public administration, taking into account the fact that 
it refers more to the functioning of a local public authority, does not provide for an ap-
pointment and/or enumeration of what constitutes the public domain, but it refers to 
its existence through the provisions of the basic competences of local public authorities, 
such as Article 14, paragraph (2): “manages the assets of the public and private domain 
of the village (commune), city (municipality); decides on the legal acts of administration 
regarding the assets of the public domain of the village (commune), city (municipality), as 
the case may be, as well as on the public services of local interest, according to the law, 
etc” [8].

The Law No.121/2007 on the administration and de-etatization of public property, 
taking into account its scope, already identifies the object of the public domain. Thus, the 
first two definitions in Article 2 of the law provide: public property – the total of the public 
domain assets and the private domain assets of the state, of the administrative-territorial 
units, including the autonomous territorial unit Gagauzia; goods of the public domain of 
the state – the totality of movable and immovable property intended to satisfy the general 
interests of the state [5].

In this context, we consider important to mention the legislative loophole referred 
to the second exposed notion, because even if at public property the legislator indicates 
the totality of certain goods of the state and of the administrative-territorial units – that 
is, it identifies the existence of two categories of subjects. At the second notion, from the 
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start (and we think wrongly) it offers the notion of goods of the public domain only of the 
state, not including the administrative-territorial units without which the existence and 
proper functioning of the state is impossible.

Next, references are made to the attributions of the state and administrative-terri-
torial units on how to manage public domain assets. However, this law also has an annex, 
in which we identify an exhaustive list of public domain goods that are not subject to 
privatization. Thus, the 133 goods in the annex constitute the same object of the public 
domain.

Similar references are found in the Romanian legislation where in the Romanian Ad-
ministrative Code under Art.286 expressly indicates that “the Public Domain is made up 
of the goods provided for in Article 136 (3) of the Constitution, of those set out in Annexes 
No.2-4 and of any other goods which, according to the law or by their nature, are of use 
or public interest and they are acquired by the state or by the administrative-territorial 
units by one of the ways provided by law”.

The annexes (to the Administrative Code of Romania of 03.07.2019, an integral part 
of the Emergency Ordinance 57/2019) mentioned in that article contain lists of some 
goods belonging to the public domain of the state/county/commune, city or municipal-
ity. However, the Romanian legislator considered important to mention in each annex 
that they have an exemplary character – thus avoiding certain situations where a good 
could belong to the state/territorial administrative unit but because of the (exhaustive) 
too rigid provisions of the annexes would automatically decline, because they would not 
be found in those lists.

The above expositions denote the broader vision of the Romanian legislator on the 
identification of the goods that constitute the object of the public domain. We would like 
to mention that we actually welcome their systematization in one act, which makes it 
possible to apply the legislation of the public domain correctly and more easily. All the 
more, the lists referred to above identify practically all types of goods which constitute or 
could be the subject of the public domain.

Taking into account the scope of the Law No.523/1999 on public ownership of 
administrative-territorial units, and according to the provisions of Article 1 of the law, 
the object of the public domain of the UAT is identified as the patrimony of administra-
tive-territorial units, and which consists of all movable and immovable assets, intended to 
satisfy the general interests of the community in the administrative-territorial unit.

Below, the legislator, indirectly, makes an identification of what constitutes the 
public domain of the UAT, by the following exposition in paragraph (6): “all movable and 
immovable property, located on their territory until the entry into force of the Law on 
administrative-territorial organization of the Republic of Moldova, except for the assets 
that were owned by the state and privately owned”. So, in 1999 the law established that 
all goods located in the territory of an administrative-territorial unit existing in kind, but 
not expressly assigned, by the existence of a confirmatory act as belonging to the state 
(the other subject of the public domain) or assigned to private property – are declared as 
belonging to that administrative-territorial unit where they were found/identified.

And even if the nominated law is approved in 1999, its validity extends today, due 
to the still confusing situation in the public domain, but especially the land in the public 
domain, where today, we find land belonging to the state or an administrative-territorial 
unit that is not registered after them in the Register of Real Estate Goods, are not taken 
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to the accounting of the responsible institution and, respectively, the falls to some extent 
at risk of loss of ownership due to the mismanagement of heads of state/UAT entities 
or their devaluation – being allowed to degrade or not being redeemed (which implies 
obtaining revenues in the state budget/UAT as a result of lease/location/superficiency).

An express enumeration of the above-mentioned law is present in Article 3, which 
specifies the categories of goods that constitute the objects of the public property right 
of the administrative-territorial units, which are: a) The goods of the enterprises and local 
budgetary institutions with a social-cultural character: education, health care and culture 
(including technical-scientific, technological and other information), as well as with the 
form of public property; b) The goods of local enterprises with the form of public prop-
erty, as well as the fixed share of the statutory capital of enterprises with the form of 
joint and joint ownership, belonging to the subjects of the entrepreneurial activity in the 
sphere of industry, agriculture, construction, transport, procurement, trade, communal 
and social services and other areas; c) The goods of local public authorities and of the ad-
ministration of administrative-territorial units land intended to meet the needs of admin-
istrative-territorial units, means of budgets of administrative-territorial units (including 
special means and funds), securities, housing stock (except for the private, cooperative, 
public associations and dormitories), objects in technical infrastructure and other objects 
that are located on the territory, except for cases provided by legislation the necessary 
assets for the economic and social development of the administrative-territorial unit and 
for the performance by the local public administration authorities of the tasks incumbent 
upon them in accordance with the legislation on local public administration.

Thus, even if it does not provide an exact list of goods, as in the case of the annex to 
one of the laws mentioned above – indicates the categories of goods that are the subject 
of the public domain and that are identifiable, if necessary.

As mentioned above, Law No.436/2006 on local public administration, in Article 4 
provides for the existence of a patrimony of an administrative-territorial unit, but also 
of the state (expression deduced from the legal provision). Therefore, the text of the law 
identifies the attributions of the local public authority (both executive and deliberative) 
with reference to the exercise of the powers of the authorities in the administration/
management of public domain assets (Art.14 para.(2) letter b), c), e); Art.29 para.(1), letter 
a1), f), g), h); Art.39 para.(1) let. o); Art.43 para.(1) letter c), d), d1), g), r); Art.53 para.(1) letter 
a1), i), m1), etc.) [8].

The law also contains a chapter dedicated to services, goods and public works. Thus, 
in accordance with the provisions of Section 2 of Chapter X of the above-mentioned law, 
the legislator regulates the administration of public goods. Moreover, Article 75 expressly 
indicates that: (1) In the public domain of the administrative-territorial unit belong to the 
goods determined by law, as well as to the goods which, by their nature, are for use or of 
local public interest. The public interest implies affecting the good to a public service or to 
any activity that meets the needs of the community, without assuming its direct access to 
the use of the good according to its destination; (2) In the category of goods of the public 
domain of local interest may be reported the land on which are located constructions of 
local public interest, basement areas, roads, streets, markets, separate aquatic objectives, 
public parks, sports fields, stadiums, as well as playgrounds for children delimited and 
registered according to the legislation in force, buildings, monuments, museums, forests, 
protection areas and sanitary areas, other objectives that, according to the law, can be do 
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not belong to the public domain of the state; (3) Public domain assets of local interest are 
inalienable, imprescriptible and unnoticeable.

Based on the ones set out in Article 75, the following categories of goods are identi-
fied that are part of the public domain object:

1. Goods determined by law – those goods expressly mentioned by the legislator as 
being of the administrative-territorial unit;

2. Goods which by their nature are of local use or public interest – of its meaning is 
understood to indicate on a category of goods which are naturally public, and their ex-
istence in private salmon is impossible: local roads, local market, playgrounds and sports, 
monuments, etc.

Another legislative act of major importance in the research of the topic is the Law 
No.29/2018 on the delimitation of public property. In Article 2, it provides for the notion 
of public domain goods, which by their nature or by the declaration of the law, are of pub-
lic use or interest and which belong to the state or to the administrative-territorial units. 
In Article 4 (2), the legislator repeatedly notes the same provision regarding public domain 
goods. In fact, even if it does not combat the notion, its repetition in another article in the 
same law we consider it to be meaningless [7].

However, we would like to note the idea that the provisions of Article 5 of the said 
law are very important. Given that in the proper administration of goods, public domain 
subjects need to draw clear notions regarding the legal regime of public domain assets; 
especially their identification as inalienable, unnoticeable and imprescriptible.

Also, the same law mentions the acts of a device character regarding the public do-
main assets, namely: the Government decision, the decision of the local council/popular 
Assembly of the autonomous territorial unit of Gagauzia; and any action in this respect is 
carried out in strict accordance with the provisions of the Law No.287/2017 on account-
ing and financial reporting.

Subsequently, Law No.29/2018 on the delimitation of public property, dedicates 
Chapter II to public property, where it is mentioned what constitutes public property of 
the state, public property assets of administrative-territorial units.

A similar categorization of public domain assets, as in the Administrative Code of 
Romania (mentioned previously in this paper) is found in paragraph (2) of Art.9 and para-
graph (2) of Art. 11 of the nominated law, that provides a list similar to the Romanian one, 
only it is separated between the two subjects of the public domain: the state and the ad-
ministrative-territorial units; while the Romanian legislature in its annexes separates into 
3 categories (as if identifying three subjects of the public domain): the state; the county 
and the commune/city or municipality.

We do not intend to criticize the choice of our legislator to divide the list of public 
domain assets between the state and the administrative-territorial units, because the un-
stable political situation, since the Declaration of Independence has also demonstrated 
the instability of the borders of the administrative map of the Republic of Moldova. Thus, 
if in Romania the types of ATUs are clearly identified, in the Republic of Moldova, but es-
pecially in the current context of administrative reforms, with the adoption of Law No.225 
of 31.07.2023 on voluntary amalgamation of administrative-territorial units – still follows 
the modification of the UAT boundaries, maybe even of their types.

Conclusions. The purpose of the topic addressed was to identify the subjects and 
the object of the public domain. We believe that these aspects have been elucidated – 
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within the existing legislative framework. Thus, two categories of public domain subjects 
were identified, which constitute the state and the administrative-territorial units. If the 
administrative-territorial units exercise directly their attributions in the administration 
of the public domain object – either through the deliberative body (local or district council 
of the unit) or through the executive body (mayor/mayor; district president/area pres-
ident apparatus); then the state exercises its rights and obligations in the management 
of public domain assets through several entities: the government, respectively central 
public administrations (made up of ministries according to the field of activity) and other 
institutions/agencies/inspectorates/etc. created for the purpose of good administra-
tion of the public domain object.

With reference to the subject of the public domain, the normative framework iden-
tifies for each category of subject the list of goods assigned to them for administration. 
The legislation also provides for the way they are administered. All this is most welcome, 
but the dispersion of notions, attributions in several normative acts; some shortcomings 
in certain notions offered by the legislator makes their identification for application quite 
complicated for practitioners. When there is a need to apply a notion in order to solve a 
concrete case, the legislator does not identify a single notion, but has formulations with 
slight deviations in each act. Although, we believe, that the closest thing to the truth 
and reality are the provisions of the Law No.121 of 04.05.2007 on the administration and 
de-etatization of public property, as well as the Art.471 of the Civil Code of the Republic 
of Moldova No. 1107/2002, as they were investigated and exposure above in the present 
article.
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Summary
The National Agency for the Regulation of Electronic Communications and Information Technology 

(ANRECIT) is the authority that currently regulates the activity in the electronic communications, information 
technology and postal communications sectors in the Republic of Moldova. This authority plays a central role in 
ensuring compliance with the legal framework for electronic communications. This study examines ANRECIT’s 
attributions and competences as a regulatory authority, as well as the typology of offenses attributed to this 
authority. The article emphasizes the importance of ANRECIT’s activity in preventing and combating contra-
ventions through the application of control mechanisms, the detection of contraventions and the application of 
sanctions. The main purpose of the article is to emphasize the importance of ANRECIT’s activity as a regulatory 
authority in the field of electronic communications, information technology and the role of this authority in 
preventing and combating contraventions in the area of its competence. In order to achieve this goal, we have 
set the following objectives: to analyze ANRECITs attributions and competences as a sanctioning agent, to 
identify the categories of contraventions sanctioned by the authority, and to present the necessary conditions 
for the efficient performance of the sanctioning activity. The paper emphasizes the importance of ANRECIT’s 
activity not only in the application of sanctions, but also in the prevention of unlawful behavior, through a 
consistent regulatory framework and effective control and supervision tools.

Keywords: contraventions, electronic communications, ANRECIT, enforcement agent, powers, preven-
tion, sanction.

Introduction. Preventing and combating infringements in the field of electronic 
communications is a key priority for ensuring a functional and efficient communications 
sector in the Republic of Moldova.

The National Agency for the Regulation of Electronic Communications and Informa-
tion Technology, (Romanian abbreviated – ANRCETI) is an authority that currently reg-
ulates the activity in the electronic communications, information technology and postal 
communications sectors in the Republic of Moldova, ensures the implementation of the 
development strategies of the nominated sectors and supervises the compliance with the 
legislation in the field by the providers in the electronic communications, postal services 
[1] and information technology markets. ANRCETI has the competence to manage, reg-
ulate and monitor the electronic communications and information technology sector in 
the Republic of Moldova, in accordance with national legislation and applicable interna-
tional regulations.

Discussions and results obtained. The legal framework, which regulates ANRCETI’s 
competence as a regulatory authority. Among the regulations, which govern the activities 
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in sectors relevant to ANRCETI’s activity as a regulatory authority, are: Law No.241 of 
15.11.2007 on electronic communications [2]; Law No.36 of 17.03.2016 on postal communi-
cations [3]; Law No.28 of 10.03.2016 on access to property and shared use of infrastructure 
associated with public electronic communications networks [4]; Law No.162 of 22.06.2023 
on market surveillance and product compliance [5]; Regulation on the organization and 
functioning of the National Agency for Regulation of Electronic Communications and In-
formation Technology approved by Government Decision No.643 of 17.12. 2019 [6]; Gov-
ernment Decision No.284 of 13.04.09 approving the Rules on the protection of electronic 
communications networks and the execution of works in protection zones and on the 
routes of electronic communications lines [7]; Regulation on the provision of public elec-
tronic communications services, approved by ANRCETI Decision No.48 of 10.09.2013 [8]; 
Decision No.5 of 14.03.2017 on the implementation of the powers of the National Agency 
for the Regulation of Electronic Communications and Information Technology in contra-
vention matters [9] approved by the Administrative Council; Contravention Code of the 
Republic of Moldova No.218 -XVI of 24.10.2008 [10, Art.410].

Law No.241/15.11.2007 on electronic communications [2] regulates electronic com-
munications services and liability for non-compliance with legal obligations, such as: 
abuses of monopoly, violation of terms and rules for interconnection of networks, misuse 
of frequency resources, or misuse of requirements for the protection of users’ personal 
data, violation of quality of service rules, compliance with contractual terms or provision 
of incorrect information to consumers.

Another normative act is the Law on postal communications No.36 of 17.03.2016 [3], 
which regulates activities in the field of postal communications, general authorization 
regime and provides sanctions for violation of mail delivery rules, failure to meet delivery 
deadlines, security of postal items, protection of personal data and or abuses related to 
postal tariffs. ANRCETI’s role is to ensure compliance with this legislation, and to check 
and apply penalties in the event of infringements.

A particular importance has Law No.28 of 10.03.2016 on access to property and 
shared use of infrastructure associated with public electronic communications networks 
[4], which regulates how electronic communications network operators can have access 
to private or public property to install, maintain or expand the infrastructure necessary 
to provide communications services, as well as the shared use of existing infrastructure. 
The main purpose of this law is to support the development and expansion of the com-
munications infrastructure, while respecting property rights and other legal regulations.

According to Law No.162 of 22.06.2023 on market surveillance and product con-
formity [5], it regulates the mechanisms for monitoring and control of compliance with 
quality and safety standards of products, which are placed on the market in the Republic 
of Moldova and aims to protect consumers, ensure a competitive market environment 
and reduce the risks associated with the consumption of unsafe or non-compliant prod-
ucts. The regulations are based on European standards and aim to ensure that marketed 
products comply with essential health, safety, environmental protection and consumer 
rights requirements, and state authorities are responsible for monitoring products placed 
on the market to ensure that they comply with the technical, safety and environmental 
protection requirements laid down in national and European legislation. The law imposes 
a direct responsibility on economic operators (producers, distributors and importers) to 
comply with safety and quality standards, to ensure that their products comply with all 
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conformity and safety regulations before being placed on the market, thereby reducing 
risks to consumers. In addition, obliging them to keep the relevant documentation and to 
cooperate with the authorities in the event of a control ensures a more transparent and 
efficient framework for product control, facilitating the rapid identification of possible 
infringements.

Pursuant to Art.8 paragraph (7) of the Law No.241 on electronic communications 
[2] was adopted Regulation on the organization and functioning of the National Agency 
for the Regulation of Electronic Communications and Information Technology, being ap-
proved by Government Decision No.643 of 17.12.2019 [6], which regulates more detailed 
aspects of the implementation of the legislation on electronic communications and the 
application of measures aimed at improving transparency and user protection in the field 
and provides measures to support the effective implementation of the regulations of the 
mentioned Law.

At the same time, the Council of Administration approved Decision No.5 of 14.03.2017 
on the implementation of ANRCETI’s competences in contravention matters [9], which 
regulates the Agency’s powers in relation to the establishment and sanctioning of con-
traventions in the field of electronic communications and information technology, being 
responsible for the application of sanctions and corrective measures in case of violation 
of the regulations in the area concerned, which includes the establishment of clear pro-
cedures for the establishment and sanctioning of contraventions. ANRCETI is vested with 
the responsibility to carry out controls, investigations and inspections to ascertain possi-
ble breaches of regulations, and detailed procedures are established for these controls to 
ensure a transparent and fair process.

The Government Decision No.284 of 13.04.09 approved the Rules on the protection 
of electronic communication networks and the execution of works in protection zones 
and on the routes of electronic communication lines [7], which regulates the way in which 
works can be executed near or on the routes of electronic communication infrastruc-
ture, with the main purpose of protecting these networks and ensuring the continuity 
of communication services. In the event of failure to comply with the provisions of the 
Decision, penalties are laid down for those who carry out unauthorized work or who fail 
to comply with the regime for the protection of communications networks. This is es-
sential to ensure the enforceability of the regulations and to discourage behaviors, which 
may endanger critical infrastructure. Infrastructure protection measures are essential to 
maintain the continuity of electronic communications services given society’s increasing 
dependence on them.

Regulation on the provision of public electronic communications services, approved 
by ANRCETI Decision No.48 of 10.09.2013 [8], regulates the relations between communi-
cations service providers and users, establishing clear rules on the provision, accessibility 
and protection of consumer rights, among which the obligation of electronic commu-
nications service providers to provide services of adequate quality and ensure their ac-
cessibility for all users, including persons with disabilities, i.e. the provision of services 
under conditions of continuity, quality, transparency and respect for consumer rights; 
the imposition of transparency and detailed information requirements for users prior to 
the conclusion of a contract, i.e. the provision of full information on the characteristics 
and conditions of services, including tariffs, billing, termination periods, other essential 
conditions; safeguards for vulnerable users, protection against aggressive commercial 
practices or unforeseen costs.
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ANRCETI has specialized staff made up of experts in the field of information tech-
nologies, European legislation and regulations, as well as financial resources to imple-
ment these regulatory and sanctioning mechanisms by carrying out inspections and ap-
plying corrective measures. At the same time, ANRCETI collaborates with international 
and national institutions to ensure a coherent system of regulation of electronic com-
munications, including partnerships with regulators in other countries and international 
organizations, in order to prevent and combat cross-border infringements.

In accordance with the provisions of Article 410 of the Contravention Code of the 
Republic of Moldova [10], ANCETI detects and examines various contraventions in the 
field of electronic and postal communications provided for in Art.84, 246-2592, Art. 273 
paragraphs (1), (4), (6), (10), (11), Art.278 paragraphs (l), (2), (4), (5), Art.279-281, Art.283 par-
agraph (1) and Art.344 of the Contravention Code. These rules are essential to ensure the 
correct and regulated functioning of telecommunications and postal systems, as well as 
to protect the rights of users and good practices in this sector.

As a basis for initiating infringement proceedings are irregularities detected dur-
ing ANRCETI inspections/controls and complaints received from providers of electron-
ic communication networks and services such as “Moldtelecom” JSC, “Orange Moldova” 
JSC; public order enforcement bodies such as Police Inspectorates, Prosecutor’s Office; 
other institutions as the Audiovisual Council, the Public Institution “National Radio Fre-
quency Management Service”, etc.

In accordance with the legislation in force, ANRCETI, as a regulatory authority in the 
field of infringements, has the power to settle consumer complaints and ensure the pro-
tection of end-users’ rights, to carry out inspections and checks, to monitor and ensure 
compliance, to identify and report infringements in order to take the necessary action to 
prevent and eliminate non-compliance with the legislation and regulations in the field of 
electronic and postal communications.

According to the provisions of Article 10 paragraph (3) of the Law No.241 on elec-
tronic communications  [2], ANRCETI is responsible for identifying, verifying the facts 
that constitute contraventions and finding violations of legal regulations in the respective 
field, these are achieved by carrying out periodic controls and inspections of operators 
of electronic communications, postal and IT services to identify irregularities and devia-
tions from the legal regulations established in the given fields, checking compliance with 
quality standards of services, activities of operators and service providers and identifying 
possible violations in order to prevent abuses. This may include checking the manner in 
which services are provided, compliance with general authorization conditions, compli-
ance of contracts with legal provisions, compliance with technical and quality standards, 
compliance with consumer protection rules, ensuring the security of postal networks and 
mail items, the quality of the postal services provided, compliance with the rules in force, 
etc. Inspections may be planned or carried out following complaints received from con-
sumers or other organizations.

At the same time, ANRCETI verifies compliance with the provisions of the Regula-
tion on the provision of publicly accessible electronic communications services, approved 
by the HCA of ANRCETI No.48/2013 [8], as amended, a regulatory act, which establishes a 
specific set of rules for the protection of the rights of users of electronic communications 
services and, according to which, any end-user is entitled to claim from the provider to 
remedy deficiencies that have arisen in the provision of the contracted services, by filing 
a complaint. In case the user is not satisfied with the actions (inactions) of the provider on 
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the complaint, by virtue of the Administrative Code No.116/2018, he (the user) may make 
use of the right to file a petition to the regulatory authority or to address the competent 
court.

Article 13 of the Law No.241/2007 on electronic communications [2, Art.13] of the 
Republic of Moldova, regulates the actions of the Agency for the Protection of Users of 
Electronic Communications Services, facilitating a regulatory framework that ensures 
transparency, problem solving and support. This reflects the Agency’s role in creating a 
legal framework adapted to the needs and challenges of the electronic communications 
sector, with responsibility for examining and resolving user petitions, such as complaints 
related to quality of service, billing problems or infringement of user rights by providers.

Thus, measures to prevent and combat electronic communications offenses include: 
monitoring the market and the activities of operators, regular controls, examination of 
complaints received from end-users, verification of compliance with technical standards 
and quality of services, development of clear and binding regulations for all operators in 
the sector including on licensing of operators, establishment of transparency and infor-
mation obligations, cooperation with other authorities and institutions, including police, 
prosecutor’s office and international bodies, checks of public services, conducting con-
sumer information companies, trainings, information sessions or recommendations for 
improving compliance practices for operators, as well as enforcement of fines or other 
corrective measures.

By closely monitoring compliance and applying appropriate sanctions, the Agency 
contributes to creating a stable business environment and protecting the interests of 
consumers and service providers.

After finding infringements, ANRCETI may apply sanctions proportionate to the se-
riousness of the infringement, ranging from warnings and financial fines to more severe 
measures, such as temporary suspension of activity or withdrawal/revocation of license. 
These sanctions are governed by the legislation in force, which sets out clear procedures 
for each type of infringement and are designed to discourage illegal behavior and protect 
consumers. ANRCETI is required to draw up minutes when it finds infringements, doc-
umenting violations and applying sanctions in a transparent manner in accordance with 
the legal rules, so as to avoid any abuse or subjective interpretation of the legislation.

The provisions of Article 10 of the Law on electronic communications [2, Art.10 para.
(1) let. h), i), j)] regulate the rights and powers of the Agency in the field of sanctioning and 
monitoring the electronic communications sector, emphasizing the role of the Agency 
in ensuring compliance with the legislation in the field, protecting consumer rights and 
market integrity, as well as quality control of services.

The enforcement of penalties is an essential tool for maintaining order and compli-
ance in the electronic communications sector, and the right to apply penalties enables 
the Agency to ensure compliance, thus creating a regulated and level playing field for all 
players in the sector.

It is important that these sanctions are applied fairly, equitably and proportionate-
ly to the infringements committed, and the sanctioning procedures must be clear and 
transparent to avoid any abuse or subjective interpretation by the authorities in order to 
protect the rights of all parties involved.

According to Art.410 para.(1), (3), (11) of the Contraventions Code, ANCETI ascertains 
and examines the contraventions provided for in Art.84, 246-2592, Art.273 paragraphs (1), 
(4), (6), (10), (11), Art.278 paragraphs (1), (2), (4), (5), Art.279-281, Art.283 paragraph (1), and 
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Art.344, committed in the fields of activity falling within its competence. The heads of 
subdivisions and officials of the National Agency for Regulation of Electronic Commu-
nications and Information Technology, authorized by the Director or Deputy Directors 
of the Agency, shall be entitled to establish contraventions and to draw up minutes. The 
Director or Deputy Directors of the National Agency for Regulation of Electronic Com-
munications and Information Technology shall have the right to examine cases of contra-
vention and to impose sanctions [10, Article 410, para.(1), (3), (11)].

This provision regulates offenses related to the violation of regulations in the field 
of electronic communications, aiming to protect public order and ensure an appropriate 
legal framework for the activity of operators and providers of communications services. 
This article is set in a legislative context aimed at protecting the public interest, regulat-
ing relations between providers and consumers, and establishing sanctions for acts that 
may affect the proper conduct of activities in the field of electronic communications.

The direct object of the contraventions specified above derives from the content 
of each individual article and consists in the protection and regulation of activities relat-
ed to electronic and postal communications, and is intended to ensure compliance with 
the technical, legal and regulatory rules applicable in this area. Thus, the contraventions 
described in the respective articles refer to the unauthorized or improper provision, use 
and access to communications networks and services, as well as to the violation of the 
regulations governing these activities.

The objective side of the contraventions refers to the concrete facts, to the pro-
hibited behaviours stipulated by the law, such as: unauthorized provision of electronic or 
postal communication networks or services; failure to comply with the conditions of gen-
eral authorization or license; unlicensed use of resources (radio frequencies, numbering 
resources); unauthorized creation or operation of communication equipment; violation of 
technical rules of electromagnetic emission; unauthorized connection to communication 
networks, etc.

The infringing act is manifested by concrete conduct that violates the legal regula-
tions, through an action (e.g. offering a communications service without a license, unau-
thorized connection of terminal equipment or other means of electronic communications 
to electronic communications networks), an inaction (e.g, failure to provide the regulato-
ry authority with information on the conditions of access to property and/or shared use 
of the physical infrastructure, failure to deliver postal mail within the legal deadlines) or 
a breach of specific legal obligations (such as failure to comply with the conditions laid 
down in general authorizations issued by the competent authority).

The subjects of contraventions may be any natural person who violates the regula-
tions, or persons in a position of responsibility in an organization or institution who have 
managerial, decision-making or supervisory functions in an organization or institution 
and who can influence or control the activities of that organization or institution, or legal 
persons who, through their employees or infrastructure, may commit violations of regu-
lations in the field of electronic communications, postal communications and information 
technology.

Thus, both legal persons (the companies providing these services) and the natural 
persons who occupy managerial positions within them may be liable for breaches of the 
legal regulations. Individuals may commit offenses, in particular in relation to the misuse 
of electronic communications networks or information technology services. For example, 
an individual who illegally manipulates personal data, or uses non-compliant equipment 
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to connect to electronic communications networks, or uses the internet for illegal activ-
ities (such as fraudulent access to computer systems).

At the same time, the subject of contraventions in the given field may be natural and 
legal persons who do not provide these services, for example in the case of carrying out 
construction works in the protection zones of electronic communications lines, cables 
and installations without the authorization of the owner of these lines, cables, installa-
tions, or violation of the rules of protection of electronic communications lines, unau-
thorized connection to electronic communication networks.

The subjective side in the case of contraventions provided in Chapter XIV can mani-
fest itself in the form of intent as well as negligence. The person who commits the offense 
may act with intent, knowing that he is violating legal regulations, for example, an oper-
ator providing services without a license/authorization, or applying traffic management 
measures such as: discrimination, blocking, slowing down, modifying, or interfering in 
internet traffic acts with intent, or making and disposing of false postage stamps, franking 
cliches and postal seals. In other cases, the person may commit the offense by negligence, 
without intending to violate the law. Guilt may be present in situations where the act was 
not premeditated, but the person did not comply with the rules imposed by negligence 
or inattention (for example, failure to comply with technical regulations without intent to 
harm, recklessly damaging the line or electronic/ postal communication equipment; or 
an operator delaying the delivery of a postal service due to mismanagement of resources).

In conclusion, all these articles have a common purpose to protect the infrastruc-
ture and users of electronic communications and postal services, ensuring that they are 
regulated in a coherent and effective legal framework. Penalties are designed to discour-
age behaviour that could jeopardise network security or users ‘ rights and range from 
fines to deprivation of the right to conduct a particular activity.

At the same time, ANRCETI examines the contraventions provided in Art.84 of the 
Contravention Code [10], the subject of which constitute contraventions that threaten 
the life and health of the consumer caused by the production, placing on the market and/
or marketing of products and the provision of services dangerous to the life and health 
of the consumer. The provisions of this article refer to the sanctioning of persons who 
produce, place on the market or trade products and provide services dangerous to the 
life and health of consumers, contrary to the legal provisions. Thus, we will analyze the 
object, subject, objective side and subjective side of this contravention.

The object of the contravention is the protection of consumers, in particular their 
lives and health, by preventing the production, sale and marketing of products or services 
that may pose risks to them. The subjects of the contravention are natural persons, per-
sons with a responsible position and legal persons, who by their actions (production, mar-
keting, etc.) violate the legal provisions designed to protect public health. The objective 
side of the contravention implies the specific actions, which constitute the contravention 
Act, i.e. the production, placing on the market and marketing of dangerous products and 
services for consumers, under the conditions in which these actions contravene the legal 
regulations. These actions must be described in clear and precise terms, since any devia-
tion from legal regulations can be sanctioned, regardless of the intentions of the authors. 
The incriminated acts are the production, placing on the market, the marketing and the 
provision of services dangerous to the life and health of consumers, the violation of the 
regulations established by the competent authorities, specifically those that regulate the 
safety of products and services on the market, and there is no need for the danger to have 
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materialized, but only for the risk to arise. The subjective side refers to the intention or 
recklessness with which the incriminated acts are carried out and in this case, it is not 
specified whether the acts must be committed with direct intent or if it can also be sanc-
tioned in the case of an attitude of recklessness (negligence). Given that the law does not 
directly refer to elements of intent or guilt, penalties may also apply to acts committed 
recklessly.

The penalties are quite severe and are differentiated according to the nature of the 
person involved, i.e. natural persons can be sanctioned with fines between 60 and 90 
conventional units; responsible persons (probably officials or officials within entities) risk 
fines between 180 and 240 conventional units; legal persons (companies or organizations) 
are sanctioned with fines between 210 and 300 conventional units and, in addition, can 
be deprived of the right to carry out commercial activities for a period of 3 months to 
one year. The complementary measure of business suspension is an effective measure, 
as it directly affects the operating capacity of a legal entity or a person in a responsible 
position, being a strong deterrent mechanism and can have a significant impact on the 
respective business, which is desirable in cases where consumer safety is endangered. 
Thus, the law acts as a tool to prevent risks and protect against dangerous products that 
could cause permanent damage to public health.

A possible shortcoming would be that the article does not clearly define what “dan-
gerous products and services” mean, leaving this interpretation up to the competent au-
thorities. In addition, no specific examples are given and the applicability of sanctions 
may vary depending on their interpretation by competent courts or regulatory authori-
ties. However, a clear legal framework and uniform application of sanctions are needed to 
be effective in combating this type of behaviour.

At the same time, ANRCETI examines the contraventions provided in Chapter VII con-
traventions that threaten the health of the population, the health of the person, the sani-
tary-epidemiological state, namely Art.344 of the Contravention Code [10], the subject of 
which are contraventions in the field of market surveillance, metrology, standardization 
and consumer protection, manifested in violation of the requirements established in the 
normative acts on the production, storage, making available on the market and marketing 
of products, on the provision of services and violation of consumer protection rules.

Thus, ANRCETI regulates an essential area for public safety and consumer protection, 
focusing on the responsibility of producers, distributors and service providers, in case of 
violations related to product safety requirements, service provision and consumer protec-
tion, and through the sanctions provided, the law guarantees that the products and services 
put on the market meet the legal requirements and do not endanger the health or rights 
of consumers. The rules on transparency, fairness of information provided to consumers 
about the products and services they purchase and the resolution of complaints, also re-
flect a commitment by the authorities to ensure a safer and fairer consumer environment.

ANRCETI examines the contraventions stipulated in Chapter XV, contraventions 
affecting the entrepreneurial activity, taxation, customs activity and securities, namely: 
Art.273 para. (1), (4), (6), (10), (11), Art.278 para. (l), (2), (4), (5), Art.279-281, Art.283 para.(1) 
of the Contravention Code [10], the subject matter of which concerns the regulation and 
sanctioning of various violations in the field of trade (e.g. lack of signs of Mats, unjusti-
fied refusal to provide a service, etc.), consumer protection (e.g. violation by the seller, 
provider of the term established by the legislation for the free remidiation of deficiencies 
arising from the product or service, etc.), and compliance with the quality regulations of 
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products and services (e.g. falsification of products, storage, placing on the market and/
or marketing of products, provision of services without certificates of conformity, etc.).

Conclusions. We would like to underline that the legislation in force gives ANRCETI 
a wide range of prerogatives and competences, which allow the realization of policies 
and goals essential for the proper functioning of the telecommunications market in the 
Republic of Moldova, as well as the detection, prevention, combating and sanctioning of 
contraventions in the field of electronic communications.

ANRCETI by monitoring and controlling the activities of telecom operators, ensures 
compliance with regulations and quality standards, protecting the rights of end users as 
well as of telecom operators.
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Summary
The article examines the legal regime of intercommunity development associations (IDA) in a compar-

ative perspective between Romania and the Republic of Moldova, highlighting the legal foundations, the or-
ganizational and functional structure, as well as the institutional implications of these entities in the process 
of administrative decentralization and territorial cooperation. In Romania, IDAs benefit from a complex reg-
ulatory framework, strengthened by the administrative experience gained and the extensive use of European 
funds, being regulated by the Administrative Code and the special legislation on public services. In the Republic 
of Moldova, the Law no. 17/2023 provides a recent and promising legislative basis, but the practical implemen-
tation of the IDAs is still at an early stage. The study highlights the convergences and differences between the 
two systems, highlighting the importance of a coherent institutional framework, effective local autonomy and 
strengthening administrative capacity for effective intercommunity cooperation. The conclusions underline 
the need to harmonize national legislation with European best practices and to develop functional support 
mechanisms for IDAs in order to achieve objectives of local and regional public interest.

Keywords: intercommunity development associations, intercommunal cooperation, comparative legal 
regime, local autonomy, administrative decentralization, Romania, Republic of Moldova

Introduction. The process of administrative decentralization, as an expression of 
the modernization of public governance and the consolidation of local autonomy, has 
led to the emergence of new institutional forms of cooperation between administrative 
territorial units (ATU), of which the intercommunity development associations (IDA) are 
noted. These entities have acquired an increasingly important role in the architecture 
of local public administration, especially in the context of the need to coordinate and 
streamline public services, to attract external funds and to promote sustainable regional 
development.

In Romania, IDAs have evolved into a complex legal framework, being regulated by 
a combination of rules from public and private law, in a system that reflects the adapta-
tion of the local administration to the requirements of European integration and of the 
financing from non-reimbursable funds. The Administrative Code (EGO no. 57/2019), the 
Law no. 51/2006 on community services for public utilities and other relevant normative 
acts constitute the legal support of these structures, whose activity has experienced an 
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accelerated development over the last two decades.
In the Republic of Moldova, the IDA phenomenon is relatively recent, but it has 

acquired a specific regulation by Law no. 17/2023 on intercommunity development as-
sociations, reflecting the authorities’ efforts to strengthen administrative capacity and 
promote interinstitutional cooperation at local and regional level. This law provides a uni-
tary and coherent framework for the establishment, organization and operation of IDAs, 
placing them in a predominantly public legal regime, in accordance with the principles of 
local autonomy, transparency and public accountability.

Discussions and results obtained. This article aims at a comparative analysis of the 
legal regime applicable to intercommunity development associations in Romania and the 
Republic of Moldova, with emphasis on the normative foundations, organizational struc-
ture, competences and operating mechanisms of these entities. This approach aims to 
highlight the convergences and divergences between the two systems, as well as to iden-
tify best practices that can help strengthen inter-community cooperation and improve 
administrative capacity at local level.

The study has a special theoretical and practical importance, as it contributes to 
clarifying the legal status of IDAs and to understanding their role in the architecture of 
modern public administration. At the same time, the research aims at the legal founda-
tions of their functioning, highlighting the impact of administrative reforms and Europe-
an regulations on the process of organizing and conducting inter-municipal cooperation. 
Finally, the article provides recommendations for harmonizing and streamlining the reg-
ulatory and institutional framework, in order to fully capitalize on the potential that these 
structures have in the context of sustainable development and European integration.

The “Legal regime of the IDA” defines their position in the public law system, delim-
iting:

 – who can set them up,
 – what are their duties and limits,
 – how does it work,
 – what is their status to the state, ATU and citizens.

This regulation allows IDAs to be effective instruments for governance, with a key 
role in administrative decentralization and territorial development.

In Romania, the legal regime of intercommunity development associations (IDA) 
is the result of a legislative evolution that accompanied the process of decentralization 
and administrative regionalization started after 2000. These entities have emerged in re-
sponse to the need for cooperation between administrative territorial units (ATU) for the 
provision of more efficient public services, the development of infrastructure and the 
attraction of European funds.

Legal regime of intercommunity development associations in Romania is regulated by: 
• The Administrative Code - EGO no. 57/2019, in Title V, Art. 89–92[11]. This reg-

ulatory framework provides for the establishment of ADIs by two or more ATUs for the 
purpose of jointly exercising or providing public services [11]. 

• Law no. 51/2006 on community services for public utilities is another funda-
mental normative act, which allows the delegation of powers to the IDA, especially in the 
field of water, sewerage and sanitation services [6].

• Governmental Ordinance no. 26/2000 on associations and foundations – insofar 
as they apply subsidiarity, they regulate the aspects of internal organization, management 
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and patrimony [10];
• Law no. 273/2006 on local public finances – provides for the possibility of allocat-

ing funds to the IDA, including transfers from local [8] budgets.
According to the Art.91 of the Administrative Code, ATUs may associate with each 

other voluntarily, based on partnership and local autonomy. IDAs are considered public 
law legal entities, although they can sometimes acquire organizational forms inspired by 
private law.

At the same time, the legal regime of the IDA is strongly influenced by the European 
rules on inter-municipal cooperation and public-public partnership. Recommendation 
CM/Rec(2007)4 of the Committee of Ministers of the Council of Europe on inter-munic-
ipal cooperation is often invoked in specialist doctrine[12].

In the Republic of Moldova, the regulation of intercommunity development asso-
ciations is relatively recent. The fundamental law in the matter is Law no. 17/2023 on 
intercommunity development associations, which comes to systematize and clarify the 
status of these entities[7].

Article 2 of the Law defines IDAs as[7] “legal entities under public law, created by 
administrative territorial units for the purpose of jointly carrying out projects or activities 
of public interest”. This law:

 – establishes a unified procedure for establishment (by association agreement ap-
proved by local councils);

 – establishes the regime of patrimony, budget and responsibility;
 – enshrines the subordination of these entities to the principles of local autonomy, 

transparency and public accountability.
Law no. 436/2006 on local public administration [9] states in Art.8 about the pos-

sibility of inter-municipal cooperation, but without detailed regulation, leaving this area 
in the care of the special law.

Also, the Law no. 181/2014 on local public finances [5] allows the allocation of 
funds to support IDAs, especially in the context of regional development programs or 
cross-border cooperation.

In addition, Moldova has developed strategic policies that include the promotion 
of IDAs, such as the National Strategy for Regional Development [1] and the Public Ad-
ministration Reform Strategy for 2023–2030 [2], which identifies IDAs as a pillar of the 
modernization of public services at local level.

Romanian legislation provides a more mature and detailed legal framework, un-
derpinned by a solidified administrative practice over time and the support of European 
funds. Instead, Moldova is in a process of institutional consolidation, the new Law no. 
17/2023 is an important step towards alignment with European standards.

Both systems recognize IDAs as autonomous entities, but deeply anchored in the 
public administration system. The main differences relate to the applicable legal regime 
(public-predominant in Moldova, mixed in Romania), the institutional support framework 
and the way they are treated in relations with central authorities.

Intercommunity development associations (IDA) are one of the modern and flexible 
forms of collaboration between administrative territorial units (ATU), arising in the con-
text of the processes of decentralization, regionalization and reform of public adminis-
tration. The general characteristics of these entities, both in Romania and in the Republic 
of Moldova, reflect a synthesis between the need for administrative efficiency and the 
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imperative of institutional cooperation.
One of the defining features of IDAs is the fact that exclusively administrative ter-

ritorial units can establish them: communes, cities, municipalities and county councils in 
Romania [11]; territorial administrative units of any level in the Republic of Moldova [7]. 
In neither of the two countries is the participation of private legal entities or citizens as 
founding or associate members of the IDA allowed.

In Romania, Art.89 of the Administrative Code clearly states that “two or more ad-
ministrative territorial units may be associated in order to jointly carry out works and 
services of local or county public interest”. This wording can also be found in the special 
legislation (Law no. 51/2006) [6], which reiterates the public character of the Association.

In the Republic of Moldova, the Art.2 of Law no. 17/2023 stipulates that “the mem-
bers of an intercommunity development association can only be administrative territorial 
units of any level”. Therefore, the establishment regime is exclusively public, reflecting a 
more rigid but also clearer legal approach.

IDAs are non-profit entities. Unlike commercial companies or other contractual 
forms, they do not seek to generate profit for their members. The exclusive purpose is 
to provide public services or carry out projects in the interest of the local communities 
involved.

The public services managed by the IDA vary according to the delegated powers, but 
often include water supply and sewerage, waste management, public transport, public 
lighting, public domain management or local economic development. For example, many 
IDAs in Romania are created to implement projects with European funding in the field of 
urban infrastructure (e.g. IDA Apă-Canal, IDA Eco-Deșeuri etc.).

In the Republic of Moldova, according to Art.2 of Law no. 17/2023 [7], associations 
may operate in areas of competence of public administration and ATU, in order to achieve 
their tasks in the social, economic, cultural and environmental sphere, in order to en-
sure sustainable development and increase the quality of life in administrative-territorial 
units such as: local economic development, modernization of infrastructure, social de-
velopment, environmental protection, tourism or education. Although IDAs may generate 
revenue from the provision of services, such revenue must be reinvested for statutory 
purposes.

Another essential element of the functioning of the IDAs is the voluntary but formal-
ized transfer of competences and resources from members. This requires:

• delegation of tasks of local or regional interest to the association;
• allocation of funds from local budgets;
• transfer of public or private goods (land, buildings, equipment).
In Romania, the Administrative Code explicitly allows the delegation of powers 

through administrative acts adopted by local or county councils, and the Community 
Services Law establishes the possibility of concession of services to the IDA, which thus 
become regional operators.

In the Republic of Moldova, the Law no. 17/2023 regulates the transfer of powers, 
stipulating that it is done by the association agreement and by decisions of the local coun-
cils. The IDA is also entitled to manage its own assets and to contract loans, in compliance 
with public finance regulations.

IDAs are characterized by a management structure specific to autonomous public 
entities:
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• The general assembly of members (consisting of representatives of the associated 
ATUs);

• Board of Directors or Management Board;
• Chairman/Chief Executive Officer (who performs the current management duties).
Decisions are taken by vote of the members, depending on the statutory provisions 

– as a rule, in proportion to the share of participation or according to the principle of “one 
member, one vote”.

This internal organization is more strictly regulated in the Romanian legislation, 
being inspired by the structure of public institutions, but adapted to an associative form. 
In the Republic of Moldova, the Law no. 17/2023 provides greater freedom of internal reg-
ulation by articles of association, but imposes rules of transparency, audit and reporting.

Anyways, the fundamental characteristic that unifies the legal regime of IDAs is sub-
ordination to the principle of local autonomy. These entities are not subordinate to the 
central authorities, but act by the common will of the member local authorities.

In Romania, Art.3 of the Administrative Code emphasizes local autonomy as a con-
stitutional principle, and IDAs are a concrete expression of it. In Moldova, local autonomy 
is guaranteed by the Constitution (Art.109) and regulated by the Law no. 436/2006, which 
expressly allows forms of intercommunal cooperation [9].

Intercommunity development associations (IDA) rely on an institutional cooperation 
mechanism that involves the voluntary engagement of several administrative territorial 
units (ATU) in order to achieve common interests. The cooperation structure constitutes 
the organizational and functional foundation of the IDAs, providing the legal framework 
for the coordination of collective actions, the management of common resources and the 
exercise of delegated duties.

The starting point of any inter-municipal cooperation is the association agreement, 
an essential legal act, which expresses the common will of the participating ATUs. It must 
be approved by decisions of local (or county, in Romania) councils, and subsequently 
transposed into the IDA articles of association.

The Agreement establishes:
 – the purpose of cooperation (public services, regional development, infrastructure, 

environmental protection, etc.);
 – the financial and material contributions of the members;
 – partnership duration;
 – the rights and obligations of each Party;
 – the procedures for admission, withdrawal and exclusion of members;
 – dispute resolution mechanisms.

In Romania, the model of agreement is usually standardized and adapted to the re-
quirements of some funding programs, especially from European funds. In the Republic 
of Moldova, the Law no. 17/2023 enshrines a clear structure of the agreement, but leaves 
more freedom in formulations, to allow adaptation to local needs.

The cooperation structure implies the existence of management and decision-mak-
ing bodies, which ensure the functioning of the association and the implementation of the 
policies established by the founding members. In both states, the main organs are [4]:

• The general assembly of the members: supreme decision-making body, consist-
ing of the legal representatives of the member ATUs (mayors, presidents of county/dis-
trict councils). It approves the budget, the development strategy, the investment plans 
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and exercises control over the executive management.
• Board of Directors/Management Board: executive body, appointed by the gener-

al assembly, which coordinates the implementation of decisions, supervises the activity 
of the executive director and adopts current decisions on the activity of the association.

• Executive Director/IDA President: the operational manager of the entity, em-
ployed under an individual employment contract or appointed from among the founding 
members. He/she is responsible for the daily management of the activity, representation 
in relation to third parties, commitment of expenses and implementation of projects.

In Romania, the composition and duties of these bodies are regulated in detail in 
the Administrative Code and in Law no. 51/2006. In the Republic of Moldova, the Law no. 
17/2023 enshrines a similar pattern, but offers greater scope for customization through 
the articles of association of each IDA.

The cooperation structure also includes the regulation of the financing mecha-
nisms, which are absolutely necessary for the efficient functioning of the IDAs. Sources 
of funding include:

 – members’ contributions (allocated through local budgets);
 – grants or subsidies from the state (especially for regional development);
 – external funds (especially in Romania – EU funds);
 – own income (from the provision of services or the lease of property).

In Romania, IDAs are frequently used as beneficiaries of European funds, especially 
in the field of public utility services (Environment SOP, LIOP, NRRP). Many of them have 
operated as contracting authorities in projects over 10 million euros.

In the Republic of Moldova, this practice is being formed at the moment, but Law 
no. 17/2023 explicitly provides that the IDA may access external funds, individually or in 
partnership with public authorities or the private sector.

IDAs operate as autonomous entities, but interdependent from the founding mem-
bers. They are not subordinate to the central authorities, but are subject to financial and 
administrative control by the Court of Accounts, Public Finance Agencies, as well as other 
competent institutions.

In addition, in Romania, IDAs can conclude partnerships with ministries, govern-
ment agencies or regional operators for the realization of joint projects. In Moldova, such 
partnerships are encouraged through regional cooperation strategies, but the practical 
framework requires further development.

Both Romania and the Republic of Moldova have promoted the establishment of IDAs 
in the context of cross-border cooperation. The cooperation programs Romania-Moldo-
va-Ukraine, financed by the European Union, encouraged the ATUs of the two states to 
set up IDAs in order to implement joint projects.

In this respect, the IDAs can be an instrument of local diplomacy and institutional 
rapprochement between the communities on the two banks of the Prut River.

Intercommunity development associations (IDA) are, by their legal and functional 
nature, associative entities, established by the collective will of several local public ad-
ministration authorities. They reflect the application of an established principle of de-
centralization – that of cooperation between administrative territorial units – in an insti-
tutionalized form and regulated by legal norms. From this perspective, the analysis of the 
associative structure of the IDAs reveals multiple specific aspects both in the organiza-
tional plan, as well as in the legal and functional plan.



LEGEA ŞI VIAŢAPublicaţie ştiinţifico-practică803
ediție specială, 2025

LAW AND LIFEScientific-practical publication

special edition, 2024

The essence of any associative structure is the freely expressed consent of its found-
ing members. In the case of IDAs, this consent is expressed by decisions adopted by local/
county councils (in Romania) or by local/district councils (in the Republic of Moldova), in 
order to establish a joint entity. The Association Agreement and the Articles of Associa-
tion constitute the basic documents governing the organization, operation and objectives 
of the Association.

This collective will has a public character and materializes in administrative acts. In 
Romania, Art.89 of the Administrative Code expressly provides that “two or more admin-
istrative territorial units may be associated with each other in order to jointly carry out 
works and services of local public interest”. In the Republic of Moldova, the Art.3 of the 
Law no. 17/2023 similarly stipulates that “intercommunity development associations are 
established by the freely expressed agreement of the founding ATUs, in order to jointly 
carry out tasks of local or regional interest”.

The organizational structure of the IDAs reflects the classical principles of an asso-
ciation:

 – equality of members (all associated ATUs have equal rights, to the extent provided 
by the Articles of Association);

 – autonomy of will (each ATU decides whether to join, stay or withdraw);
 – democratic management (decisions are adopted in the general assembly of mem-

bers);
 – institutional solidarity (legally adopted decisions commit the entire association).

In both countries, this associative structure is complemented by the executive bod-
ies and internal regulations that ensure the operational autonomy of the IDA, in compli-
ance with the will of the founding members.

Unlike the associations established under GO no. 26/2000 (Romania) or the general 
legislation on associations (in Moldova), the IDAs are composed exclusively of public en-
tities – local government authorities. This particularity gives a hybrid dimension to these 
entities: they are associative structures from an organizational point of view, but they 
have features of public authority by the nature of their members and objectives.

This has important implications:
 – the budget of the association consists of public funds (contributions from local 

budgets);
 – its acts must comply with the principles of legality, transparency and good gov-

ernance;
 – the activity is subject to the control of the Court of Accounts and, in the case of 

Romania, also of the County Courts of Accounts;
 – in some cases, the IDA may be considered as contracting authorities within the 

meaning of public procurement legislation.
The associative structure of the IDA is accompanied by a special legal regulation that 

places them in an intermediate area between public law and private law legal entities. In 
Romania, this duality is more pronounced, as GO no. 26/2000 can be applied subsidiarily, 
while in Moldova, the Law no. 17/2023 establishes a preponderant regime of public law.

This legal ambivalence causes:
 – difficulties in delimiting the legal liability regime;
 – uncertainties regarding the application of labor law (contractual vs. bureaucratic 

regime);
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 – differences in interpretation regarding the application of tax or accounting rules.
However, in both states, IDAs are recognized as autonomous entities, distinct from 

their founding members, with their own legal personality, patrimony and capacity to act 
in court.

Another essential element of the associative structure is the need to take decisions 
by consensus or by majority mechanisms established by the Articles of Association. As a 
rule, in the general assembly of members, the votes are cast:

 – either equal (one member – one vote);
 – or proportional to the contribution to the association’s budget;
 – or combined (e.g. 50% equal, 50% proportional).

This formula ensures a balance between the common interests and the specifics of 
each member community. In practice, the proportional voting system is common in IDAs 
in Romania that manage regional networks (e.g. water-sewerage or sanitation), where 
counties or municipalities contribute higher amounts.

To conclude: 
Intercommunity development associations (IDA) are an institutional expression of 

cooperation between administrative territorial units, designed to meet the requirements 
of a modern public administration, oriented towards efficiency, subsidiarity and sustain-
able development. The comparative analysis of the legal framework in Romania and the 
Republic of Moldova highlights both a number of common elements and significant differ-
ences reflecting the level of institutional maturity, the normative context and the distinct 
European influences in each system.

In Romania, the legal regime of IDAs is shaped by a solid administrative practice, 
supported by a complex regulatory framework and the experience gained in the man-
agement of European funds. The relationship between the Administrative Code, Law no. 
51/2006 and other normative acts ensure a legal coherence that allows the efficient oper-
ation of these entities. The dual character – between public and private law – gives flexi-
bility, but also complexity in applying the rules on governance, financial responsibility and 
employment relationships.

Instead, the Republic of Moldova is at an early stage of developing this inter-municipal 
cooperation instrument. Law no. 17/2023 represents a major progress in the systematiza-
tion of the legal regime of IDAs, providing a clear, coherent structure and in accordance 
with the principles of local autonomy and good governance. However, the challenges relate 
to the effective application of the law, the creation of an institutional support framework 
and the adaptation of administrative capacity to the new requirements.

The following key findings emerge from the analysis:
1. The exclusively public character of the founding members is a common feature of 

both systems, strengthening the public utility function of the IDAs.
2. The non-patrimonial purpose of these entities remains a defining element, with 

emphasis on the provision of public services and the implementation of joint projects.
3. The internal organizational structure is relatively similar in the two countries, 

but in Romania, there is a higher degree of standardization and professionalization of the 
executive management.

4. The Romanian legal regime more efficiently integrates the IDAs in the mech-
anisms for absorbing European funds, while the Republic of Moldova must develop its 
technical-administrative capacity in this regard.
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5. Public control, transparency and accountability remain imperative for both 
states, and national laws gradually reflect this orientation.

In conclusion, IDAs constitute a functional and adaptable solution for the promo-
tion of local public interest, in a context marked by increased demands on public service 
quality, resource efficiency and cross-border cooperation. Capitalizing on their potential 
depends on the quality of regulation, the administrative capacity of the member ATUs and 
the political and institutional support provided by the state.

From a comparative perspective, Romania can provide a model of good legislative 
and administrative practices in the field of intercommunity development, while the Re-
public of Moldova can strengthen its reform efforts by adjusting the regulatory frame-
work and by effectively supporting local authorities in the association processes.
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Summary
This paper aims to analyze international good practices in preventing fraud and corruption in public 

procurement contracts, through the lens of the regulatory framework, control mechanisms and technological 
solutions implemented globally, emphasizing their relevance for strengthening transparency, efficiency and 
accountability in the management of public funds. Public procurement remains one of the most vulnerable 
sectors to integrity risks, especially in emerging economies and administrative systems undergoing reform.

The main objective of this study is to identify and formulate practical and adaptable recommendations 
to the legal and institutional context of the Republic of Moldova. Only on the basis of a comparative analysis 
can some strategic directions be outlined for the development of sustainable public policies that comply with 
international standards on integrity in the public sector. Consolidation of the national procurement framework 
cannot be achieved only through legislative changes, but involves the implementation of verified, transparent 
and resilient administrative practices, because it is not enough to talk about transparency only in theory, prac-
tical applicability remains the real test of administrative integrity.

The prevention of corruption must become a continuous process, not a temporary reaction to external 
pressures. Integrity in public procurement is not only a condition for economic efficiency, but also a cornerstone 
of functional democracy. The results of this study highlight the importance of digitalization of processes, deci-
sion-making transparency and the involvement of civil society in public procurement contracts monitoring.

Keywords: public procurement, anti-corruption, integrity, public funds, corruption, fraud, principles, 
transparency, competition.

Introduction. Preventing fraud and corruption in public procurement contracts is 
a major priority at the international level, having a direct impact on the transparency and 
efficiency of the use of public funds. In the context of globalization and economic integra-
tion, states are exposed to increased risks of fraud and corruption, and as a consequence, 
the implementation of international best practices becomes essential.

 It is not surprisingly that the Advisory Committee on Business and Industry to the 
OECD has noted that: “Public procurement is one of the most important public govern-
ance issues. Measures are needed to ensure integrity by reducing bribery and corrup-
tion.” [1] (the translation belongs to us).

The objective of this study is to analyze and identify the most effective international 
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practices for preventing fraud and corruption in the field of public procurement, with the 
aim of formulating recommendations applicable in the national context. 

The Republic of Moldova moved towards transposing the European Union Direc-
tives in the field of public procurement in 2015, by adopting the law on public procure-
ment, currently in force [2] and the laws on procurement carried out by entities operating 
within certain branches (for example: water, energy, transport and postal services, etc.). 
However, the laws have been amended several times since then, and legal instability is 
one of the weaknesses of the public procurement system. 

Methods and materials applied. To carry out this study, a mixed methodological 
approach was used, which combines qualitative methods with elements of comparative 
analysis, relevant case studies and specialized literature, focusing on identifying internal 
control tools and mechanisms adopted at international level. The chosen methodology 
aims to identify, compare and evaluate international good practices in preventing fraud 
and corruption in the field of public procurement. Thus, the research method of docu-
mentary analysis included the examination of relevant international legislation (UNCAC, 
EU Directive 2014/24/EU, ISO 37001), of best practice guides and reports from interna-
tional organizations (OCDE, UN, etc.). The research method - the case study - was applied 
to examine in depth the Canadian model of fraud prevention in public procurement. The 
case study was selected based on its relevance and high degree of institutional integra-
tion and procedural innovation. The comparative analysis method was used to highlight 
the differences and similarities between the policies and mechanisms applied in different 
countries, such as Canada, France and Norway. The comparison took into account factors 
such as transparency, the efficiency of internal control mechanisms, civil society partic-
ipation and the use of digital tools. The method of triangulation of sources was applied 
to ensure the validity and reliability of the results, by corroborating data from different 
sources (official documents, academic publications, reports from international organiza-
tions and government information). 

This methodology allowed the identification of a coherent set of fraud prevention 
measures and tools that can be adapted in different national contexts, with the aim of 
integrity strengthening in public procurement contracts.

Discussions and results obtained. Public procurement is substantially regulated to 
ensure value for money, fair competition and transparency. However, the field is also ex-
posed to corruption risks due to the large sums of money spent, the technical and legal 
complexity and the degree of discretion/freedom available to contracting authorities to 
determine the details of public expenditure.[3]

In order to have a clear understanding of the phenomenon of corruption and fraud 
in public procurement, it is essential to define these concepts and analyze the interna-
tional legal framework. Fraud refers to intentional acts of deception to obtain financial or 
other advantage, while corruption involves the abuse of power for personal gain. At the 
international level, various bodies such as the UN, OECD and the World Bank have devel-
oped Directives and standards aimed at preventing and combating fraud and corruption, 
including within the public procurement process. Among these, the following are noticed: 

 – The United Nations Convention against Corruption (UNCAC) [4] is the only uni-
versal anti-corruption instrument with legally binding force. It provides a global frame-
work for corruption preventing and combating, promoting proper management of public 
affairs and measures such as transparency in procurement processes and protection of 
whistleblowers, while encouraging international cooperation and technical assistance. 
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 – In order to establish a unified legal framework, which guarantees free and com-
petitive access between companies in the European Union, EU legislation provides for 
minimum harmonized rules on public procurement. These rules are mainly enshrined in 
the EU Directive 2014/24/EU on public procurement [5]. Established to ensure a com-
petitive and transparent framework in public procurement procedures, it includes meas-
ures to prevent conflicts of interest and fraud. Contracts related to water, energy, trans-
port and postal services are excluded from the Directive. These are instead regulated by 
Directive 2014/25/EU [6].

The respective regulations are transposed into the national legislation of the Mem-
ber States and are mandatorily applied to procedures with values   exceeding certain 
amounts. In the case of contracts with values   below these thresholds, internal rules ap-
ply, of course provided that the general principles of EU law, such as transparency, equal 
treatment, non-discrimination and proportionality, are respected (see Case C-324/98 
Telaustria Verlags GmbH and Telefonadress GmbH v. Republic of Austria [7]). In its con-
sistent case law, the Court of Justice of the European Union has ruled that these princi-
ples also apply to contracts below these thresholds.

 – A special place also belongs to the Organization for Economic Co-operation and 
Development (OECD) Guidelines on principles for integrity in public procurement.[8] 
This guide provides a comprehensive framework for integrity promoting throughout the 
entire procurement cycle, from needs assessment to the management and execution of 
public procurement contracts, etc.  

 – Also, a significant role in integrity strengthening in the public procurement pro-
cess is played by the legal framework created at the Council of Europe level, in particular 
through the Criminal Law Convention on Corruption, adopted in Strasbourg in 1999 [9]. 
This Convention establishes concrete obligations for States Parties to criminalize acts of 
corruption, both in the public and private sectors, including in relation to public procure-
ment. The mechanism for monitoring the implementation of the Convention is provided 
by the Group of States against Corruption (GRECO) [10], which provides periodic assess-
ments, including of the Republic of Moldova, on the efficiency and compliance of the 
legislative and institutional measures adopted by the member states. GRECO promotes 
high standards of integrity in public administration, emphasizing transparency, prevent-
ing conflicts of interest and holding contracting authorities accountable. In the context 
of public procurement, GRECO recommendations are aimed at strengthening anti-cor-
ruption measures and ethical standards in the public sector and often aim at the adoption 
of rigorous prevention mechanisms, such as codes of conduct, declarations of assets and 
interests, professional training of employees and effective mechanisms for sanctioning 
acts of corruption.

The Republic of Moldova is a party to the GRECO monitoring mechanism within the 
Council of Europe since July 1, 2001. In this capacity, the state is subject to periodic mul-
tilateral evaluations regarding the measures adopted to prevent and combat corruption, 
both in the public and private sectors. Following the accession of the Republic of Moldova 
to the relevant legal instruments, in particular the Criminal Law Convention on Corrup-
tion and the Civil Law Convention on Corruption [11], a series of reforms aimed at aligning 
the national framework with international integrity standards followed. 

In the specific context of public procurement, GRECO has repeatedly highlighted 
certain persistent risks regarding illegitimate political influences on the decision-making 
process, the lack of effective mechanisms to prevent conflicts of interest and certain de-
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ficiencies in the transparency and control of the award of public procurement contracts. 
So far, the Republic of Moldova has been subject to several GRECO evaluation rounds, 

and its reports are public: Round 4 (2014): It aimed to prevent corruption among deputies, 
judges and prosecutors.[12] Round 5 (2023) evaluates measures to prevent corruption and 
promote integrity in the central public administration (executive leadership positions) 
and at the level of law enforcement institutions [13]. The latter identifies a number of ar-
eas where improvements are needed, including in the field of public procurement. At the 
same time, the authorities of the Republic of Moldova are expected to submit a report to 
GRECO on the implementation of its 25 recommendations by 30 June 2025, so that it can 
assess the country’s level of compliance.

We note that in its reports GRECO has emphasized the need to improve the trans-
parency of the decision-making process, the conflict-of-interest regime and the efficien-
cy of disciplinary mechanisms, aspects that are also essential for public procurement. 
At the same time, although GRECO is not a mechanism specialized exclusively on public 
procurement, it nevertheless constantly addresses corruption risks in this area within its 
assessments. 

As regards the Republic of Moldova, successive GRECO reports have highlighted some 
systemic integrity risks in the public procurement process. The recommendations made 
aim to establish clear standards of conduct, continuous training of personnel involved in 
procurement procedures and strengthening the independent monitoring and audit frame-
work. For example, in the Fifth Round Evaluation Report (2023), GRECO highlighted that 
significant vulnerabilities persist in the public procurement process in the Republic of Mol-
dova in the context of budget execution and political influence, calling for the strengthen-
ing of control over the award of contracts. These findings are of particular relevance in the 
process of modernizing and Europeanizing the national public procurement system.

The last but not the least, the ISO 37001 Anti-Bribery Management System is also im-
portant. This international standard provides guidance for implementing anti-corruption 
measures and monitoring their effectiveness. In the context of the Republic of Moldova, 
ISO 37001 is gaining increasing relevance, especially in the field of public procurement. Its 
implementation by contracting authorities could significantly contribute to strengthening 
internal control systems and preventing bribery risks. The standard can also be used as a 
reference in the development of internal procedures or even as a requirement for economic 
operators participating in tenders, thus increasing the level of integrity in the relationship 
between the state and suppliers. ISO 37001 can operate complementary to the Integrity 
Law No. 82/2017 and the Public Procurement Law No. 131/2015, providing an international-
ly recognized methodological basis for assessing and managing corruption risks.

Business integrity is an essential component of corporate sustainability, including 
in the field of public procurement. The negative impacts of economic activities along 
supply chains are often facilitated by corruption phenomena. Such impacts may include 
violations of environmental law or abuses of human and labor rights. In other words, 
corruption is one of the fundamental causes of negative consequences on sustainability 
and durability. At the same time, corruption, by itself, represents a harm that companies 
have a duty to avoid as part of responsible business conduct (RBC – Responsible Business 
Conduct) [14].

On the contrary, the implementation of effective measures to prevent corruption 
contributes to avoiding other negative effects, and strengthening the integrity of pub-
lic procurement can support their sustainability at the global level. Public procurement, 
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at the crossroads between the public and private sectors, is particularly vulnerable to 
corrupt practices. The financial volume involved in public procurement accentuates the 
relevance of this vulnerability: for example, in OECD member countries, government pro-
curement represents an average of 13% of annual GDP [15].

The exact estimation of the size of corruption in public procurement is however very 
difficult. Nevertheless, recent research indicates that the value of bribes could range between 
8% and 25% of the total value of goods, services or works purchased by governments [16].

Good practices for preventing fraud and corruption in public procurement. 
Fraud and corruption prevention practices in several countries were analyzed, among 
which France stands out for its extensive digitalization of public procurement processes, 
as a means of preventing corruption and increasing transparency. The national system 
“PLACE” (Plateforme des Achats de l’État) allows the full management of online proce-
dures, from the publication of notices to the signing of public procurement contracts. 
Simultaneously, France introduced the obligation to publish essential data of public pro-
curement contracts in an open format, which allows for more rigorous oversight by civil 
society and the media. The Court of Accounts and the National Financial Prosecutor’s 
Office (PNF) actively collaborate in investigating irregularities in procurement, comple-
mented by a consolidated legislative framework against conflicts of interest. These com-
bined measures contribute to creating a predictable, digitalized and transparent environ-
ment, which reduces fraud risks and increases trust in public administration. 

Norway also stands out for its strong institutional culture of transparency and the 
active involvement of civil society in public procurement monitoring. The procurement 
system is regulated by the Law on Public Procurement, complemented by strict rules on 
conflict of interest, decision-making transparency and reporting of irregularities. A dis-
tinctive element is the use of the Doffin Portal (Database for public procurement), which 
provides public access to all procurement notices. In addition, NGOs and the press have 
wide access to documents, which encourages independent reporting and investigations. 
Norwegian institutions also use regular external and internal audits, with a focus on sys-
temic risks preventing, not just on post-factum detection of irregularities. These tools 
ensure a high level of integrity and efficiency in the management of public funds. At the 
same time, Norway has already demonstrated a historic change with a 30% share of cli-
mate and environmental considerations in public procurement.  

Of course, if we were to analyze, then from each EU member state we could take 
over certain good practices that could be adapted in the Republic of Moldova, but in the 
future, we will refer to a case study, namely the Canadian model. An example of good 
practice at the international level is provided by Canada, which has developed a complex 
system for integrity protecting in the public procurement process. Through the Central 
Agency “Public Services and Procurement Canada”, the Government of Canada has imple-
mented policies and tools aimed at reducing the risks of fraud, corruption and exploita-
tion through forced labor in public procurement. Key practices include: 

• The Office of Supplier Integrity and Compliance, which manages the program to 
suspend and debar unethical and non-compliant suppliers (OSIC);

• Fairness Monitoring Program, through which independent observers assess the 
impartiality and transparency of procurement processes;

• Biannual fraud awareness campaigns aimed at employees, suppliers and the public;
• Hotline for fraud reporting in public contracts, in partnership with law enforce-

ment authorities; 
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• Internal investigations, data analysis and forensic accounting expertise to detect 
unethical practices;

• Policies against forced labor, including contractual clauses and ethical sourcing 
policies in the textile industry;

• Updated Code of Conduct, setting clear standards on human rights and labor;
• Contract Security Program, which imposes strict supplier vetting requirements.[17]
Functional integration between different government structures allowed for a ho-

listic approach to corruption risks in the public procurement process. In addition, con-
tracting authorities have cooperated in joint initiatives. A well-known example is coop-
eration between similar agencies to share responsibility for risk assessments of human 
rights violations in supply chains for common procurement categories [18].

This model emphasizes the importance of inter-institutional collaboration, trans-
parency and a proactive approach in fraud combating, serving as a benchmark for other 
states interested in reforming of the public procurement system.

But how applicable is the Canadian model in the Republic of Moldova? The Canadian 
model is distinguished by the use of modern governance tools in the field of public pro-
curement. By comparison, the Republic of Moldova is in a process of gradual alignment 
with international standards in terms of integrity, transparency and corruption preven-
tion. Although significant progress has been made, including through the reform of the 
National Agency for the Resolution of Complaints and the strengthening of the compe-
tences of the National Integrity Agency, systemic vulnerabilities related to political in-
fluence, the lack of interoperability of databases and the uneven application of integrity 
rules in procurement practice still persist.

Adapting the Canadian model to the context of the Republic of Moldova would require:
 – Creation of specialized structures for monitoring the integrity of suppliers and the 

imposition of strict eligibility criteria;
 – Establishment of a mechanism for independent monitoring of the correctness of 

procurement procedures;
 – Implementation of public awareness campaigns regarding the risks of fraud and 

corruption;
 – Introduction of contractual clauses that condition the participation in procedures 

on the respect of human rights and labor standards;
 – Investments in digitalization and risk analysis technologies to prevent favoritism 

or manipulation of procurement processes.
 – Introduction of anti-forced labor clauses in contracts, allowing termination in cas-

es where the use of forced labor in the production of the delivered goods is discovered.
 – Implementation of a contract security program that would require mandatory se-

curity screening of private organizations and personnel with access to classified informa-
tion or critical infrastructure.

 – Staff rotation or redistribution can also contribute to a more coherent response: 
civil servants specialized in one field (integrity, supply chains, business or sustainability in 
public procurement) can be assigned to work in public institutions that have another field 
as their main activity. [17]

In conclusion, we can say that the Canadian model offers a partially applicable 
framework for reforming the Moldovan public procurement system, especially from the 
perspective of integrity, transparency and sustainability. The adaptation of these best 
practices could strengthen public confidence in the procurement process and contrib-
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ute to aligning the Republic of Moldova with European and international standards. This 
approach could be used as a model for states that wish to align their public procurement 
policies with those regarding combating corruption, respecting human rights and pro-
moting sustainability and durability. 

At the same time, the Republic of Moldova represents a notable example of adap-
tation to international good practices in the field of corruption prevention in the field of 
public procurement, actively adopting the international standard Anti-Bribery Manage-
ment System. Starting with 2021, several public institutions in the Republic of Moldova 
have obtained ISO 37001 certification. Among these, the National Anticorruption Center, 
the Competition Council, the National Road Transport Agency, as well as some local pub-
lic authorities such as the Mayoralties of Cahul and Ungheni municipalities stand out. 
These certifications are not just symbolic, but reflect the implementation of an effective 
bribery prevention system, with direct applicability in public procurement procedures. 
Supported by initiatives from the European Union and UNDP, the certification process 
was integrated into the broader framework of the National Integrity and Anti-Corruption 
Program 2024–2028 [19], which explicitly promotes the use of international standards as a 
tool for good governance strengthening. This approach demonstrates once again that ISO 
37001 can be not only an international benchmark, but also a national reference standard, 
concretely applicable in the public procurement process.  

When developing the National Integrity and Anti-corruption Program 2024–2028, 
the best practices in the field of anti-corruption policies were taken into account, and 
several examples of such practices of the states of Bulgaria, Croatia, Estonia, Lithuania 
and Romania were identified. All of these countries have developed strategies or action 
plans to guide their efforts in the fight against corruption. These documents provide a 
clear framework and specific directions for strengthening integrity, increasing trans-
parency and combating corruption on various dimensions. Thus, an obvious trend in all 
the countries analyzed is the consolidation of the institutional and regulatory framework 
necessary for corruption preventing and combating. Another trend is highlighted in the 
importance of increasing transparency and openness in the work of public authorities. 
This involves ensuring access to information, publishing relevant data and promoting a 
culture of transparency in public institutions and in the public procurement process. [20] 

Conclusions and recommendations. In most public policies analyzed at interna-
tional and regional levels, there is a strong tendency to consolidate the culture of integrity 
through awareness-raising tools and active involvement of civil society. Anti-corruption 
strategies are no longer limited to punitive measures, but include essential components 
such as civic education, public information campaigns and participatory mechanisms for 
monitoring administrative processes, including in the field of public procurement. The 
role of NGOs and citizens in corruption identifying and reporting thus becomes a pillar of 
modern prevention policies.

At the same time, the recent practice of Eastern European states highlights the im-
portance of strategic alignment with the recommendations of specialized internation-
al bodies, such as the ACN/OECD (Anti-Corruption Network for Eastern Europe and 
Central Asia of the Organization for Economic Cooperation and Development). Accept-
ing these assessments and transposing the recommendations into national public policy 
documents reflects a real openness towards the same goal as international standards on 
integrity, transparency and accountability in the public sector.

Combating fraud and corruption in public procurement is one of the most pressing 
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challenges. The comparative analysis of international good practices reveals that success 
in this area depends not only on political will and the regulatory framework, but also on 
the adoption of standardized, efficient instruments capable of preventing systemic risks.

Within this context, we make the following recommendations:
 – Adoption and expansion of the implementation of the ISO 37001 standard in the 

public and private sector, especially within contracting authorities managing infrastruc-
ture projects or external funds. The standard provides a formal framework for identifying, 
preventing and sanctioning bribery at all stages of the procurement process.

 – Inclusion of integrity mechanisms as part of the evaluation criteria in public pro-
curement, including through the introduction of contractual anti-corruption clauses, 
compliance obligations. 

 – Creation and operationalization of platforms for participatory monitoring of pub-
lic procurement, involving NGOs, mass media and citizens in evaluating the transparency 
of procedures, with effective legal protection of integrity whistleblowers.

 – Increasing the level of interoperability between public institutions regarding the ex-
change of data on public contracts and economic operators, through complete digitalization.

 – Integrating international recommendations (GRECO, OECD, UNDP) into national 
anti-corruption strategies, with annual public reporting on the progress of implementa-
tion and independent assessments of the impact of the measures taken.

 – Internal and external audit, as well as anonymous reporting, are essential comple-
mentary mechanisms in the early detection of irregularities.

 – Continuous training of civil servants involved in the procurement process in the 
field of ethics, compliance and fraud prevention, regarding international good practices 
and new technologies in procurement by including these components in mandatory pro-
fessional training curricula.

By applying these recommendations and capitalizing on international lessons, the Re-
public of Moldova can significantly reduce the risks associated with fraud and corruption.
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